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Introduction

The purpose of this process model is to provide a framework and structure for HQ/PEO to prepare its legacy applications for transition to the NMCI environment.  The framework will also assist business units in understating the requirements for ensuring all legacy applications have gone through the security certification and accreditation review whether or not they are slated for transition to the NMCI environment.  The process model attempts to answer the question “who does what when” and provides a narrative and graphical description of the activities to be performed by business units, the HQ/PEO Legacy Applications Transition Team, and Information Assurance.

The HQ/PEO Legacy Applications Transition Team, in conjunction with Information Assurance, developed the process model.  The model was validated with a business unit.  The model will be updated to reflect new information as it is received.   The process model was developed based upon the following assumptions:

· A pre-certification lab environment that approximates the envisioned NMCI environment, i.e., WIN2000 with a basic load comparable to the “Gold Disk.”

· The process was developed for the HQ/PEO Activity.  Although other activities may find it useful, each activity will need to “customize” it with their own business rules and the circumstances surrounding their unique transition plans.

Scope

This process model includes those HQ/PEO tasks required to prepare an application for submission to the Information Strike Force (ISF) as well as activities associated with obtaining local security certification and accreditation.   The scope of this process model excludes:

· Command rationalization and assumes that business unit rationalization has occurred

· Management processes to support legacy application transition tasks

· Certification and connection activities performed by the ISF.

What is a Process Model?

A process model is comprised of a process composition, a process map, and the business rules that drive the model.  These three “pieces” of the model must be viewed in concert.  In other words, together they represent the process; alone, they represent only one “view” of the process.  These three components are described below.

Process Composition

The process composition textually defines and describes the hierarchical structure of the business processes.  The composition provides an outline of each process including the process name, definition, objective, responsible role (process performer), primary inputs (including triggers) and outputs, steps required to perform the process, and any relevant job aids.  Job aids are tools for use in the performance of a process, e.g., checklists. 

Process Map

The process map graphically depicts the flow and interdependencies of the HQ/PEO Legacy Applications NMCI and IA Certification processes defined in the composition document.  Processes are represented with boxes and include the process number and name.  The numbers do not imply sequence; rather, they are provided as a crosswalk between the map and the composition detail.  The horizontal row, or swim lane, in which the process is placed, depicts the type of role that is responsible for the performance of the process.  If a process box spans multiple roles, the process is performed jointly.  In these instances, if an output is the responsibility of only one role, the output is depicted with a piercing dot that originates from the relevant role.  Decision points are presented as diamonds and include decisions or conditions.  Inputs and outputs are shown as lines labeled with the input/output name and are differentiated by arrows pointing either into or out of a box or diamond.  Where more than one input/output lines join into a single input to one process, the intersecting lines are punctuated with a dot.  Where unrelated horizontal and vertical lines intersect, the horizontal line is punctuated by a “speed bump.”  The following figure illustrates conventions used on the process map.
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Business Rules and Assumptions

Business rules are statements of fact, policy, law, and/or regulation that drive business activities.  The process model includes business rules that must be in place to support the business processes as designed.  Assumptions have been provided for issues that have either not been resolved or are based upon the best information available but has not been stated as fact.

Role Descriptions

Roles responsible for performing processes occupy rows (or swim lanes) on the map.  Processes overlay the roles responsible for their performance.  In some cases, more than one role is responsible for the performance of a process; in these cases, the process box overlays multiple roles or is connected by a dashed vertical line.

	Business Unit
	Organization responsible for identifying and certifying legacy applications

	HQ/PEO Legacy Applications Transition Team
	Organization responsible for cataloging legacy applications and assisting Business Units in preparing for transition to NMCI and/or becoming security C&A compliant

	Information Assurance
	Organization responsible for enforcing DITSCAP rules and regulations and ensuring that information systems are certified and accredited

	Designated Approving Authority
	Official with the authority to formally assume the responsibility for operating a system or network at an acceptable level of risk.

The DAA is usually the Commanding officer of an activity but the responsibility may be delegated down. Even though the authority is delegated, the commanding office still remains responsible for operation of the system/network.



	Information Strike Force
	Organization responsible for implementing NMCI; in this model, responsible for conducting reviews and tests in order to certify an application for operation in the NMCI environment


Inputs and Outputs

Definitions for each of the inputs and outputs appearing on the process map further describe the information used and produced by the processes.  They will enhance the communication and understanding of the accompanying process composition and map and provide high-level information requirements for systems implementation planning.

Glossary of Terms and Abbreviations

This section provides definitions for terms and acronyms used in this document.
	Process:
	1.0:  Perform IA Process

	Definition:
	The process of executing security Certification and Accreditation (C&A) activities for HQ/PEO applications.

	Objective
	In order to secure and protect corporate information assets.

	Process:
	1.1:  Determine Security C&A Requirements

	Definition:
	The process of assessing legacy applications to determine those applications for which a security C&A will be required. 

	Objective:
	In order to flag those applications requiring security C&A to run in the current environment.

	Role:
	Information Assurance

	Input:
	Completed C&A Registration Form

	Output:
	C&A Requirement

No C&A Requirement

	Steps:
	1. Determine if application is an information system.

2. Determine existence of IATO/ATO.

3. Verify proof of ownership/license (will ultimately need for to receive accreditation). 

4. Notify business unit and Legacy Applications Coordinator of determination.

	Process:
	1.2:  Determine Security Certification Level

	Definition:
	The process of defining the type of certification (basic, minimal, medium, and high) and accreditation (system, site or type) that will be required for a particular application.

	Objective:
	In order to determine the level of risk inherent in the system/application and appropriate level of security certification necessary to ensure the security features of the system/application are sufficient to reduce the risk to an acceptable level. 

	Role:
	Information Assurance

	Input:
	C&A Requirement

	Output:
	Certification Level Matrices

	Steps:
	1. Plug registration into model.

2. Apply certification level model(s).

3. Determine required certification level.

4. Document the results of analysis in the SSAA. 

	Job Aid:
	Certification Level Matrices

	Process:
	1.3:  Prepare Phase I SSAA

	Definition:
	The process of writing the initial draft of an SSAA.

	Objective:
	In order to document the system’s mission, environment, security requirements, and architecture; identify threat(s) to the system; and identify the certification authority and DAA.  Data may change as more information is gathered.

	Role:
	Business Unit

	Input:
	Assessed Application(s) w/C&A Requirement

Modified Application(s) Due to CT&E

	Output:
	Phase 1 SSAA

	Steps:
	1. Review SSAA template to determine the information about the system/application needed to write the SSAA.

2. Review completed registration form to map data to the appropriate SSAA paragraph.

3. Complete SSAA paragraphs/sections as required. 

4. Create Security Certification Test and Evaluation plan/scripts.

5. Incorporate certification level matrices.

	Job Aid:
	· SSAA Template

· Sample SSAA (2 samples)

	Process:
	1.4:  Perform Security Certification Test and Evaluation

	Definition:
	The process of testing and evaluating the designed technical and non-technical security features of the system/application within the proposed operational environment as documented in the Phase I SSAA. 

	Objective:
	In order to ensure that technical and non-technical security features have been implemented and perform as designed.

	Role:
	Information Assurance

	Input:
	Phase I SSAA

	Output:
	Phase II SSAA

Security CT&E Report

	Steps:
	1. Execute the security CT&E plan.

2. Perform analysis of security CT&E results.

3. Prepare security CT&E Report.

4. Prepare the accreditation recommendation and forward all documentation to the DAA.

	Process:
	1.5:  Accredit System

	Definition:
	The process of accepting the residual risk presented by a system and issuing an Authority to Operate (ATO) or an Interim Authority to Operate (IATO). 

	Objective:
	In order to authorize a system/application to operate in a prescribed operational environment using a specified set of security safeguards and countermeasures.

	Role:
	DAA

	Input:
	Phase II SSAA

	Output:
	Phase III SSAA

	Steps:
	1. Analyze Phase II SSAA.

2. Determine acceptable level of risk.

3. Verify existence of valid license/proof of ownership.

4. Determine whether to grant ATO or IATO.

5. Prepare formal ATO or IATO.

6. Sign ATO or IATO.

7. Update SSAA.

	Process:
	1.6:  Prepare Request for Connection (RFC)

	Definition:
	The process of completing and submitting a Request for Connection (RFC).

	Objective:
	In order to initiate entry into the NMCI Connection Approval Process (NCAP) for all legacy applications that will require access from an NMCI seat. 

	Role:
	Information Assurance

	Input:
	Phase III SSAA

	Output:
	Request for Connection (RFC)

	Steps:
	1. Prepare RFC and assign unique number.

2. Note related RFS(s).

3. Get signature.

4. Forward to NMCI DAA.

	Process:
	1.7:  Pre-load C&A Registration Form

	Definition:
	The process of pre-populating a security certification and accreditation form with data already available in the HQ/PEO legacy applications repository.

	Objective:
	In order to facilitate the completion of C&A registration forms with consistent data and to provide a service to a business unit.

	Role:
	HQ/PEO Legacy Applications Transition Team

	Input:
	HQ/PEO Legacy Applications 

	Output:
	Pre-populated C&A Registration Form

	Steps:
	1. Pre-load C&A registration form.

2. E-mail pre-loaded, electronic form(s) to business unit for completion.

3. Update HQ/PEO NMCI Legacy Application Repository.

	Job Aids:
	· HQ/PEO NMCI Legacy Applications Repository 

· Security C&A Registration Form Template

	Process:
	1.8:  Complete C&A Registration Form

	Definition:
	The process of providing additional data needed to finalize the C&A registration form. 

	Objective:
	In order to provide Information Assurance with sufficient information to make a determination regarding the requirements for certification and accreditation for an application.

	Role:
	Business Unit

	Input:
	Pre-populated C&A Registration Form

	Output:
	Completed C&A Registration Form

	Steps:
	1. Complete remaining data fields for the legacy application and any associated applications or dependent applications.

2. Email to Information Assurance (Gerald Read).

	Job Aid:
	· Security C&A Registration Form Template

	Process:
	2.0:  Perform NMCI Pre-Certification Process

	Definition:
	The process of ensuring that HQ/PEO legacy applications are compliant with NMCI standards.

	Objective:
	In order to prepare the necessary documentation and media for submission to the NMCI Proving Center and Test Lab.  To expose legacy application technical issues to CDAs with sufficient lead-time to make informed, timely decisions regarding the future of an application (fix, retire, etc.).

	Process:
	 2.1:  Assess Application

	Definition:
	The process of determining the resources required to prepare an application for the NMCI environment.

	Objective:
	In order to properly allocate resources based upon lessons learned and the level of effort (rough order of magnitude) required to prepare an application for use in NMCI. 

	Role:
	Business Unit

	Input:
	No C&A Requirement

Certification Level Matrices

NAVSEA Corp-wide Applications

NMCI Certified Applications 

Security CT&E Report

Test Results

	Output:
	Assessed Application(s)

Assessed Application(s) w/C&A Rqmt

Assessed Application(s) w/Required Mods

Stand-alone Ref RFS #

Sunset Agreement (to Legacy Applications and IA)

	Steps:
	1. Determine if NMCI certification is required.

2. Determine if application and associated/dependent applications have been previously NMCI certified (check EDS website).
3. Verify ISF Legacy Applications status.
4. Determine application sponsor.
5. Verify proof of ownership, if appropriate.
6. Review security CT&E Report from IA and/or Test Results from HQ/PEO Legacy Applications Transition Team, if applicable.
7. Review early adopter lessons learned and Applications Resource Guide to research known vulnerabilities and reasons for failure, e.g., use of Active X plug-ins or high TC ports, of the application’s operating environment.

8. Research the complexity of making the application NMCI compliant.

9. Consider resource impacts of complying with security C&A requirements.

10. Conduct business cost analysis (BCA), if appropriate.

11. Make determination to proceed with activities required to certify the application(s).  (Please note that an assessed application(s) may take more than one path.)
a) If this is the first time the application (and its associated or dependent applications) has been assessed and it has a security C&A requirement, or, the application was reassessed because it was not recommended for Accreditation (requires SSAA changes), continue on to 1.3 Prepare Phase 1 SSAA.

b) If the application(s) has a stand-alone reference RFS #, continue on to 3.1 Pre-load RFS Template(s).

c) If the application requires code changes, either due to NMCI compliance or security Accreditation reasons, continue on to 2.2 Fix Application.

d) If the application(s) does not require code changes, continue on to 2.3 Prepare Submission.

12. If decide not to proceed, notify Legacy Applications and IA of sunset agreement and update HQ/PEO NMCI Legacy Applications Repository.

	Job Aid:
	· Early Adopter Lessons Learned (includes known vulnerabilities)

· HQ/PEO NMCI Legacy Applications Repository

· ISF Database (online)

· NMCI ISF Applications Resource Guide 

· Proving Lab Submission Checklist/Liaison Letter

· Sample System C&A Process POA&M



	Navigation According to Circumstance

	
	Assessed Application w/C&A Rqmt
	Assessed Application(s) w/Required Mods
	Assessed Applications(s)
	Stand-alone Ref RFS #
	

	If previously NMCI certified & no security C&A required
	
	
	
	(
	

	If previously NMCI certified & security C&A required
	(
	
	
	(
	

	If require NMCI certification, no C&A, no mods
	
	
	(
	
	

	If require NMCI certification & C&A, no mods
	(
	
	(
	
	

	If require NMCI certification, C&A & mods
	(
	(
	
	
	

	If require NMCI certification, no C&A & require mods
	
	(
	
	
	

	If no NMCI certification required & no security C&A required
	
	
	
	
	Business unit decision to sunset or use Command enclave solution

	If no NMCI certification required & security C&A required
	(
	
	
	
	

	
	Assessed Application w/C&A Rqmt
	Assessed Application(s) w/Required Mods
	Assessed Applications(s)
	Stand-alone Ref RFS #
	

	If failed CT&E & mods required
	
	(
	
	
	

	If failed pre-cert test & mods required
	
	(
	
	
	

	
	

	Process:
	2.2:  Fix Application 

	Definition:
	The process of modifying code (software, configuration, connectivity) according to guidance and/or prior test results.  

	Objective:
	In order to ensure legacy application operates in a Windows 2000 environment and within required security parameters.

	Role:
	Business Unit

	Input:
	Application(s) w/Required Mods

	Output:
	Modified Application(s) 

Modified Application(s) Due to CT&E

	Steps:
	1. Modify application to address known deficiencies.

	Process:
	2.3:  Prepare Submission

	Definition:
	The process of ensuring all required documentation/media is consolidated into a single, trackable unit.

	Objective:
	In order to ensure an application has all the supporting documentation, instructions, and information needed to receive NMCI certification.

	Role:
	Business Unit

	Input:
	Assessed Application(s)

Incomplete HQ/PEO Submission

Modified Application(s)

	Output:
	HQ/PEO Submission

	Steps:
	1. Prepare copy of all required files (applications, associated/dependent applications, and test data) and store onto a CD.

2. Obtain valid key/license (proof of ownership).

3. Develop installation procedures.

4. Trial installation procedures (user may opt to test installation procedures prior to submitting package to HQ/PEO Legacy Applications Transition Team).

5. Prepare a written description of any special application features and functions that will be required and/or tested, including server connectivity and access issues.

6. Develop test scripts and system test data.

7. Provide end-user (notional) data if required for functionality testing.

8. Schedule submission review with HQ/PEO Legacy Applications Transition Team.

	Job Aid:
	· Proving Lab Submission Checklist/Liaison Letter

· Sample Test Scripts

	Process:
	2.4:  Review Submission

	Definition:
	The process of examining materials that will accompany a legacy application to the NMCI Proving Center and Test Lab.

	Objective:
	In order to ensure requisite materials are included in the package and ready for testing.

	Role:
	HQ/PEO Legacy Applications Transition Team

	Input:
	HQ/PEO Submission

	Output:
	Incomplete HQ/PEO Submission

Validated HQ/PEO Submission

	Steps:
	1. Log in all materials associated with an application.

2. Acknowledge receipt (signature).

3. Verify materials are complete and “mature” enough to be implemented by independent tester.

4. Verify existence of valid license/proof of ownership.

5. If not complete, return to business unit.

6. Update HQ/PEO NMCI Legacy Applications Repository.

	Job Aid:
	· HQ/PEO NMCI Legacy Applications Repository 

· Proving Lab Submission Checklist/Liaison Letter

	Process:
	2.5:  Schedule Testing Resources

	Definition:
	The process of coordinating use of HQ/PEO pre-certification lab resources (workstation, logistics analyst, etc.).

	Objective:
	In order to optimize resource allocation.

	Role:
	HQ/PEO Legacy Applications Transition Team

	Input:
	Validated HQ/PEO Submission

	Output:
	Scheduled Test

	Steps:
	1. Determine if “simple” or “complex” application.

2. Work with pre-certification lab and CDA to schedule needed resources.

3. Update HQ/PEO NMCI Legacy Applications Repository.

	Job Aid:
	HQ/PEO NMCI Legacy Applications Repository

	Process:
	2.6:  Pre-certify Application

	Definition:
	The process of testing the legacy application documentation to ensure it can be followed without sponosr supervision, and determining whether an application will run in a Windows 2000 environment.

	Objective:
	In order to expose supporting documentation or legacy application deficiencies that would prohibit the legacy application from successfully completing the NMCI Certification process. 

	Role:
	Business Unit

HQ/PEO Legacy Applications Transition Team

	Input:
	Scheduled Test

	Output:
	Proceed Notification

Test Results 

	Steps:
	1. Install application using load instructions. (HQ/PEO Legacy Applications Transition Team)

2. Execute test scripts. (Application Sponsor)

3. Document test results (test script/load instruction omissions/improvements). (Application Sponsor)

4. Make pass/fail determination to proceed. 

5. Update HQ/PEO NMCI Legacy Applications Repository. (HQ/PEO Legacy Applications Transition Team)

6. Update lessons learned resources (other applications that failed for similar reasons). (HQ/PEO Legacy Applications Transition Team)

7. Archive existing application environment if a legacy application check point is present (and a problem was encountered). (HQ/PEO Legacy Applications Transition Team)

8. Ghost the test workstation. (HQ/PEO Legacy Applications Transition Team)

9. Conduct quality check to ensure environment has been reinitialized. (HQ/PEO Legacy Applications Transition Team)

	Open Issue
	Look into using MSI packages.

	Job Aid:
	· HQ/PEO NMCI Legacy Applications Repository

· ISF NMCI Pre-certification Process 

	Process:
	2.7:  Inventory Application

	Definition:
	The process of formally identifying and defining a legacy application.

	Objective:
	In order to inventory and validate all applications currently running in use at HQ/PEO. 

	Role:
	Business Unit

HQ/PEO Legacy Applications Transition Team

	Input:
	HQ/PEO CNO Response

Special Requirements

Web-related Legacy Application

	Output:
	HQ/PEO Legacy Applications

HQ/PEO URL

	Steps:
	1. Filter out used (non-owned) websites for further research.

2. Review submitted legacy applications with Business Unit POC.

a. Verify information about reported legacy applications is complete, e.g., be sure that user/sponsor status is completed.

b. Validate reported legacy applications are correct.

c. Verify applications not on Gold Disk.

d. Verify application has not been submitted by another business unit or within the reporting business unit – eliminate duplicates within and across business units.

e. Determine if application is redundant with basic services.  For example, could MS Excel satisfy Quattro Pro requirement.  Could MSWord 2000 satisfy MSWord 98 requirement?

3. Determine whether business unit or HQ/PEO Legacy Applications Transition Team has the complete, authoritative listing of legacy applications and that legacy applications repository reflects this listing.

4. Pre-populate security C&A registration form for those applications “owned” by business unit. 

5. Complete C&A Registration Form and forward to Information Assurance.

	Job Aid:
	· Common Business Rules for Rationalization
· HQ/PEO NMCI Legacy Applications Repository

	Process:
	2.8:  Research URL

	Definition:
	The process of testing a website identified by a using business unit.

	Objective:
	In order to identify legacy applications by determining whether a website requires software, i.e., mobile code, for access.

	Role:
	HQ/PEO Legacy Applications Transition Team

	Input:
	HQ/PEO URL

	Output:
	Web-related Legacy Application(s)

	Steps:
	1. Contact Webmaster and determine if mobile code is used.

2. If yes, list mobile code as legacy application in HQ/PEO legacy application repository.

3. If no, flag website as not having an associated legacy application (flag for deletion, but do not delete record from repository).

	Job Aid:
	· HQ/PEO NMCI Legacy Applications Repository

	Process:
	3.0:  Facilitate Submission Process

	Definition:
	The process of bundling, submitting, and tracking applications submitted to the NMCI Proving Center and Test Lab or local PoP.

	Objective:
	In order to ensure that submissions are complete, registered at the NMCI Proving Center and Test Lab, and are prepared for application testing and packaging.

	Process:
	3.1:  Pre-load RFS Template(s)

	Definition:
	The process of pre-populating a submission’s Request for Service (RFS) with data already available in the HQ/PEO NMCI Legacy Applications Repository.

	Objective:
	In order to ensure that RFS/legacy application data is consistent and to provide a service to the business unit.

	Role:
	HQ/PEO Legacy Applications Transition Team

	Input:
	Proceed Notification 

Stand-alone Ref RFS #

	Output:
	Pre-populated RFS

Reference RFS

	Steps:
	1. Pre-load RFS and reference RFS, if applicable.

2. If stand-alone RFS, send to 3.3 Finalize Submission process.  If not stand-alone, send to 3.2 Refine RFS process.

3. E-mail pre-loaded, electronic form(s) to business unit for completion.

4. Update HQ/PEO NMCI Legacy Application Repository.

	Job Aid:
	· HQ/PEO NMCI Legacy Applications Repository

· RFS Form Documentation (field definitions)

	Process:
	3.2:  Refine RFS/ERQ

	Definition:
	The process of validating pre-populated RFS and/or ERQ data and completing remaining fields.

	Objective:
	In order to complete the RFS and/or ERQ for submission to the NMCI Proving Center and Test Lab or local PoP.

	Role:
	Business Unit

	Input:
	Pre-populated ERQ

Pre-populated RFS

	Output:
	Completed ERQ

Completed RFS 

	Steps:
	1. Validate pre-populated fields.

2. Complete remaining data fields (with the exception of shipping information) for the legacy application and any associated applications or dependent applications.

3. Email to HQ/PEO Legacy Applications Transition Team.

	Job Aid:
	· HQ/PEO NMCI Legacy Applications Repository

· RFS Form Documentation (field definitions)

	Process:
	3.3:  Finalize Submission

	Definition:
	The process of finalizing an RFS, including shipping information, or finalizing and staging an ERQ (for PoP testing), for official submission to the NMCI Proving Center and Test Lab or local PoP.

	Objective:
	In order to register legacy applications with the NMCI Proving Center or submit to PoP.

	Role:
	HQ/PEO Legacy Applications Transition Team

	Input:
	Completed ERQ

Completed RFS

Reference RFS

	Output:
	ERQ 

NMCI Submission

RFC

	Steps:
	1. Ensure RFS submission for each legacy application is complete.

2. Select mode of shipment and add shipping information to the RFS(s).

3. Print RFS(s).

4. Stage complex submissions for local PoP testing.

5. Make a complete copy of all submissions and retain as backup.

6. Sort backup copies into complex and simple.

7. Ship all NMCI submissions (RFSs).

8. Pre-populate ERQ for completion by sponsoring business unit.

9. Receive and stage ERQs for submission to the PoP.

10. Update HQ/PEO NMCI Legacy Applications Repository.

	Job Aid:
	· HQ/PEO NMCI Legacy Applications Repository

	Process:
	Certification and Connection Process (Out of Scope of This Model)

	Definition:
	The process of approving an application for use in the NMCI environment.

	Objective:
	In order to ensure there are no adverse impacts of running the application on the NMCI environment and determining how to meet security requirements. 

	Input:
	ERQ

NMCI Submission

RFC


Inputs/Outputs 

	Assessed  Application(s) w/C&A Requirement
	Provides information about a legacy application that is seeking security certification and accreditation that has been analyzed to determine the level of effort required to abide by NMCI and security C&A requirements.  This includes information contained in the Certification Level Matrices.

	Assessed Application(s)
	Provides information about an application and any associated/dependent application(s) that are planned for transition to NMCI without any required system modifications.

	Assessed Application(s) w/Required Mods
	Provides information about an application that has been deemed potentially capable of meeting NMCI and/or security C&A requirements for operation with modifications necessary to meet the requirements.

	C&A Requirement
	Provides information about a legacy application that must go through the DITSCAP process.

	Certification Level Matrices
	Provides information about the level of security certification required for an application.

	Completed C&A Registration Form
	Provides information that has been finalized by the business unit about a legacy application.  This is used to start the security C&A process.

	Completed ERQ
	Provides information about an application’s use and complexity – a form that was pre-populated by the HQ/PEO Legacy Applications Transition Team and completed by the sponsoring business unit.

	Completed RFS
	Provides information about an application’s Request for Service (RFS), without shipping information, completed by the sponsoring business unit.

	ERQ
	Provides information about an application that is used to develop an understanding of the use and complexity of the application/system for a particular base or claimant and Marine Corps organization in order to prepare the application for transition to NMCI, gather and provide the information required by the Security Working Group (SWG), and identify those applications that are complex enough to warrant a Tier 3 engineering review.  The ERQ is submitted to the ISF.

	HQ/PEO CNO Response
	Provides information about all HQ/PEO legacy applications submitted as part of the December 2001 response to the CNO Data Call.

	HQ/PEO Legacy Applications
	Provides information about an aggregated, validated HQ/PEO ‘list’ of legacy applications cleansed of duplicates, conflicts, and Gold Disk software that are required by business units to conduct business.  This ‘list’ is not static and will continue to change to meet business needs.

	HQ/PEO Submission
	Provides information about an application and supporting material (valid key, media, test scripts, etc.) that is slated for submission to NMCI.

	HQ/PEO URL
	Provides information about website addresses used by a code or directorate at HQ/PEO.

	Incomplete HQ/PEO Submission
	Provides information about an application and supporting material that is missing required elements for proceeding with NMCI certification.

	Modified Application(s)
	Provides information about application code/configuration that has been changed to satisfy Windows 2000 compliance requirements.

	Modified Application(s) Due to CT&E
	Provides information about an application that was fixed to remedy a problem discovered through security certification, test, and evaluation efforts.

	NAVSEA Corp-wide Applications
	Provides information about applications that are owned by NAVSEA and will be available under NMCI – HQ/PEO business units are not required to prepare NMCI submission or obtain security certification for these applications.

	NMCI Certified Applications
	Provides information about DoD, DoN, and NAVSEA applications that have been NMCI certified.  This list will be derived from the ISF database.  

	NMCI Submission
	Provides information about an application that has been validated, tested, and prepared for submission to the ISF.  The NMCI Submission constitutes the Request for Service (RFS) and includes media, installation instructions, etc.

	No C&A Requirement
	Provides information about an application that does not require security certification and accreditation.

	Phase I SSAA
	Provides information about the first iteration of a description of an application’s mission, environment, and security requirements as required by DITSCAP plus a Security Certification Test & Evaluation (CT&E) Plan.

	Phase II SSAA
	Provides information about the Phase I SSAA, the Security CT&E results, and a recommendation for certification.

	Phase III SSAA
	Provides information about the Phase II SSAA plus the authority granted to operate an application or information system (IATO or ATO).

	Pre-populated C&A Registration Form
	Provides information about an initial description of an application or information system.  This form is pre-populated with information from the HQ/PEO Legacy Applications Repository.

	Pre-populated ERQ
	Provides information about an application’s use and complexity.  This form has been populated with data from the HQ/PEO NMCI Legacy Applications Repository and requires additional information from the business unit.

	Pre-populated RFS
	Provides information about an application’s draft Request for Service; this form has been populated with data from the HQ/PEO NMCI Legacy Applications Repository and requires additional information from the business unit.

	Proceed Notification
	Provides information about an application (including documentation) that has successfully completed the HQ/PEO pre-certification and requires an RFS.

	Reference RFS
	Provides information about an HQ/PEO generated Request for Service (RFS) for an application that has previously been certified by the NMCI Proving Center and Test Lab and requires deployments at HQ/PEO. 

	Request for Connection (RFC) 
	Provides information about an application that has been accredited by IA to run in the current environment and for which HQ/PEO is seeking connection to the NMCI.

	Scheduled Test
	Provides information about the timeframe and the application to be pre-certification tested.

	Security CT&E Report
	Provides information about the results of security certification testing performed by IA on a specific application.

	Special Requirements
	Provides information about HQ/PEO legacy systems, URLs, unusual IT circumstances that exist in the current environment.

	Stand-alone Ref RFS #
	Provides information about the unique identifier of a legacy application (Reference RFS) that has been previously certified by the NMCI Proving and Center and Test Lab and for which HQ/PEO wants deployment.  Stand-alone implies the application is not ‘bundled’ with another legacy application.

	Sunset Agreement
	Provides information about an agreement between the business unit and the Designated Approving Authority (DAA) regarding the date an application will cease operation (sunset) and the requirements for security certification and accreditation of the application until it ceases operation.

	Test Results
	Provides information about the results of the pre-certification test of an application.

	Validated HQ/PEO Submission
	Provides information about an application and supporting materials that have been approved for moving forward through the NMCI certification process.

	Web-Related Legacy Application(s)
	Provides information about mobile code that is used by HQ/PEO business units when accessing websites.  Instances of mobile code are considered legacy applications and subject to NMCI certification.


Business Rules

1. NAVSEA may submit an application and RFS to the NMCI Proving Center and Test Lab prior to receiving local security C&A [Authority to Operate/Interim Authority to Operate (ATO/IATO)].  However, an application must have local security C&A prior to submitting an RFC.

2. A complex COTS/GOTS application will be held for/routed to the local ISF-operated PoP-in-the-box for NMCI certification.  Simple, non-Gold Disk, single-user COTS applications will be submitted directly to the NMCI Proving Center and Test Lab for NMCI certification and registration.

3. For business essential websites (URLs) that require use of mobile code, an RFS will be submitted for each instance of mobile code used.  Websites/mobile code will be submitted with as much supplemental information as needed to ensure 1) connectivity, and 2) needed functionality.  Examples of web sites or web application addresses to include:

· Websites (URL) or web-based applications that require user authentication (ID and Password), IP authentication (static IP), and/or Secure Socket Layer (HTTPs SSL) 

· Websites (URL) that require the use of third-party mobile code (Plug-ins, Active-X controls, JavaScript, etc.)  (e.g. software that is not part of the standard IE or Netscape browser installation)

· Any Website (URL) that is essential to your business unit’s business processes.

· Any website (URL) that has or may require a waiver to the Navy/Marine Corps firewall policy.

4. Prior to submission to the NMCI Proving Center and Test Lab, all applications must be registered with IA to initiate the DITSCAP process.

5. Single-user applications created using Gold Disk software with no programming (user-customized macros, functions, procedures, scripts), do not require security C&A or NMCI certification.

6. Each RFS (and all associated media, instructions, etc.) will be submitted on a single CD to the NMCI Proving Center and Test Lab.  “Bundled” RFSs will be consolidated on a single CD.
7. Every application and associated or dependent application(s) require a separate and complete RFS.  Applications with multiple RFSs will be bundled into a single submission.

8. Palm software, e.g., operating systems or 3rd party applications, must be reported as a legacy application and submitted to the NMCI Proving Center and Test Lab for NMCI certification.  This is true even if legacy Palm model is available from a CLIN – same for any PED, e.g., blackberry.
9. If an application “works” in the test NMCI environment, but its’ documentation is deficient, it will not fail an HQ/PEO pre-certification test.  A business unit representative will be present during pre-certification testing and will be responsible for capturing needed documentation changes.

10. If an application has been submitted for certification by another Activity to ISF and has an assigned RFS#, do not assume that it will be certified; proceed through the 2.0 process. (Process 2.1)

11. An application must have an identified sponsor to enter the NMCI certification or security C&A process.

12. An application sponsor must show a license or proof of ownership in order to be granted an IATO/ATO. (Process 1.5).  The HQ/PEO Legacy Applications Transition Team has designated three items that will prove ownership: (1) End User License Agreement, (2) original media with key, and/or (3) purchase receipt showing title, quantity, and serial number of the application(s) purchased.
13. An application sponsor must show a license or proof of ownership for an application to be submitted for NMCI certification. (Process 2.4).

14. After pre-loading and distributing C&A registration forms, changes will only be made through re-submission of the C&A registration form (via Information Assurance) rather than the HQ/PEO Legacy Applications Repository.

15. Whenever possible, test data submitted to NMCI should not be “live” data; rather, sample or notional data should be submitted.   As an alternative, write test scripts that force ISF to enter notional data for sensitive data fields.

16. A valid license must exist for each user of a COTS application.

17. An Engineering Review Questionnaire must be completed for each application that is sponsored by an HQ/PEO business unit.

18. In some instances, a business unit may have created utilities in languages, e.g., FORTRAN, Visual Basic, or C, that generate an executable file.  If the file meets the following criteria, it may not need to be NMCI certified:

a. Is not shared,

b. Only runs locally,

c. Does not touch the registry,

d. Does not touch the network, and

e. Does not store data internally.

Assumptions

1. If an application can’t be tested at the NMCI Proving Center and Test Lab because it is dependent on other systems or databases, it will receive NMCI certification locally via a PoP.  

2. Tracking of the status of applications as they move through various certification stages will be performed by the HQ/PEO Legacy Application Transition Team.

Glossary of Terms and Abbreviations

	Accreditation
	The formal declaration by a Designated Approving Authority (DAA) that an Information System is approved to operate in a particular security mode at an acceptable level of risk, based upon the implementation of an approved set of technical, managerial, and procedural safeguards.

	Application
	By definition, an application is a software program.  A software application is capable of achieving the same functions as an information system, i.e., collect, store, transmit, or process information.

	Bundle
	A package of multiple, related or dependent applications for NMCI submission.

	DAA
	Designated Approving Authority

	Developer
	Person or entity that writes application code.

	ERQ
	Engineering Review Questionnaire.  The purpose of this questionnaire is to collect information about an application or system that will be migrated to NMCI.  The collection of this information is conducted as part of the engineering complexity review.  The engineering complexity review (Tier 2) is a combined process accomplished on site by the application owners (POR, CDA, and/or PMO) and the Information Strike Force (ISF) Site Solutions Engineering (SSE) Team.  The application owner is responsible for providing information to the ISF SSE Team regarding their application. This questionnaire is used to identify the type of information required in order to accomplish the following goals:

· Develop an understanding of the use and complexity of the application/system for a particular base or claimant and Marine Corps organization in order to prepare the application for transition to NMCI

· Gather and provide the information required by the Security Working Group (SWG)

· Identify those applications that are complex enough that warrant a Tier 3 engineering review.

	HQ/PEO Legacy Applications Repository
	Tool used to track information about an HQ/PEO legacy application and its status.

	IA
	Information Assurance

	IA Certification
	The comprehensive evaluation of the technical and non-technical security safeguards of an information system to support the accreditation process that establishes the extent to which a particular design and implementation meets a set of specified security requirements.

	Information System
	The entire infrastructure, organization, personnel, and components for the collection, processing, storage, transmission, display, dissemination, and disposition of unclassified or classified information.

	Job Aid
	Materials (checklists, guidance, forms, etc.) used to help complete process steps.

	Legacy Application
	An application used today that is not available on the Gold Disk.

	NCAP
	NMCI Connection Approval Process

	Proof of Ownership
	The HQ/PEO Legacy Applications Transition Team has designated three items that will prove ownership: (1) End User License Agreement, (2) original media with key, and/or (3) purchase receipt showing title, quantity, and serial number of the application(s) purchased.

	RFC
	Request for Connection

	RFS
	Request for Service

	Security CT&E
	Security Certification, Test, and Evaluation

	Simple Application
	A COTS (Commercial Off the Shelf) application that runs on a desktop with no dependent applications

	Sponsor
	The government entity (person or organization) that specifies functional requirements and/or is responsible for development and life-cycle maintenance.

	SSAA
	System Security Authorization Agreement - A formal agreement among the DAA, Certifier, user, and representative, and program manager.  It is used throughout the entire DITSCAP to guide actions, document decisions, specify IA requirements, document certification tailoring and level-of-effort, identify potential solutions, and maintain operational systems security.

	Submission
	A complete submission to the NMCI Proving Center and Test Lab including RFS, media, valid key, etc.

	SWG
	Security Working Group

	System Data
	Data required for operation of the system.  For example, the travel order processing system requires a per diem look up table.
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