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1. Mission Description and System Identification

This System Security Authorization Agreement (SSAA) is specifically intended for the connection of ADI Technology Corporation to the Naval Sea Systems Command Washington Navy Yard Zone 1 Network.  ADI supports Team Submarine to include PMS450 Contractor Integrated Technical Information System (CITIS), PMS350 SEAWOLF Program and various support on the Team Submarine NOFORN Virtual Local Area Network (VLAN).
1.1. System Name and Identification

The ADI Secured System/Network is the subject of this System Security Authorization Agreement (SSAA) and is located within ADI space at 300 M Street SE, Washington D.C., Suite 500.  

The ADI secured System/Network will house an additional server called ADI-HERCULES in the future, which will support the PMS450 CITIS program.  This server will be accredited and certified separately by the CITIS Program Manager and will not be connected to this network until complete and this SSAA is modified to reference the CITIS documentation.
1.2. System Description

The ADI Secured System/Network is in essence a node off NAVSEA's Zone 1 and connected via a T1 using the Timestep hardware encryptor.  The Timestep encryptor will contain two separate tunnels to support CITIS when operational and the ADI Workstations. This SSAA will serve to certify and detail the NSSCADI-CA server and all associated workstations.  The server and workstations connect ADI configuration managers to supplemental support applications on TEAMSUB File Server HUNLEY, CDMSNF, and to NAVSEA-wide email via the Headquarters Exchange system.  All users of the workstations have NAVSEA Novell NetWare Accounts.
1.3. Functional Description

1.3.1. System Capabilities

The ADI Secured System/Network provides functionality to allow on-line access and the capability to prepare, disseminate, and electronically store and retrieve various types of documents required to support PMS 450 CITIS and PMS 350 configuration management activities (HUNLEY, CDMSNF), and also provides access to NAVSEA email service to ADI personnel who possess a valid NAVSEA account.

1.3.2. System Criticality

The link between ADI spaces in 300 M St. S.E.and the Washington Navy Yard (WNY) is considered essential for the continued support of the many configuration management functions performed by the configuration managers personnel using the NAVSEA network services. The continued performance of these essential functions depends upon this connection because of the Navy’s recent move of NAVSEA Headquarters to the WNY, there is not enough physical space in the new location in the yard to seat the number of contractor support personnel needed to perform these critical functions.
1.3.3. Classification and Sensitivity of Data Processed

The support information used by ADI configuration managers is located on the HUNLEY server at WNY, which has the classification sensitivity of Controlled Unclassified Information containing Unclassified Navy Nuclear Propulsion Information (U-NNPI) that is not releasable to Foreign Nationals (NOFORN).  The NAVSEA email exchange system used by ADI users is unclassified only.  The CDMSNF contains up to U-NNPI data.  All of these sources must be access by ADI configuration mangers to support PMS 350 & 450 operations.

1.3.4. System User Description and Clearance Levels

The users of the ADI Secured System/Network are ADI employees supporting PMS 450 and PMS 350 in the VIRGINIA and SEAWOLF Class programs.  These users are all U.S. Citizens and have a need-to-know for information associated with the programs involved.  All users have a NAVSEA account approved by Team Submarine Program Managers.  

1.4. Life Cycle of the System

The ADI Secured System/Network will provide Zone 1 network services to contractor support personnel at the ADI offices in 300M Street Suite 500, Washington D.C.  The expected life cycle for the system is an estimated 2 years.  It is expected that the system capabilities will be absorbed into the upcoming Navy Marine Corps Intranet (NMCI).

1.5. System Concept of Operations (CONOPS) Summary

All of the workstations connected to this network segment use Timestep hardware encryption equipment to connect ADI personnel to supplemental support applications on TEAMSUB File Server HUNLEY, CDMSNF, and to NAVSEA-wide email via the Headquarters Exchange system. Insufficient workspace in the WNY is the primary motivation in establishing the ADI Secured System/Network in its facilities located at 300 M St. SE. 
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Figure 1‑1 IP Address and Timestep Diagram.

2. Environment Description

2.1. Operating Environment

2.1.1. Facility Description

Building:

The ADI Secured System/Network is located in Suite 500 in ADI leased spaces at 300 M St. SE.  This location is leased by ADI  Technology Incorporated, and has a SECRET level facilities clearance.  Also see Figure 2-1 Facility Layout.
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Figure 2‑1 Facility Layout.
2.1.2. Physical Security

The ADI Secured System/Network will be located in the offices of ADI Technology spaces in 300 M St. S.E. Washington, DC.  This building has 24 hour guard service at building access points.  Access to the ADI spaces on the 5th floor is monitored by a receptionist at the main entrance during business hours.  All entrances are locked after business hours.  Entrances are secured by cypher locks. 

LAN Room:

The LAN Room is the central point of all local area network access on the 5th floor of ADI spaces in 300 M St. S.E.  Physical access to the room is controlled by a cypher lock that is maintained by two Office Managers and two MIS Administrators.  These individuals are named in paragraph 2.1.3.  This room contains a separate equipment rack that is soley dedicated to the ADI Secured System/Network T1 line.  All access to the NAVSEA network services is via one T1 connection that crosses the public telephone system lines between ADI spaces in 300 M St. S.E. and NAVSEA at the WNY.  Traffic on this line uses FIPS 140-1 approved hardware encryption.  This line terminates on the ADI spaces in 300 M St. S.E. side in the building phone closet on the Garage level 1 and is trunked to the ADI LAN Room on the 5th floor, which is where the Timestep hardware encryption equipment is located. 

ADI Secured System/Network Computer Room:

This room is reserved exclusively for the use of the ADI configuration managers assigned to this project.  The room is secured with a cipher lock.  Regularly assigned workers have the combination to the lock, as well as the individuals named in paragraph 2.1.3.  Cabling in this room is in accordance with the NAVSEA instruction 5511.32b.  Moreover, is entirely within the ADI facility.  

The ADI Secured System/Network services are provided by government owned and operated servers maintained within the confines and security boundaries of the WNY NAVSEA Headquarters environment.  NAVSEA has the responsibility for securing the equipment ADI connects to at the WNY.

Administrative Issues

Physical protection is achieved by locating servers and users within locked rooms. Access to the space housing this equipment is limited to ADI MIS Administrators and DBA personnel who support Team Submarine projects and have active NAVSEA computer system accounts. 

New ADI employees are thoroughly trained in the proper facilitation of security using computer passwords and secure door access codes. Each year ADI employees are required to attend Information & Physical Security training refresher seminar. If an ADI employee is re-allocated to a different project, retires, or leaves, their account access is removed and they will have no access to the server or the network to which the server is attached.  Cipher lock combinations are changed on a schedule. It is a requirement by the personnel office when an employee is departing and the Network administrators revoke their network account.  Normal NAVSEA intro/exit policies apply.  

2.1.3. Personnel

The following individuals have access to the server

	Personnel
	Rights

	Eric Wren
	MIS WAN Administrator

	Steve Haney
	Primary MIS LAN Administrator

	Justin Cotter
	Secondary MIS LAN Administrator


	The personnel listed below have combinations to the cipher locks, but do not have any NAVSEA or Network server accounts.  As office managers, these individuals must have access to the locked rooms in case of emergency.  Both these individuals are U.S. Citizens.

	Pat Smith
	Office Manager

	Becky Hoak
	Office Manager


Table 2‑1 Personnel
2.1.4. COMSEC

A pair of Timestep encryption devices handles the communications security.  These encryption units are managed by NAVSEA.

2.1.5. Tempest

This system does not fall under the Tempest, because no classified data will be sent over the encrypted public line.

2.1.6. Maintenance Procedures

Preventative maintenance procedures for the workstation will be the responsibility of NAVSEA MIS Help Desk with the ADI MIS staff assisting as necessary.  

2.1.7. Training Plans

ADI personnel are trained in the proper use and security of the workstations upon employment and are required to attend a training session every year to reinforce the security polices that are in place (e.g., change your password every 90 days, never giving out your password, etc.). 

2.2. Software Development and Maintenance Environment

The workstation maintenance will be the responsibility of NAVSEA MIS staff with the ADI staff assisting as necessary.  The ADI point of contact for processing NAVSEA’s Information Assurance Vulnerability Alerts is Steve Haney (phone 202.203.5292; email steve.haney@aditech.com).

2.3. Threat Description

The Trusted Zone 1 network is subject to a range of generic threats applicable to most government information systems processing unclassified information. A potential threat exists to the confidentiality and integrity of the information processed, stored, and transmitted by Trusted Zone 1 network. Natural and manmade sources are also a potential threat to the LAN itself. Natural disasters and damage can result from fire, water, wind, and electrical sources. Manmade threats are from those who would target the NAVSEA LAN for espionage, criminal activity, unlawful use, denial of service, or malicious harm. External or internal agents of threat include espionage, terrorist, hackers, and vandals. The last source of manmade threats is unexpected interruptions of service, usually caused by equipment failures.

Hacker and vandalism threats against Trusted Zone 1 network are considered low, because the network does not contain classified data. Terrorist attacks against DoN sites must be considered moderately possible. 

Vulnerability of Trusted Zone 1 network within the firewall to damage by untrained or disgruntled employees is considered low for a variety of reasons. There are restrictions and restraints of the role access control used to access the Trusted Zone 1 network. Users and maintenance personnel are chosen and trained by their respective offices. Regular Trusted Zone 1 network meetings are held to identify system problems and to propose solutions.

The most likely cause of denial of service events is infrastructure failures and catastrophic events, such as fires. The probability of long-term failure is low because the supporting infrastructure is sponsored by the command, and a reliable backup system that is already in place.

3. System Architectural Description

3.1. System Description

The ADI Secured System/Network consists of one server, several workstations, two printers, encryption hardware, a switch and router.  There are 14 workstations consisting of the CPU, monitor, keyboard, and mouse.  The workstations are all Pentium Class Government Furnished Equipment.  For more details, see figure 3-1 or attachment
 Configuration Management Plan.  The ADI personnel supporting Team Submarine need services provided by the local NAVSEA-ADI Windows 2000 domain and workstations.

The Active Directory Server NSSCADI-CA is used to:

1) Authenticate the workstation and the user to the "NAVSEA-ADI" domain.  First, the workstations are joined to the local 300M street Active Directory domain named NAVSEA-ADI.  Second, the network administrators create user accounts on the Active Directory server NSSCADI-CA providing "Domain User" level services for each user.  Third, the user is authenticated to their user account to gain "Domain User" level access to workstation and network services.  In addition, we use the same user name as the user's HUNLEY account and synchronize the passwords between Novell and Windows 2000 on first log in. 

2) Establish user rights for the workstation and NAVSEA-ADI network services.  A set of files for each user is created on each workstation the first time a user logs in.  For example, the 'My Documents' folder is set up on the local workstation in 'C:\Documents and Settings\username\My Documents' .  The 'username' in the previous sentence is the name of the user account created by the network administrator.  Note that the "Domain User" rights assigned to each user do not allow a user to access another users' area in the Documents and Settings folder. 

3) Store Roaming Profiles.  Some files are stored on the Active Directory Server NSSCADI-CA and some are stored on each workstation (as in #2 above).  If the user is set up for a Roaming profile, the profile is stored on the Active Directory server NSSCADI-CA and downloaded to the workstation as part of each logon.  Using the Roaming Profile, the user will see the same desktop settings at any computer that they use to log in on that network. 

4) Maintain Domain Security Requirements.  The server maintains the Domain Security Requirements and pushes this information to each workstation.  The server is configured to comply with EDI Table 5-1 see attachment
.
The server uses a current version of Norton Antivirus protection.

System network:

All user connections to HUNLEY, CDMSNF and email exchange will use a NAVSEA network account routed through the Timestep hardware encryption.

3.2. System Interfaces and External Connections

The ADI Secured System/Network internal architecture is depicted in Figure 3-1.  A Timestep (FIPS 140-1) device encrypts the external link to the WNY zone 1.  The users of the ADI Secured System/Network are support personnel for Team Submarine who have NAVSEA, accounts and an account on the ADI Secured System/Network.  

3.3. Data Flow  

NAVSEA Novell NetWare Data Flow

The workstations connect to HUNLEY, CDMSNF, and email exchange through account access and after successful NAVSEA Novell NetWare log in has occurred.  All traffic is routed through the Timestep hardware encryption device located at ADI 300 M Street office and connects into NAVSEA through a Timestep hardware encryption device located at the WNY.  Also, see attachment
 Session Flows document for more details.
3.4. System Security Architecture

3.4.1. System Identification and Authentication Description

Password Management Practices

ADI normal exit/intro policies apply here and it is a requirement by the personnel office when an employee is departing and the Network administrators revoke their network account.  NAVSEA intro/exit policies apply here.  All user of the ADI Secured System/Network must apply for and maintain a NAVSEA Novell Netware account.
Password Rules (Initial Expiration, length, Composition, Aging, and Reuse)

Strong Password Functionality for Windows 2000 is set up and maintained on the Active Directory Server.  This functionality is then pushed down to the desktop and includes the following key points.

· New account passwords expire on the first use

· The system forces password change after 45 days

· Password Length is 8 Characters

· Password must contain at least 3 of the following: upper case letter, lower case letter, numeral, or special characters

· Last five passwords cannot be reused

· User is locked out for 30 minutes after three unsuccessful logins attempts

3.4.2. System Discretionary Access Control Description

· User identification is unique.

· 
User privileges are assigned on a need to know basis of the user and a particular data store.  This process is accomplished through NAVSEA policy for account access and use on the NAVSEA Zone 1.  All users of the system have NAVSEA Novell user accounts.

3.4.3. System Object Reuse Description

The Active Directory Server is configured with the security policy set to "Clear virtual memory pagefile when system shuts down".

3.4.4. System Audit Description

The Active Directory Server is configured in accordance with NSA guidance as described in Table 6 of C4-052R-00 "Guide to Securing Microsoft Windows 2000 Group Policy: Security Configuration Tool Set."  Based on these guidelines the server audits account logon events, account management, object access (e.g., directories, files, printers), privilege use, and system events. The audit logs will contain the data: date, time, User name, domain, Logon ID, Logon Type, Logon Process, Authentication Package, and Workstation Name.  This information is maintained for 12 months through the process of storing backup copies of the log files generated on the Active Directory Server.

3.5. Accreditation Boundary

The Accreditation Boundary is contained within the 5th floor of the ADI Technology offices at ADI spaces in 300 M St. SE Street, Washington, DC.  This boundary is shown in Figure 3-1 by the green dotted line.  The ADI-HERCULES and associated workstations will be certified and accredited through the CITIS SSAA maintained by Claudia Linnens PMS 450.  It includes all equipment connected to this Trusted NAVSEA Network segment.  There is only one external connection to this isolated network segment; this single connection is the entrance & exit point via a T1 line between this segment and the WNY NAVSEA Headquarters network Zone1.
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Figure 3‑1 System Diagram

4. ITSEC SYSTEM CLASS

4.1. Interfacing Mode

Operation – Passive.


ADI at 300 M St. SE personnel obtain access to only specific applications based on user group membership.  User groups set up through the NAVSEA HUNLEY administrator, and the appropriate login script controls limited access to HUNLEY file system.

Data – Active.


Users will have direct physical and logical relationships with HUNLEY as soon as the log in cycle is complete.

Infrastructure – Passive.


Users are limited to only one session at a time. Users have no ability to alter the configuration of their session.

4.2. Processing Mode

Operation – Compartmented.


Access to support documentation on HUNLEY and TEAMSUB segments is limited by user group membership. Different users have different needs and therefore will not have the ability to access information that lies outside of the user group to which they belong.

Data – Dedicated.


See above.

Infrastructure – Dedicated.


All users are considered equal from the point of view of the NAVSEA LAN.

4.3. Attribution Mode

Operation – Rudimentary.


A user must authenticate to the network after successfully completing the password and user ID challenge.

Data – Rudimentary.


Most support databases require nothing more than a successful network login for access.

Infrastructure – Rudimentary.


Multiple applications can run simultaneously, up to the limits of the user’s group memberships and profiles.

4.4. Mission-Reliance Factor

Operation –  Partial.


Interruption of a connection for ADI Personnel will have a moderate impact on Team Submarine operations.

Data –  Partial.

Data stores maintained on NAVSEA servers and not on the ADI Secured System/Network.

Infrastructure – Partial.


An infrastructure failure will have a moderate impact on the PMS 350 and 450 operations.

4.5. Accessibility Factor

Operation – Reasonable.


An outage to NAVSEA can be worked around by other methods for a day or two.

Data –  Reasonable. 


An outage to NAVSEA can be worked around by other methods for a day or two.

Infrastructure – Reasonable.


An infrastructure failure will have a moderate impact on the Team Submarine operations.

4.6. Accuracy Factor

Operation – Approximate.


All users in the 300M Street segment have similar duties and responsibilities. No major impact is expected if a user is granted access to a database on HUNLEY that may be out of his or her scope of responsibilities.

Data – N/A. 

Data stores maintained on NAVSEA servers and not on the ADI Secured System/Network.

Infrastructure –  Exact.


Users must be assigned to user groups appropriate for Team Submarine workers, and nowhere else.

4.7. Information Category

Operation – Unclassified.


All users will handle controlled unclassified data only.

Data –  Collateral Classified.


Data stored in the Configuration Management database has U-NNPI as its highest category.

Infrastructure – Unclassified.


Although HUNLEY is on a NOFORN segment, classified information is not allowed on the TEAMSUB segment. 

4.8. System Class Level

	Characteristic
	Operation
	Data
	Infrastructure
	System

	Interfacing Mode
	Passive
	Active
	Passive
	Active

	Processing Mode
	Compartmental
	Dedicated
	Dedicated
	Compartmental

	Attribution Mode
	Rudimentary
	Rudimentary
	Rudimentary
	Rudimentary

	Mission-Reliance Factor
	Partial
	Partial
	Partial
	Partial

	Accessibility Factor
	Reasonable
	Reasonable
	Soon
	Soon

	Accuracy Factor
	Approximate
	Approximate
	Exact
	Exact

	Information Categories
	Unclassified
	Collateral Classified
	Unclassified
	Collateral Classified


Table 4‑1 System Class Level

	Characteristic
	Selection Alternatives
	Assigned Weight

	Interfacing Mode
	Benign (w=1)

Passive (w=3)

Active (w=7)
	7

	Processing Mode
	Dedicated (w=1)

Compartmental Level (w=2)

System High (w=5)

Multi-Level (w=8)
	2

	Attribution Mode
	None (w=1)

Rudimentary (w=2)

Selected (w=4)

Comprehensive (w=6)
	2

	Mission-Reliance Factor
	None (w=0)

Cursory (w=1)

Partial (w=3)

Total (w=7)
	3

	Accessibility Factor
	Reasonable (w=1)

Soon (w=2)

ASAP (w=4)

Immediate (w=7)
	2

	Accuracy Factor
	Not-applicable (w=0)

Approximate (w=2)

Exact (w=5)
	5

	Information Categories
	Unclassified (w=0)

Sensitive (w=2)

Collateral Classified (w=5)

Compartmented/Special Access Classified (w=7)


	5

	Total of All Weights
	
	26


Table 4‑2 ADI Secured System/Network System Class Level

4.9. Certification Analysis Level

	Certification Level
	Weight

	Level 1
	Weighing Factors are <17

	Level 2
	Weighing Factors are 13 –26

	Level 3
	Weighing Factors  20 –37

	Level 4
	Weighing Factors  30 - 47


Table 4‑3 Certification Analysis Level

5. System Security Requirements

5.1. National and DoD Security Requirements

The following Security Instructions and Directives govern the security required on the ADI Secured System/Network servers: OPNAVINST 5239.1B - Navy Information Assurance (IA) Program, DOD Instruction 5810.1-M - DITSCAP instruction dated 31 July 2000, Public Key Infrastructure Roadmap for the Department of Defense, Version 2.0, Revision C, June 15, 1999.

Governing Security Requisites:

NAVSEA Instruction 5239.2 - Information Systems Security, NAVSEA Security Policy for WWW Servers, NAVSO P-5239-15, Controlled Access Protection Guidebook (CAP)

5.2. Data Security Requirements:

NAVSEA NOFORN/NNPI Instruction - C5511.32B dated 22 December 1993, this document, NAVSO P-5239-15, describes the minimum set of automated access controls to be supported by Department of the Navy (DON) Automated Information Systems (AISs).  Also, see attachment
 Electronic Data Table 5-1.
5.3. Security CONOPS

The Security Concept of Operations (S-CONOPS) has the following structure: Each user must have a valid and unique network login to the NAVSEA computer system.  Accounts are approved by the Team Submarine Program Managers and must meet all requirements for system accounts based on current NAVSEA policy.  Once they have met the password challenge successfully, they will then be authenticated to the NAVSEA network and HUNLEY file server. Each person from ADI who has a need-to-know and necessary security clearances will have direct access to these computer systems through the ADI Secured System/Network T1 line.  Each year, every ADI employee is required to attend security refresher training to ensure the success and integrity of the security systems in place. The subjects considered are network security, password rotation, physical security, subversion and local threat assessments.

5.4. Security Policy

The security policy for ADI Secured System/Network is to ensure that all information processed or transmitted over the T1 line are safeguarded against unauthorized disclosure, modification, access, use, destruction, or delay/denial of service. That includes restricting access to authorized users, early detection of anomalies that might result in unauthorized access or a breakdown in the protection environment, and rapid recovery of operations or contingency operations in the event that a disruption in service does occur.

The ADI Secured System/Network T1 line security policy is composed of a set of rules that the ADI Technology Inc. has established which must be followed when processing and/or transmitting information on the system. These policies are derived from the national security policy contained in OMB Circular A-123, A-130 and the Department of Justice (DoJ) Order 2640.2C. The ADI Secured System/Network security policy incorporates the local ADI policies that are supplemental to those of higher headquarters. Any need for change will force change to this document and require re-certification. 

5.5. Network Connection Rules

There are no external network connections.  Any Internet browsing will be via NAVSEA’s network.  The ADI Secured System/Network connection policy is to ensure the prevention of unauthorized access to the ADI Secured System/Network T1. The ADI Secured System/Network will employ only authorized and controlled external connectivity in accordance with DoD requirements and valid encryption devices. Uncontrolled external connectivity significantly increases the vulnerability of data confidentiality, integrity, and availability. Any additional external connections are subject to the prior review and approval by NAVSEA Network Administrators and TEAMSUB Network sponsors.

5.6. Configuration and Change Management Requirements

Configuration and change management is negotiated with sponsors and NAVSEA main help desk.  Adding or removing workstations or peripheral equipment, changes to local infrastructure, and the appropriate TEAMSUB sponsor and NAVSEA administration must approve adding new accounts or changing group membership.  Substantial changes to infrastructure that are not administrative in nature will require revision to this SSAA and re-certification.  

5.7. Reaccredidation Requirements

Reaccredidation requirements include change of mission, infrastructure upgrades or modifications or at a minimum every three years.

6. Organizations and Resources

6.1. Organization

The Office of the NAVSEA Deputy Chief Information Officer for Enterprise Information Assurance (DCIO-IA) has the principal responsibility for reviewing, approving, and enforcing this SSAA. DCIO-IA insures that the sponsors of ADI Secured System/Network comply with the security policies and procedures of HQ NAVSEA, DoN and DoD listed in Section 5.

PMS 450 and PMS 350 provide technical assistance on issues regarding application systems, and connections to WNY. Other Team Submarine staff may be called upon to support the Certification and Accreditation (C&A) effort as defined below.

A team consisting of members from the organizations above, and the Contractor, ADI Technology Corporation accomplishes the development of this SSAA and the resulting C&A tasks. Task Orders covered by contracts between PMS 450, PMS 350 and ADI have C&A included in their scope.

6.2. Resources

The primary assignments of the C&A Team are listed in the following tables. A separate table is presented for Phase II and Phase III Activities.  It is expected that most or all of Phase II can be accomplished by a document review. Phase III requires a Site Inspection and the running of test cases, to be designed by the Team after negotiation.

Contact Phone Numbers are found in the Roles and Responsibilities section, Paragraph 7.5.

	Task
	By Whom
	Assisted By

	System Architecture Analysis
	DCIO-IA or Representative
	ADI Technology Corporation

	Software Configuration Analysis
	DCIO-IA or Representative
	ADI Technology Corporation



	Network Connection Rules Compliance Analysis
	DCIO-IA or Representative
	ADI Technology Corporation
NAVSEA DCIO-OPS ASG

	Integrity Analysis of Integrated Products
	DCIO-IA or Representative
	ADI Technology Corporation

PMS 450 Representative

	Life Cycle Management Analysis
	DCIO-IA or Representative
	ADI Technology Corporation

PMS 450 Representative

	Vulnerability Analysis
	DCIO-IA or Representative
	ADI Technology Corporation

NAVSEA DCIO-OPS ASG


Table 6‑1 Resources Required For Phase II Activities

	Task
	By Whom
	Assisted By

	Security Test and Evaluation
	DCIO-IA or Representative
	ADI Technology Corporation

	Penetration Testing
	DCIO-IA or Representative
	ADI Technology Corporation



	System Management Analysis
	DCIO-IA or Representative
	ADI Technology Corporation
NAVSEA DCIO-OPS ASG

	Site Accreditation Survey
	DCIO-IA or Representative
	ADI Technology Corporation

PMS 450 Representative

	Contingency Plan Evaluation
	DCIO-IA or Representative
	ADI Technology Corporation

PMS 450 Representative

	Risk Based Management Review
	DCIO-IA or Representative
	ADI Technology Corporation

NAVSEA DCIO-OPS ASG


Table 6‑2 Resources Required for Phase III Activities

The task list for Phase III does not include tests for TEMPEST or validation of COMSEC for reasons stated in Paragraphs 2.1.4 and 2.1.5. 

6.3. Training

The C&A Team must include members that received training on DITSCAP and FIPS Publication 102. In addition, selected members must have training in the use of the named Network Operating Systems (NOS) in this document and in router protocols so that the effectiveness of the encryptor installation can be determined. The team must also have access to operation, maintenance, and management manuals for the ADI Secured System/Network.
6.4. Other Supporting Organizations

Other NAVSEA offices outside of the DCIO-IA may be called upon to support the ADI Secured System/Network C&A process. Other offices and their roles are shown below.

7. DITSCAP Plan

7.1. Tailoring Factors

7.1.1. Programmatic Considerations

Creating a standard NAVSEA computer account for new TEAMSUB user automatically grants file system permissions and system access that are probably unnecessary for ADI Secured System/Network users.  For instance, users automatically get access to a TEAMSUB-wide shared drive that can be used for just about any purpose. This drive is supposed to allow ad-hoc file sharing across TEAMSUB offices. It may be desirable to review default account features for TEAMSUB users, and assign a reduced selection to ADI Secured System/Network users.
7.1.2. Security Environment

The security environment for ADI Secured System/Network users is not complicated in that all users share common characteristics in terms of mission, needs, and access. All users must access the ADI Secured System/Network from secured rooms at 300 M Street. Need-to-know has been verified by the NAVSEA Program Managers for PMS 450 and PMS 350. All external communications are encrypted by a NAVSEA provided device, and are transmitted over a dedicated T-1 Line to NAVSEA.

7.1.3. IS Characteristics

ADI Secured System/Network uses Windows 2000 operating system and Novell NetWare workstation client for control. Most of the software applications are universally available commercial programs. Communication connectivity involves well-known and understood components, such as CISCO switches, Ethernet hubs, and a Timestep encryptor. No unusual, experimental, or new model components complicate the ADI Secured System/Network.

7.1.4. Reuse of Previously Approved Solutions

The ADI Secured System/Network is based on the factors and features of the Contractor Integrated Technical Information Service (CITIS) System. 

7.2. Tasks and Milestones

The following table proposes a schedule for completion of this SSAA:

	Activity
	Start Date
	Duration
	Responsibility
	Criteria

	Review SSAA
	8/7/01
	3 Days
	DCIO-IA Rep
	SSAA is Complete

	Negotiation and Agreement
	8/13/01
	5 Days
	DCIO-IA Rep
ADI Technologies
PMS 450, 350

Other Parties
	Terms and conditions for ADI SS/N agreed to by all parties; Final Draft of SSAA Approved.

	DITSCAP Phase II Review
	9/31/01
	30 Days
	C&A Team
	ADI SS/N Certified

	DITSCAP Phase III Review
	11/01/01
	5 Days
	C&A Team
	ADI SS/N Verified

	IATO Operation Commences
	11/06/01
	45 Days
	ADI
	IATO Granted

	DITSCAP Phase IV
	12/18/01
	5 Days
	C&A Team
	Compliance Validation

	ATO
	12/23/01
	Milestone
	DCIO-IA
	ATO Granted

	
	
	
	
	

	
	
	
	
	


Table 7‑1 SSAA Review Tasks and Milestones

7.3. Schedule Summary

The schedule presented in the Tasks and Milestones segment does not factor in vacations or the effect of the any up coming Holidays. It may be desirable to issue a limited-use, 5-day IATO during the Phase III review so that the C&A team can do its evaluations. If no issues requiring mitigation are discovered in Phase III, DCIO-IA can grant an ATO immediately, and schedule a Phase IV review in six months.
7.4. Level of Effort

There are sufficient resources available in NAVSEA to support this certification and accreditation effort. Availability of key personnel, however, may require adjustments to the proposed schedule.

7.5. Roles and Responsibilities

	Virginia Class Submarine Acquisition Manager (PMS 450) CITIS project Manager


	Claudia Linnens, PMS450C1C

Program Executive Officer Submarine

2531 Jefferson Davis Highway

Arlington, VA 22242-5168

Phone – 703-602-0011 x111

Fax – 703-602-8156

Email – Linnens_Claudia@navsea.navy.mil

	
	

	ADI Technology Corporation

Project Manager
	Kathryn Daut

1800 N. Beauregard Street, Suite 200

Alexandria, VA 22202

Phone – 703-933-8095

Fax – 703-933-2709

Email – katie.daut@aditech.com

	
	

	ADI Technology Corporation Network Manager
	Eric Wren

1800 N. Beauregard Street, Suite 200

Alexandria, VA 22202

Phone – 703-933-2638

Fax – 703-933-2709

Email – eric.wren@aditech.com
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