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1.0  MISSION DESCRIPTION AND SYSTEM IDENTIFICATION

1.1  System Name and Identification

The subject of this System Security Authorization Agreement (SSAA) is the Change Development Tracking (CDT) database system.  CDT is a product of ADI Technology Corporation of Alexandria, VA, a sponsored project by Naval Sea Systems Command (NAVSEA) PMS 392A43.

1.2  System Description

The CDT system is used by NAVSEA Team Submarine Program Managers and Engineers to capture the Submarine Program Office Plan of Record for Technical Content, Cost and Schedule data applicable to SSN 688 Class, SSN 21 Class and SSBN 726 Class (recognized by NAVSEA as TeamSub) configuration changes.  The CDT system tracks cost and schedule data through the various stages of design and development.  The CDT system provides NAVSEA Program Managers with the capability to model change content definition and financial data for evaluating proposed and planned configuration changes.  The CDT is used to track cost and schedule data for changes as they are developed through the three Change Management Business Phases:
· Phase I — Engineering Study, Change Proposal and Justification Form.

· Phase II — Engineering Change Proposal (ECP)/Ship Alteration Record (SAR) development and approval.

· Phase III — Design Data Package (DDP) or Ship Alteration development and installation.
The three phases supports the current NAVSEA Change Management Review Process described below.

Current NAVSEA Change Management Review Process

Phase I

Engineering Studies/JCF
Phase II

SAR
Phase III

Ship/Alt

Eng. Study/
Approval
Change Proposal
JCF Dev./
Approval
SAR
Dev.
SAR 
Approval
SHIPALT Dev.
SHIPALT
Approval


135 days

135 days

265 days

1.2.1  CDT Washington Navy Yard (WNY) Users

CDT users within the Washington Navy Yard (WNY) must first have an active CDT user account to access the CDT system.  WNY users must submit the NAVSEA TEAMSUB CDT Access Request form to PMS 392A43 to gain approval to access the CDT Server safeguarded by the WNY firewall.  The user’s computer sends a request to the CDT Server via an Open Database Connectivity (ODBC) link.  The Microsoft SQL based database fulfills the request, and returns data to the user. WNY CDT users must have MS Project to view the Gantt chart Milestones data.

1.2.2  CDT Remote/Off-Site Users

Field Activities must first submit a NAVSEA TEAMSUB CDT Access Request form to NAVSEA for approval prior to obtaining a copy of the CDT Remote software application. Once PMS392A43 and SEA 001 approve the request, a copy of the CDT Remote is provided to an appointed Field Activity CDT Administrator.  Field Activities use a “Standalone” version of the CDT to create Change Proposals (CPs) for submittal to the WNY in the form of a MS Access MDB file.  CDT Remote Users DO NOT transit the NAVSEA firewall (i.e., cannot connect to the CDT Server inside the WNY). A Data Access Object (DAO) connection and a MS Access database are substituted for the ODBC link and the MS SQL Server.  The CDT Remote application warns users that they are not authorized to enter Classified, Unclassified Naval Nuclear Propulsion Information (U-NNPI) or data is Not Releasable to Foreign Nationals (NOFORN). Remote Users create CPs then export the MS Access MDB file to their desktop. The file is either attached to e-mail for submittal to NAVSEA or saved on a floppy disk for delivery by the United States Post Office as Certified Mail to NAVSEA WNY for inclusion into the NAVSEA CDT database.  Prior to importing the file into the NAVSEA CDT Server, the MDB file is scanned by an import utility for viruses, macros and forms to prevent security threats.

1.3  Functional Description

1.3.1  System Capabilities

The CDT application provide TeamSub managers at the WNY the ability to track financial data, scheduling data for design changes as they are developed through the Engineering Studies, Research and Development (R&D); Change Proposals (CPs)/Justification Cost Forms (JCFs); Engineering Change Proposals (ECPs)/Ship Alteration Records (SARs); and Design Documentation Packages (DDPs)/Ship Alterations.  CDT provides a single point of entry for analyzing and tracking all information related to proposed configuration changes on a submarine system. The primary CDT data is stored, and maintained on a Microsoft SQL based Server, with a relational database installed on CDT Server in the NOFORN equipment room of the Advanced Systems Group (ASG) NOFORN LAN room in Room 1W2780, Building 197 of the Washington Navy Yard facilities.  This system consists of the following:

Database Name
Database Contents
Function(s) Supported

CDT Database
Data associated with design changes, schedule and cost of the SSN 688 Class, SSN 21 Class, and SSBN 726 Class submarines.
Data hosted provides vital information to the community of users (PMS 392, SUPSHIP and ship builders) involved in these activities.

If required and expected, the CDT system based on Visual Basic programming is available for approved remote users that do not connect directly to the CDT Server at WNY. A DAO connection substitutes the ODBC connection link, thus enabling the CDT remote to attach to an ordinary Microsoft Access database installed in their respective PCs.  Remote users create CPs in MS Access then export it as an MDB file to their desktop. The file is either attached to an e-mail for submittal to NAVSEA or placed on a floppy disk for delivery by the United States Post Office (delivered as Certified Mail) to NAVSEA WNY for inclusion into the NAVSEA CDT database.  Prior to importing the file into the NAVSEA CDT Server, the MDB file is scanned by an import utility for viruses, macros and forms to prevent security threats.

1.3.2  System Criticality

The CDT server is a “mission-essential” system application that contains important financial data, scheduling data as well as change development and approval data that influences business management process for the TeamSub.  The data hosted by the CDT server provides information to TeamSub members on a “need-to-know” basis, who are involved in the Change Management process for Submarine Configuration Changes. This data is utilized by TeamSub to identify technical change content, cost requirements and milestone schedule data in the development and implementation of configuration engineering changes applicable to submarines and submarine support facilities.

1.3.3  Classification And Sensitivity Of Data Processed

The CDT system operates in the System High Mode of operations designed to access, process, store, and transmit administrative and logistics “unclassified” data deemed Sensitive But Unclassified (SBU)/Controlled Unclassified Information (CUI).  However, CDT does retain Unclassified Naval Nuclear Propulsion Information (U-NNPI), data that carries the special handling restriction caveat “Not Releasable to Foreign Nationals (NOFORN).”  Consequently, this level of data must be protected in accordance with the Manual for Naval Nuclear Propulsion Program Electronic Data Interchange (EDI), June 1998. Remote/Off-site users submit new data on MDB files via e-mail, or floppy disks delivered by the U.S. Post Office as Certified or Priority Mail. Remote Users are not supposed to release information to foreign nationals or other parties despite the data’s “unclassified” nature. Remote users are provided with an encrypted “temporary” password by the site Field Activity CDT Administrator.  New remote users use the encrypted “temporary” password on their first login to create an authentic password and save all their work in their PCs.

NOTE: The completions of an EDI Form and approval of NAVSEA 08 is required prior to processing U-NNPI.

1.3.4  System User Description and Clearance Levels

Primary CDT system users are government personnel associated with TeamSub, and contractors specifically assigned to support NAVSEA. All CDT users must be U.S. Citizens, must have a NAVSEA computer account to meet the “need-to-know” requirements for viewing U-NNPI and SBU data related to and associated with the Submarine Classes. The “need-to-know” and citizenship requirements are verified and enforced by NAVSEA’s policy on security to be completed by WNY and remote CDT users, subsequently approved by NAVSEA PMS 392A43 and SEA 00I.  Remote users create records in accordance with the Department of Defense (DOD), Department of Navy (DON), and NAVSEA security policies and procedures.

1.3.5  Life Cycle of the System

Version 3.1 of CDT is in use and fully operational at PMS 392A43. CDT Version 3.1.1 described by this SSAA, is in its Late Development cycle, expected to enter Testing and Evaluation (T&E) Phase upon an Interim Approval To Operate (IATO) is granted for the minimum period of six months. Further enhancements may be incorporated at the end of T&E, such as the CDT Internet based version but no changes to the Version 3.1.1 architecture are anticipated. Evaluation of the final release of CDT Version 3.1.1 for a full Authorization To Operate (ATO) is expected for request by April 2002.

1.4  System CONOPS Summary

Using the CDT system remote/off-site Naval Sea Systems Command engineers and configuration managers submit change proposals deemed by senior management as necessary to local interests. If accepted, data is then used to create budget plans; making this an integral part of the business process. The CDT system tracks cost and schedules data for design changes developed through these Engineering Studies: R&D, CPs/JCFs, ECPs, and DDPs stages of the change definition process. Periodically, remote users (operating outside WNY Firewall) create CPs then export the MS Access MDB file to their desktop. The file is either attached to e-mail for submittal to NAVSEA or saved on a floppy disk for delivery by the United States Post Office as Certified Mail to NAVSEA WNY for inclusion into the NAVSEA CDT database. The file is scanned by an import utility for viruses, macros, and forms containing security threats prior to importing the file into the NAVSEA CDT Server.

2.0  Environment Description

2.1  Operating Environment

The operating environment for the primary CDT system is on United States Government property in the Washington Navy Yard, Washington DC.  Remote users work at their respective workstations utilizing assigned PCs or laptops by NAVSEA and save all CDT information in their hard drives.

2.1.1  Facility Description

Naval Sea Systems Command occupies several buildings in the Washington Navy Yard. The CDT server is located in the Advanced Systems Group (ASG) NOFORN LAN room in Room 1W2780, Building 197 of the WNY facilities. The NOFORN LAN room is accessible by ASG personnel only. It is located within another ASG-controlled space, NAVSEA’s Main Computer Room, Room 1W2700. Both rooms are accessible only by personnel that have special proximity codes installed in their NAVSEA ID cards. Access to Room 1W2700, the Main Computer Room, does not automatically allow access to Room 1W2780.

2.1.2  Physical Security 

The Server Rooms and the User Spaces within Washington Navy Yard are covered by NAVSEA Security Plans for Buildings 197 and 201. Access to the CDT Server supervised by NAVSEA SEA 00I-Operations ASG personnel. The NAVSEA Security Plan covers access to user spaces in Building 201. 

ASK TONY GETTY TO PROVIDE A DETAILED DESCRIPTION OF THE PHYSICAL SECURITY ACCESS

FIND THE FORMAL PHYSICAL SECURITY PLAN AND USE IT FOR REFERENCE-SYLVIA FRAZER MAY BE A GOOD CONTACT.

UPDATE: SILVIA FRAZER WILL PROVIDE US WITH A PHYSICAL SECURITY DESCRIPTION OF THE SERVERVER ROOM.

2.1.3  Administrative Security

NAVEA PMS 392A43 approves internal access requests to the CDT Server at the WNY.  The CDT remote application does not transit in the WNY Firewall and is provided to remote users only after PMS 392A43 and SEA 00I sign a written approval.

2.1.4 Personnel

The assigned CDT personnel to CDT Server are the following individuals:

Personnel
Rights

NAVSEA ASG Personnel
Administrator

HQ NAVSEA Personnel
User

ADI CDT DBA
DBA

ASG personnel assigned to CDT will comply with the described assignments and cannot deviate without the proper authorization from NAVSEA.

2.1.5 COMSEC

CDT COMSEC is provided by NAVSEA and its controls are placed on user and equipment locations within Zone 1 of the Washington Navy Yard. Connection to CDT Server is provided by ODBC, and requires a user-level login and password. Remote/off-site users do not login to the WNY firewall, but are provided with an encrypted “temporary” password to use and must create a new one on their first login to the versioned downloaded to their PCs.

2.1.6 TEMPEST

Based upon National Security Telecommunications and Information Systems Committee Instruction (NSTISSI) 7000 and related National Security Telecommunications and Information Systems Committee (NSTISSIC) memorandums, no TEMPEST countermeasures are required for CDT equipment or facilities.

2.1.7
Maintenance Procedures

Automated preventative maintenance procedures are as follows: 

· Normal backup setups will run from Monday to Friday as incremental backups. 

· Full backup setups will run on Saturdays. 

· The system’s administrators will run diagnostic utilities supplied by the appropriate software and hardware vendors.  

· Performance will be monitored using the Operating System’s Administration Tools and appropriate actions will be taken should problems occur.  

· Advanced System Group (ASG) maintains the WINN T 4.0 operating system providing patches, manages all backup tapes and virus protection as needed. 

· PMS 392A43 and its contractors are responsible for the data within the CDT database.

2.1.8  Training Plans

ADI Technology will provide NAVSEA PMS392A43 with User Manuals for Training purposes for authorized users.

2.2  Software Development and Maintenance Environment

Database administrators are responsible for maintaining the CDT database by performing highly advanced or supervisory work in providing effective and efficient storage, retrieval, customization, and archiving of data by managing diverse data sets to ensure an integrated database system for all users. Further duties involve planning, overseeing, developing, and implementing database policies and procedures while ensuring data integrity as maintenance and modification projects to existing applications. Work may involve the supervision and direction of a database function and staff. All CDT software development maintenance is performed off-site and testing pertaining to viruses and/or unknown deficiencies will be performed free from original PMS 392A43 data. The off-site ADI Test Lab will be the forum for training administrators as well as implementing new service patches or upgrades to the current operating software. This test lab will consist of a “development” CDT Server that will only contain “test data” without any SBU, U-NNPI, and NOFORN data.  To ensure that continuing proper protocol and efficiency is maintained, ADI will conduct quarterly reviews to ensure that the ordained standard operating procedures remain current to excellence.  “Hands on” training will be provided to newly hired administrators designated to the CDT task at the ADI test labs.  All procedures will be documented and maintained within the server’s User Manual.  In addition, all ADI personnel assigned to the CDT Server are required to attend an annual training session on security polices that are in place (e.g., personnel member changes active passwords every 90-days, and keeping it in confidentiality).

2.3  Threat Description

This section describes potential vulnerability threats posed to the CDT system.  It is derived from the findings of the National Security Telecommunications and Information Systems Security Committee (NSTISSC) as reported in its Annual Assessment of the Status of National Security Telecommunications and Information Systems Security within the United States Government.  This description supplements the threat information presented in the USGA
 Information Security Manual 2195.

2.3.1  Threat Possibilities Against CDT

CDT is subject to a range of generic threats applicable to most government information systems processing unclassified information. Potential threats exist to the confidentiality and integrity of the information processed, stored, and transmitted by CDT. Natural threats are considered present danger when CDT is exposed to fire, water, torrential winds, and electrical failures.  The probability of long-term failure is low because the supporting infrastructure is sponsored by the command’s infrastructure and a fully operational reliable backup system.

2.3.2  Manmade Threats

Manmade threats are deliberate attempts to penetrate the NAVSEA LAN with the intent to carry out espionage missions, criminal activity, unlawful use of equipment, denial of service, or malicious harm. External or internal agents of threat include espionage agents, operating terrorists, hackers, and common vandals. Other manmade threats are unexpected interruptions of service usually caused by equipment failures. However, hacker and vandalism threats against CDT are considered low priority, because CDT does not contain recent classified data that can be used against the U.S. Government. Terrorist attacks against CDT must be considered as “moderate priority” but highly unlikely that damaging CDT can be considered as an objective execution by a terrorist attack.  Vulnerability threats to the CDT system within the WNY firewall by untrained or disgruntled employees are considered low priority for a variety of reasons. There are restrictions and restraints of the role access control used to access CDT. Users and maintenance personnel are chosen and trained by their respective offices. Regular CDT meetings are held to identify system problems and to propose solutions.

2.3.3  Equipment Threats

The most possible threats are from incorporating CDT data from remote sites transferred through MDB files, expected by e-mail, or delivered on floppy disks by courier to PMS 392A43 at the Washington Navy Yard.  MDB files sometimes can be rigged or obtain AUTOEXEC modules while transferring from the floppy disk or e-mail, thus executing hostile Visual Basic code contained within the MDB file. Therefore, to prevent this vulnerability, the file is scanned by an import utility for viruses, macros and forms for security threats prior to importing it into the NAVSEA CDT Server.  The CDT system is equipped to scan for viruses, AUTOEXEC modules, and disabling applied forms and macros prior to opening a submitted MDB file via e-mail or from a floppy disk (delivered by the U.S. Post Office as certified mail).  It is imperative to emphasize that the described equipment vulnerability threats to NAVSEA are only potential based on intended/unintended interference by remote users.  However, WNY internal users’ PCs are equipped with the ability to defeat potential vulnerability threats.

3.0  System Architectural Description
3.1  System Architecture Description

3.1.1  Hardware

CDT hardware consists of a single server located in the NOFORN equipment room of the Advanced Systems Group (ASG) NOFORN LAN room, in Room 1W2780, Building 197 at Washington Navy Yard.  The CDT System is comprised of the following hardware: 

· Pentium based

· 256 MB SDRAM or more

· Qty. 2-9 Gig SCSI Hard drives and 3-18 Gig SCSI Hard drives (or better), configured with RAID 5 (or better)

The CDT Server is connected to NAVSEA Zone 1, and protected by the NAVSEA Gauntlet firewall. Workstations are standard NAVSEA/TEAMSUB issue, and capable of running Microsoft Office 97 or 2000.  

3.1.2  Software

The CDT client application was written in Visual Basic 6.0. The interface establishes an ODBC connection via the LAN directly to the CDT server behind the Gauntlet firewall to a SQL Server based database. Within Washington Navy Yard, ASG personnel set up either Named Pipes or a TCP/IP connection.  The following system software comprise the CDT system:

· MS WINDOWS NT Server (Service Pack based)

· MS SQL Server based or better

3.1.3  Firmware

CDT does not use firmware.

3.2  System Interfaces and External Connections

A Visual Basic application interface and ODBC driver are installed on each user’s computer at the Washington Navy Yard. ODBC connects the user’s computer to the CDT Server and the system has no connections outside the Washington Navy Yard.  All CDT users outside the NAVSEA firewall have a DAO connection to a Microsoft Access MDB file that is installed on their computer along with the CDT program.  Remote users do not have direct connection the NAVSEA Server. Washington Navy Yard CDT users receive CPs in form of MDB files from remote users via e-mail, U.S. Post Office and scan it for threat vulnerabilities such as macros, forms, or viruses before the CP is imported into the CDT Server.

3.3  Data Flow
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3.4.  System Security Architecture Description

3.4.1  Identification and Authentication (I&A) Description

WNY CDT users proceed as follows to enter the CDT Server.

1. Select start and drag mouse to Programs, and click select CDT from the list.

2. Enter Login Name, press Enter.

3. Enter Password, press Enter.

4. Click OK on the Warning.  It’s prohibited to enter classified information into the CDT.

5. Select the Change Proposal icon start new entry or view current data.

6. Click on Exit to logout CDT application.

3.4.2  Discretionary Access Control (DAC) Description

CDT users at WNY do not share passwords.  PMS 392A43 approves all users on a “need to know” basis.  The CDT Server will respond to activities commanded by WNY users depending on their “need to know.”  Remote users must use the assigned “temporary” password to login to their downloaded “standalone” version for the first time but must create a new password and not distribute to anyone unless ordered by PMS 392A43.

3.4.3  System Object Reuse Description

WNY users are assigned individual PCs; are prohibited from sharing PCs,; and are responsible for protecting their assigned password.  The CDT system ends session when user logs out, saving all events in the Server and not in the individual PCs at WNY. Remote users save their work in their PCs and not in their individual networks.

3.4.4  System Audit Description

The CDT system audits major events in the Server when users make significant changes to current records or add new ones. This description applies to WNY CDT users and remote users.

3.5.1  CDT Washington Navy Yard Users

The CDT interface on a user’s computer sends a request to the CDT Server via an ODBC link.  The Microsoft SQL based database fulfills the request, and returns data to the user. WNY CDT users are required to use MS Project when viewing the Gantt chart from the Milestones data in CP (Level 3 data).

3.5.2  CDT Remote/Off-Site Users

CDT remote users are provided with a “standalone” system for utilization by Field Activities to create CPs for submittal to the Washington Navy Yard in form of a MDB MS Access file CDT remote users also have the same interface as Washington Navy Yard users but their version of the application does not transit the NAVSEA firewall, nor are they authorized to transmit “classified” data through the “standalone” CDT system. A DAO connection and a Microsoft Access database are substituted for the ODBC link and the SQL Server. Users can periodically export tasks created in their copy of CDT to an ordinary Microsoft Access MDB file. CDT remote users submitting remote CPs in form of MBD files via e-mail, U.S. Mail, or courier are recognized as Ship Alteration Manager (SAM) or Cognizant Engineers. NAVSEA SAMs (CDT users at the Washington Navy Yard) must first scan submitted MDB files against threats that fail security requirements prior to importing the new data into the main CDT database. No CDT data is returned to remote users. CDT remote users are required to use MS Project for viewing the Gantt Chart from the Milestones data in CP (Level 3 data).

3.6 DOD Technical Architecture Framework for Information Management (TAFIM) DOD Goal Security Architecture (DGSA)

This section describes the relationship between DGSA and the CDT system.

3.7  Accreditation Boundary

The Accreditation Boundary for CDT at Washington Navy Yard is accredited and supervised by Zone 1, property of the WNY network. The Accreditation Boundary for a remote user is accredited by their workstation, and/or local network file system. A remote user’s copy of CDT does not interact with the NAVSEA firewall.

4.0 System Security Requirements

4.1  National/DoD Security Requirements

· Public Law 100—235, Computer Security Act of 1987 requires that every U.S. government computer system that processes sensitive information have a customized computer security plan for the system’s management and use.  This law also requires that such system users receive periodic training in computer security.

· OMB Circular A—130, Management of Federal Information Resources, 8 February 1996, requires that computer systems provide a level of security proportional with the sensitivity of the information, the risk of its unauthorized access, and the harm that could result from improper access.  A-130 additionally requires that a security program be established to safeguard the sensitive information that the system processes.

· DOD Directive 5200.28—DoD Security Requirements for AISs, 21 March 1988, is the primary DOD implementation of the national security policy for Information System (IS) security.  The “orange book" DOD 5200.28-STD, Department of Defense Trusted Computer System Evaluation Criteria (TCSEC) covers trusted systems.

· Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) 8510.1—establishes a standard process, set of activities, general task descriptions, and a management structure to certify and accredit information technology systems that will maintain the security posture of DII (Defense Information Infrastructure).  This guidance prescribes the methodology to be used in the development of the SSAA.

· Navy INFOSEC Program—SECNAVINST 5239.3, Department of the Navy Information Systems Security (INFOSEC) Program – the protection of information systems against unauthorized access to or modification of information, whether in storage, processing, or transit and against the denial of service to authorized users or the provision of service to unauthorized users, including those measures necessary to detect, document, and counter such threats.

· Department of Navy (DON) Information Assurance (IA) program as defined in OPNAVINST 5239.1B—The DON IA program for automated data processing security is intended to define those elements necessary to protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.  IA disciplines supporting INFOSEC include COMSEC (Communications), COMPUSEC (Computer) and EMSEC (Emissions/Emanations).

· DOD Directive Number 5200.2—DOD Personnel Security Program, 6 May 1992, Implementing Security Requirements for government employment.

· Department Of Defense Information Technology Security Certification and Accreditation Process (DITSCAP)—A preparation tool prototype System Security Authorization Agreement used to supplement to DoD Manual 5200.40-M. May 18, 1999. Version 1.

· EDI MANUAL REQUIRED HERE

4.2  Governing Security Requirements

· NAVSO P-5239-15, Controlled Access Protection (CAP) Guidebook.

· SECNAVINST 5239.3, Department of the Navy INFOSEC Program, 14 July 1995.

· NSCA-APPS-INFOSEC-PROC, Security Certification Process Guidelines for Naval Shipyard Information Systems, 7 November 1997.

· NSCA-ITSEC-INFOSEC, Generally Accepted Security Principles (GASP) for Naval Shipyard Information Systems, 15 May 1998.

· NAVSEAINST 5239.2, Information Systems Security, 29 July 1998.

4.3  Data Security Requirements

The classification level of CDT data is Sensitive But Unclassified (SBU).  Safeguards are implemented by PMS 392 to detect and minimize unauthorized disclosure, modification, or destruction of data.  These safeguards include issuing user accounts to authorized PMS 392 personnel, user authentication for logging onto a system and access control once logged on.  Such safeguards ensure that data is protected from the potentially destructive impact of human error as well as malicious logic and unauthorized modification of hardware, software, or data.

4.4  Security CONOPS

The following minimal security requirements are implemented for CDT:

· User Accounts — All CDT user accounts are authorized and managed by PMS 392A43 while the assigned Field Activity Administrators are responsible for subordinates to comply with all NAVSEA usage policies and procedures and applicable government laws and at their respective locations.
· Access Controls — Data access is controlled by Authorized User Ids, and User Group memberships. Access is further controlled via a logical access matrix for specific database objects (i.e., tables, views and menus). PMS 392A43 must submit all CDT Computer System Access Request (CSAR) to SEA 00I for approval.

· Field Activity Administrators — Supervises CDT remote users at their respective locations and are responsible for obtaining permission of CDT rights for subordinates by submitting a Computer System Access Request (CSAR) form to NAVSEA 392A43, which upon approving access, sends a CDT remote software application to the Field Activity Administrator who assigns an encrypted “temporary” password to the new CDT remote user.  On their first login, new remote CDT users access the remote version using the “temporary” password to create an authentic password to prevent potential vulnerability threats such as hackers or former disgruntled employees from their site.

· Accountability — There are safeguards to ensure each person having access may be held accountable for his or her actions on the Information System (IS). There is an audit trail providing a documented history of IS use. The audit trail is of sufficient detail to reconstruct events in determining the cause or magnitude of compromise should a security violation or malfunction occur. To fulfill this requirement, the audit trail documents the following:

· The identity of each person and device having access to the IS.

· User activities sufficient to ensure user actions are controlled and open to scrutiny.

· Activities that might modify, bypass, or negate safeguards controlled by the IS.

· Security-relevant actions associated with periods processing or the changing of security levels or categories of information.

· Remote User Password — CDT remote users are prohibited from submitting classified data and are reminded by a warning prompt indicating, “No Naval Nuclear Propulsion Information (NNPI) or classified data is allowed to be entered into the CDT remote (version).”  On their first login, remote CDT users access the remote version using the “temporary” password to create an authentic password to prevent potential vulnerability threats such as hackers or former disgruntled employees from their site.  All passwords are encrypted to prevent potential vulnerability threats.

· Security Training and Awareness — There is in place a security training and awareness program with training for the security needs of all personnel accessing the IS. The program ensures that all personnel responsible for the IS and/or information, therein, and all personnel accessing the IS are aware of proper operational and security-related procedures and risks.

· Physical Security — The first line of defense for any automated system is physical access control to the servers themselves.  Physical access controls are understandably different for the operating locations. The principal server, CDT SERVER, is secured by NAVSEA Access Policies for the Main Computer Room in Building 197.

· Password Management — Field Activity Administrators assign “temporary” passwords to new remote users who use it to login on their first time to create an authentic password.  All passwords are encrypted to prevent potential vulnerability threats.

4.5  Network Connection Rules

Connection to the CDT is established via the NAVSEA LAN within Zone 1.  CDT users located at the Washington Navy Yard must have a current NAVSEA computer account, and then apply to PMS 392A43 to gain approval to connect/configure to the CDT Server.

4.5.1  Connecting to CDT

CDT users must be based within Washington Navy Yard Zone 1. Routers; an internal firewall blocks users from Zone 3. Foreign nationals cannot become CDT users and users that do not operate from Zone 1 must use the Remote Users configuration, which does not connect directly to the NAVSEA firewall.

4.5.2  Connecting to Other System Defined in the CONOPS

Users incapable to connect to the Washington Navy Yard Zone 1 can use the Remote Connection configuration through the same “front-end” as regular CDT users but substitutes a DAO connection to a locally installed Microsoft Access database for the ODBC connection to the CDT System. These remote users can develop and manage change packages for the Fleet containing data from local interest in accordance with the same business rules and procedures used by PMS 392A43 (management). Users can export information for consideration by PMS 392A43 and TEAMSUB based at the Washington Navy Yard, as simple MDB files delivered by e-mail, or the U.S. Post Office as Certified or Priority delivery. All selected CDT data is applied as “updated data” and not returned to remote users.

4.6  Configuration and Change Management Requirements

The users of the CDT system generally submit change requests and proposals to PMS 392A43 for approval. If approved, requests are forwarded to ADI (the developer of the application) to implement and conduct tests in the lab environment. After sufficient testing, and proper accreditation with the SSAA, the change is presented to the Live Production server.

4.7  Re-accreditation Requirements

In accordance with DON procedures, the system shall be reevaluated for accreditation whenever a significant change is made in the hardware or software; security posture, if the user base changes significantly, or every three years, which ever occurs first.  Re-accreditation must also occur with the addition of new interfaces launched in the market.

5.0  Organizations and Resources
5.1  Organizations

The organizations responsible for operating, or supporting the CDT SSAA include NAVSEA 00IT-IA staff, NAVSEA PMS 392A43, NAVSEA 92L6, TEAMSUB Unique Application Support staff, and the supporting contractor, ADI Technology Corporation.  NAVSEA 00IT-IA is responsible for ensuring PMS 392A43 and SEA92L6 comply with security policies and procedures as these partners provide the technical assistance on issues regarding the CDT system.  The Certification and Accreditation (C&A) Team members are PMS 392A43 and ADI Technology Corporation representatives that accomplished the development and delivery of the CDT SSAA, Version 3.1.  The Delivery Orders (DOs) for these activities included the C&A of the CDT SSAA, the Data Management System, the application interface, and the NAVSEA ASG. Other U.S. government Agency and staff may be summoned to support the C&A as defined below.

5.2  Resources

The primary assignments of the C&A Team are listed in the following tables. A separate table is presented for Phase II and Phase III Activities. It is expected that most or all of Phase II can be accomplished by a document review. Phase III requires a Site Inspection and the running of test cases, to be designed by the Team after negotiation. Contact Phone Numbers are found in the Roles and Responsibilities section 6.5.

Task
Task Completed by
Assisted by

System Architecture Analysis
DCIO-IA or Representative
ADI Technology Corporation

Software Configuration Analysis
DCIO-IA or Representative
ADI Technology Corporation

Network Connection Rules Compliance Analysis
DCIO-IA or Representative
ADI Technology Corporation 
NAVSEA DCIO-OPS ASG

Integrity Analysis of Integrated Products
DCIO-IA or Representative
ADI Technology Corporation
PMS 392 Representative

Life Cycle Management Analysis
DCIO-IA or Representative
ADI Technology Corporation
PMS 392 Representative

Vulnerability Analysis
DCIO-IA or Representative
ADI Technology Corporation
NAVSEA DCIO-OPS ASG

Table 5-1 Resources Required for Phase II Activities 

Task
Tack Completed by
Assisted by

Security Test and Evaluation
DCIO-IA or Representative
ADI Technology Corporation

Penetration Testing
DCIO-IA or Representative
ADI Technology Corporation

System Management Analysis
DCIO-IA or Representative
ADI Technology Corporation 

NAVSEA DCIO-OPS ASG

Site Accreditation Survey
DCIO-IA or Representative
ADI Technology Corporation
PMS 392 Representative

Contingency Plan Evaluation
DCIO-IA or Representative
ADI Technology Corporation
PMS 392 Representative

Risk Based Management Review
DCIO-IA or Representative
ADI Technology Corporation NAVSEA DCIO-OPS ASG

Table 5-2 Resources Required for Phase III Activities
The task list for Phase III does not include tests for TEMPEST or validation of COMSEC for reasons stated in Paragraphs 2.1.4 and 2.1.5. 

5.3  Training

The C&A Team must include members that received training on DITSCAP and FIPS Publication 102. In addition, selected members must have training in operating the named Network Operating Systems (NOS) described in this SSAA. Familiarity with ODBC, DAO and other Microsoft Component Object Model (COM) interface technologies is helpful. The team must also have access to operation, maintenance, and management manuals for the ADI Secured System/Network

5.5  Other Supporting Organizations

Other NAVSEA offices outside of the DCIO-IA may be contacted to support the ADI Secured System/Network C&A process. Other offices and their roles are shown below.

6.0  DITSCAP plan

6.1  Tailoring factors

6.1.1  Programmatic Considerations 

Evaluation of CDT Version 3.1.1 requires that the CDT Server operate online with a test system that supports the C&A Analysis. The sponsor proposes that after examinations are carried out on Phase 2–Verification, CDT is granted an IATO to process and fulfill Phase 3–Validation. The IATO is granted for the duration of two weeks and scheduled to start a week before Phase 3–Validation examinations are scheduled to begin. Once the stability of CDT is established, a six months IATO can be issued to cover CDT Version 3.1.1 T&E operations to process and fulfill Phase 4–Post Accreditation.

6.1.2  Security Environment

Section 4 of this SSAA defines the NAVSEA 92L system/network system security requirements.  These requirements include personnel, physical, administrative, procedural, operational, computer, network, and communications security components. The 92L system/network security environment is not complicated as all users are cleared and have signed nondisclosure statements. All users also share common characteristics in terms of mission, needs, and access. There are no external connections to the primary or remote configurations of CDT; all operations are carried out behind a firewall.

6.1.3  IT System Characteristics

The CDT system/network employs several commercial hardware platforms effectively used in the private and public sector for information technology purposes but CDT uses two common operating systems on its platforms; Windows NT, and Solaris. CDT also uses Microsoft Access database to provide reports and individual records submitted by personnel outside the firewall. The mentioned software applications used are available for commercial programs. Communications connectivity uses the HQ NAVSEA WAN, or in the case of remote configurations, simple file system connectivity is effectively employed. No unusual, experimental, or new model components complicate the CDT information system environment.

6.1.4  Reuse of Previously Approved Solutions

This represents the first SSAA for CDT and relies on the SSAA for the HQ NAVSEA WAN infrastructure.

6.2  Tasks and Milestones

The following table proposes a schedule for completion of this SSAA: 

Activity
Start Date
Duration
Responsibility
SSAA Is Completed

Review SSAA
11/01/01
10 Days
DCIO-IA Rep
SSAA is Complete

Negotiation and Agreement
11/15/01
5 Days
DCIO-IA Rep 
ADI Technologies 
PMS 392
Other Parties
Terms and conditions for CDT agreed to by all parties; Final Draft of SSAA Approved.

DITSCAP Phase II Review
11/27/01
5 Days
C&A Team
CDT Certified, IATO granted for Phase III examination.

IATO Operation Commences
12/18/01
45 Days
ADI
IATO Granted for T&E Operation

DITSCAP Phase III Review
12/04/01
10 Days
C&A Team
CDT Verified

DITSCAP Phase IV Review
02/01/02
5 Days
C&A Team
Compliance Validation

ATO
02/07/01
Milestone
DCIO-IA
ATO Granted

Table 6-1 SSAA Review Tasks and Milestones 

6.3  Schedule Summary

The schedule presented in the Tasks and Milestones segment does not factor in vacations or the effect of the Holiday season. It is desirable to issue a limited-use, 10-day IATO during the Phase III review so that the C&A team can complete its evaluations. If no issues requiring mitigation are discovered in Phase III, DCIO-IA can grant another IATO so that CDT Version 3.1.1 can proceed with Testing and Evaluation by PMS 392A43.

6.4  Level of Effort

Appendix D calculations classify CDT as requiring a Type 2, Abbreviated Certification process. There are sufficient resources available in NAVSEA to support this certification and accreditation effort. Availability of key personnel may require adjustments to the proposed schedule. 

6.5  Roles and Responsibilities

Position
Contact Information

CDT Sponsor

PMS 392 Branch Head: Trident Design and Modernization
Buford Rowland, SEA 392A43

Program Executive Officer Submarines

2531 Jefferson Davis Highway

Arlington, VA 22242-5168

Phone: 202-781-1563

E-mail: rowlandbt@navsea.navy.mil

CDT Project Manager

Ron Brewer

ADI Technology, Inc.

300 M Street SE

Washington DC 20003

Phone: 202-203-5221

E-mail: ron.brewer@aditech.com

CDT Developer
Robert Barry

ADI Technology, Inc.

300 M Street SE

Washington DC 20003

Phone: 

E-mail: Robert.barry@aditech.com

TEAMSUB Application Support
Mark Dronfield, SEA 92L61

Program Executive Officer Submarines

2531 Jefferson Davis Highway

Arlington, VA 22242-5168

Phone: 202-781-1206

E-mail: dronfieldma@navsea.navy.mil

Appendix A: Acronyms

00I-IA
NAVSEA Office of the Chief Information Officer, Information Assurance.

ADI
ADI Technology, Inc.

ASG
Advanced Systems Group (NAVSEA Office of the Chief Information Officer, Operations)

ATO
Authority to Operate

C&A
Certification and Accreditation

CDT
Change Development Tracking System

COM
Component Object Model

COMSEC
Communications Security

CONOPS
Concept of Operations

CP
Change Proposal

CSAR
Computer System Access Request

CUI
Controlled Unclassified Information

DAA
Designated Approving Authority

DAO
Data Access Object

DCIO-IA
Director of Central Intelligence Office-Information Assurance

DDP
Design Document Packages

DII
Department of Information Infrastructure

DITSCAP
Defense Information Technology Security Certification and Accreditation Process

DO
Delivery Order

DOD
Department of Defense

DON
Department of Navy

EDI
Electronic Data Interchange 

ECP
Engineering Change Proposals

HQ
Headquarters

IA
Information Assurance

IATO
Interim Authority to Operate

INFOSEC
Information System Security Program

IS
Information System

ISSO
Information Systems Security Officer

JCF
Justification Cost Forms

LAN
Local Area Network

MDB
Microsoft Database file

NAC
National Agency Check form

NAVSEA
Naval Sea Systems Command

NOFORN
No Foreign Nationals

NOS
Network Operating Systems

NSTISSIC
National Security Telecommunications and Information System Committee

NSTISSI
National Security Telecommunications and Information Systems Committee Instruction

ODBC
Open Database Connectivity

PC
Personal Computer

R&D
Research and Development

SAM
Ship Alteration Manager

SBU
Sensitive But Unclassified

SSAA
System Security Authorization Agreement

TCP/IP
Transmission Control Protocol/Internet Protocol

T&E
Testing and Evaluation

TEAMSUB
NAVSEA Team Submarine (PEO Submarines and SEA 92)

U-NNPI
Unclassified Non-Nuclear Propulsion Information

WAN
Wide Area Network

WNY
Washington Navy Yard

Appendix B: Definitions

The terms used in this publication were selected from the NSTISSI 4009.  

Accountability.  Property that allows auditing of IS activities to be traced to persons or processes that may then be held responsible for their actions.  Accountability includes authenticity and non-repudiation.

Accreditation.  Formal declaration by a Designated Approving Authority (DAA) that an IS is approved to operate in a particular security mode using a prescribed set of safeguards at an acceptable level of risk.  

Acquisition Organization.  The government organization that is responsible for developing a system.

Active System.  A system connected directly to one or more other systems. Active systems are physically connected and have a logical relationship to other systems.

Architecture.  The configuration of any equipment or interconnected system or subsystems of equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information; includes computers, ancillary equipment, and services, including support services and related resources.

Assurance.  Measure of confidence that the security features, practices, procedures and architecture of an IS accurately mediates and enforces the security policy.  

Authenticity.  Property that allows the ability to validate the claimed identity of a system entity.

Availability.  Timely, reliable access to data and information services for authorized users.

Audit.  Independent review and examination of records and activities to assess the adequacy of system controls, to ensure compliance with established policies and operational procedures, and to recommend changes in controls, policies, or procedures. 

Benign System.  A system that is not related to any other system. Benign systems are closed communities without physical connection or logical relationship to any other system. Benign systems are operated exclusive of one another and do not share users, information, or end processing with other systems.

Certification.  Comprehensive evaluation of the technical and non-technical security features of an IS and other safeguards made in support of the accreditation process, to establish the extent to which a particular design and implementation meets a set of specified security requirements.

Certification Authority (Certifier).  Individual responsible for making a technical judgement of the system’s compliance with stated requirements, identifying and assessing the risks associated with operating the system, coordinating the certification activities, and consolidating the final certification and accreditation package.

Certification Requirements Review (CRR).  The review conducted by the DAA, Certifier, program manager, and user representative to review and approve all information contained in the System Security Authorization Agreement (SSAA).  The CRR is conducted before the end of Phase 1.

Certification Test and Evaluation (CT&E).  Software and hardware security tests conducted during the development of the IS.

Communications Security (COMSEC).  Measures and controls taken to deny unauthorized persons information derived from telecommunications and to ensure the authenticity of such telecommunications.  Communications security includes cryptosecurity, transmission security, emission security, and physical security of COMSEC material.  

Compartmented Mode.  INFOSEC mode of operation wherein each user with direct or indirect access to a system, its peripherals, remote terminals, or remote hosts has all the following:  (a) valid security clearance for the most restricted information processed in the system; (b) formal access approval and signed nondisclosure agreements for that information which a user is to have access; and (c) valid need-to-know for information which a user is to have access.

Computer Security (COMPUSEC).  Measures and controls that ensure confidentiality, integrity, and availability of IS assets including hardware, software, firmware, and information being processed, stored, and communicated.

Computing Environment.  The total environment in which an automated information system (IS), network, or a component operates.  The environment includes physical, administrative, and personnel procedures as well as communication and networking relationships with other ISs.

Confidentiality.  Assurance that information is not disclosed to unauthorized persons, processes, or devices.

Configuration Control.  Process of controlling modifications to hardware, firmware, software, and documentation to ensure that the IS is protected against improper modifications prior to, during, and after system implementation.

Configuration Management.  Management of security features and assurances through control of changes made to hardware, software, firmware, documentation, test, test fixtures, and test documentation throughout the life cycle of an IS. 

Configuration Manager.  The individual or organization responsible for configuration control or configuration management.

Data Integrity.  Condition existing when data is unchanged from its source and has not been accidentally or maliciously modified, altered, or destroyed.

Dedicated Mode.  IS security mode of operation wherein each user, with direct or indirect access to the system, its peripherals, remote terminals, or remote hosts, has all of the following:  (a) valid security clearance for all information within the system; (b) formal access approval and signed nondisclosure agreements for all the information stored and/or processed (including all compartments and/or special access programs); and (c) valid need-to-know for all information contained within the IS.  When in the dedicated security mode, a system is specifically and exclusively dedicated to and controlled for the processing of one particular type or classification of information, either for full-time operation or for a specified period of time.

Defense Information Infrastructure (DII).  The DII encompasses information transfer and processing resources, including information and data storage, manipulation, retrieval, and display.  More specifically, the DII is the shared or interconnected system of computers, communications, data, applications, security, people, training, and other support structure, serving the DoD's local and worldwide information needs.  The DII connects DoD mission support, command and control, and intelligence computers and users through voice, data, imagery, video, and multimedia services, and provides information processing and value-added services to subscribers over the Defense Information Systems Network (DISN).  Unique user data, information, and user applications software are not considered part of the DII.

Designated Approving Authority (DAA or Accreditor).  Official with the authority to formally assume responsibility for operating a system at an acceptable level of risk.  This term is synonymous with designed accrediting authority and delegated accrediting authority.

Developer.  The organization that develops the IS.

DoD Information Technology Security Certification and Accreditation Process (DITSCAP).  The standard DoD process for identifying information security requirements, providing security solutions, and managing IS security activities.

Emissions Security (EMSEC).  Protection resulting from measures taken to deny unauthorized persons information derived from intercept and analysis of compromising emanations from crypto-equipment or an IS.

Environment.  Aggregate of external procedures, conditions, and objects effecting the development, operation, and maintenance of an IS.

Evolutionary Program Strategies.  Generally characterized by design, development, and deployment of a preliminary capability that includes provisions for the evolutionary addition of future functionality and changes, as requirements are further defined (reference (i)).

Governing Security Requisites.  Those security requirements that must be addressed in all systems.  These requirements are set by policy, directive, or common practice set, e.g., by Executive Order, Office of Management and Budget (OMB), Office of the Secretary of Defense, a military service or DoD agency.  Governing security requisites are typically high-level requirements.  While implementations will vary from case to case, these requisites are fundamental and must be addressed.

Grand Design Program Strategies.  Characterized by acquisition, development, and deployment of the total functional capability in a single increment (reference (i)).

Incremental Program Strategies.  Characterized by acquisition, development, and deployment of functionality through a number of clearly defined system “increments” that stand on their own (reference(i)).

Information Assurance (IA).  Information operations protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and nonrepudiation.  This includes providing for restoration of ISs by incorporating protection, detection, and reaction capabilities.

Information Assurance Support Environment (IASE).  The IASE is an on-line web-based help environment for DoD INFOSEC and IA professionals.

Information Category.  The term used to bound information and tie it to an information security policy.

Information Operations.  Actions taken to affect adversary information and ISs while defending one’s own information and ISs.

Information Security Policy.  The aggregate of directives, regulations, rules, and practices that regulate how an organization manages, protects, and distributes information.  For example, the information security policy for financial data processed on DoD systems can be contained in Public Laws, Executive Orders, DoD Directives, and local regulations.  The information security policy should also list all the security requirements applicable to specific information.

Information System (IS).  The entire infrastructure, organization, personnel, and components for the collection, processing, storage, transmission, display, dissemination, and disposition of information.

Information System Security (INFOSEC).  Protection of ISs against unauthorized access to information, whether in storage, processing, or transit, and against the denial of service to authorized users, including those measures necessary to detect, document, and counter such threats.

Information System Security Officer (ISSO).  The person responsible to the DAA for ensuring the security of an IS throughout its life cycle, from design through disposal.  Synonymous with system security officer.

Information Technology (IT).  The hardware, firmware, and software used as part of the IS to perform DoD information functions.  This definition includes computers, telecommunications, automated ISs, and automatic data processing equipment.  IT includes any assembly of computer hardware, software, and/or firmware configured to collect, create, communicate, compute, disseminate, process, store, and/or control data or information.

Infrastructure-centric.  A security management approach that considers ISs and their computing environment as a single entity.

Integrator.  The organization that integrates the IS components.

Integrity.  Quality of an IS reflecting the logical correctness and reliability of the operating system; the logical completeness of the hardware and software implementing the protection mechanisms; and the consistency of the data structures and occurrence of the stored data.  Note that, in a formal security mode, integrity is interpreted more narrowly to mean protection against unauthorized modification or destruction of information.

Interim Approval To Operate (IATO).  Temporary approval granted by a DA for an IS to process information based on preliminary results of a security evaluation of the system.  

Legacy Information System.  An operational IS that existed prior to the implementation of the DITSCAP.

Maintainer.  The organization that maintains the IS.

Maintenance Organization.  The government organization responsible for the maintenance of an IS.  (Although the actual organization performing maintenance on a system may be a contractor, the maintenance organization is the government organization responsible for the maintenance.)

Mission.  The assigned duties to be performed by a resource.

Mission Justification.  The description of the operational capabilities required to perform an assigned mission.  This includes a description of a system’s capabilities, functions, interfaces, information processed, operational organizations supported, and the intended operational environment.

Non-Developmental Item (NDI).  Any item that is available in the commercial marketplace; any previously developed item that is in use by a Department or Agency of the United States, a State or local government, or a foreign government with which the United States has a mutual defense cooperation agreement; any item described above that requires only minor modifications in order to meet the requirements of the procuring Agency; or any item that is currently being produced that does not meet the requirements of definitions above, solely because the item is not yet in use or is not yet available in the commercial marketplace.

Multilevel Mode.  INFOSEC mode of operation wherein all the following statements are satisfied concerning the users who have direct or indirect access to the system, its peripherals, remote terminals, or remote hosts:  (a) some users do not have a valid security clearance for all the information processed in the IS; (b) all users have the proper security clearance and appropriate formal access approval for that information to which they have access; and (c) all users have a valid need-to-know only for information for which they have access.

Operational Security (OPSEC).  Process denying information to adversaries about capabilities and/or intentions by identifying, controlling, and protecting unclassified generic activities.

Other Program Strategies.  Strategies intended to encompass variations and/or combinations of the grand design, incremental, evolutionary, or other program strategies (reference (i)).

Passive System.  A system related indirectly to other systems. Passive systems may or may not have a physical connection to other systems, and their logical connection is controlled tightly.

Program Manager.  The person ultimately responsible for the overall procurement, development, integration, modification, or operation and maintenance of the IS.

Residual Risk.  Portion of risk remaining after security measures have been applied.

Risk.  A combination of the likelihood that a threat will occur, the likelihood that a threat occurrence will result in an adverse impact, and the severity of the resulting impact.

Risk Assessment.  Process of analyzing threats to and vulnerabilities of an IS and the potential impact that the loss of information or capabilities of a system would have on national security.  The resulting analysis is used as a basis for identifying appropriate and cost-effective measures. 

Risk Management.  Process concerned with the identification, measurement, control, and minimization of security risks in ISs to a level commensurate with the value of the assets protected.

Security.  Measures and controls that ensure confidentiality, integrity, availability, and accountability of the information processed and stored by a computer.

Security Inspection.  Examination of an IS to determine compliance with security policy, procedures, and practices. 

Security Process.  The series of activities that monitor, evaluate, test, certify, accredit, and maintain the system accreditation throughout the system life cycle.

67.  Security Requirements.  Types and levels of protection necessary for equipment, data, information, applications, and facilities to meet security policy.  

Security Requirements Baseline.  Description of the minimum requirements necessary for an IS to maintain an acceptable level of security.

Security Specification.  Detailed description of the safeguards required to protect an IS.  

Security Test and Evaluation (ST&E).  Examination and analysis of the safeguards required to protect an IS, as they have been applied in an operational environment, to determine the security posture of that system. 

Sensitive Information.  Information the loss, misuse, or unauthorized access to or modification of, which could adversely affect the national interest or the conduct of federal programs, or the privacy to which individuals are entitled under 5 USC Section 552a (Privacy Act), but that has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of national defense or foreign policy.  (Systems that are not national security systems, but contain sensitive information, are to be protected in accordance with the requirements of the Computer Security Act of 1987 (reference (c)).

System.  The set of interrelated components consisting of mission, environment, and architecture as a whole.

System Entity.  A system subject (user or process) or object.

System Integrity.  The attribute of an IS when it performs its intended function in an unimpaired manner, free from deliberate or inadvertent unauthorized manipulation of the system.

System High Mode.  IS security mode of operation wherein each user, with direct or indirect access to the IS, its peripherals, remote terminals, or remote hosts, has all of the following:  (a) valid security clearance for all information within an IS; (b) formal access approval and signed nondisclosure agreements for all the information stored and/or processed (including all compartments and/or special access programs); and (c) valid need-to-know for some of the information contained within the IS.

System Security Authorization Agreement (SSAA).  The SSAA is a formal agreement among the DAA(s), the Certifier, user representative, and program manager.  It is used throughout the entire DITSCAP to guide actions, document decisions, specify IA requirements, document certification tailoring and level-of-effort, identify potential solutions, and maintain operational systems security.

TEMPEST.  Short name referring to investigation, study, and control of compromising emanations from IS equipment.

Threat.  Any circumstance or event with the potential to harm an IS through unauthorized access, destruction, disclosure, modification of data, and/or denial of service.

Threat  Assessment.  Formal description and evaluation of threat to an IS.

Trusted Computing Base (TCB).  Totality of protection mechanisms within a computer system, including hardware, firmware, and software, the combination responsible for enforcing a security policy.

User.  Person or process authorized to access an IS.

User Representative.  The individual or organization that represents the user or user community in the definition of IS requirements.

Validation Phase.  The users, acquisition authority, and DAA agree on the correct implementation of the security requirements and approach for the completed IS.

Verification Phase.  The process of determining compliance of the evolving IS specification, design, or code with the security requirements and approach agreed on by the users, acquisition authority, and DAA.

Vulnerability.  Weakness in an IS, system security procedures, internal controls, implementation that could be exploited.

Vulnerability Assessment.  Systematic examination of an IS or product to determine the adequacy of security measures, identify security deficiencies, provide data from which to predict the effectiveness of proposed security measures, and confirm the adequacy of such measures after implementation.

Appendix C: Certification Level of Effort

D-1
Confidentiality

Data Factors
Weighing factors

Percentage of users authorized (e.g., need-to-know and formal access) for all data on the system.
<25%

(authorized=6)
>=25% and

<=99%

(authorized=4)
=100%

(authorized=0)


CDT

4

Number of Top

Secret compartments
>1

(compart=6)
=1

(compart=4)
=0

(compart=0)
0

Number of different data types from Appendix D, Table D-1.
>6

(types=3)
>=4 and <=6

(types=2)
<4

(types=1)


1

Number of classified categories (e.g., Top

Secret, Secret, Confidential).
>1

(class-cat=6)
=1

(class-cat=4)
=0

(class-cat=0)
0

Percentage of users cleared (but may not have need-to-know) for all data on the system.
>25%

(cleared=8)
>=25% and

<=99%

(cleared=6)
=100%

(cleared=0)
0

If "compart” equals 0 and "class-cat" equals 0, then data-sensitivity equals "authorized + ([cleared + types] * 2)"

Data Sensitivity:
4 + (1*2) = 6

Consequences of Loss of Confidentiality
Confidentiality Weighing Factors

Impact of release of data (data sensitivity from NCSC-TG-031 Appendix D, Table D-2, reproduced below)
data sensitivity

>59

(w=8)
data sensitivity

>=13 and

<=59

(w=4)
data sensitivity

<13

(w=2)
CDT

6

Loss of life from release of data
very likely

(w=10)
not likely

(w=5)
n/a

(w=0)
0

Loss of credibility from release of data
very likely

(w=5)
likely

(w=3)
n/a

(w=0)
0

Financial loss from release of data
>20% of operating budget per incident

(w=5)
>=5% and <=20% 

of operating budget per incident

(w=3)
<5% of operating budget per incident

(w=1)

n/a

(w=0)
0

Civil penalties/fines for release of data
>=$10,000 per incident

(w=5)
<$10,000 per 

incident

(w=3)
n/a

(w=0)
0

Confidentiality Weighting Factor:
6

D-2
Integrity

Consequences of Loss of Integrity
Integrity Weighing Factors



Loss of credibility from integrity failure (system or data)


very likely

(w=5)


likely

(w=3)
n/a

(w=0)
CDT

0



Loss of life from integrity failure (system or data)
very likely

(w=10)
likely

(w=5)
n/a

(w=0)


0

Civil penalties/fines for integrity failure
>=$10,000 per

incident

(w=5)
<$10,000 per

incident

(w=3)
n/a

(w=0)


0

Financial loss from integrity failure
>20% of operating budget per incident

(w=5)
>=5% and <=20%

of operating budget

per incident

(w=3)
<5% of operating

budget per incident

(w=1)

n/a

(w=0)
3

Integrity Weighting Factor:
3

D-3
Availability

Consequences of
Loss of 

Availability
Availability Weighing Factors

Loss of credibility from system failure
very likely

(w=5)
likely

(w=3)
n/a

(w=0)


CDT

0

Loss of life from system failure
very likely

(w=10)
likely

(w=5)
n/a

(w=0)
0

Financial loss from system failure
>20% of operating

budget per incident

(w=5)
>=5% and <=20%

of operating budget

per incident

(w=3)
<5% of operating 

budget per incident

(w=1)

n/a

(w=0)
3

Disruption of critical service1
very likely

(w=4)
likely

(w=3)
n/a

(w=0)
3

Civil penalties/fines for loss of availability
>=$10,000 per

incident

(w=5)


<$10,000 per

incident

(w=3)
n/a

(w=0)
0

Loss of Availability Weighting Factor: 6

D-4
Accountability

Consequences of
Loss of 

Accountability
Accountability Weighing Factors

Civil penalties/fines for loss of availability
>=$10,000 per

incident

(w=5)


<$10,000 per

incident

(w=3)
n/a

(w=0)
CDT

0

Loss of life from accountability failure
very likely

(w=10)
Likely

(w=5)
n/a

(w=0)
0

Loss of credibility from accountability 

failure
very likely

(w=5)
Likely

(w=3)
n/a

(w=0)
3

Financial loss from accountability failure
>20% of operating

budget per incident

(w=5)
>=5% and <=20%

of operating budget

per incident

(w=3)
<5% of operating 

budget per incident

(w=1)

n/a

(w=0)
3

Loss of Accountability Weighting Factor: 6

D-5
CDT System Score, Assurance Ranges, and Certification Type

NOTE: Definitions are from NCSC-TG-031, Certification and Accreditation Process, Handbook for Certifiers (Version 1).

CDT Scoring Category
Score

Confidentiality Weighting Factor
6

Integrity Weighting Factor
3

Loss of Availability Weighting Factor
6

Loss of Accountability Weighting Factor
6

Total Score for Change Development Tracking System
21

Assurance Ranges
Certification Type

If the total of the weighing factors (Tables D-1 through D-4) for confidentiality, integrity, availability, and accountability are < 16
Type 1

If the total of the weighing factors (Tables D-1 through D-4) for confidentiality, integrity, availability, and accountability are >=

16 and <= 30
Type 2

If the total of the weighing factors (Tables D-1 through D-4) for confidentiality, integrity, availability, and accountability are > 30 and <= 62
Type 3

If the total of the weighing factors (Tables D-1 through D-4) for confidentiality, integrity, availability, and accountability are > 62
Type 4

CDT is identified as requiring a Type 2 (Abbreviated Certification) process. The abbreviated certification is more extensive than the Type I certification, but should also include completing the Type I Minimal Certification Checklist.  The amount of documentation required and the resources devoted should be minimal.  The focus on this type of certification is INFOSEC functionality (e.g., auditing, access control, I&A).  Minimal evidence is required for this type of certification.

Total 535 days
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