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EXECUTIVE SUMMARY

This SSAA describes the NAVSEA HQ Financial Management Information System (FMIS). FMIS is a client/server COTS database application developed and maintained by Program Support Associates of Arlington, Virginia.  FMIS is in production, and currently supports NAVSEA SEA 92 and PEOSUB, also known as Team Submarine. FMIS is considered to be the primary financial tool of Team Submarine. It is used for budget planning, execution, and execution status tracking.

FMIS is in production, and currently supports NAVSEA SEA 92P, as well as PMO 350, 395, 401, and 450. FMIS is also used by SEA 04l, 00T, and ASTO. In 2000, all FMIS data sets were consolidated on Interbase Server SILVERSIDES, located in Suite 1W2700, Washington Navy Yard Building 197. Our new objective in February 2002 is to consolidate all FMIS front-ends on NAVSEA Server ENTERPRISE in order to relieve the administrative burden and costs of supporting several nearly-identical systems. This consolidation also allows the ASTO and SEA 92P data sets to be merged together.

The version of FMIS covered by this SSAA is at the end of its life cycle. It is not INA-CAP compliant, and it is not cost-effective to make it so. A new release of FMIS, scheduled for deployment in the spring of 2002, has none of these deficiencies, and will be fully compliant with the DITSCAP.
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1. SYSTEM IDENTIFICATION AND MISSION DESCRIPTION

1.1. System Name and Identification

This SSAA covers the consolidation of HQ NAVSEA Financial Management Information System (FMIS). FMIS is a client/server COTS database application developed and maintained by Program Support Associates of Arlington, Virginia.  FMIS is in production, and currently supports NAVSEA SEA 04l, 00T, PEO MUW, SEA 92, and PEO SUB (TeamSub). 

1.2. Mission Description

FMIS is considered to be the primary financial tool of NAVSEA. It is used for budget planning, execution, and execution status tracking. It is a fully integrated system that uses both planning and execution information in the same module. FMIS provides management oversight of execution performance, and provides technical managers with project financial visibility and input.

1.3. Functional Description

1.3.1. System Capabilities

FMIS provides interactive screens for entering, viewing, and updating data, as well as report generation.  FMIS addresses Navy financial planning, execution, tracking, and reporting.

FMIS allows users to run queries and display results in standard Office applications. For instance, rather than displaying query results in a form, the results can be sent to a Microsoft Excel spreadsheet for extensive analysis. Results can also be sent to a Microsoft Word document for inclusion in a report. Calls to these programs are managed by simple Windows application programming interface (API) calls.

FMIS also has an applet called AIM that uses IBM’s Host-On Demand (HOD) to exchange data with the DISA's Defense Megacenter in Mechanicsburg, PA. Users can use AIM to automatically run batches of stored STARS queries on the Mechanicsburg site, or to receive updates from Mechanicsburg for posting to FMIS. AIM operates from within FMIS, but requires correct entry of the user’s STARS ID and password.  Users must already have a STARS account to use this feature. Having an account in one system – STARS or FMIS – does not imply that the user has an account in the other system. A similar applet manages electronic funds transfers by exchanging files with SEA 01’s AUTODOC system.

1.3.2. System Criticality

Most of Team Submarine's financial information is maintained by FMIS. It has been a stable application for over six years. This software is presently used in TeamSub, PEO MUW, parts of Team CX, and several SPAWAR PEOs. NAVSEA intends to replace FMIS with a new system, and transition to that system is less than a year away.  Presently, the existing FMIS processes financial information for half of NAVSEA.

1.3.3. Classification and Sensitivity of Data Processed

FMIS information consists of Unclassified Business/Financial Sensitive data. 

1.3.4. System User Description and Clearance Levels

Since FMIS does not process classified national security information, security clearances are not a direct requirement for FMIS access.  Users are DoN military and civilian employees, as well as designated DoD contractor personnel whose job requires them to process FMIS data. Many have security clearances because of contract requirements. Access to FMIS is restricted to personnel occupying finance billets in supported offices. The sponsors in these offices approve access by subordinate personnel.

1.3.5. Life Cycle of the System

FMIS is at the end of its present life cycle. A web-enabled replacement system has been in development, and is already in production for SPAWAR in San Diego. Delivery of the new system to HQ NAVSEA is less than six months away.  

The present configuration of FMIS has been "fixed" in TeamSub since mid-1998. Aside from maintenance updates, this particular configuration will serve all users until the web-enabled version comes online. The SEA 04L and SEA 00T versions of FMIS have no significant configuration differences from the TeamSub version. 

TeamSub Financial management wants to consolidate the data sets for ASTO and SEA 92P in order to support evolving business initiatives. The architecture of FMIS requires that the front-ends be consolidated, too. 

1.3.6. Y2K Compliance

FMIS is Y2K compliant in its present (Paradox 7.0) configuration. In addition, the FMIS SQL server, SILVERSIDES, has all required software upgrades for Y2K. This computer's hardware, its operating system, and the Interbase 4.1 software, all passed Microsoft Y2K diagnostic tests.

1.4. System Concept of Operations (CONOPS) Summary

The FMIS concept of operations (CONOPS) provides a single environment from which to propose, design, and manage a multi-year budget cycle for a diverse organization. Each office or department has its own private area for managing its assigned funds. Organizations higher in the tree can manage and analyze budget cycle milestones for many offices without getting distracted by fine details. The four primary areas of FMIS activity are financial planning, financial execution, management oversight, and reporting.

Financial Planning

FMIS allows entry of outyear data (e.g., activity, task description, amount planned, initiation and obligation planning dates) that parallels Program Objective Memorandum (POM) data.  This data is refined yearly through the POM process until it becomes execution year data.  At that point, actual document numbers are assigned, and the execution year is ready to go.

Outyear planning is not done in a separate module, as it is in many systems.  This feature allows all outyear data to be addressed in various reports.

Financial Execution

The FMIS supports all financial execution functions for its current users.  It makes it easy to create new records, modify existing records, generate funding documents, post initiated, committed, obligated, or expended dollars, and enter planning and actual dates.  In addition, it is also easy to accommodate user requests that allow the user to choose the definition of the Execution Plan on the screen (i.e., appropriation, subhead, project unit, and fiscal year).

Of particular interest is the FMIS' ability to electronically download STARS data, post that information directly to financial records, and provide a wide variety of execution status reports.  Fully automated STARS reconciliation is done either with weekly downloads of bulk STARS data or live from STARS to get the latest information.

Also of interest is the FMIS' Ship Project Directive (SPD) Module that allows the analyst to quickly check the actual status of all SPDs under their cognizance, just one SPD, or that same SPD by SPD Line Item (SPDLI).  These on-screen summaries compare SPD data (e.g., Directed Planned and Directed Current) to actual execution data (e.g., STARS obligated or expended).  This module also generates actual SPDs in an easy-to-use fashion.

Management Oversight

The FMIS offers a wide variety of graphs and reports that allow for quick evaluations of execution status against established goals (usually from the Office of Financial Management and Budget).  This feature is especially important in the conduct of incisive, yet quick, internal execution status reviews.  The FMIS contains both line and bar graphs that analyze execution status in different ways.  Also included are execution status reports that plot the same data as the graphs but in a tabular manner.

Reporting

The FMIS offers a wide variety of reports.  These reports fall generally into the following categories:

· Execution Status Reports

· Future Year Planning Reports

· Unliquidated Expenditures Reports

· STARS Non-Match Reports

· Work Breakdown Structure Reports

· Ad Hoc Reports

· Budget Exhibits

This page is intentionally blank.

2. ENVIRONMENT DESCRIPTION

2.1. Operating Environment

The operating environment of FMIS will be on property leased by the U.S. government and in support contractor spaces within NAVSEASYSCOM Headquarters.

2.1.1. Facility Description

Naval Sea Systems Command is headquartered at Washington Navy Yard (WNY). FMIS equipment and users are in Buildings 176, 197 and 201. 

The SQL server that supports these users is SILVERSIDES, located in the NOFORN room of the Main Computer Room (MCR). The MCR suite is in WNY Building 197, Room 1W2700. NC-2, Room 3W30. It will move to the Server Room in Building 197 in December 2000. The common volume that will support the consolidated FMIS front-ends for all offices is on Server ENTERPRISE, also located in the WNY’s MCR.

2.1.2. Physical Security

The Main Computer Room at the Washington Navy Yard has enhanced security, including zoned badged areas. All of Building 197 is secured by guards 24 hours a day.

NAVSEA Customer Support personnel can gain access to FMIS through their workstations in the Customer Support Help Desk areas. These spaces are in WNY Buildings 197 and 201, and also feature zoned access badges. An affiliated space is under control of RGS Associates, Inc, a NAVSEA contractor. This space is in Suite ML-120, Century II. It is under badge security during business hours, and restricted access after normal working hours. Access to FMIS in all Customer Support spaces is limited to ordinary user-level access.

Program Support Associates, the FMIS publishers, has its offices in 2611 Jefferson Davis Highway in Crystal City. A near-line version of all NAVSEA FMIS installations is kept on servers on a private network in this location. The private network is not connected to the Internet. PSA does not allow visitors any contact with the FMIS private network. The small size of the PSA work force in Crystal City does not make badge security necessary. The PSA building uses Kastle Security provided by the landlord. PSA also has a separate cipher lock system protecting all exterior doors to its offices.

2.1.3. Administrative Issues

Responsibility for the security of FMIS is shared between two organizations:

· FMIS Project Sponsors - FMIS user administration consists of key users ("project sponsors") in the major divisions of NAVSEA. Only the sponsors can authorize an individual to become a FMIS user. New user installation requests are passed to NAVSEA Customer Support for action. The request also specifies what sections of FMIS the user is authorized to receive.

· NAVSEA Customer Support - NAVSEA Customer Support maintains the infrastructure used by FMIS: workstations, cabling, hubs and routers, servers and firewalls, and Internet connections. NAVSEA Customer Support identifies and enables FMIS only on workstations used by authorized FMIS users. All other users are denied FMIS in a variety of ways: denial of file system rights, blocking of IP addresses, and unavailability of specific software components.

FMIS is a product that supports several data sets in a single data store. Users only have access to the data set maintained for their offices. A few users, mainly project sponsors, can access more than one data set. Project sponsors determine which users have these additional privileges.

In the consolidated system covered by this SSAA, day-to-day maintenance of Server SILVERSIDES is the responsibility of NAVSEA Customer Support, and the TeamSub Unique Applications Support Team.

2.1.4. COMSEC

FMIS has basic COMSEC features, very little of which are under user control:

· By direction of a Sponsor, NAVSEA Customer Support adds users to one or more FMIS working groups. The working groups grant users file system rights that allow them to start the application.

· The application requires a local installation of FMIS software, which is also managed by NAVSEA Customer Support.

· Once launched, the local software opens a password challenge screen, where the user must enter a group name and the data set password (individual users do not log into FMIS). 

· Each form in the database has a form id and password compiled into its code. The form ID and password are passed over to the FMIS SQL server, which authenticates it before returning any data to the user.

A valid request for FMIS data has three characteristics: it originates from an approved IP domain, a valid form id is present, and the form password is correct. Even so, as stated in the Executive Summary, this version of FMIS does not meet the requirements to be INA-CAP compliant. A new version of FMIS that meets these requirements will be ready for deployment in the winter of 2001-2002. 

2.1.5. TEMPEST

FMIS is an unclassified system where both requests for data and fulfillment actions happen only within the NAVSEA campus. No specific TEMPEST threat is generated by any FMIS system.

2.1.6. Maintenance Procedures

FMIS maintenance is in three parts: Infrastructure, Data Set, and Data Store.

NAVSEA Customer Support does the infrastructure maintenance. Problems with FMIS generate Help Desk calls, which are indistinguishable from the hundreds of customer support requests that are received each week in the Call Center. A few such calls can benefit from the attention of a technician that is familiar with FMIS issues. Such technicians have no special training, but rely on articles about FMIS in the Customer Support Database and experience with the program to diagnose and clear faults. 

Data Set issues generate calls to the FMIS Help Desk, maintained by Program Support Associates. This Help Desk is located at the PSA offices in Crystal City, at 2611 Jefferson Davis Highway. PSA maintains a "near-line" image of the FMIS database.  A batch file is run automatically on the SILVERSIDES server once a day that makes a backup of each data set.. This backup is then applied to a near-line replica of the data set in PSA offices.  The replica is then used to field service calls from users. Data set issues may trigger a data store maintenance action.

Data Store issues consist of major maintenance procedures, system upgrades, or bug remediation. These actions require that FMIS be taken offline. Some actions require changes to program objects stored on the ENTERPRISE server, and some actions require access to the FMIS data server. A few actions require both. PSA must request assistance from NAVSEA Customer Support to perform a data store maintenance action, as PSA personnel do not have permission to enter equipment spaces or operate network control points. All data store actions are scheduled at least 24 hours in advance.

2.1.7. Training Plans

FMIS is unclassified, and is considered another program on the LAN. New user orientation to the network covers the security policy governing the information being processed, as well as potential threats and countermeasures. Periodic refresher training and reminders are provided by SEA 00I and 09.

2.2. Software Development and Maintenance Environment

FMIS is a product developed from commercial off-the-shelf (COTS) products by a civilian contractor, Program Support Associates (PSA). Ad-hoc teams of technicians from PSA and NAVSEA customer Support handle problems with the COTS components. Repairs are done at the user desktop, and very infrequently, at one of the FMIS servers. Problems with the FMIS user interface or with a referenced program (such as Microsoft Word or Rumba) are handled as ordinary trouble calls.

Program Support Associates maintains a complete FMIS near-line system at their office in Crystal City that has all the major network components of the systems deployed at NAVSEA. PSA uses this mirror system to support help desk calls, to evaluate bugs, and to develop new service packs for existing FMIS. Another system is used to develop the next generation of FMIS.

The PSA mirror system relies on a "weekly dump" of update information from SILVERSIDES in the NAVSEA DMZ II area. An NT CMD file triggers an Inprise Interbase DOS utility that backs up the open databases by creating a new file on the server hard drive. The CMD file then starts the NT FTP utility that opens an FTP session with a server in PSA corporate offices.  The CMD file supplies a user name and password. The recently backed up files are sent to the PSA server, and the FTP session is closed. 

Configuration Management is maintained by PSA as an agent of the FMIS Program Manager. Any user can propose a change to FMIS. Time estimates and cost information on each change is prepared by PSA for review and approval by the sponsors. Only the program sponsors can approve the change and schedule when it will happen.

2.3. Threat Description

FMIS is subject to a range of generic threats applicable to most government information systems processing unclassified information.  A potential threat exists to the confidentiality and integrity of the information processed, stored, and transmitted by FMIS.  A potential threat also exists to the availability of the assets of the NAVSEA LAN to assist in executing the FMIS mission.  The potential threats to the LAN itself are from natural and manmade sources.  Natural disasters and damage can result from fire, water, wind, and electrical sources.  Manmade threats are from those who would target the NAVSEA LAN for espionage, criminal activity, unlawful use, denial of service, or malicious harm.  External or internal agents of threat include espionage, terrorist, hackers, and vandals. The last source of manmade threats is unexpected interruptions of service, usually caused by equipment failures.

The possibility of espionage attacks against FMIS is considered low, because FMIS does not contain classified data. Terrorist attacks against FMIS sites must be considered moderately possible, particularly since the THREATCON posture at WNY reached DELTA level recently. It is highly unlikely that damaging FMIS itself would be an objective of a terrorist attack.

Hacker and vandalism threats against FMIS are always possible. Hackers look for unprotected targets across the Internet, and often do not care what the target represents. This threat is considered low, because all of FMIS sits behind the NAVSEA firewall.

Vulnerability of FMIS within the firewall to damage by untrained or disgruntled employees is considered low for a variety of reasons. There are restrictions and restraints of the role access control used to access FMIS. The "back-end" data store on the SILVERSIDES server cannot be accessed directly by common SQL tools. Users and maintenance personnel are chosen and trained by their respective offices. Regular FMIS meetings are held to identify system problems and to propose solutions. 

The most likely cause of denial of FMIS service events is infrastructure failures and catastrophic events, such as fires. The probability of long-term failure is low because the supporting infrastructure is sponsored by the command, and a reliable backup system is in place.

3. SYSTEM ARCHITECTURAL DESCRIPTION

3.1. System Architecture Description

Servers

FMIS has two types of servers: core servers that hold the program, and data servers that hold the data store. Core servers are non-dedicated NetWare 5.1 file servers that provide file and print services to FMIS users. The FMIS program itself is loaded into a directory on a NetWare volume that is accessible to all FMIS users in the area. All program shortcuts point to objects in this directory. Another nearby NetWare server may provide by this same server or print services. All communication between users and a core server uses the TCP/IP protocol.

Data servers are Windows NT 4.0 servers with NT Service Pack 6a installed. SILVERSIDES is a HP NetServer LH Pro computer with a mirrored drive array. Data servers have Iomega Zip Drive available to speed up the installation of FMIS service packs from PSA. Users connect to the data server by TCP/IP.

Workstations

This version of FMIS can be installed on any computer with at least 16 MB of RAM and 50 MB of free disk space. Users need a 17" monitor and VGA resolution of at least 800x600 (1024 x 768 is preferred) to comfortably view all FMIS screens.

Firmware

FMIS does not have a firmware component.

Operating System

Borland Paradox for Windows 7.0 is a 16-bit desktop COTS product. It is routinely installed on computers using Microsoft operating systems: Windows 3.1, 95, 98, NT 4.0 and Windows 2000 Workstation.

Inprise Interbase must be installed on a server running Windows NT 4.0 Server. Version 4.1 has been tested through NT Service Pack 6a.

Application Software

Most users have a subset of Paradox on their workstations: Borland Paradox Runtime for Windows Release 7.0. Runtime has all the features of a full copy of Paradox, but it does not have a user accessible menu. A menu only appears when an application package is loaded into Runtime. Any visible menu choices are only those that have been specifically installed by the developer. Users cannot create new objects or code in Runtime. Users can only run procedures that have been coded into the application.

FMIS project sponsors may have a full copy of Paradox 7.0 installed on their computers. This allows the sponsors to run procedures outside of the FMIS application that can act on FMIS data sets. The sponsors have this capability in order to maintain the data sets under their control. PSA, the FMIS contractor, also uses the full copies of Paradox to perform maintenance activities on FMIS objects.

3.2. System Interfaces and External Connections

The NAVSEA LAN provides the internal and external connectivity that FMIS needs. FMIS users have simultaneous IP sessions supporting internal connectivity, and on-demand IP sessions for external connectivity.

Internal Connectivity

The internal connectivity for FMIS user sessions is managed by standard NetWare file system administration. Users begin a TCP/IP session with a core server to load and launch the program files. Once loaded (in the user's computer workspace), a new TCP/IP session is begun between the user's computer and the FMIS Interbase SQL server. Both of these sessions occur behind the NAVSEA firewall, and are all that is required for a typical FMIS user session.

External Connectivity

FMIS users can launch a STARS session with the Defense Megacenter in Mechanicsburg PA from within the program. A special subroutine starts a custom communications application, IBM Host-On-Demand (HOD), which in turn calls a custom script. Users set up the session by entering their STARS ID and password in a FMIS-provided form. This information is packaged with a stored query for transmission to STARS. HOD opens a scripted TELNET session that is encapsulated in a secure socket connection to Mechanicsburg. Running stored queries, download of requested information, and termination of the STARS session is entirely automatic. Once the user initiates this option, the session runs without user intervention. STARS user ID information is not stored by FMIS, and must be entered again to start a subsequent session.

Another connection is provided to the SEA 01 AUTODOC server for electronic funds transfers. AUTODOC was upgraded in 2001 to an Oracle Forms application. AUTODOC now uses a Java applet that establishes a secure socket connection to the AUTODOC server at DETLANT. A standard user ID and password is assigned to each office to initiate an FTP session, but in order to actually perform a transfer, each user must enter their own user Id and password to initiate an AUTODOC session. 

A third connection makes a daily backup of the databases and send them by FTP to the FMIS support contractors, Program Support Associates. This connection is automatic and not under user control.

Details of all external connections are in Appendix C of this document.

3.3. Data Flow
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This diagram shows a user's FMIS session on the NAVSEA LAN. Users launch Paradox for Windows 7.0 (either Runtime or full package) from files resident on their computers. The Paradox executable is loaded on the user's workstation, and accesses via TCP/IP the FMIS Paradox application on the Novell server, which is comprised of forms (*.FDLs), reports (*.RDLs), scripts (*.SDLs) and libraries (*.LDLs) that reside in the \PRGM folder in the \FMIS_CS folder. These files contain the code for the interface, retrieval and update of the Paradox data on the Novell server (Enterprise) and the InterBase data on the SQL server (Silversides).

The FMIS Paradox application on ENTERPRISE starts a TCP/IP link to the Interbase SQL server. This data session is a TCP/IP link to the FMIS Interbase SQL server on Silversides, installed in the Main Computer Room at WNY. The client server architecture for FMIS consolidates the majority of the data for each program office in its own InterBase GDB file, which reside on Silversides. Each program office has its own data file, including one each for: SEA92 (data_92.gdb), PMS350 (data_350.gdb), PMS401 (data_401.gdb), PMS450 (data_450.gdb), PEOMUW (data_miw.gdb), SEA00T (data_00t.gdb), and SEA04L (data_04L.gdb) on the Silversides server in the E:\FMIS_CS folder.

However, a number of the smaller data files, including the Office identifier table and EFTS files reside separately from the InterBase GDBs and are maintained in separate Paradox data folders for each program office, including one each for: SEA92 (\data_92), PMS350 (\data_350), PMS401 (\data_401), PMS450 (\data_450), and PEOMUW (\data_miw) on the Enterprise server in the FMIS_CS folder to facilitate easy access for administrative purposes, such as for menuing updates, made by Titan. SEA00T (\data_00t), and SEA04L (\data_04L) have their Paradox data folders on Enterprise in the FMIS_XX folder. The only files temporarily stored on Enterprise would be the Paradox lock and netdir files that act as data traffic controllers, and are managed by the FMIS application.

Note that users can launch a TCP/IP connection to STARS from within the program. Like the link to the Interbase SQL server, the session is between the workstation and the remote server. Unlike the Interbase session, this link extends through the NAVSEA firewall and crosses the Internet, as represented by the cloud. Not shown in this diagram is the DISA firewall on the far side of the cloud.

FMIS users can be found on different network segments in NAVSEA. Some segments are on a NOFORN VLAN, and others are not. The common connection is to the ENTERPRISE application server. ENTERPRISE does not provide file system services to any FMIS user, so this FMIS connection does not connect dissimilar segments together.

3.4. Accreditation Boundary

The FMIS accreditation boundary consists of the HQ NAVSEA LAN, and connecting nodes across the Internet:

· A FMIS common server, Enterprise, which is a NetWare server managed by NAVSEA.

· The FMIS Interbase SQL server, Silversides, located in the NAVSEA Web Farm DMZ-2.

· User workstations consisting only of computers connected directly to segments of the NAVSEA LAN, some of which are in NOFORN segments.

· Peripheral devices, support hardware and software, including operating systems and utilities used by the items listed above.

· A connection point to the STARS server managed by DISA.
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4. SYSTEM SECURITY REQUIREMENTS

4.1. National and DoD Security Requirements

Computer Security Act of 1987 (P.L. 100‑235), 8 January 1988

OMB Circular A-130, Management of Federal Information Resources, Appendix III ‑ Security of Federal Automated Information Resources, February 16, 1996 

DoD 5200.28-STD Trusted Computer System Evaluation Criteria (TCSEC)

4.2. Governing Security Requisite

OPNAVINST 5239.1B, Navy Information Assurance (IA) Program, 9 November 1999 (Note: this NAVINST is the one that sets the requirements for system confidentiality, integrity, availability, authentication, and non-repudiation.)

SECNAVINST 5239.3 Department of the Navy Information Systems Security (INFOSEC) 14 Jul 95

NAVSO P-5239-15 Controlled Access Protection (CAP) Guidebook.

4.3. Data Security Requirements

NAVSEA Memo 5230 Information Security Service Policy and Procedures 4 August 1997

4.4. Security CONOPS

The FMIS Security Concept of Operations (CONOPS) has the following features:

· Users are authenticated by the Network. The user's NAVSEA LAN account has NetWare file system rights to use program objects in the FMIS subdirectory. Once the user has logged in, the user picks up FMIS rights along with all other rights that may be assigned to the account.

· User confirms FMIS data set selection with a group password. The group password (shared by several people in the office) is actually a safety check that ensures the user is connected to the correct data set. When most users start FMIS, they have a choice of three or more appropriation codes to work with. Group passwords do keep users out of appropriations they are not authorized to use, but their principal purpose is to confirm that the user is in the desired area of the database.

· User connects to external systems using separate authorizations. FMIS users also subscribe to other DoD online financial services, such as STARS and COBRA. Users must register for these services separately, and meet all of their requirements. In the case of STARS, FMIS provides an internal conduit to the DISA server in Mechanicsburg, PA. Before using this feature, however, users are still required to register with DISA, and obtain a user ID and password for STARS. FMIS does not store STARS account information. The user will be prompted for login information every time the AIM subroutine is run.

Several important features are missing from the CONOPS that provide full CAP compliance. This particular release of FMIS is at the end of its life cycle. The next release uses an entirely different architecture, and will be CAP compliant.

4.5. Network Connection Rules

FMIS is classified as a division application on the NAVSEA LAN, which means that no special interconnection rules apply to it. Division applications are user-level programs, and all user account privileges remain in force when the program launches. A user, for instance, can have FMIS open and connect to another network segment, or have an open Internet session with another remote server.

FMIS, however, has only one feature that allows users to exchange information between the database and a remote server: the STARS interconnection mentioned earlier.  In this case, definite limits are set for the interchange, as that all import and export scripts are hard coded.

4.6. Configuration and Change Management Requirements

Configuration and change management for the FMIS program is managed and maintained by its publisher, Program Support Associates. The user representative authorizes the application of change packages to the FMIS system. The change packages themselves are considered service releases by NAVSEA Customer Support, and are monitored after installation, as any other program's service release would be. Customer Support is most interested in ensuring that any service release does not affect any other locally installed or network installed programs by replacing or modifying critical configuration files. Customer Support also checks to see if a service release suddenly causes a program to open sessions with other networks, or demands to use blocked port numbers.

4.7. Reaccredidation Requirements

OMB A-130 (Security of Federal Automated Information Resources) Appendix III, requires the review of security documentation for each automated information system (AIS) when significant modifications are made to the system or at least every three years.  The scope and frequency of the review should be commensurate with the acceptable level of risk for the system.  This periodic review includes reviewing the AIS Security Plan, and for initiating a rectification and reaccredidation process if required.  The activities performed during the review and reaccredidation process are similar to those required during the initial C&A. Areas where no change has occurred need only be verified. If there is no impact to existing software/functionality by the introduction of the new capability/hardware/software, then only verification is necessary.  It does not require that the entire C&A process be redone.  But, as a minimum, security documentation shall be reviewed and revised as appropriate under the following circumstances:

· Significant changes in the hardware, software, or data communications configuration.

· Changes in the security mode of operation.

· Relocation or structural modifications of the computer facility or remote terminal area.

· A breach of security, violation of system integrity, or unusual situation that appears to invalidate the certification.

· Three years have elapsed since the date of certification.

In short, this SSAA will be replaced when the new FMIS system is ready for installation and testing at HQ NAVSEA. This is expected to happen in Spring, 2002.

5. ORGANIZATIONS AND RESOURCES

5.1. Organizations

· The Designated Approving Authority (DAA) for FMIS is the NAVSEA CIO.

· The Certification Authority for FMIS is the Deputy Program Manager of SEA 92.

· The Certification Agent for FMIS is the NAVSEA DCIO for Information Assurance

· The organization responsible for Life Cycle Maintenance (LCM) of the FMIS application is NAVSEA SEA 92L6.

· The Program Manager for FMIS is NAVSEA SEA 92L62.

5.2. Resources

The following resources will be required for certification:

5.2.1 Staffing Requirements

The Certification Team will consist of an Information System Security Analyst, a FMIS system analyst, and a FMIS user representative. NAVSEA DCIO for Information Assurance and the FMIS Program Manager will staff the Certification Team.

5.2.2 Funding Requirements

Each office will fund their resources separately.

5.2.3 Training for Certification Team

NAVSEA SEA 92L62 will provide member training, as required and appropriate, for the certification team.  Training should consist only of that information necessary to allow the certification team to successfully conduct the security certification tests in accordance with the Certification Test Plan

5.3. FMIS Key Roles

5.3.1. Project Sponsors

Each office with a FMIS database has a project sponsor. This person is in charge of all administrative decisions regarding the operation of FMIS. The Project Sponsor maintains the roster of approved FMIS users, and acts as the point-of-contact for the office to the Program Manager, system administrators and for network support.

5.3.2. System Administration

Program Support Associates, the publishers of FMIS, provide system administration. PSA provides database administration services, as well as code maintenance and training to users.

5.3.3. Network Support

Network Support is provided by TEAMSUB Applications Support and the NAVSEA Customer Support Desk. TEAMSUB Application support provides system integration services and advanced troubleshooting assistance, while NAVSEA Customer Support provides most other user services.
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Appendix A: Glossary Of Terms

Refer to the accompanying document, FMIS IV&V Glossary.

Appendix B: Data Sensitivity and Certification Metrics

B-1:  Interfacing Mode

Operation = Benign. FMIS does not allow direct user connection with other data systems. The STARS sessions are set up in advance by a series of menu choices, and submitted as a batch query by FMIS. Users cannot establish a "free-form" session with the DISA server in Mechanicsburg, PA.

Data = Passive. FMIS users can establish only one session at a time with the data store. STARS sessions must follow a script. Data requested or applied to STARS via FMIS affect only the specific data set that was initialized when the session with the data store was opened.

Infrastructure = Passive. Users can have only one active FMIS session at a time. The constraints on the session are as described above.

B-2:  Processing Mode

Operation = Dedicated. Although users are categorized as "read-only" or "read-write," all users have equal rights to view FMIS data. The compartmentalizing of finance data by office code is considered a business process first and a security feature second.

Data = Dedicated. See explanation above.

Infrastructure = Dedicated. All FMIS users are considered equal from the point-of-view of the NAVSEA WAN.

B-3:  Attribution Mode

Operation = Rudimentary. FMIS users have office group passwords. Network file system rights and the group password are the only authentication controls on a basic FMIS session.

Data = None. Individual forms in the program authenticate themselves to the data store. The system does not track user activity.

Infrastructure = Rudimentary. Users may operate other network applications simultaneously with FMIS, within the bounds of the network system rights assigned to their accounts. A STARS session can only be initiated if the user has an account with the DISA server in Mechanicsburg, PA.

B-4:  Mission-Reliance Factor

Operation = Total. FMIS is designed to manage a program office's finances, and to replace any legacy business systems.

Data = Total. The FMIS business process requires that all finance transactions be recorded the FMIS data store.

Infrastructure = Partial. FMIS will stop operating if the NAVSEA WAN drops offline. FMIS, however, can still be used if network segments go down, or if Internet connectivity is temporarily interrupted. 

B-5:  Accessibility Factor

Operation = Reasonable. FMIS only needs to be generally available in an area. Individual users can work around local problems with workstations or network segments.

Data = ASAP. Unavailability of the FMIS SQL server will stop all FMIS sessions, and therefore the processing of most financial transactions. Email and other mission-critical system can have priority over FMIS.

Infrastructure = Soon. Internet service interruptions will stop data synchronization with STARS, but not otherwise impact FMIS.

B-6:  Accuracy Factor

Operation = Exact. Integrity of the system will be severely compromised by operator mistakes or by code bugs introduced through the installation of a FMIS change package.

Data = Exact. If data on the FMIS SQL server is corrupted, FMIS must be rolled back to an uncorrupted state, either by data administration or by restoring the database from backup tapes.

Infrastructure = Exact. FMIS relies on NetWare NDS and TCP/IP DNS services to authenticate users and connect all components together.

B-7:  Information Categories

Operation = Proprietary. The FMIS program is used under license from Program Support Associates, and cannot be installed on NAVSEA servers without its consent.

Data = Financially Sensitive. 

Infrastructure = Unclassified. FMIS users have no special access to the NAVSEA WAN, beyond file system rights to the FMIS subdirectories.

B-8: FMIS ITSEC Class Summary and Scoring

Table B-1 summarizes the FMIS ITSEC posture:

Characteristic
Operation
Data
Infrastructure
System
Alternatives

Interfacing Mode
Benign
Passive
Passive 
Passive 
Benign, Passive, or Active

Processing Mode
Dedicated
Dedicated 
Dedicated 
Dedicated 
Dedicated Level, Compartmented Level, System High, or Multilevel

Attribution Mode
Rudimentary
Rudimentary 
Rudimentary 
Rudimentary 
None, Rudimentary, Basic, or Comprehensive

Mission-Reliance Factor
Total
Total 
Partial
Total 
None, Cursory, Partial, or Total

Accessibility Factor
Reasonable
Soon
ASAP
ASAP 
Reasonable, Soon, ASAP, or Immediate

Accuracy Factor
Exact
Exact 
Exact 
Exact 
Not-applicable, Approximate, or Exact

Information Categories
Proprietary
Financially Sensitive
Unclassified
Sensitive
Unclassified, Sensitive (Privacy Act, Financially Sensitive, Administrative, Proprietary, or Other), Collateral Classified, or  Compartmented/Special Access Classified

Table B-1.  FMIS ITSEC Class Characteristics.

Table B-2 shows the results of scoring FMIS  using the instructions in Chapter 3.3.8 of the DITSCAP manual:

Characteristic
FMIS System Alternative
Value

Interfacing Mode
Passive
2

Processing Mode
Dedicated
1

Attribution Mode
Rudimentary
1

Mission-Reliance Factor
Total
7

Accessibility Factor
ASAP
4

Accuracy Factor
Exact
6

Information Categories
Sensitive
2

Total of all weights

23

Table B-2.  FMIS Certification Level Calculation.

Under the rules presented in DITSCAP Chapter 3.3.8, FMIS is a level 2 application, requiring minimum analysis, but also requiring independent certification.

Appendix C:  Interface Operation Descriptions

C-1:  STARS WEB INTERFACE

1. How is the interface initiated?

The STARS web access is initiated by FMIS through a Java script that connects with the Internet.

2. How are the connections authenticated?

The system requires authentication of a STARS user account and password.

3. How often is the interface run?

The interface is initiated for each connection event.  Each event may query one or more documents or projects, or may request data on one or more inquiry type.

4. Who initiates the interface (what roles can initiate)?

Approved users initiate the session interface.  Users must register for a STARS account before running the module. Users register with SEA 01P, and are trained before access is granted.

5. If UNIX, what protection bits are used, what is the umask of the owner?

Not applicable.

6. Who reviews/validates the table population done by the interface?

The STARS system keeps track of table changes done by users during a session with the Defense Megacenter.  FMIS, however, although it incorporates updates into its tables, does not keep track of which user applied the update.

7. Are there generic user accounts?

No.

8. Are there hard coded passwords?

No.

C-2: AUTODOC WEB INTERFACE

Automated Funding Document System (AUTODOC) is an application located on SEA 01’s LUNAR server and DETLANT servers. It is used to track financial documents that are being processed for approval through the “chop cycle.” FMIS has an AUTODOC module that allows users to submit documents to AUTODOC without starting a TELNET session with LUNAR. LUNAR is a VAX VMS server. FMIS runs an FTP session and transfers three files to a target subdirectory. One file, .EF1, is a “header” file containing basic information about the document. When this file is detected, LUNAR processes all the relevant files.  The AUTODOC module also retrieves any applicable receipt or message, and parses it back into FMIS.  This occurs through a separate FTP session that retrieves any response information in the form of a receipt (.RSP) or an error message file (*.MSG).

1. How is the interface initiated?

The AUTODOC interface is initiated through FMIS users’ attempt to submit one or more documents.

2. How are the connections authenticated?

Authentication is by FTP login user id and password.

3. How often is the interface run?

The interface is run for each submission session of one or more documents.

4. Who initiates the interface (what roles can initiate)?

Users are those with document commit authority.  AUTODOC performs the validation.

5. If UNIX, what protection bits are used, what is the umask of the owner?

Not applicable.

6. Who reviews/validates the table population done by the interface?

AUTODOC reviews and validates the data.

7. Are there generic user accounts?

There are no generic user accounts.  FTP connection is at the directory level for initial submission to Lunar.  AUTODOC validation and acceptance requires a valid ACID and K-code number.  Each individual has their own ACID and K-code.

8. Are there hard coded passwords?

No.

C-3: Data Backup and FTP Transfer to PSA Computer

The actual mission of the daily data backup (aka the “daily squirt”) is to provide a near-line dataset of FMIS for the use of the support contractors, Program Support Associates. The “squirt” also has the secondary function of representing an offsite storage of the FMIS data set. PSA uses the nearline data for development, debugging, and maintenance of the program, and also for assisting users during telephone support sessions.

The “squirt” is run automatically on FMIS server SILVERSIDES by using the NT scheduling service and a series of batch files. The system is triggered at 7:00 PM every week day. In the first phase, the system runs an Interbase DOS utility that creates backup files of the open Interbase databases on SILVERSIDES. In the second phase, the backup copies of the databases are compressed into a single zip file. In the third phase, an outbound FTP session is opened to a PSA server located at a PSA office in Crystal City. A PUT command moves the zip file to a specified directory on the PSA server. The connection is then closed.

1. How is the interface initiated?

The session is initiated every weekday at 7:00PM by the Windows NT scheduling service. It is under batch file control.

2. How are the connections authenticated?

A user Id and password provided by PSA is part of the batch file.

3. How often is the interface run?

The ‘squirt” is scheduled to run every weekday at 7:00 PM.

4. Who initiates the interface (what roles can initiate)?

The “squirt” runs automatically. Only technicians with the SILVERSIDES system administrator password can modify the schedule service and the batch files.

5. If UNIX, what protection bits are used, what is the umask of the owner?

Not applicable.

6. Who reviews/validates the table population done by the interface?

PSA employees unpack and inspect the transferred databases the following working day.

7. Are there generic user accounts?

The FTP authentication to the PSA server is a regular user account, but it is not a generic account.

8. Are there hard coded passwords?

The PSA-provided user id and password are accessible in the controlling batch (*.CMD) files. They can be updated as needed.
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