DITSCAP Guidance Memorandum No. 1

Subject:  Integrating a Type Certified System or Application Into a Local Site

This DITSCAP Guidance memorandum recommends procedures for integrating a type certified system or application into a local site.  This guidance supports and clarifies the information provided in the DITSCAP Application Manual, 8510.1-M, July 2000.  The goal of this memorandum is to clarify the certification and accreditation (C&A) procedures and responsibilities of the Program Manager who develops a system or application for delivery to a system or site, and the C&A procedures and responsibilities of the local site ISSO to accredit the system or application at the local site.

Development of System or Application – Type Certification

Type certification is used to streamline the C&A process.  It is used when like systems or applications are deployed in multiple environments.  Typically, the system or application is developed and implemented under the support of a program office at an organization that specializes in providing systems or applications to customers.  In this situation, the Program Manager is responsible for organizing the team (Program Manager, DAA, Certifier, and User Representative) responsible for the type certification process and leading the following tasks:

· Complete the DITSCAP, Phase 1 activities and prepare a Phase 1 SSAA for the system or application.  This includes preparing the mission description, describing the operational environment and threat, defining the system architecture, determining the security requirements and defining the system boundary.

· Complete the DITSCAP, Phase 2 activities.  These activities include preparing certification test plans and procedures, conducting a vulnerability evaluation, performing the certification test and evaluation (CT&E) and preparing the CT&E report.  Type certification is usually performed in a laboratory environment, but may also be performed at a selected representative field site.  CT&Es should encompass all components contained within the system boundary.

· Prepare the Security Features Users Guide (SFUG) and Trusted Facility Manual (TFM) for the typed system.

· Prepare the Certification Statement.

· Update the type SSAA, if necessary.

· Obtain Approval to Deploy from the Developmental DAA.

The type SSAA should include all the information defined in the SSAA template in the DITSCAP Application Manual relevant to the specific system or application, including the intended operating environment.  The SSAA Appendices A through G, I, and P through R must also be included.  The type SSAA and Appendix D should clearly state the assumptions made about the operational environment.  The type SSAA and any other C&A relevant documentation are delivered along with the system or application to each using organization.

Site Accreditation

When the local site receives the system or application along with the type SSAA and other C&A relevant document, the local site ISSO must perform the activities necessary to accredit the system or application based on their implementation of the system into their local site environment.  The local site ISSO is responsible for organizing the local certification team and ensuring that the following activities occur:

· Review the type SSAA and other relevant C&A documentation.

· If there are more stringent local security requirements, the ISSO must update the requirements traceability matrix (RTM) and develop test procedures to validate those requirements.  The ISSO may also elect to repeat selected tests from the original certification testing against local requirements.

· Complete DITSCAP, Phase 3 activities.  These activities include performing security testing to validate that the fielded system or application operates as described in the SSAA and does not introduce additional risk to the site.  At this point, unique site security risks are considered and any deviations from the standard configuration and assumptions for site security support services are evaluated for their impact on the system’s ability to obtain a local accreditation.  Site-based security testing must examine any unique security issues.  The site-based tests must also be executed for the interfaces to the infrastructure as well as any deviation from the standard configuration and architecture covered by the type accreditation.

· Update the type SSAA with site-specific or local information.

· Prepare a Statement of Residual Risk.

· Prepare a local Certification Statement

· Prepare a local Accreditation Recommendation.

· Finalize the type SSAA.

· Append the type SSAA into the site/system SSAA, as applicable.

· Obtain accreditation from the local DAA to accept the risk in their operational environment.

Integrating a Type SSAA with a Site SSAA

When integrating a type SSAA with an existing site SSAA, it is recommended that a configuration control board with jurisdiction over the entire site ensure that the system or application maintains the integrity of the site’s baseline security posture.  The site configuration control board should typically consist of management, acquisition, operations, security, user personnel, and the site ISSO.

The local DAA may determine that a site accreditation approach is optimal given the number of systems, applications, or unique operational characteristics.  The single site SSAA can be prepared when all systems and applications at the site have been certified.  The site SSAA must contain a site security architectural description, list of all systems and applications covered, description of how the site complies with the security requirements, and a topology map showing the data flows between the systems that are part of the site, together with all external connections.  The site SSAA should include an appendix for each system or application included in the site SSAA.
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