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1.0 Introduction

1.1 Purpose

The purpose of the SYSNAME Trusted Facility Manual (TFM) is to provide the SYSNAME Application administrator with information on how to:

· Operate the system in a secure manner.

· Make effective use of the system privileges and protection mechanisms to control access to administrative functions and databases.

· Avoid pitfalls and improper use of the administrative functions that would compromise the Trusted Computing Base (TCB) and user security.

1.2 Scope and Contents

This TFM will give specific guidance to administrative users on how to operate SYSNAME as a secure computer system, and clearly illustrate the intended use of all security features.  It is specific to the SYSNAME Application and should not be considered a training manual in the area of computer security in general, or in the area of system administration in particular.  The TFM was written to provide the user with detailed information on how to administer and operate SYSNAME in a secure manner and with the intention of satisfying the Trusted Computer Security Evaluation Criteria (TCSEC) requirements.  For information on how to install and configure the system refer to the SYSNAME Software Installation Procedures/Software Version Description (SVD) issued with each software release.

This guideline contains three additional sections.  Section 2 defines the security and accountability policies and mechanisms of systems.  Section 3 identifies and explains the security-relevant tasks of a system administrator.  Section 4 defines day-to-day routine operations performed by administrative users and the security vulnerabilities of these operations

2.0 SYSTEM SECURITY OVERVIEW

The purpose of this section of the TFM is to define the security and accountability policies and mechanisms of the system that are designed to counter a set of perceived threats.  The focus of this section is on the administrative-user functions available to counter threats, the privileges and protection mechanisms available to administrative users, and the general vulnerabilities associated with actions of administrative users.

2.1 Threats

The threats to the SYSNAME Application are unauthorized disclosure, loss of data integrity and non-availability of the data through either unauthorized direct or indirect access to system and user objects through system failures, subversion, and TCB tampering.

2.2 Countermeasures Based on Security and Accountability Policies and Procedures

The SYSNAME Application attempts to counter the threat of unauthorized access or disclosure by requiring that each user have a unique user ID and an eight-character password to use the system.  The system administrator assigns these and further constraints are added to limit the user to only the areas they are required to enter and only the information they are required to access.  It is the responsibility of the system administrator to limit the users access to only the areas and information that the user has a “need to know” and is authorized to access.

While this system can prevent direct access by unauthorized users and keep authorized users out of areas where they do not belong it cannot, nor is it meant to, detect or prevent access performed by an authorized subject on behalf of an unauthorized subject.  It cannot, and is not meant to, prevent or contain threats posed by Trojan horses implementing time bombs, trap doors, or viruses placed in shared, un-trusted applications.  Furthermore, the security mechanisms are not, nor were they ever claimed to be, capable of controlling information flows (as opposed to access privilege).

2.3 Explicit Physical Security Assumptions

It is assumed that this application will only be operated on computer equipment within the naval shipyards and naval platforms where it was installed.  It is further assumed that this equipment is fully accredited and meets all the security requirements to operate within the shipyards and naval platforms.

2.4 Security Vulnerabilities and Warnings

The SYSNAME Application keeps track of users by user ID.  This release contains no provisions for printing a list of all users.  Therefore it is up to the system administrator to keep and maintain a list of users and their user IDs.  If needed, the DBA can print a list of all users. 

3.0 SECURITY POLICY

Access to the SYSNAME Application requires two user ID and password combinations.  The Microsoft Windows NT network provides the first level of security.  The user must be logged onto the network with a Windows NT account and have rights to access the SYSNAME Application. The second level is built into SYSNAME itself.  Access to various modules within the system is limited by the users “need to know” based on the job duties of the individual.  This access is controlled by roles attached to the user ID.  Installations at all sites will initially have the same generic set of user access roles.  After installation these access roles may be modified as necessary by each site to fit their individual access needs.  The following is a list of the default access roles:

· System Administrator (SA)  -- The operating and database systems have privileged accounts that are used in setting up system configurations, privileges and roles for other users.  Control of these accounts and elevated privileges are key to security administration.  The SYSNAME System Administrator authorizes all system level accounts in writing.  This written authorization states that an individual requires access to an account in order to accomplish their work.

· Information System Security Officer (ISSO) -- For each Information System (IS) or group of ISs, including SYSNAME, there will be an ISSO appointed by the commander or manager of the activity operating the IS. The ISSO should be able to exercise direct control over the systems for which he/she has security responsibilities, and he/she should exist within a hierarchical structure through which the commander or manager can effectively implement security policies.

· Database Administrator (DBA) - The DBA has overall responsibility for the configuration, structure and maintenance of the SYSNAME database.  Separate written procedures are prepared detailing the functional approval required.  This procedure also defines methods of information the SYSNAME DBA will utilize when personnel no longer need access to a role.
4.0 User Accounts

Protection mechanisms for system administrators include control over those accessing the SYSNAME database through identification and authentication and various audit mechanisms within the operating system.  SYSNAME users will identify and authenticate themselves to the SYSNAME database through dedicated user security screens within the Graphical User Interface (GUI). Refer to System Administrator’s Manual for specific information and direction on the exact procedures.

Note: In order to provide specific User safeguards and system protection, SYSNAME requires the entry of User defined passwords that are unique to the individual User.  The entry of passwords will be in accordance with the following:

· Each User must have a password. 

· Each User will have the ability to create a User defined password. 

· Each User with a valid User ID will have the ability to change his/her password. 

· Upon entry of a new password, SYSNAME requires that the user verify the new password by prompting the User to reenter the new password. 

· To further enhance security, SYSNAME will not display actual password on screen.  For each keystroke, SYSNAME will display an asterisk (*). 

ATIS requires and will prompt the User to change to a new password at a minimum of every 90 days.  When prompting the User to change passwords, SYSNAME provides the User with two options: 

· Change the password, or,  

· Exit system.  Do not allow User to enter the system if a password is older than 90 days and no attempt is made to change password.

4.1 Creating, Deleting, or Modifying A User

To create a new SYSNAME user, refer to System Administrator’s Manual for specific information and direction on the exact procedures.

4.2 Changing User Passwords

Users may change their password at their discretion or in accordance with site IS security policy.  Password change is also covered in the SYSNAME Security Features Users Guide, which should be distributed to a user upon enrollment as an SYSNAME user. 

4.3 Password Expiration

SYSNAME will automatically expire a user’s password every 90 days and as such the user will be required to change his/her password. 

Every time a user changes a password, the password date is stored in the SYSNAME personnel table in the database.  At login, the SYSNAME application checks the date against the database and determines if the password is older than the allowed date.  When a user’s password has expired or following a password change made the System Administrator, the Change Password Dialog Box is displayed and the user must change the password.

Passwords must be a minimum of eight characters and must contain at least one number and at least one alphabetic character.  Neither the first nor last character may be numeric.

5.0 ACCOUNTABILITY

5.1 Audit

The SYSNAME audit records can be provided through the security features available within the operating system and the SYSNAME Application.  Additional information on performing audits of the various audit trails and records can be found in the System Administrator’s Manual guides. 

5.1.1 Operating System Level Auditing

In those cases where users must have access to the operating system, at the minimum, the following actions must be audited:

· The user ID

· The time of day and date

· The workstation identification or Internet protocol (IP) address

5.1.2 Database Level Auditing

Since SYSNAME utilizes a database, at the minimum, the following events/actions should be routinely audited for users:

· The user ID

· The time of day and date

· The workstation ID or IP address

5.2 Audit Trail Tools

SYSNAME provides utilities and dialog boxes which may be used as part of your normal review of audit trails and records.  Refer to the IT-21 and System Administrator’s Manual documents for additional information.

5.3 User Audit Requirement

The system administrator should periodically audit the users list to ensure that everyone on the list is still an active user with a need to access the system.  Inactive accounts or those no longer needing access should be removed from the system.

6.0 Back-ups

The system administrator is responsible for ensuring that the system is backed up on a regular basis.  The recovery plan should be tested periodically to be sure that everything is working properly and that the plan is still valid.

7.0 Naval Nuclear Propulsion Information (NNPI)

The SYSNAME database could, potentially, contain Naval Nuclear Propulsion Information that has a special handling category of Not Releasable to Foreign Nationals (NOFORN). The SA must follow all shipyard/local instructions regarding the release of NNPI information. NNPI users are required to protect NNPI information in accordance with the Safeguarding of Naval Nuclear Propulsion Information (NNPI) manual (NAVSEAINST C5511.32B dated 22 Dec 93).

While SYSNAME is fully certified to process NNPI, there are no specific controls in SYSNAME to segregate Nuclear and Non-Nuclear users.  Any user with an SYSNAME User ID and password can access all data processed in SYSNAME.  The issue of whether to use SYSNAME to process NNPI is at the discretion of the Shipyard Commander.  If the Shipyard Commander elects to use SYSNAME to process NNPI, then all SYSNAME users must be granted formal access to NNPI by the Shipyard Commander and the System Administrator must verify such access has been granted prior to creating an SYSNAME account for any user.  
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APPENDIX B - - TERMS AND ABBREVIATIONS

1.  Access
Ability of a subject to view, change, or communicate with an object in a computer system.  Typically, access involves a flow of information between the subject and the object (e.g., a user reads a file, a program creates a directory).  

2.  Access control
Restrictions on the ability of a subject (e.g., a user) to use a system or an object (e.g., a file) in that system.  Such controls limit access to authorized users only.  Access control mechanisms may include hardware and software features, operating procedures, management procedures, or any combination.

3.  Access control                              mechanism
Hardware or software features, operating procedures, management procedures, and various combinations of these designed to detect and prevent unauthorized access and to permit authorized access in an automated system.

4.  AIS
Automated Information System

5.  Audit
To record independently and later examine system activity (e.g., logins and logouts, file accesses, and security violations).

6.  Authentication
The process of proving that a subject (e.g., a user or a system) is who the subject claims to be.  Authentication is a measure used to verify the eligibility of a subject and the ability of that subject to access certain information.  It protects against the fraudulent use of a system or the fraudulent transmission of information.  There are three classic ways to authenticate oneself:  something you know, something you have, and something you are.  See also identification.

7.  DoD
Department of Defense

8.  GUI
Graphical User Interface

9.  Login
Process of identifying oneself to, and having one’s identity authenticated by, a computer system.

10.  SYSNAME
Advanced Technical Information Support System

11.  Password
Secret sequence of characters that’s used to authenticate a user’s identity, usually during a login process.

12.  Security
Freedom from risk or danger.  Safety and the assurance of safety.

13.  Security Features
Security-relevant functions, mechanisms, and characteristics of system hardware and software.  Security features are a subset of system security safeguards.

14.  Security Policy
Set of laws, rules, and practices that regulate how an organization manages, protects, and distributes, sensitive information.

15.  Security Protection Mechanisms
Elements of software, firmware, hardware, or procedures that are included in a system for the satisfaction of security specifications.

16.  Security Requirements
Types and levels of protection necessary for equipment, data, information, applications, and facilities to meet security policy.

17.  Sensitive Information
Information that, if lost or compromised, would negatively affect the owner of the information, would jeopardize the ability of the system to continue processing, and/or would require substantial resources to recreate.  According to the U.S. Government in the National Telecommunications and Information System Security Directive (NTISSD 2), “information the disclosure, alteration, loss, or destruction of which would adversely affect national security or other federal Government interests.”

18.  SFUG
Security Features User’s Guide–is written for the general, unprivileged user of SYSNAME (PMC, SPF, RSC).  The SFUG objective is to provide information and warnings to help assure that the system’s protective features are used appropriately and consistently.  This document describes the protection mechanisms provided by the TCB, guidelines on their use, and how they interact with each other.

19.  Subject
Active entity, generally in the form of a person, process, or a device that causes information to flow among objects or changes the system state.

20.  TCB
Trusted Computing Base–the totality of protective mechanisms within a computer system—including hardware, firmware, and software—the combination of which is responsible for enforcing a security policy.  A TCB consists of one or more components that together enforce a unified security policy over a product or system.  The ability of a TCB to correctly enforce a security policy depends solely on the mechanisms within the TCB and on the correct input by system administrative personnel of parameters (e.g., a user’s clearance) related to the security policy.

21.  TCSEC
Trusted Computer System Evaluation Criteria

22.  Threat
Possible danger to a computer system.  

23.  Trusted System
System designed and developed in accordance with Orange Book criteria and evaluated according to those criteria.

24.  User
Person or a process that accesses an IS.

25.  User ID
Unique code or string of characters with which the system identifies a specific user.
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