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1.0 INTRODUCTION  TO  THE  SFUG

This is the Security Features User’s Guide (SFUG) for the SystemName (SYSNAME).  It provides an electronic method for displaying technical data from manuals, notices, drawings, etc., in varying levels of detail for use by a variety of technicians, designers and maintenance personnel.  SYSNAME will be used on U.S. Naval platforms and at U. S. Naval Shipyards.  

The application processes Sensitive But Unclassified (SBU) data and includes Unclassified Naval Nuclear Propulsion Information (U-NNPI), data, which carries, the special handling restriction caveat “Not Releasable to Foreign Nationals (NOFORN).”  Consequently, this level of data must be protected in accordance with the Manual for Naval Nuclear Propulsion Program Electronic Data Interchange (EDI), June 1998 and the NAVSEAINST C5511.32B, Safeguarding of Naval Nuclear Propulsion Information, 22 December 1993.  A risk assessment was performed for the application and the level of risk was determined to be low. This document will cover the security features built into SYSNAME, procedures, and where to go for more information.

2.0 SYSTEM  SECURITY  OVERVIEW

2.1 System Philosophy of Protection   

SYSNAME utilizes a client/server architecture.  The client is an IBM compatible personal computer (PC) running DELPHI compiled code on the NT 4.0 operating system.  The server is also an IBM compatible PC with NT 4.0 operating system supporting a Centura Database.  The communication software used to connect the client and server is PCTCP and the SQLBase Server database engine.

2.2 Definition of Terms and Services.   

Security features for the SYSNAME application include the following:

· Userid(s)  - A name or number which each application user must enter for identification.  Userids are required to use the network to access the server and, subsequently, the application.  The userid used to access the server must be pre-defined in the security table of the application/system to be accessed.

· Password  - A password is a unique combination of letters and numbers that each user must enter at each level (network, server, and application).  The password provides an additional layer of system security.

· Department of Defense (DOD) Warning Banner  - A standard security banner is displayed across the workstation screen when signing onto the SYSNAME Server to inform the user that the application(s) are DOD Computer Applications, for authorized government business use only.  Entering a positive reply and entering the server signifies compliance and awareness of the restrictions and penalties for misuse.  Additionally, each site using the SYSNAME application is responsible for modifying their DOD warning banner to include the following statement:  “Use of the SYSNAME application constitutes authorized access to Unclassified Naval Nuclear Proposition Information (U-NNPI).  Contact the System Administrator if you have questions concerning your access.”

· System software should be configured to display the standard warning banner prior to the display of the “login” prompt.  This affords the user the ability to read and understand the security issues.

· Screen Security Labels  - Information stored and processed by the application maintains the classification of Sensitive But Unclassified (SBU).  This includes Unclassified Naval Nuclear Proposition Information (U-NNPI) that carries the caveat “NOFORN”.

· Report Security Labels  - Reports that provide data subject to the classification level of Unclassified Naval Nuclear Proposition Information (U-NNPI), also carry a warning message to remind the user of the special nature of the data.  These reports should be handled with caution to insure against unauthorized use or display.

· Server Features  -  User and group privileges, commands to monitor logins and network traffic, userid and password verifications, and various other security features can be found in the following manuals:

· SYSNAME Security Procedures “Strategies and Procedures for Implementing Controlled Access Protection (CAP) for 32-bit SYSNAME in a Windows NT Environment”

· System Administrators Reference Manual for Windows NT 4.0
· Windows NT for Navy IT-21 Version 1.3

· Secure Windows NT Installation and Configuration Guide

2.3 System Security Officer 

The System Security Officer is designated at each shipyard.  The user must contact the appropriate personnel at each shipyard for the procedures, regulations, and a point of contact to report security problems that occur with the SYSNAME system.

2.4 User Security Responsibilities   

The responsibility for security of the SYSNAME system ultimately rests with the users.  The local Automated Data Processing (ADP) Security Officer should provide specific procedures and regulations that pertain to the operation of computer systems at the shipyards.  The user’s security responsibilities are as follows:

· Never display or share your password.

· Do not leave your PC unattended while running SYSNAME.

· Do not install any software on your PC without proper authority to do so. 

· Always log out of network software when leaving your PC unattended.

· Lock your PC screen with a password protected screen saver when it is connected to the network and you are leaving its’ vicinity. 
2.5 SYSNAME Security Features. 

Some other security features for the SYSNAME application include:
· User Identification  - The format for each userid is unique.

· Initial Password Expiration  - New account passwords expire on first use and the user must generate a new password following the password management practices.

· Password Length  - The minimum password length is eight (8) non-blank characters.  There is not a maximum password length set.

· Password Composition  - The password must be alpha/numeric in composition, and a numeric character can not be the first or last character of the password.

· Password Aging  - There is no minimum lifetime for passwords, and they may be changed as frequently as deemed necessary.  Maximum lifetime – ideally, passwords will be made to expire after a time period selected by the implementation site.  At minimum they will be made to expire between 90 and 180 days from creation.

· Password Reuse  - Any password, once used, regardless of the length of time in service, may not be reused for a period of three (3) months or ninety (90) days.  System passwords or password file is encrypted.  Passwords are not displayed at any terminal and are not printed on any printer during log-in.

3.0 SECURITY  RELATED  COMMANDS  FOR  USERS

3.1 System Access 

Procedures and problems encountered when logging on and off the system and system initialization is provided in the “SYSNAME Security Procedures”.  The user cannot change the NT session profile.  The System Administrator is the only person authorized to do this.

3.2 Access Control Facilities

All of the security-relevant commands that manipulate files, directories, printers, tape drives, disks, etc., are listed in the “System Administrators Reference Manual for NT 4.0”.

3.3 Protecting Removable Objects 

Any reports, tapes or disks that contain sensitive data should be secured when not in use.  Any reports or screen printouts that are labeled “NOFORN” and Task Group Instructions (TGI) working copies should be secured and should not be shared with unauthorized personnel.

3.4 Logging Security - Relevant Events  

The NT server provides limited auditing and logging.  The “System Administrators Reference Manual for NT 4.0” provides the documentation for the available commands to invoke and access these security procedures.





























































Date:  Dy 21 November Month Year2000


Change: 2nd0








�PAGE \# "'Page: '#'�'"  ��





FOR OFFICIAL USE ONLY
43
Date: 16 January 2001

Version 1.0

iii

