Threat Description and Environment  (SAMPLE 1)

The perceived threats to a system are primarily computer hackers, disgruntled employees, foreign adversaries, and acts of GOD (e.g., fire, flood, etc.).  Computer hackers frequently attempt penetrations regardless of the information involved.  Their goal is to penetrate system security measures for the sake of gaining access, regardless of data sensitivity.   

Disgruntled former employees and malicious current employees are normally the most common source of malicious computer security incidents.  Their motives are difficult to predict and their access to computer systems is easier than most other threat categories.  They are more likely to use technical means (e.g., deleting files, entering incorrect data, or utilizing existing facilities in a manner not originally intended).  There is also the threat posed by users of the system who negligently or inadvertently fail to follow security requirements or the rules against the introduction of unauthorized software or data imported from unauthorized sources.  

Threat Impact 

Attacks against computer systems may result in compromise/disclosure, denial of service, and violation of system integrity.  In most instances, there could well be attempts to gain unauthorized access to and to modify audit data in order to prevent analysis and detection of the source and nature of the attack.  The most serious of all types of possible attacks against the system could be mounted by coerced systems administration personnel, with their ability to alter or bypass most, if not all, of the system's technical protection mechanisms.  In addition, either a coerced insider or a disgruntled employee might attempt denial of service attacks through the manipulation of system software or the malicious introduction into the system of viruses, worms or other destructive software.

THREAT DESCRIPTION AND ENVIRONMENT (SAMPLE 2)

A system may be subjected to a range of generic threats that are applicable to most government information systems processing classified or sensitive information.  These potential threats could well impact the confidentiality and integrity of the information processed, stored, and transmitted by the system.  A potential threat also exists to the availability of the assets of the system which execute mission essential or related processes.  Potential threats to the system are from natural and manmade sources.  Natural disasters and damage can result from fire, water, wind, and electrical sources.  Man-made threats are from those who would target the system for espionage, criminal activity, unlawful use, denial of service, or malicious harm.  External or internal agents of threats include espionage services, terrorist, hackers, and vandals. 

Statistical analysis of computer-related incidents indicates that the greatest threat to a system is from a trusted agent who has access to that system.  The first incident scenario involves an authorized user who accidentally or inadvertently commits or omits some action that damages or compromises the system, one of its components, or information processed, stored, or transmitted by the system.  The second incident scenario involves an authorized user who takes deliberate action to damage the system, one of its components, or its data for personal gain or vengeful reasons.  Such a person could also engage in espionage, other criminal activity, or exploitation or expropriation of the assets of the system for personal gain. Another incident scenario involves the co-option of users with authorized access to the system, contractor support personnel, or employees with physical access to the system components arising with the motivation of financial gain.

Disgruntled employees pose another threat, especially those who are to be terminated for cause.  The most common threat is that posed by users of the system who negligently or inadvertently fail to follow security requirements for the handling and labeling of system output or media, or the rules against the introduction of unauthorized software or data.  Finally, there is the threat arising from the failure of authorized users to employ proper procedures for the entry or manipulation of system data arising due to failure of users to be properly trained in the use and operation of the system. 

These insider threats can be manifested in the following ways:

· The unauthorized reading, copying or disclosure of sensitive information,

· The execution of denial of services attacks,

· The introduction into the system of viruses, worms or other malicious software,

· The destruction or corruption of data (intentional or unintentional),

· The exposure of sensitive data to compromise through the improper labeling or handling of printed output, or

· The improper labeling or handling of magnetic media resulting in the compromise of sensitive information.

The co-opted insider would most likely copy to disk and remove from the system any types of sensitive information to which such a user had authorized access.  Such a user might also probe the system in an attempt to discover ways to circumvent access permissions and copy and remove from the system sensitive information to which such a user did not have authorized access.  This might be attempted by an extremely sophisticated user or hacker (or by someone that is under the direction and control of such a person).  The individual might be attempting to discover ways to introduce a software sniffer into the system to learn the user ID and password of a system administrator or other privileged user.  By masquerading as such a user the individual could bypass access controls and gain access to the most sensitive information on the system.  In instances of these types of attacks, there could well be attempts to gain unauthorized access to and modify audit data in order to prevent analysis and detection of the source and nature of the attack.  It goes without saying, that the most serious of all types of possible attacks against the system could be mounted by co-opted systems administration personnel, with their ability to alter or bypass most, if not all, of the system’s protection mechanisms. 

