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SECTION  1.  INTRODUCTION



	The Department of the Navy (DON) Information Systems (ISs) Security Program was established by SECNAVINST 5239.3, “DON Information Systems Security (INFOSEC) Program,” and implemented by NAVSEAINST 5239.2, “Information Systems Security.”  This NAVSEA IS Security Manual augments NAVSEAINST 5239.2 and is a guide for NAVSEA Headquarters, associated Program Executive Offices (PEOs), field activities, and supporting contractors.  IS security is a Navy-wide responsibility not only promulgated by Instruction and Policy, but must also be implemented with respect to Public Law and accountability.  IS security encompasses a variety of disciplines.  It is imperative these functional areas are addressed in order to achieve an effective IS security program.  These include Physical/Environmental, Administrative/Operating Procedures, Personnel, Communications, Emanations, Hardware, Software, and most importantly, Data.  In today’s world of limited resources, ever-increasing technological advancements and inherent threats, it is more important than ever that activities proactively plan for and implement a cost effective IS security program.



1.1  Definition.  IS security is comprised of measures and controls that ensure confidentiality, integrity, and availability of the information processed, stored, or transmitted by a computer system.  It includes consideration of all hardware/software functions, characteristics, and/or features; operational procedures, accountability procedures, access controls; physical structures and devices; and personnel and communication controls needed to provide an acceptable level of risk for the system and the data or information contained therein.



1.2  Objective.   The main objective for implementing an IS security program is to ensure that information systems are adequately protected, certified, accredited, and operating at an acceptable level of risk.  The purpose of the NAVSEA IS security program is to protect IS assets (i.e., hardware, software, data, etc.) against unauthorized, accidental, or deliberate modification, destruction, disclosure of data and denial of service.  The various levels of data processed within an activity and the cost of implementing an IS security program dictates that IS security within  NAVSEA be carefully managed, regularly reviewed, and continuously monitored.  IS security and especially accreditation is not a paperwork drill.  It plays a vital role, as the official record in documenting the efforts of implemented countermeasures put forth to protect IS resources.

�

1.3   Purpose.   The purpose of this document is to provide all NAVSEA activities, organizations, associated PEOs, and contractors with a concise document, complete with samples, references, and subject matter experts to contact when necessary.  Points of Contact for program suggestions and changes are also given in an effort to keep this manual current and updated.  This manual will assist in interpreting both Department of Defense (DOD) and DON policy in an effort to ensure compliance and consistency within the NAVSEA community.  However, it in no way precludes one from using common sense and from referring to appropriate instructions and more detailed guidance modules to ensure that the appropriate security measures for protecting IS resources have been implemented.  Furthermore, this security manual is not all-inclusive, it addresses minimum requirements and has been developed generically to meet the needs of the entire NAVSEA community.  Consequently, directorates, PEOs, field activities, etc. are responsible for developing their own Information Systems Security Plan(s) (ISSPs) which implement, tailor and incorporate the information provided to meet individual, site specific needs.  Additional guidance for activity specific environments may be obtained from the personnel identified in Appendix B.



1.4.   Background.   When we think about INFOSEC we picture a foreign spy sitting on a hilltop overlooking the base in an unmarked van covered with antennas.  We seldom consider the coffee cup sitting on top of the computer on our desk.  But it is the latter that may do more harm.  Anything that inhibits the legitimate use of our information systems is a threat to security.  A lot of INFOSEC is simply identifying potential risks and using common sense solutions to nullify those risks.  In protecting information and information systems we need to consider what we are protecting, what the threats are, what the vulnerabilities are, and what countermeasures can be used to eliminate, or at least decrease the vulnerabilities and threats.  Major INFOSEC factors to consider are:   (A more detailed explanation is available in Appendix C.)



	a.	Security Aspects.   When considering the information that is being protected, there are three distinct aspects of IS security.



		(1)	Secrecy (also called Confidentiality)

		(2)	Accuracy (also called Integrity)

		(3)	Availability

�

	b.	Vulnerabilities.   Every information system has weaknesses that leave it vulnerable to attack.  Points of vulnerability common to most information systems can be categorized as follows:



		(1)	Physical Vulnerabilities

		(2)	Natural Vulnerabilities

		(3)	Hardware and Software Vulnerabilities

		(4)	Media Vulnerabilities

		(5)	Emanation Vulnerabilities

		(6)	Communications Vulnerabilities

		(7)	Human Vulnerabilities



	c.	Threats.   Threats take advantage of vulnerabilities to cause damage, destruction, theft, or denial of service to information systems.  Threats to the security of information systems fall into three categories.



		(1)	Natural or Physical Threats

		(2)	Unintentional Threats

		(3)	Intentional Threats



	d.	Countermeasures.   Countermeasures are any methods of protecting information and systems and focus on three main areas where controls can be established.



		(1)	Physical Security

		(2)	IS Security

		(3)	Communications Security



�

SECTION  2.   ROLES  AND  RESPONSIBILITIES



2.1   Commander,  Naval  Sea  Systems  Command.   The Commander, Naval Sea Systems Command (COMNAVSEASYSCOM), has appointed the NAVSEA Chief Information Officer (CIO) as Designated Approving Authority (DAA) for the NAVSEA Headquarters (HQ) Campus. This also includes those resources that will be common across all or portions of the NAVSEASYSCOM field activities, which are not identified in the below sections.  The execution of COMNAVSEASYSCOM policy that has been established is delegated to the NAVSEA DAAs and their Information Systems Security Managers (ISSMs).  The NAVSEA HQ Campus DAA may designate additional Flag Officers or Senior Executive Service (SES) personnel from directorates or PEOs as DAAs for specific sections of the information systems their organizations have cognizance.  There will be a single DAA for each field activity.  An ISSM will be appointed by each DAA.  Each DAA will formally grant interim and final authority to operate IS resources based on an acceptable level of risk.  This includes the implementation of the minimum requirements given in policies issued by higher authority, NAVSEAINST 5239.2, this security manual and other safeguards recommended by IS security officials.



2.2  Commander/Commanding Officer/NAVSEA CIO.  The Commander/Commanding Officer(CO)/NAVSEA CIO are responsible, as the DAA, for all IS resources that are designed, developed, or operated within each respective organization, and which are not otherwise identified below.  This authority may be delegated to a senior staff member provided that the CO/CIO retain policy decision authority.  Each DAA will be identified in writing to the NAVSEA Command Information Systems Security Manager (CISSM).



2.3  Designated Approval Authority (DAA).  Within their area of cognizance, each DAA will:



	(	Designate an ISSM in writing, assign other responsibilities not specifically delineated in this guidebook, and notify the NAVSEA CISSM of the selection.



	(	Formally grant interim and final authority to operate IS resources within their organizations, based on an acceptable level of risk which includes the implementation of the minimum requirements outlined in this guidebook and consideration of other safeguards recommended by IS security officials.

�

	(	Assist in identifying the requirements for funding to effectively implement the IS security program within their respective activity/site.  Funding in support of the IS security program is an allowable cost under Public Law 100�235 (Computer Security Act of 1987) and SECNAVINST 5239.3.  The budget process should reflect safeguards at the workstation and the network level,  at the central computing facilities, for the procurement of hardware, software, training of personnel, etc.



	At sites with numerous activities and DAAs, the responsible NAVSEA DAA for the site will be the DAA from the activity which owns the property (i.e., hardware, software, connection, etc.).  If no NAVSEA Command serves as host, the DAA will be the senior official of the concerned NAVSEA activities/sites.  In cases where it is not apparent or there are questions as to whom the DAA should be, consult the NAVSEA CISSM for clarification.



2.4  Special  Programs.   The DAA for IS resources processing National Cryptologic data is the National Security Agency (NSA).  The DAA for IS resources processing Sensitive Compartmented Information (SCI) or Special Access Program (SAP) information is the Director, Office of Naval Intelligence (ONI).  IS resources processing SCI or SAP information will comply with policies and instructions that are at a higher level of classification than this instruction.  Contact NAVSEASYSCOM (SEA 09T4) for policy coordination.



2.5  Command  Information  Systems  Security  Manager  (CISSM).   The NAVSEA CIO will appoint, in writing, the NAVSEA CISSM.  The NAVSEA CISSM will:



	(	Serve as the NAVSEASYSCOM Headquarters ISSM; prepare plans, policies, and guidelines; interpret higher authority documentation and develop an effective and viable IS security program for all of NAVSEA.



	(	Provide policy and guidance to NAVSEA IS officials at subordinate activities/sites and tenant activities, as appropriate.



	(	Provide technical guidance for use by system developers to ensure adequate safeguards are incorporated into system design for reviewing design and acquisition documentation including life cycle infrastructure planning and procurement documentation by the applicable ISSM.



	(	Maintain close liaison with higher echelon IS security officials.



	(	Serve as the NAVSEASYSCOM focal point for computer security incident reporting and response.



	(	Coordinate appropriate assistance and support for accreditation requests for IS resources processing General Services (GENSER) classified data at the Confidential, Secret, and/or Top Secret level in a multilevel security mode on the NAVSEA HQ Campus.



	(	Coordinate with and provide information for training of ISSMs.



	(	Report, at least annually, to the COMNAVSEASYSCOM on the status of the IS security program and provide documentation for the following reports:  Security Plans, Coordination Documents (e.g., Memorandum of Agreements), Risk Assessments, Security Test and Evaluations (ST&Es), Security Operating Procedures (SOPs), Contingency Plans, Controlled Access Protection (CAP) Waivers, and other pertinent documentation.



2.6  Information Systems Security Manager (ISSM).  NAVSEA Directorates, associated PEOs, and field activity DAAs will designate, in writing, ISSMs to serve as an overall focal point in IS matters for their organization.  The ISSM will:



	(	Prepare plans, procedures, guidelines, and develop and implement an effective and viable IS security program for their respective organization.



	(	Provide policy, guidance, and planning to IS officials in subordinate organizations and tenant activities, as appropriate.



	(	Provide technical guidance to system developers and ensure adequate safeguards are incorporated into system design by reviewing design and acquisition documentation including infrastructure planning and procurement documentation.

�

	(	Recommend appointment of the Information Systems Security Officers (ISSOs) and Network Security Officers (NSOs).



	(	Maintain close and direct liaison with the NAVSEA CISSM.



	(	Coordinate with other security officials (personnel, physical, industrial, information, operations, etc.) in their organizations to ensure security program features are adequate and not conflicting.



	(	Coordinate with and train ISSOs, NSOs, and end-users as appropriate.



	(	Report, at least annually, to the DAA  on the status of the  IS security program.



	(	Provide documentation for the following reports: Security Plans, Coordination Documents (e.g., Memorandum of Agreements), Risk Assessments, ST&Es, SOPs, Contingency Plans, CAP Waivers, and other pertinent documentation.



	(	Serve as the local focal point for their organizations computer security incident reporting and response, including the analysis of the effects of the incidents.



2.7  NAVSEASYSCOM  Management.   NAVSEASYSCOM management, at all levels, within their area of cognizance will:



	(	Ensure that an ISSM, ISSO, and NSO, as appropriate for each IS resource, is designated, in writing, and assigned applicable responsibilities.



	(	Consult with the organization ISSM at the earliest time practicable in the life cycle of a system to ensure that proper documentation is prepared and adequate protection of resources is planned and implemented.



	(	Assist in identifying funding to effectively implement the IS security program.

�

2.8  ISSO  and  NSO.   Each ISSO and  NSO within their area of cognizance will:



	(	Be the focal point for all security matters for the IS(s) assigned.



	(	Ensure that actions are taken to achieve and maintain system accreditation.



	(	Execute the IS security program as it applies to the assigned IS(s).  Ensuring that all pertinent security policies and standards are enforced.



	(	Immediately report known or suspected security abnormality, violation, or deficiency to the ISSM and implement corrective measures as authorized.



	(	Maintain liaison with remote facilities served by any system(s) under their cognizance.



	(	Maintain liaison with the NSO of any network to which the assigned system(s) is connected.



	(	Contribute to the Information Systems Security Plan (ISSP) with regard to assigned system(s) as required by the ISSM.



2.9  System  Administrators  and  Network  Administrators.   Any multi-user system or network requires an administrator.  Each system administrator and network administrator is assigned by the department or staff head controlling the system.  Each administrator will:



	(	Administer user identification and authentication mechanisms of the IS or network.



	(	Maintain a list of authorized users in coordination with the ISSO.



	(	Install warning banners, file protection, and labeling features as required, and maintain configuration control of all installed software.



	(	Establish audit trails and assist the ISSO in monitoring system activity.

�

	(	Research and advise the ISSO on the most feasible security safeguard features and implement as authorized.



	(	Provide advice and information to the ISSO as needed to develop the ISSP, certification/ accreditation package and maintain the system at an acceptable level of risk.



	(	Perform monitoring and test or strain the security mechanisms with approved methods and written authorization from the ISSO, ISSM, or Commanding Officer.



	(	Immediately advise the ISSO and ISSM of any security anomalies, system vulnerabilities, suspicious activities, security violations, or irregularities.  Provide information and support to the ISSO and ISSM in connection with any security incident related to the system.



	(	Appoint privileged users as necessary while restricting root, superuser, supervisor, and any other all-powerful user identification, passwords, and privileges to essential personnel, limiting their privilege to only what is necessary.  This should not normally include more than three persons.



	(	Maintain files as follows:



		-	Authorized user access list with assigned user identification and password information.



		-	Root, superuser, supervisor, and other all-powerful passwords, along with a list of persons who know the password, are to be recorded on only one hard copy to be stored in a location to be designated by the ISSM.



		-	Inventory of all hardware and installed software for system.



		-	Copy of SOPs and Contingency Plan.

�

	(	SOPs to include at least:



		-	Description of the system’s primary function(s), authorized uses and users, classification level of data accessed or handled, and mode of operation.



		-	Interfaces allowed (e.g., modem, network).



		-	System normal and emergency start-up and shutdown procedures.



		-	Backup procedures.



		-	File protection, monitoring, and audit procedures.



		-	Virus control procedures.



		-	Login and password protection procedures.



		-	Schedule and description of routine procedures to include physical security procedures for the facility or area.



		-	Names, addresses, and phone numbers of maintenance support personnel and companies.



2.10  Other  Key  Personnel.   The following list describes the roles and responsibilities of personnel other than those described in the preceding sections:



	(	The Security Officer/Manager, and other security officials, will coordinate with IS officials to ensure program requirements are adequate to support all concerns and do not conflict;



	(	Legal counsel will assist IS security officials with interpretation of laws and other documentation;



	(	Contracting officers will assist IS security officials with inclusion of IS security program requirements in contractual matters; and



	(	All military and civilian personnel within the NAVSEASYSCOM community will comply  by assisting IS security officials in complying with IS Policy and Guidance.

�

2.11  Employees.   All employees accessing all ISs are subject to monitoring at all times.  NAVSEA personnel are responsible for using these resources in an authorized capacity.  All NAVSEA ISs have the capability will display a warning banner requiring positive acknowledgment upon log-on at the Command’s discretion.



2.12  Privileged  Users.   Privileged users are those with root, superuser, supervisor, or other all-powerful passwords, or who otherwise have special privileges in the system or network.  They are generally appointed by the system administrator.  In addition to the standard user agreement, privileged users must:



	a.	Possess clearance at least equal to the highest classification of data processed or maintained by the system to which special privilege or access has been granted.



	b.	Protect the root or superuser password at the highest level.  Share the password and/or account with no one.



	c.	User special access and privileges for authorized tasks and functions only.  Be responsible for all root or superuser actions under the privileged user account.



2.13  Organizational  Interface.   The NAVSEA CISSM and all ISSMs will have direct access to the applicable Commander/Commanding Officer/DAA on matters relating to IS security.  Additionally, ISSMs will have direct access to the NAVSEA CISSM on matters relating to IS security.  The organizational placement of the CISSM/ISSM should be such that it promotes an independent and unbiased assessment and control function for the activity.  It is the primary function of the CISSM/ISSM to protect the Commander/Commanding Officer/DAA and the organization by establishing and maintaining an adequate program to safeguard all IS personnel. This can be accomplished by affording adequate support and proper authority to the CISSM/ISSM.  Technology generally evolves faster than vulnerabilities can be discovered and faster than safeguards can be identified to counter the risks.  Therefore, adequate access to information technology resources and operations should be available to aid the CISSM/ISSM in the execution of the IS security program requirements.



�

SECTION  3.  CERTIFICATION  AND  ACCREDITATION



3.1  Certification.   Certification is conducted in support of the accreditation process.  It is a comprehensive evaluation of the technical security features of an application or system.  Certification establishes the extent to which an application’s or system’s design and implementation of security features meet a set of security requirements as specified within the system security policy.  Certification evidence shall ensure the DAA has the required information necessary to understand the risk of operating the IS.



3.2   Accreditation.   Accreditation is the official management authorization to operate a system. It is a formal declaration by the appropriate DAA that the IS or network is approved to operate at an acceptable level of risk within a particular environment.  Accreditation is based on a review of the security posture of the total system and/or network environment (i.e., hardware, software, firmware, information, physical, environmental).  The DAA makes a formal declaration that all appropriate security measures have been effectively implemented and that an adequate level of security has been achieved.  A system processing classified or sensitive unclassified information should be accredited prior to operation.  For further guidance, refer to NCSC-TG-029, Version 1, Introduction to Certification and Accreditation, dtd January 1994.



3.3  Certification  Process.    Guidance  will  be  provided  in  future  revisions.



3.4   Accreditation  Process.



	(	Accreditation is granted when the minimum IS security requirements have been met.  For accreditation purposes, resources can be grouped individually or by logical groups of systems.  A logical grouping can be based on the level of data processed, system functionality and/or environment.  Whenever there is a change to the IS or network which could affect the security posture (i.e., changes to functionality, architecture, level of data processed, or environment, etc.) the accreditation status will be reviewed.  When full accreditation cannot be granted, Interim Authority to Operate (IATO) can be granted for a period not to exceed one year.  The IATO is granted when there is an acceptable level of risk for operating the IS.  Issuing an IATO provides the means to continue operating the IS while implementing security controls and completing accreditation requirements.  See Appendix D  for sample system accreditation letter and IATO letter.

�

	(	If no change has taken place, the accreditation may be reissued at the end of each three year period.  The system accreditation will depend on the validation of the existing system documentation and accreditation requirements.  A system must be reaccredited when major changes have been made to some aspect of the system that impacts security.



	(	An ISSP must be developed and maintained for each IS or group of ISs.  The ISSP should address the activities systems security policy, accreditation policy, protection mechanisms and/or processes of the IS, procedures and/or controls that are implemented to protect the ISs.  The ISSP should contain a copy of the Information Systems Accreditation Schedule (ISAS).  At a minimum, the ISAS should include a list of systems, the level of data processed, the date of accreditation and/or anticipated date of accreditation.  See Appendices E and F for a sample ISSP and ISAS.



�

SECTION  4.   COMMUNICATIONS  SYSTEMS



	Communications systems include systems that transmit voice, data and/or video over a communications channel.  Examples include Government-owned or leased telephones, facsimile machines, electronic mail, internet, and other commercial systems.  Communications systems are approved for “Official Use” and “Authorized Purposes.”  Official use relates to communications that are necessary for the conduct of official business and in the interest of the Federal Government.  Authorized purposes refers to those personal communications from the government employee’s usual work place that are reasonably made during working hours, including:  brief personal telephone calls, brief internet searches, e-mailing brief personal messages via the Local Area Network (LAN) or the internet and transmittal and receipt of personal material via office facsimile machines.  Refer to NAVSEAINST 2300.1, 27 Jun 97, Guidance Concerning the Use of NAVSEA Communications Systems, for further guidance.



	The approval for contractors to connect to the WEB and Contractors and Field Activity Government employees to be on NAVSEA’s e-mail system may be delegated, similar to the DAA policy identified in Section 2; but the letter of delegation must be distributed to everyone in that organization so they know who is representing the Flag/SES.



4.1  Electronic  Mail (e-mail).   A system of electronic communication whereby messages are transmitted, distributed, and received.  The use of e-mail has evolved into a vital and dynamic part of the way we communicate and conduct business.  The following guidelines apply to the use of NAVSEA e-mail systems.



	(	The unclassified e-mail system shall not be used to transmit information from classified e-mail systems or networks.



	(	The e-mail system is not to be used for any unlawful endeavors or to gain unlawful access to information.
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	(	Unclassified e-mail systems shall not contain or be utilized for the processing of classified information, and classified or unclassified Naval Nuclear Propulsion Information (NNPI), without appropriate encryption.



	(	Copies of e-mail transmissions are subject to possible release under the Freedom of Information Act (FOIA) and discovery in litigation.  They are also subject to the records retention requirements of the Federal Records Act.



	(	The e-mail system is not to be used for unprofessional or derogatory personal remarks directed toward an individual or groups of individuals, or for the transmission of pornographic or sexually explicit material or material containing profane or unprofessional language or for sexual harassment.  E-mail is no place to conduct an argument or to make comments that could be considered less than professional.



	(	NAVSEA personnel (military, civilian or contractor) shall not permit access to their account by other individuals, (such as by disclosure of passwords).  Transmission of e-mail is permitted from authorized users only.



	(	The e-mail system is not to be used for chain letters or advertisement of private or social interests, or the distribution of jokes or games.  Any chain letter or advertisement received should be deleted upon receipt.



	(	The e-mail system shall not be used for browsing, hacking, or to gain unlawful access to information, nor shall NAVSEA e-mail systems be used as a storage location for voluminous documentation (i.e., books and manuals).



4.2  Telephones.   Access to NAVSEA telephones and related communications devices/services such as cell phones, pagers, calling cards, and voice mailbox are approved for official Government business and authorized purposes.  The following guidelines apply to the use of telephone communications at NAVSEA.



	(	Personal long distance calls must be charged to a non-DOD number or personal credit card, or must be reimbursed by the employee upon receipt of the official telephone bill.
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	(	DOD telephone communications systems are provided for transmittal of official and authorized information only and are subject to telephone communications security monitoring and telephone communications management monitoring.



	(	Classified information shall not be discussed over an unsecured telephone.



	(	Voice mailbox greetings shall be brief, professional and reflect accurate information.  Greetings should contain information that accurately reflects your availability.  Voice mailbox messages shall be retrieved frequently.





4.3  Facsimile  Machines.  Access to and use of DOD facsimile machines is approved for official government business and authorized purposes.  The following guidelines apply to the use of facsimile machines at NAVSEA:



	(	Any long distance personal facsimile transmission must be reimbursed by the employee upon receipt of the official telephone bill;



	(	Under no circumstances is personal facsimile equipment authorized for connection to DOD telephone lines;



	(	Unclassified facsimile equipment is not to be used to transmit classified information;



	(	Appropriate safeguards should be used when faxing sensitive unclassified information such as FOUO, NNPI, and military critical/export controlled technology using an unsecured telephone line;



	(	Copies of facsimile transmission are subject to possible release under the FOIA and discovery in litigation.  They are also subject to the records retention requirements of the Federal Records Act; and



	(	Official facsimile messages should be professionally presented, current, accurate, factual, and devoid of emotion.

�

4.4  Internet.   The internet is a public information service using Transaction Control Protocol/Internet Protocol (TCP/IP) based technology, such as the World Wide Web (WWW).  The internet offers the ability to communicate broadly and access enormous amounts of information from the desktop.  Access to and use of the internet is approved for official government business and authorized purposes.  The following guidelines apply to the use of NAVSEA internet services:



	(	Users should exercise caution by recognizing potential security risks, copyright issues, and the public nature of the internet platform and refrain from usage which may reflect adversely on the Navy;



	(	To prevent unauthorized disclosure of information, appropriate security safeguards will be employed to protect the transmission of classified data, national security functions or sensitive unclassified information, such FOUO, NNPI, and militarily critical/export controlled technology;



	(	The internet is not to be used to gain unauthorized or unlawful access to information. NAVSEA personnel (military, civilian, or contractors) must not permit access to NAVSEA systems by unauthorized individuals (such as by disclosure of passwords);



	(	Commercial internet connections such as “Pointcast” will be limited to a frequency of two updates a day.  Frequent updates have the potential to overburden or affect the performance of the telecommunications network.  Voice over the internet is forbidden without the approval written of the activity CIO; and



		Personal web sites hosted by commercial internet service providers (i.e., AOL, Compuserv, AT&T World Net, Erols, etc.) shall not be used due to the inability to identify and directly control any implemented security measures.



�

SECTION  5.   COMMUNICATIONS  SECURITY



	Implementation of communications security safeguards provides a level of protection that ensures the authenticity of telecommunications and that results from the application of measures taken to deny unauthorized access to Is, networks, and information.  Both system administrators and system users have responsibilities in implementing safeguards.



5.1  Passwords.   Computer passwords are one of the keys to communications security.  The use of poorly selected passwords is like leaving the front door of your home unlocked.  Making yourself very vulnerable. Passwords must be used on ISs and networks that process sensitive unclassified data or higher. Passwords should be random or pseudo-random. Passwords should be a minimum of six characters and consist of both letters and numbers.  Passwords must not relate to personal information such as the name of a family member, birthday, social security number, or phone number.  Passwords must be changed, at a minimum, every 90 to 180 days, when a user leaves and/or a system compromise is suspected.  Passwords are required on the following:



	(	Individual Computer Systems.   All computer systems, whether stand-alone or connected to a network, must have a password established to allow access to data on the local disk.



	(	Multiple User Systems.   Computer systems that are used by more than one individual must have a different password for each user.



	(	Networks.   A password is required to allow access to software resident on the network and to protect information that resides on network servers.



5.1.1   Password Aging.   The shorter the lifetime of a password, the fewer the number of guesses that can be made and thus the greater the degree of password security.  The maximum password lifetime should not exceed one year.  For further guidance refer to Department of Defense Password Management Guideline, CSC-STD-002-85.  It is strongly recommended passwords be changed every 90-180 days.



5.1.2  Passwords Placed On System Administrator “Root” Accounts.   The root account is very powerful.  A single command that root executes can destroy a disk or crash a system.  Many systems come from the vendor with a standard default password, which is well-known throughout the hacker community.  Lock out root accounts, place passwords on root accounts, and do not utilize the manufacturer default password.
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5.1.3  Multi-User Passwords.  Multi-user passwords should be limited to essential mission functions.  Each IS user should be assigned a unique password and no two people should ever have the same user ID.  Before a user can be given an account, the system administrator needs to find out what group the user belongs to, what the user needs access to, what degree of access is needed, and where the user’s home directory resides.



5.1.4  Unused Accounts.   All accounts should be reviewed periodically.  Accounts that have been unused for a specific period of time (i.e., 30 days) or owned by a departed employee should be deleted.



5.2  Encryption.  Compromising emanations are unintentional signals, which if intercepted and analyzed disclose national security information transmitted, received, handled, or otherwise processed by any information processing equipment.  Encryption can be employed at the application or network level.  All systems processing classified information will comply with the Navy’s TEMPEST program requirements as required by OPNAVINST C5510.93E, Navy Implementation of National Policy on Controls of Compromising Emanations.  The National Security Telecommunications and Information Systems Security Instruction (NSTISSI) No. 7003, Protected Distribution Systems (PDS), of 13 Dec 1996 provides guidance for the protection of wire line and optical fiber PDS to transmit unencrypted classified National Security Information. When using encryption, DON organizations should contact Commander, Space and Naval Warfare Systems Command (COMSPAWARSYSCOM) (PMW-161) for guidance prior to system design and for approval prior to employment.



5.2.1  Password Encryption.  Password encryption is advocated as a password protection measure.  Some environments may require that a classified encryption algorithm be used, while for other environments an unclassified algorithm would be required.  Maximum protection should be that the password file be encrypted.



5.3  Remote Access.  A communication circuit established by dialing a destination over a commercial telephone system might be a dangerous situation with regards to dial-up services to a LAN.  Dial-up connection requires only that the person attempting such a connection has a suitable terminal device, a modem (to convert digital signals to the analog form used by the telephone system), and a telephone.  Once connected to any network (wide or local area), the caller has the potential to access files on many other networks. In order to reduce the risk associated with remote access, adequate access controls and authentication procedures, commensurate with the classification or sensitivity level of data and systems should be implemented.  The DOD warning banner shall be displayed at the network and system level upon establishment of each remote access session.



5.3.1   Modem  Access/Safeguards.   The modem is one of the most critical elements of a computer that wants access to the world.  A modem is vulnerable to tapping, and anyone who gets to your serial cable, your modem or telephone line can capture data that is transmitted.  To prevent spoofing or denial of service, one safeguard is to restrict the use of modems to those in which the autoanswer capability has been disabled.  Preventative measures include, but are not limited to, development of a well-defined policy and risk analysis, controlled access path, authentication and communications servers, intrusion deterrents and detection, session integrity, auditing, and compliance checking. User awareness and administrative controls also play a role in monitoring modem pools (i.e., handshaking authentication between user carried devices, port protection devices such as callback modems or call intercept modems, etc.).  Modem access to NAVSEA networks will be established based on user needs and a locally approved connection process.



5.3.2  Remote Users.  All remote users should be cleared for the highest level of data processed on the system and have the need-to-know for the level of data accessed. Remote users shall complete a “Remote Users Agreement” and submit the request to the host site.  See Appendix G for a sample Remote Users Agreement.



5.4  Access Control.  Access to NAVSEA IS resources must be restricted based on a user’s clearance level and need-to-know.  The intent is that each user has access to all of the information to which they are entitled by virtue of clearance and formal access approval.



5.4.1  Established Access Procedures.  Procedures need to be documented instructing users to keep passwords secret at all times.  Personal password protection includes the following: do not write passwords down or tape them to your monitor or keyboard, change passwords periodically (at least every 90-180 days), use a minimum of 6-8 characters for a password, limit simultaneous login’s, etc.
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5.4.2  Simultaneous/Failed Log-in Limited.  To control attacks where a penetrator attempts many logins through a single access port it is recommended that users be allowed to login from only one system at a time.  Failed log-in attempts should be limited to 3-5 attempts.  Audit logs should be reviewed regularly to identify continuous failed login attempts and/or possible system compromise.



5.4.3  User Accounts Disabled Upon Employee Departure.  When users leave the position rather it be for a career move, retirement, etc., that users accounts should be disabled to prevent unauthorized access.



5.4.4  User Clearances.   All users of NAVSEA systems should be cleared for the highest level of data processed on the system and have the need-to-know for data they access.



5.4.5  Record Security-Relevant Events.  Auditing is the capability to record, examine, and review security-relevant activities for an IS either as they occur or retrospectively.  Auditing can determine what went wrong and it is equally valuable for determining what went right.  Routine review of audit logs should include a careful search for signs of unauthorized/suspicious system activity.



5.4.6  Access Banner.  DOD policy directs that all DOD automated information systems must display an electronic log-on notice and consent banner.  The warning banner is intended to confirm to the user that all data contained on the DOD interest systems are subject to review by DOD security and/or system administration personnel.
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SECTION  6.   NETWORK  SECURITY



6.1   Firewalls.   Firewalls are a class of security products that control flow of traffic between networks and offer security protections such as packet filtering, application proxying, and access control.  Firewall protection may be achieved via a specifically designed product, or through inherent capabilities within existing resources.  Mere presence of a firewall does not ensure protection.  The firewall must be configured correctly, based on the technical architecture of the operating environment and the overall security architecture, with sufficient access and security controls, policies and procedures to protect information from unauthorized internal or external compromise.  Engineering and firewall configuration and operation guidance is available from COMSPAWARSYSCOM (PMW-161).  When selecting and/or implementing firewalls be sure to keep performance in mind.



6.2  Internet.   Access to and use of the internet is approved for official Government business and authorized purposes.  Refer to limited use authorization for employees in NAVSEAINST 2300.1, “Guidance Concerning The Use of NAVSEA Communications Systems,” of 27 Jun 97.  The following guidelines apply to the use of NAVSEA internet services at NAVSEA.



	(	The Internet release authority may be delegated, similar to the DAA policy identified in Section 2, but the letter of delegation must be distributed to everyone in the organization so they know who is representing the Flag/SES.



	(	Users should exercise caution by recognizing potential security risks, copyright issues, and the public nature of the internet platform and refrain from usage which may reflect adversely on the Navy.



	(	To prevent unauthorized disclosure of information, appropriate security safeguards will be employed to protect the transmission of classified data, national security functions, sensitive unclassified information, such as FOUO, NNPI and militarily critical/export controlled technology, or any other information not releasable under the Freedom of Information Act.  The level of security safeguards required is determined by the sensitivity of the information.
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	(	The internet is not to be used to gain unauthorized or unlawful access to information.  NAVSEA personnel, contractors, or organizations must not permit access to NAVSEA systems by unauthorized individuals (such as by disclosure of passwords).



6.2.1  Commercial Endorsement Disclaimer.   Reference herein to any specific commercial products, process, or service by trade name, trademark manufacturer, or otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the United States Government.  The opinions of the authors herein do not necessarily state or reflect those of the United States, and shall not be used for advertising or product endorsement purposes.



6.3  Intranet.   NAVSEA personnel, contractors, or organizations must not permit access to the Intranet by other individuals, such as by disclosure of passwords.  The Intranet Security Plans final approval authority may be delegated, similar to the DAA policy identified in Section 2, but the letter of delegation must be distributed to everyone in the organization so they know who is representing the Flag/SES.  Information contained on the Intranet is subject to the Intellectual Property Disclaimer and Personal Opinion Disclaimer.



6.3.1  Intellectual Property Disclaimer.   This work is not Public Domain outside of the United States.  The Naval Sea Systems Command makes this information available and makes no guarantees that this material is Public Domain.  Therefore, reproduction of this material could violate individual copyrights that are licensed to the U.S. Government.



The Personal Opinion Disclaimer was prepared as a service to the NAVSEA community.  Neither the United States Government nor any of their employees makes any warranty, expressed or implied, or assumes any legal liability or responsibility for the accuracy, completeness, or usefulness of any information, product, or process disclosed, or represents that its use would not infringe privately owned rights.
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SECTION  7.   WARNING  BANNER



7.1  Warning  Banners.   DOD policy directs that all DOD automated information systems must display an electronic log-on notice and consent banner.  The subject of the CNO ALCOM Naval Message, R131256Z.MAY.97, is the policy on DOD Electronic Notice and Consent Banner.  Accordingly, each IS resource, upon initial power on and/or when a user attempts to gain access, will display a warning screen requiring positive user acknowledgment that contains the following information:



	(	The system is a DOD system;



	(	The system is subject to monitoring;



	(	Monitoring is authorized in accordance with applicable laws and regulations and conducted for purposes of systems management and protection, protection against improper or unauthorized use or access, and verification of applicable security features or procedures; and



	(	Use of the system constitutes consent to monitoring.



	All ISs will automatically display a notice and consent banner.  All system and network administrators are responsible for installing log-on banners on all NAVSEA systems and networks.  New systems must include a log-on banner when they are put into service.  As IS resources are identified, repaired, or maintained, all IS technical support personnel are responsible for installing log-on banners on all desktop, stand-alone, portable, and laptop IS resources.
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7.2  Warning Banner Waiver.  Due to the diverse configurations of IS equipment and software, it may not be possible for an automated warning screen to be displayed.  In this event, apply for a waiver from the NAVSEA CISSM and use an appropriate label on input and output devices for the IS resource (minimally the video display) and have a signed witnessed document on file from all potential users acknowledging consent to be monitored.  The waiver request must contain the equipment type, highest classification level of the data being processed, and a short justification of why an automated warning screen is not possible.

�

7.3  Minimum Warning Label.  In the situation where the system is not capable of running the automated warning banner, this label should be attached to the monitor/screen in a location such that it is clearly visible to all users of the system.



�
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SECTION  8.   VIRUS  PROTECTION



8.1  IS Resource Protection.  All NAVSEA IS resources must be protected from computer viruses by continuous employment of appropriate anti-virus software.  Only one mechanism (full-time, background protection of IS resources) is known to be effective at preventing computer virus infections and spread.  Each employee is responsible for ensuring that this mechanism is installed and operational on each workstation before its use.  No employee may remove a virus protection mechanism without the explicit permission and knowledge of the Virus Protection Program Administrator at their command.



8.2  Media Protection.   All media (e.g. hard disk, floppy disk, CD-ROM, etc.) will be checked for known viruses/malicious codes before being used with any IS resource on a routine basis.  To aid in the identification, detection, and prevention of viral infection, a library of symptoms and cures for viruses will be maintained by the NAVSEA CISSM.



8.3  File Server Anti-Virus Protection.  To the maximum extent possible, each file server should have anti-virus software loaded and running as a background, concurrent task [Network Loadable Module (NLM) or similar].  It should be configured so as to check all files which may contain either executable code (.EXE and .COM files as a minimum) and all files which may contain macro code (Microsoft Word and Excel files as a minimum) each time such a file is written to or read from the server.



8.4  Anti-Virus Software.  Virus detection software for Disk Operating System (DOS), Windows, Windows 95, and Windows NT is available under a DOD-wide license for DOD employees and their contractors.  Under the licensing agreement, only DOD employees may use the anti-virus product on their personal computers at their homes.  This is to reduce incidents of virus infiltration from home computers owned by DOD employees where a significant virus point-of-entry exists.  DOD contractors may not use it at their own home.  DOD license anti-virus software can be downloaded from DISA’s ASSIST site at http://199.211.123.12.



8.5  Virus Incident Reporting.  Virus reports will be marked For Official Use Only.  Unidentifiable viruses, viruses not wholly contained within local IS resources, and viruses from which the activity cannot recover, will be reported to Naval Computer Incident Response Team (NAVCIRT) and the NAVSEA CISSM within two hours via telephone, priority e-mail, or FAX with a more detailed report to follow.  Reports of unidentifiable viruses wholly contained within local IS resources from which the activity can recover will be forwarded to the NAVSEA CISSM within 72 hours.  (Sample Incident Report can be found in Appendix H.)
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SECTION  9.   EMANATIONS  SECURITY



9.1  TEMPEST.   The Navy’s TEMPEST policy is still in effect and the following instructions may still apply in certain situations or environments.  All NAVSEA personnel are required to comply and/or consult the TEMPEST policies, instructions, and/or guidebooks:  1) OPNAVINST C5510.93E Navy Implementation of National Policy on Control of Compromising Emanations of 22 Feb 1988 and 2) OPNAVNOTE C5510 of 14 Apr 1994, same subject.  These policies establish guidelines and procedures for determining the applicable countermeasures for equip-ment, systems, and facilities that process National Security Information.  Classified Information Processing Systems, which are both located on military bases within the U.S. and process data, classified no higher than CONFIDENTIAL will generally fall into the “acceptable risk” category.



9.2  Red/Black Installation Guidance.  The National Security Telecommunications and Information Systems Security Advisory Memorandum (NSTISSAM) TEMPEST/2-95 “Red/ Black Installation Guidance” of 12 Dec 1995 specifies Red/Black equipment/system installation guidance, provides explanations of the TEMPEST policy concept, and addresses Red/Black considerations for facilities wherein national security information is processed.



9.3  Protected Distribution Systems (PDS).  National Security Telecommunications and Information Systems Security Instruction (NSTISSI) No. 7003, “Protected Distribution Systems” (PDS), of 13 Dec 1996, provides guidance for the protection of wire line and optical fiber PDS to transmit unencrypted classified National Security Information.  This instruction stipulates approval authority, standards, and guidance for the design, installation, and maintenance of PDS.  This instruction incorporates a philosophy of “risk managements.”  Sensible risk management practice dictates each facility must be evaluated on its own risks and vulnerabilities based on factors such as location, physical security, environment, access controls, personnel security requirements, etc.  The overall security afforded by PDS is the result of a layered approach incorporating various protection techniques.  The emphasis is placed on “detection” of attempted penetration in lieu of “prevention” of penetration.  Criteria called out are based on threat or risk analysis relative to the location of the PDS.  This generally results in reduced requirements and cost savings during installation and maintenance of PDS.  Specific details on PDS are outlined in NSTISSI and should be consulted by personnel involved in the planning, acquisition, installation, approval and operation of communications systems that process classified National Security Information and protected distribution systems.



�

SECTION  10.   SOFTWARE/HARDWARE  SECURITY



10.1  General.  To protect the information being processed, stored, or transmitted by an information system, it is necessary to protect the software/hardware performing these functions.  IS officials, the Physical Security Manager, and managers will work together to ensure IS resources are physically protected against damage, theft, and unauthorized access.  If unauthorized personnel are able to gain access to the hardware, such as the Central Processing Unit (CPU) or disk drives (internal or floppy disks), they could make unauthorized changes that might cause the hardware to:



	(	Allow unauthorized disclosure of the information by writing the information to another file that could later be retrieved;



	(	Allow unauthorized modification of the information that would send incorrect information to a recipient; and



	(	Create a denial-of-service situation that would prevent authorized users from gaining access to the information required to perform their duties.



10.1.1   Protection  of  System’s  Software.   A system’s software (including firmware) must be protected to ensure the integrity of the information being processed, stored, or transmitted.  Software needs to be protected during development while it is being transferred to the system and during operational use as follows:



	(	Development  -  Protect software to ensure unintentional errors or malicious software is not introduced during software development and to ensure adequate protective features are engineered into the design to protect system software and data during product operations.



	(	Transfer  -  Protect software to ensure that software sent from a programming facility (e.g., a software support facility or a contractor’s plant) arrives at the system unchanged.



	(	Operational Use  -  Protect software to ensure unintentional errors or malicious software is not introduced into the system.

�

10.2   Protection  of  Hardware  and  Software.



10.2.1.   Software  Security.   Software that needs to be protected includes operating systems, system utilities, and application programs.  Essentially, any software that has the ability to access the information must be protected to ensure that it performs only authorized actions on the information.  Any unauthorized changes to the software could have the same results as those caused by changes to the hardware described above.  Attempting to ensure that no unintentional errors occur during software development is not solely an IS security issue, nor is IS security solely responsible.  General guidance relating to software security is as follows:



	(	Information resources are to be used for authorized and intended purposes.



	(	Data and software will be protected in proportion to its sensitivity level.



	(	Access and restrictions to software and data will be determined by the department or division head, or a designated  representative in coordination with the system administrator.  Access to sensitive or classified data will be documented as required by applicable Command policies.  Access controls to software and data is usually implemented by the system administrator and monitored by the ISSO or  NSO.



	(	All users regularly assigned to work in an IS environment will have a security clearance equal to or higher than the highest level of data contained in the system(s).  All other persons allowed access to areas processing classified or sensitive information (i.e., visitors, delivery personnel, janitorial staff) are to be restricted from physical, visual, or other access to that data.



	(	All software and data stored on each server will be backed up at least monthly and the backup media stored in another building/area completely detached from the building housing the computer.  For storage of backup media (i.e., tapes, diskettes, disks, CD-ROM) the use of safes and files rated for fire protection of magnetic media is strongly encouraged.



	(	Caution will be exercised when downloading files, regardless of source, method, and media of download.  Prior to opening or executing, each downloaded file will be scanned for viruses using the software available on the Command LAN or approved software.

�

	(	Security Operating Procedures will be written for each system or group of like or associated systems.



	(	Authorized users and restrictions of information resources will be determined by the applicable manager or system administrator.



	(	Software will be installed on a system only as authorized by the system administrator.  Command standards are to be adhered to unless otherwise authorized by the Information Resource Management (IRM).



	(	The use of privately-owned software is prohibited unless justified and approved by the requesters immediate supervisor and the ISSM.



	(	Audit features should be active on multi-user systems to record at least logins, login attempts, and identify new accounts and accounts without passwords.  It is recommended that audits also be active to identify dormant accounts, files with no owners, recent changes to file protection, and access to critical files.



10.2.2  Software Copyrights.  Copyright laws and licensing agreements for all commercial, shareware, and freeware software will be strictly enforced and must be accomplished under existing legal requirements.  Except as provided in 28 U.S. Code 1498, the U.S. Government will not be held liable or accountable for violations of such laws and agreements.  Individuals violating copyright laws and licensing agreements will be held personally accountable.



10.2.3   Hardware  Security.   Precautions should be taken and countermeasures implemented to protect IS resources from damage from the environment.  At a minimum, this will include protection from water, dust and dirt, excessive heat, cold, and humidity.  Mission critical IS resources need to be protected from damage due to fluctuations in power by means of surge suppressors or power strips (with circuit breaker or fuse) and/or Uninterruptable Power Supplies (UPS).  Printers and other peripherals with high demands on power are generally not to be connected to the UPS supporting the computer, but may be protected by their own UPS or surge protector.  General guidance relating to hardware security is as follows:

�

	(	A current inventory of ISs will be maintained.  Hardware should be bar-coded and documented as plant or minor property.



	(	All users regularly assigned to work in an IS environment will have a security clearance equal to or higher than the highest level of data contained in the system(s).  All other persons allowed access to areas processing classified or sensitive information (i.e., visitors, delivery personnel, janitorial staff) are to be restricted from physical, visual, or other access to that data.



	(	Security Operating Procedures will be written for each system or group of like or associated systems.



	(	Authorized users and restrictions of IS resources will be determined by the applicable manager or system administrator.



	(	Hardware components will be installed on a system only as authorized by the system administrator.  Command standards are to be adhered to unless otherwise authorized by the IRM.



	(	The use of privately-owned and contractor-owned IS resources will require prior approval by the respective manager and ISSM.



	(	Privately-owned and contractor-owned computers must not access information or information systems from non-Government controlled work spaces without prior authorization.



	(	Privately-owned and contractor-owned computer systems within controlled work space or accessing information or information systems must meet minimum security requirements if use is approved.



	(	Audit features should be active on multi-user systems to record at least logins, login attempts, and identify new accounts and accounts without passwords.  It is recommended that audits also be active to identify dormant accounts, files with no owners, recent changes to file protection, and access to critical files.

�

	(	Hardware used to access Command LAN(s) will be configured in accordance with LAN Manager specifications.



	(	Dialback is the most secure access control for remote access to the LAN.  Dialback access may be left activated from an employees private residence or from a Government-controlled location for the entire length of the approved time period.  All other connectivity will be deactivated as soon as access is no longer required.  The authorized user is to inform the LAN Manager as soon as remote access is no longer needed.



	(	A Memorandum of Agreement (MOA) will be written, signed by both the local activity DAA and the remote activity DAA, and implemented.



10.3  Marking and Labeling.   Magnetic media and, as practicable, electronic data storage components (i.e., removable disk drives, optical storage devices, etc.) will be labeled when used in a mixed classification/security environment.  Labeling of all media, regardless of environment, is strongly encouraged.  Additionally, regardless of environment, if colored media is used it must be in conformance with color coding requirements or specifically labeled to indicate true classification.  For example, if blue media, which designates confidential data, is used for processing and/or storing unclassified data, it must be specifically labeled as unclassified using a green color�coded label or a label, which denotes the type of data being stored.  In a case where blue media is used for processing and/or storing Secret or higher classified data, the appropriately color�coded label must be used.  Color-coding may be accomplished by component or media coloring or affixing color labels.  Once the seal has been broken on media packaging, all media within the package must be properly labeled, handled, and stored based on its labeled classification and sensitivity marking.  The Standard Form (SF) number for each label is given below.  Color coding requirements are as follows:



	(	Green for unclassified and sensitive media and components, SF 710.



	(	Blue for Confidential media and components, SF 708.



	(	Red for Secret media and components, SF 707.



	(	Orange for Top Secret media components, SF 706.

�

	(	A plain label will be used in addition on all sensitive and classified media to detail sensitivity and downgrading instructions, data description label, SF 711.



	(	Purple classified label, SF 709, for use in a mixed environment to aid in the distinction between unclassified and classified media.



	(	Contracts for the acquisition of hardware and/or software will specify appropriate color-coding, as practicable.



10.4   Certification.    Guidance will be provided in future revisions.



10.5   Controlled  Access  Protection  (CAP).   CAP is a term that describes the minimum set of automated controls that should be provided to IS resources.  CAP applies to a system and includes Discretionary Access Control (DAC), user Identification and Authentication (I&A), auditing of security-relevant events and clearing of memory and storage before reuse.  The NAVSO P-5239-15, Controlled Access Protection (CAP) Guidebook, of January 1995, provides basic Navy guidance.



10.6  Educational and Entertainment Software.   Educational software necessary in the performance of an employee’s job will be permitted with the approval of the supervisor.  The ISSM will ensure that the software does not conflict with other IS security policies and does not degrade security features of the IS resource.  Unapproved use of such software is a violation and disciplinary and/or legal action may be taken against violators.  The installation of entertainment software including games and musical software is not permitted.  Management must ensure that U.S. Government resources are not used inefficiently or in an unethical or unlawful manner.



10.7   Freeware/Shareware.   The use of freeware/shareware is strongly discouraged; however, if a user requires the use of such software, the following conditions must be met:



	(	All conditions of the “readme” file must be met regarding purchase, donation, information sharing and registration.



	(	The distribution and usage limitations will be respected at the same level as a commercial software copyright.

�

	(	The user’s supervisor must approve the requirement for use of freeware or shareware.



	(	The user must perform a virus scan to ensure that the software is free of viruses and malicious code.



	(	The ISSM will ensure the software does not conflict with other IS security policies and does not degrade security features of the IS resource.



10.8   Use  of  Privately  Owned  Software/Hardware.   The use of privately owned software and hardware is prohibited within NAVSEA unless approved and justified by the employee’s supervisor and ISSM.  Privately owned resources can process only UNCLASSIFIED, NON-SENSITIVE information.  IF privately owned IS resources are approved for use on an interim basis, the following applies:



	(	The use of privately-owned and contractor-owned information resources within controlled work space will require prior approval by the ISSM.



	(	Privately owned IS resources brought into or removed from NAVSEA will be inventoried, scanned for viruses, degaussed, and approved for use by the employee’s supervisor.



	(	The privately owned IS resources will meet the minimum security requirements outlined in all applicable DOD, DON, and NAVSEA IS Security regulations/instructions.



	(	ONLY UNCLASSIFIED, NON-SENSITIVE information will be processed by privately-owned IS resources.



	(	Privately-owned and contractor-owned computers must not access information or information systems from non-Government controlled work spaces without prior authorization.



	(	Privately-owned and contractor-owned computer systems within controlled work space or accessing information or information systems must meet minimum security requirements.

�

	(	All users will adhere to the provisions of Copyright Law, 28 U.S. Code 1498, particularly in regard to copyrighted software packages.



	(	Lost or stolen privately-owned resources are the sole responsibility of the owner.



	(	The owner will certify that the use of all software resources is in compliance with applicable licensing agreements and copyright laws.



	(	NAVSEA will not maintain privately-owned resources.



�

SECTION  11.   DATA  SECURITY



11.1  Data  Levels.



11.1.1  General  Services  (GENSER)  Information.  All unclassified, sensitive unclassified, and classified ISs shall implement appropriate security mechanisms and procedures.  Processes for identifying, handling and responding to the loss of confidentiality, integrity or availability of the information and resources are identified in the SECNAV and OPNAV 5239 series instructions and notices.



11.1.2  Sensitive Information.  Sensitive information is considered unclassified from a DOD context, but due to the nature of an impact on an individual’s personal rights, industries rights, personal safety, and information aggregation issues with respect to routine or non-routine operations within DOD, the information still requires security protection by law.  Sensitive information is defined as National Security, privacy act, personal information (such as medical records, fitness reports, and performance evaluations), proprietary, source selection, sensitive nuclear propulsion information, operations or mission information etc.  Due to the subjective nature of identifying sensitive information as a result of potential impact, sensitive information shall be identified and established by the local Commanding Officer/Commander, in accordance with policy and guidance of higher level organizations.



11.1.3  Classified Information.  The actual requirements will depend on the level of classification. Any classified processing will be approved by the ISSM and have DAA approval based on the level of classification.  Classified processing requires physical and/or logical separation of classified and unclassified data.  The use of removable hard drives is required unless the system is located in an area approved for open storage, or the system can be stored in a container approved for the highest level of classification.  As a preventive step, all systems and media in areas used for classified processing will be labeled appropriately for the type of processing and/or highest level of data.  All employees are individually responsible for controlling, safeguarding, purging, and destroying classified data contained in IS resources and computer media.  If there is a security violation found where processing is being done on unclassified systems or unapproved or unaccredited systems, they should be reported immediately by the ISSM to the NAVSEA CISSM.  Authorization to process classified information will require using specific hardware, software, and/or user SOPs.  The SOPs for classified processing must provide clear explanations and procedures for users on how to process, label, control, store, clear, and purge classified data.  Approval to print classified information must be obtained prior to printing to ensure classified data is adequately protected.  (For example, classified information cannot be printed on a printer connected to an unclassified network.)  Output must be labeled according to the highest level of data and protected accordingly.  For further guidance refer to OPNAVINST 5510.1 (Series).



11.1.4  Special Access Programs.  Information related to Special Access Programs (e.g., Sensitive Compartmented Information (SCI), Single Integrated Operations Plan/Electronic Surveillance Information (SIOP/ESI) and cryptologic information) may have additional and/or more restrictive requirements levied on the IS within which such information is entered, processed, stored, and/or transmitted.  For further reference, see SECNAVINST 5239.3 of 14 July 1995.



11.2  Backups.  All software and data, dependent upon criticality, will be backed up, unless restricted by copyright laws or otherwise justified using a cost-benefit analysis.  This is necessary to reduce the costs associated with recovery.  Backup media for critical data and programs will be stored at a site sufficiently remote from the facility to preclude loss in the event of a disaster.  Remote storage of all data is strongly recommended.  Backup frequency should be based on how frequently data is changed and how difficult recovery will be from the previous backup, and the impact the loss will have on mission criticality.



11.3  Marking/Handling/Storage.  Magnetic media and, as practicable, electronic data storage components (i.e., removable disk drives, optical storage devices, etc.) will be labeled to indicate true classification.  In a “mixed” environment where both classified and unclassified processing is accomplished, all media must be labeled for the highest level of classification and be protected.  The SF number for each label is given below.  Color coding requirements are as follows:



	(	Green for unclassified and sensitive media and components, SF 710.



	(	Blue for Confidential media and components, SF 708.



	(	Red for Secret media and components, SF 707.



	(	Orange for Top Secret media and components, SF 706.



	(	A plain label will be used on all sensitive and classified media to detail sensitivity and downgrading instructions, and data description label, SF 711.



	(	Purple classified label, SF 709, for use in a mixed environment to aid in the distinction between unclassified and classified media.



	Magnetic media will be stored following the requirements for documents of like sensitivity and classification.  In general, sensitive magnetic media should be afforded at least single barrier protection (i.e., locked office doors, file cabinets, or media containers) and should not be left on desktops.



11.4  Declassification/Destruction of Media.  Sensitive magnetic media will be degaussed, disassembled, reformatted, burned, or otherwise destroyed to prevent recovery of data/ information.  Single overwrite is sufficient to permit downgrading of magnetic media from sensitive or unclassified.  Classified magnetic media will be degaussed or destroyed to prevent recovery of data/information.  Refer to NAVSO P-5239-26, Remanence Security Guidebook of September 1993 for further guidance.  Once purged/degaussed following these procedures, magnetic media can be declassified.  The specific methods for declassification/destruction of media and information at each activity should be documented in the ISSP.



11.5  Encryption/Scrambling/Encoding.   Encryption methods, standards, and devices used to protect classified IS data/information must be approved/endorsed by NSA or the NAVSEA CISSM.  Many of these items are listed in the Information Systems Security Services and Products Catalog.  Encryption, scrambling, and encoding methods, standards, and devices used to protect sensitive IS data/information must be National Institute for Science and Technology (NIST) compliant or be approved by the NAVSEA CISSM.



�

SECTION  12.	INFORMATION  TECHNOLOGY  (IT)  INFRASTRUCTURE  PLAN

	(IP) PROCESS



	In 1996 Congress passed the Information Technology Management Reform Act (PL 104-106) in response to the perception that acquisition policy had grown too complex.  The Navy responded with SECNAVINST 5000.2B that mandates the procedures for major and non-major Information Technology (IT) acquisition programs.  As a result of SECNAVINST 5000.2B, in an effort to cover lower cost acquisitions and because a substantial portion of the NAVSEA IT budget is expended in support of the Command’s IT infrastructure, NAVSEAINST 5230.10 was developed.  It is a comprehensive policy for IT infrastructure providing policy and procedures for planning, approving, managing, and acquiring IT in support of the infrastructure of NAVSEA.  For the specific policy for the IT IP Process, refer to SECNAVINST 5000.2B dtd 6 Dec 1996, Implementation of Mandatory Procedures for Major and Non-Major Defense Acquisition Programs and Major and Non-Major Information Technology Acquisition Programs; and NAVSEAINST 5230.10 dtd 30 Mar 1998, Management of Information Technology Infrastruc-ture Projects and Linkage to Information Technology Budget.



	IT infrastructure provides support across NAVSEA functional and organizational lines and involves information transfer and processing resources which store, retrieve, and display information.  An infrastructure project generally supports one or more of the following areas:  operations and maintenance, local area network, wide area network, telecommunications, and computer systems.



	NAVSEA activity groups will use the IP to secure IT management approval.  IPs will be approved at the activity group level and at the headquarters level by the NAVSEA CIO.  Activity groups shall submit a summary IP with division level IPs attached.  The Headquarters Campus CIO shall submit a summary IP with directorate and PEO IPs attached.  The individual IPs should be a consolidation of infrastructure projects.



	Infrastructure projects will be documented and approved under a multiple year IP, annually approved by the NAVSEA CIO that defines implementation, funding, and management requirements.

�

12.1   IT  Information  System  (IS)  Programs  (Non-Tactical).



12.1.1   Acquisition Program.   An IS acquisition program is a combination of computer hardware and software, data or telecommunications that performs functions such as collecting, processing, transmitting, and displaying information.  Excluded are computer resources, both hardware and software, that are physically part of, dedicated to or essential in real time to the mission performance of weapon systems.  IT IS acquisition programs generally meet one or more of the following:



	(	Assigned to and managed by NAVSEA or PEO(s);



	(	New start, expired life cycle management documentation, or new milestone;



	(	Major integration of new technology;



	(	Major modernization;



	(	New system, including hardware or software development;



	(	High level directed projects with OPNAV sponsorship; and



	(	Not part of the weapon system performance mission.



12.1.2   IS  Acquisition  Program  Criteria.   Programs that meet the IT IS acquisition program criteria will be designated as either an IT Acquisition Category (ACAT) program or an IT Abbreviated Acquisition Program (AAP) based upon dollar thresholds and the required testing outlined in SECNAVINST 5000.2B.



�



SECTION  13.   SECURITY  AWARENESS  TRAINING





	All personnel (military, civil servants, and contractors) who support NAVSEA by accessing U.S. Government IS resources should receive INFOSEC awareness training annually.  In addition, periodic updates (in the form of publications, such as notices in daily or weekly activity newsletters, video tapes, etc.) will be provided to all NAVSEA personnel.  The training and updates should cover the requirements of Public Law 100-235, Computer Security Act of 1987.  The ISSM at each activity is responsible for administering/directing this training program.





�

SECTION  14.   PORTABLE  SYSTEMS



	Portable systems include laptops and other ISs that are used off-site.  It is imperative that off-site information resources be given, at a minimum, the same protection, same controls and restrictions as ISs located on-site.  General guidance relating to the protection of portable systems is as follows:



	(	Caution and vigilance will be exercised while in public areas (i.e., airports, hotels, restaurants) to protect hardware/software from theft, damage and/or disclosure.  ISs are not to be left unattended in public areas.  Where possible ISs are to be hand-carried, otherwise they are to be packaged sufficiently well to provide reasonable protection from damage.



	(	Sensitive and classified data is not to be accessed nor passwords keyed in public areas where observation by the public is possible.



	(	Caution is to be used in downloading data from portable computers to desktop computers, especially if connected to the Command LAN to prevent the introduction of viruses.  Portable systems that have been taken off-site are to be routinely scanned for viruses prior to downloading data to a desktop.



	(	Hardware and software should be protected by maintenance and support contracts in proportion to the systems and the potential risk.



	(	Password protection is required on all multi-user systems.  Passwords must not be displayed.  Passwords must be stored only in encrypted form.



	(	Hardware and software will be installed on a system only as authorized by the system administrator.  Organizational standards are to be adhered to unless otherwise authorized.



	(	Modem capability should not to be added to computers connected to any Command owned or operated network without the express written permission of the NSO.



	(	All off-site users will adhere to the provisions of copyright law, particularly in regard to copyrighted software.



�









































APPENDIX  A





MANUAL  CHANGE  REQUEST  (MCR)  FORM

�

MANUAL  CHANGE  REQUEST  (MCR)

	Page  � FORMTEXT ��
–––––
�  of   � FORMTEXT ��
–––––
�

NOTE:	To  fill  in  form,  use  the  TAB  or  ENTER  key.

To  return  to  previous  field,  use  the  SHIFT  +  TAB  keys.





��Originator:   � FORMTEXT ��
–––––
�	MCR  Serial  No:  � FORMTEXT ��
–––––
�

�Serial  No:    � FORMTEXT ��
–––––
�	   (For  Maintaining  Activity  Use)

��Date  Submitted:   � FORMTEXT ��
–––––
�	Short  Title:   � FORMTEXT ��
–––––
�



ORIGINATOR  INFORMATION



�Activity:	� FORMTEXT ��
–––––
�	Person  to  be  contacted  for  details:

��Address:	� FORMTEXT ��
–––––
�	Name:   � FORMTEXT ��
–––––
�

��	� FORMTEXT ��
–––––
�	Tel  (Commercial):   � FORMTEXT ��
–––––
�

�	� FORMTEXT ��
–––––
�	        (Autovon):         � FORMTEXT ��
–––––
�

�

CHANGE  PRIORITY

� FORMCHECKBOX 
�
�   Editorial	� FORMCHECKBOX 
�
�  Routine	� FORMCHECKBOX 
�
�  Priority

��� FORMCHECKBOX 
�
�   TCN  Issued	� FORMCHECKBOX 
�
�  Yes	� FORMCHECKBOX 
�
�  No	TCN  No:   � FORMTEXT ��
–––––
�	� FORMTEXT ��
–––––
�



MANUAL  FOR  WHICH  CHANGE  IS  REQUESTED



�Title:   � FORMTEXT ��
–––––
�



��NAVSEA  No:	� FORMTEXT ��
–––––
�	Latest  ACN:   � FORMTEXT ��
–––––
�

              CHG:   � FORMTEXT ��
–––––
�	REV:   � FORMTEXT ��
–––––
�           entered

��

OTHER  MANUALS/DOCUMENTS  WHICH  MAY  BE  AFFECTED  BY  THIS  CHANGE

�Title:  � FORMTEXT ��
–––––
�	NAVSEA  No:  � FORMTEXT ��
–––––
�

���Title:  � FORMTEXT ��
–––––
�	NAVSEA  No:  � FORMTEXT ��
–––––
�

Title:  � FORMTEXT ��
–––––
�	NAVSEA  No:  � FORMTEXT ��
–––––
�

��

REASON  CHANGE  REQUESTED

Originators  use  space  provided  below  to  state  the  PROBLEM  which  exists  and  the  REASONS  for which  a  change  is  required.    Where  appropriate,  identify  the  hardware  and  software  revisions  to  which  the  MCR  applies.    Also,  indicate  any  authorization  document  which  requires  a  change  (TCMOD,  HMR,  SHIPALT,  PDD  task,  ORDALT  etc.).



�� FORMTEXT ��
–––––
�



DESCRIPTION  OF  CHANGE

Enclose  marked  up  manual  pages  or  describe  completely  and  clearly  the  change  requested.

�� FORMTEXT ��
–––––
�

�





�

�





�

�































�









































APPENDIX  B





POCS  FOR  SPECIFIC  ACTIVITY  GUIDANCE





�

Information  System  Security  Manager  (ISSM)

Point  of  Contact  (POC)  List��

AEGIS

David  Krueg

Com:   602-1976

DSN:    332-1976



AEGIS   CSC

Diana  Latham

Com:   757-824-2090



AEGIS  Moorestown

John  Fritz

Com:   609-722-2921



AEGIS  Training  Center

Katherine  Dogherty

Com:   540-653-1035  (Ext.  4343)



AEGIS  Training  Center

DPC  Brian  Stein

Com:   540-653-4628

DSN:   249-4628



Coastal System Station Panama City

Phil  Seymour

Com:  904-235-5108

DSN:   436-5893



HRO

Felicia  Price  (Dep)

Com:   603-607-1850

DSN:   327-1850



INACT  Bremerton

Kay  Vezie

Com:   360-476-3303

DSN:   439-3303



INACT  Pearl  Harbor

Elvira  Amano

Com:   808-471-4521



�

INACT  Portsmouth

Lt.  Comm.  Nobles

Com:   757-485-6381



INACT  Ships

Carol  Rawls

Com:   757-485-6381

DSN:   961-6381



MSSD  Portsmouth  NH

Tony  Geddie

Com:   757-396-2144

DSN:   961-2144



MWS  Earle

Diane  Heim

Com:   732-866-2614

DSN:   449-2614



NAVEODTD

JoAnne  Gilholy

Com:  301-743-6903

DSN:  354-6903



NAVSEA  00IT

Marc  Apter

Com:   702-602-0336

DSN:    332-0336   (Ext.  300)



NAVSEA  04XC1

Portsmouth  Naval  Shipyard

Tony  Geddie

Com:   757-396-2144

DSN:    961-2144



NAVSURFWARCENDIV

  Carderock

Andrienne  Botti

Com:  215-897-8409

DSN:  443-8409

�

NAVSURFWARCENDIV  Crane

Paul  Sweckard

Com:  502-364-5086

DSN:  482-5086



Navy  Experimental  Diving  Unit

David  Southerland

Com:  850-230-3100

DSN:  436-3100



NOCLANT

Lambros  Tzerefos

Com:   757-887-4585

DSN:   953-4585



NOC  Mechdet  (IMSD)

Frank  Rizzardo

Loren  Appleby  (AASC)

Com:   717-790-5350

DSN:   430-5350



NOC  PAC  DIV

Jan  Buck

Com:   562-626-7674

DSN:   873-7614



Norfolk  Naval  Shipyard

Warren  Spear

Com:   757-396-4822   (Ext.  227)

DSN:    961-3610   (Ext.  227)



NSLC  Atlantic

Natalie  Allard

Com:  301-743-6112

DNS:   354-6112



NSLC  Atlantic

Judy  Bradburn-DeVault

Com:    301-743-6133

DSN:    354-6133

���

Information  System  Security  Manager  (ISSM)

Point  of  Contact  (POC)  List   (Continued)��

NSLC  Atlantic

Carol  Chapura

Com:   301-743-6306

DSN:   354-6306



NSLC  Atlantic

Ruth  Hamman

Com:   301-743-6479

DSN:   354-6479



NSLC  Atlantic

Keith  Linville

Com:   301-743-6371

DSN:   354-6371



NSLC  Pacific

Bill  Gibney

Com:   510-246-5964

DSN:    350-5964



NSLC  Portsmouth

Diane  Lewis

Com:   603-431-1690

DSN:   684-1690



NSWC

James Jepson

Com:  703-602-0634



NSWC

Peggy  Stephens

Com:   812-854-3661

DSN:   482-3661



NSWC  Card  Idaho

Pat  Rector

Com:  208-683-2321  (Ext.  4060)

�

NSWC  PHD

Jim  Robenolt

Com:   805-228-8700

DSN:   551-7194



NSWC  PHD

John  Young

Com:   805-228-7190



NSWS  FCDSSA

David  Pickel  (OSCC)

DSN:   433-6603



NUWC

Eline  Beprress

Com:   401-841-6766

DSN:   948-6776



NUWC  DET  Autec

Jason  Helland

Com:   561-832-8556  (Ext.  7345)

DSN:   483-7345



NUWC  Division  Keyport

Bruce  Gunderson

Com:   206  or  360-396-2784

DSN:   744-2784



NUWC  Newport  Division

Diane   Shores

Com:   401-832-4808

DSN:    920-4808



NWAD  Corona

Randy  Stump

DSN:   933-4459

�

NWS  Charleston

Besonia  Herron

Com:   803-764-7213  (Ext..  14)

DSN:   794-7213



NWS  Seal  Branch

D.E.  Miller



NWS  Yorktown

Ben  Stab/Joann  Jenner

DSN:   953-4586



Pearl  Harbor  Naval  Shipyard

Intermediate  Maintenance  Facility

Dave  Kekumano

Com:  808-474-0264

DSN:   315-0264



PEO-M/W

Darell  Kim

Com:   602-2208



PEO-SUB

Sharon  Heckel

PMS-390

Com:   604-5917



PEO-TAD

Steve  Pastiva

Com:   602-0714  (Ext.  191)

DSN:   332-0714



PEO-USW

Cathy  Richardson

Com:   604-5059

DSN:   664-5059

��

�

Information  System  Security  Manager  (ISSM)

Point  of  Contact  (POC)  List   (Continued)��

PERA  (CV)

Jeanette  Reese

Com:   253-476-4807



PERA  (Surface)

John  Seraydarian

Com:   215-897-6777/5295

DSN:   433



Portsmouth  Naval  Shipyard

Terry  White

Com:   207-438-3617

DSN:    684-3617



PSNS  DET  BSN

Steve  Gillespie

DSN:  955-3217



Puget  Sound  Naval  Shipyard

Jack  Roddy

Com:   360-476-3735

DSN:   439-3735



SUBMEPP

Tom  Sweeney

Com:   974-2169

DSN:   603-427-2169



SUPSHIP  Bath

Kathie  Lecois

Com:   207-442-2011







�

SUPSHIP  Charleston

Carol  Bilbrey

Com:  803-743-4083  (Ext.  43)

DSN:  563



SUPSHIP  DET  PH

Lt.  Chris  Gedo  (Ray  Ables)

Com:   808-474-2271



SUPSHIP  Jax

Craig  Malmstorm

Com:   904-270-6718/6314

DSN:   960



SUPSHIP  Long  Beach

Lance  Whittington

Com:    310-547-6800



SUPSHIP  New  Orleans

Dipuncar  Ganguly

Com:   504-678-2389

DSN:  485-2389



SUPSHIP  Newport  News

Jimmy  Phillips

Com:   757-688-7182



SUPSHIP  Pascagoula

Jerry  Walters

Com:   601-769-4307/4311/4854

DSN:   457



�

SUPSHIP  Portsmouth

Frank  Beard

Com:   757-396-2681

DSN:   961-2681



SUPSHIP  S.  Fran

James  Clark

Com:   415-715-7095



SUPSHIP  San  Diego

John  Stewart/John  Kneipp

Com:   619-556-2774

DSN:   526-2774



SUPSHIP  Seattle

Code  190



SUPSHIP  Sturgeon  Bay

Kay  Brauer





��
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APPENDIX  C   -   MAJOR  INFOSEC  FACTORS



	When we think about Information Systems Security (INFOSEC) we picture a foreign spy sitting on a hilltop overlooking the base in an unmarked van covered with antennas.  We seldom consider the coffee cup sitting on top of the computer on our desk.  But it is the latter that may do more harm.  Anything that inhibits the legitimate use of our information systems is a threat to security.  A lot of INFOSEC is simply identifying potential risks and using common sense solutions to nullify those risks.



C.1   Security Aspects.   There are three distinct aspects of IS security:



	1.	Secrecy (also called Confidentiality).  This aspect is where we consider the classification of the data and the security clearance of the person trying to access the data.  We also may consider the person’s need-to-know.  A secure IS does not allow information to be disclosed to anyone who is not authorized to access it.



	2.	Accuracy  (also  called  Integrity).   This aspect is where we consider whether the data was entered into the system correctly and whether it has been subsequently changed or corrupted by human or machine.  In the case where data is transmitted, we consider its authenticity, meaning whether the origin can be authenticated.  We also consider whether the data is timely, and if there is more than one version of the data.



	3.	Availability.   This is the aspect where we consider whether the legitimate user can get to the data needed.  Inability to do so is called “denial of service.”  We have to consider the hardware and software’s performance reliability.  We consider maintenance, backup, and the system’s ability to recover from disruption or disaster.  We consider the hours of operation and the user-load demand on the systems.

�

C.2   Vulnerabilities.   Every IS in vulnerable to attack.  Points of vulnerability common to most ISs can be categorized as follows:



	1.	Physical Vulnerabilities.   Intruders that gain physical access to a system can damage, destroy, and steal data, hardware, software, and even the facility.  They can also modify resources, for instance to illegally capture information to be retrieved later, without the legitimate users knowledge.



	2.	Natural Vulnerabilities.   Natural disasters, such as flood, lightning, hurricane, or earthquake, may damage resources.  Environmental threats, such as dust, humidity, and power, fluctuation may also cause damage.



	3.	Hardware and Software Vulnerabilities.   Both hardware and software failures may compromise the system security, cause denial of service, open a system to penetration, or leave a system unreliable.  Systems improperly installed or ones with bugs are especially vulnerable.



	4.	Media Vulnerability.   Data and software contained on magnetic, optical, and even printed media are vulnerable to damage, destruction, and theft.  Proper labeling, storage, and destruction of media is essential to system security.



	5.	Emanation Vulnerability.   We are less concerned with eavesdropping on electrical and electromagnetic radiation, but must still consider our vulnerability.



	6.	Communications Vulnerability.   This is becoming a major concern.  Besides the communications lines being tapped or physically damaged, there are less obvious vulnerabilities.  Any data transmitted across communications lines is vulnerable to interception, misrouting, and forgery.  Unwanted and destructive data can be loaded into the system through communications vulnerabilities.

�

	7.	Human Vulnerabilities.   Users and system administrators are capable of leaving a system vulnerable to attack.  Negligence, such as leaving a system logged on while unattended or eating lunch over the keyboard, may cause damage or theft of hardware, software, and data.  Intentional damage by disgruntled employees also has to be considered.



C.3   Threats.   Threats to the security of information systems fall into three categories:



	1.	Natural or Physical Threats.   These are the threats that imperil the equipment, physical media, and facilities.  Included are environmental threats, such as dust, humidity, and power fluctuations, and natural disasters such as flood, earthquake, and tornado.  We also have to include man-made threats such as leaky pipes, fire and smoke, leaving equipment where it is too hot or too cold, digging up buried communications lines, and spilling coffee on the keyboard.



	2.	Unintentional Threats.   These are the dangers that ignorance and negligence bring: a user that leaves a system logged on and unattended, improper use of hardware or software, mislabeling, improper installation, carelessness.  These threats often lead to intentional threats and physical threats.



	3.	Intentional Threats.   Villains intent on circumventing system security with the intent of causing damage or stealing can be categorized as either insiders or outsiders.  Insiders and outsiders may work together.



		a.	Outsiders  Include:

			(	Foreign  Intelligence  Agents

			(	Terrorists

			(	Criminals

			(	Corporate raiders

			(	Crackers  (a.k.a.,  hackers)

�

		b.	Insiders  Include:

			(	Fired  or  Disgruntled  Employees

			(	Coerced  Employees

			(	Greedy  Employees

			(	Lazy  or  Untrained  Employees

			(	Employees who use Information Resources for entertainment or personal gain



C.4   Countermeasures.   Countermeasures are any methods of protecting information and ISs.  Countermeasures focus on three main areas where controls can be established:



	1.	Physical Security.  Physical security countermeasures protect the facilities, equipment, and media.



	2.	IS  Security.  IS security focuses on protection of the information, including software, stored on the system.



	3.	Communications Security.  Communications security focuses on protection of the information while it is being transmitted.
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SAMPLE  -  INTERIM  AUTHORITY  TO  OPERATE  MEMORANDUM







MEMORANDUM



From:	Mr.  Designated  Approving  Authority,  Code  XXX

To:	Mr.  Information  System  Security  Manager,  Code  XXX



Subj:	INFORMATION  SYSTEM  PRELIMINARY  INTERIM  AUTHORITY  TO

	OPERATE



1.	The CUBIX 486 DX located in Code 04I, Building NC2, Room 6W33, has been granted interim authority to operate with IPX protocol pending completion of accreditation documentation.  The deficiencies identified during the Security Test and Evaluation need to be addressed prior to issuance of final accreditation for this system.  Interim authority to operate is granted NOT TO EXCEED 1 MAY 1996.



2.	Actions taken to correct and/or limit the impact of the noted deficiencies will be reported to the NAVSEA command Information System Security Manager (ISSM) prior to the interim authority to operate expiration date.







					Signature:   Mr.  Designated  Approving  Authority



�

SAMPLE   -   CLASSIFIED  SYSTEM







MEMORANDUM



From:	Mr.  Marc  Apter,  NAVSEA  Information  System  Security  Manager,  Code  04IT3

To:	Ms.  Sue  Security,  Information  System  Security  Officer,  Code  ND00



Subj:	INFORMATION  SYSTEM  SECURITY  ACCREDITATION



Ref:	(a)   SECNAVINST  5239.3

	(b)   OPNAVINST  5239  Series



Encl:	(1)	Computer  Security  Accreditation  Documentation



1.	In accordance with the provisions of references (a) and (b), a technical evaluation has been conducted on enclosure (1).  A final accreditation to operate the ATIS System, located in Building 1581, Room 1W32, is hereby granted.  This system is approved to operate in the limited access mode of operation, and may process up to Level II data.  All applicable accreditation requirements have been completed.  The reaccreditation requirement is stated in reference (a) and (b) and must be complied with.



2.	Any questions relative to the IS Security Program may be directed to Ms. Security at 333-3333 or Mr. ISSM at 444-4444.





										Mr. ISSM
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I.	SCOPE



	a.	Information System (IS) Resources are essential to the accomplishment of the mission of the Activity Name.  This plan will apply to all IS and networks owned and operated by Activity Name, which is located in Location.  This plan will be submitted to the Designated Approving Authority for approval and signature.



	b.	Activity Name operates, maintains and uses personal computer systems, network servers and other networking equipment, a Local Area Network (LAN), publishing workstations and engineering workstations.



	c.	A limited number of Contractor personnel provide IS support.



	d.	The IS Security Program includes personnel, hardware, software, data, communica-tions, and physical assets.



	e.	Data processed is:



		(1)	Level II (Sensitive Unclassified) Information  -  The loss, misuse, or unauthorized access to, or modification of which might adversely affect (1) U.S. National interest; (2) conduct of Department of Defense (DOD) programs; or (3) the privacy of DOD personnel.  Included are personnel data, sensitive business data (For Official Use Only - FOUO), financial, sensitive management, proprietary, and privileged.



		(2)	Level III (Unclassified) Information  -  That need not be safeguarded against unauthorized disclosure, but must be safeguarded against tampering, destruction, or loss due to record value, utility, replacement cost or susceptibility to fraud, waste or abuse.



	f.	No Classified data is processed.

�

II.	POLICY  STATEMENT



	a.	Permitted processing includes Level II (Sensitive Unclassified) and Level III (Unclassified) data only.



	b.	All computer systems will be accredited in accordance with OPNAVINST 5239 Series.



	c.	All systems will have limited access through physical and automated access controls with audit trails, and will be housed in secure areas, within a secure facility, located on a secure military installation.



	d.	Systems will meet the requirements for Controlled Access Protection (CAP/C2) wherever possible.  The Designated Approving Authority (DAA) may grant CAP/C2 requirement waivers for systems such as DOS and Macintosh which cannot be made CAP/C2 compliant.



	e.	The Information System Security Manager (ISSM) will validate security clearances of user and operator personnel.



	f.	The Designated Approving Authority for all systems located at Activity Name is the Commanding Officer, Activity Name, or his appointed delegate.



	g.	Other applicable IS Security Instructions include:  SECNAVINST 5239.3, NAVSEAINST 5239.1, and NAVSEALOGCENINST 5239.4.



	h.	The following policies apply:



		(1)	The use of privately owned personal computers, terminals, or other IS devices to process information within areas controlled by Activity Name is prohibited.



		(2)	Government property may not be used for non-government purposes.



		(3)	All government IS resources will be used for official business only.  Games are prohibited.

�

		(4)	All employees of Activity Name will adhere to the provisions of copyright laws in regard to copyrighted software.



		(5)	All employees of Activity Name will test all media for computer viruses before copying or installing data or software on any IS owned or operated by Activity Name.  In the event a computer virus is detected, the employee(s) will immediately notify the ISSM and prohibit the use of the affected system(s) in order to inhibit the spread of the virus.



		(6)	DOD mandated warning banners must be displayed on all Department of the Navy (DON) information systems.  The lack of proper warning banners may result in violation of federal wiretap and privacy statutes.  This applies to all networked and stand-alone IS, both government and contractor owned, which access government data files.



		(7)	DON policy requires that each computer security incident, including detected viruses, be reported to the Naval Computer Incident Response Team (NAVCIRT).  Reporting of any security incident will be coordinated by the ISSM.



		(8)	All IS media will be marked to denote the highest level of data stored on the media in accordance with requirements of NAVSEALOGCENINST 5239.3A.



	i.	The policies and procedures identified by the Activity Name IS Security Plan (AISSP) apply to all activity personnel.  Employees and all IS users will comply with all DON directives and instructions and all local standard and security operating procedures.  Security violations must be reported to the ISSM who will coordinate their reporting to Activity Name.



	j.	Activity personnel responsible for contracting functions will ensure that contracts for IS support require contractors to comply with OPNAVINST 5239.1A.



	k.	All systems which process Level I (Confidential) data require a risk assessment and a Tempest Vulnerability Assessment Request (TVAR).  Although Level I data is not processed at Activity Name at this time, if a future mission element requires the processing of such data, a risk assessment survey or a Method II Risk Assessment will be performed for systems processing such data at the discretion of the DAA.  Risk assessments will be conducted in accordance with SECNAVINST 5239.3.

�

	l.	Abbreviated Security Test and Evaluations (ST&Es) will be performed for all systems processing Level II data.  These systems will meet the minimum mandatory requirements of OPNAVINST 5239.1, Appendix J.



	m.	Contingency plans will be developed for all systems for which an unplanned disruption would have a critical impact on mission accomplishment.



III.	IS  SECURITY  ORGANIZATION  AND  RESPONSIBILITIES



	a.	Organization.   The Designated Approving Authority (DAA) for all systems located at Activity Name is the Commanding Officer, Activity Name, or his appointed delegate.  The Information System Security Manager (ISSM) is appointed in writing by the DAA.  Each organizational unit will have an Information System Security Officer (ISSO) appointed in writing by the ISSM when deemed necessary.  The ISSM will be the ISSO for systems for which no ISSO is assigned.  Each ISSO will be responsible for the IS under his/her cognizance.  The ISSM maintains the Activity Information System Security Plan (AISSP) and all associated records for the systems that each ISSO is responsible for.



	b.	Duties.  The duties of the IS Security Staff are detailed in NAVSEALOGCENINST 5239.4.



IV.	OBJECTIVES  OF  THE  ACTIVITY  IS  SECURITY  PLAN



	The primary IS security objective of this plan is to establish and maintain an effective Risk Management Program, implement and test all required and cost effective countermeasures, provide for continued mission accomplishment during and following unforeseen events that impact IS operations, and achieve accreditation of all IS and networks.

�

V.	DESCRIPTION  OF  THE  CURRENT  IS  SECURITY  ENVIRONMENT



	a.	Hardware:   -   Activity Name operates the following suite of hardware:



		(1)	Approximately 50 IBM compatible microcomputers and 18 laptop/notebook computers.  The microcomputers may work in a stand-alone mode but are normally connected to the Local Area Network.



		(2)	Three Banyan network file servers which allow the microcomputers to establish network connections to facilitate the sharing of IS resources and data.  Network connectivity also enables users to access remote networks such as NAVNET and the Internet.



		(3)	Two SUN Microstation database servers and 17 SUN Microstation workstations to support a variety of initiatives which fall under the broad heading of Advanced Industrial Management (AIM).



		(4)	Four Intergraph file servers and 52 Intergraph workstations to support a variety of CAD/CAM/CIM initiatives and training.



	b.	Software:   -   Activity Name operates the following types of operating systems:



		(1)	The microcomputers and some workstations use DOS, Windows Windows-NT, and SCO Unix.



		(2)	The SUN Microsystems products use both SUN OS and Solaris.



		(3)	The Intergraph products operate under CLIX which is Intergraph’s Unix product.



		(4)	The network servers operate under Banyan Vines.



		(5)	Applications software packages are installed on the network and individuals as dictated by the needs of the user.

�

	c.	Data



		(1)	Level I (Confidential) data is not processed.



		(2)	Level II (Sensitive Unclassified) and Level III (Unclassified) data is processed on all systems.



	d.	Physical  Plant



		(1)	All systems are located in LIST AREA (i.e., bldg. floor, room, etc.).



		(2)	Building 187 consists of four quads, two on each of two floors.  Each quad consists of a lobby/reception area, six offices (some used as network computer rooms) and a restroom.  Each quad is individually alarmed and each authorized individual has a unique code which he/she must enter to arm/disarm the quad.  The individual quads are not connected by any means internal to the building.  Each office is locked every night and the last person to leave a quad at the end of each workday is required to check all doors and windows and arm the quad before leaving.



		(3)	The alarm system is monitored by an alarm company.  The company alerts base security to any unexpected/suspect activity.  Base security then responds with at least two base security personnel.  The base police station and dispatcher are located two buildings away from Building 187.  After notifying base security, the alarm company calls Activity Name personnel in a predetermined sequence until one is reached.  That individual responds to the event.



		(4)	A printed list of all activity is provided by the alarm company to the Activity Name security officer each week.  The report details the setting/unsetting of the quad alarms during the reporting period including: date, day, time, individual’s name, and the access code used to set/unset the system.  The report also details any entry alarms and any unexpected/suspect activity, provides a chronology of the event.

�

		(5)	All visitors must be pre-announced and report to the base pass office for processing to gain admittance to the base.  They are not permitted unrestricted or unaccompanied access to Building 187.



	e.	Personnel



		Activity Name employs approximately 32 civilian government employees and four contractors all working in Building 187.  No military personnel are employed by the organization.



	f.	Communications



		Activity Name operates one local area network which connects all users to network file servers and permits users to access remote networks such as NAVNET and the Internet.  Security measures are prescribed by the ISSM.



	g.	Emanations



		All systems which process Level I (Confidential) data require a risk assessment, a determination of the existence of compromising emanations, and a Tempest Vulnerability Assessment Request (TVAR).  Although Level I data is not processed at Activity Name at this time, if a future mission element requires the processing of such data, a risk assessment survey will be performed for systems processing such data at the discretion of the DAA.  Risk assessments will be conducted in accordance with SECNAVINST 5239.3.



VI.	IS  SECURITY  TRAINING



	The ISSM is responsible for developing an IS security training program, and providing such training to Activity Name personnel and contractors.  Such training has been given to all current employees and contractors and will be repeated annually.  All new employees and contractors will receive individual training within on week of the beginning of their employment and annually thereafter.



�

VII.	AUDIT  AND  INTERNAL  REVIEW



	Internal auditing will be performed as assigned by the DAA as an internal control review.  The NAVSEA Inspector General will perform periodic external audits during the normal activity inspection.



VIII.   IS  SECURITY  IN  LIFE  CYCLE  MANAGEMENT  (LCM)



	The ISSM will ensure that the IS security requirements of SECNAVINST 5231.1C are enforced for IS projects.



IX.	IS  SECURITY  IN  CONFIGURATION  CONTROL



	The ISSM ( ISSOs if appointed) will ensure that IS security requirements are addressed in hardware and software configuration control.



X.	ACTIVITY  ACCREDITATION  SCHEDULE



	The following is the revised Activity Accreditation Schedule:



	(1)	Review current INFOSEC Program



	(2)	Update existing Accreditation Documentation



	(3)	On-Site Tech Assist at Naval Surface Warfare Center, Indian Head, MD



	(4)	Conduct Risk Assessments, ST&E’s, and Address Contingency Planning



	(5)	Implement Countermeasures to Improve Systems Security Posture



	(6)	Issue Activity Accreditation
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SAMPLE  INFORMATION  SYSTEMS  ACCREDITATION  SCHEDULE



(ISAS)





�ACCREDITATION  SCHEDULE

NOTE:	To  fill  in  form,  use  the TAB  or  ENTER  key.

	To  return  to  previous  field,  use  the  SHIFT  +  TAB  keys.



Naval  Sea  Logistics  Center
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*  CAP  Compliant  -  Meets  I & A,  Auditing,  DAC,  Object  Reuse.     CAP  Waiver  -  Need  to  submit  to  SEA  04I.
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APPENDIX  G





SAMPLE  USERS  AGREEMENT





�	USER  ACCESS  REQUEST  FORM	Page  1  of  2



NOTE:	To  fill  in  form,  use  the  TAB  or  ENTER  key.

	To  return  to  previous  field,  use  the  SHIFT  +  TAB  keys.

�

�

The  following  information  is  required  for  access  to  systems  main-	

tained  at  NAVSEALOGCEN  DET  LANT,  Indian  Head,  MD.	

�Please  mail  completed  forms  to:	System  Name:	� FORMTEXT ��
–––––
�

	Naval  Sea  Logistics  Center  Detachment  Atlantic	

�	PO  Box  100,  Indian  Head,  MD   20640-0100	Database  Name:	� FORMTEXT ��
–––––
�

	Attention:  ND093

Forms  may  also  be  faxed  to  301-753-9680	User I D:	� FORMTEXT ��
–––––
�

�

��ATTN:    � FORMTEXT ��
–––––
�	APPLICATION:   � FORMTEXT ��
–––––
�



SECTION  A   -   User  Information  (To  be  completed  by  the  user  requesting  access)



Type  of  Request:     � FORMCHECKBOX 
�
�  NEW           � FORMCHECKBOX 
�
�  UPDATE           � FORMCHECKBOX 
�
�  DELETE           � FORMCHECKBOX 
�
�  RENEW                         Date:  � FORMTEXT ��
–––––
�

�

Type  of  User  Access:	� FORMCHECKBOX 
�
�  User	� FORMCHECKBOX 
�
�  Developer	� FORMCHECKBOX 
�
�  Application  Administrator

   Level  of  Access:	� FORMCHECKBOX 
�
�  Operating  Sys  &  Database	� FORMCHECKBOX 
�
�  Operating  Sys  Only	� FORMCHECKBOX 
�
�  Database  Only  (Client/Web)

�Additional  Comments:	� FORMTEXT ��
–––––
�



���Name:        Last:	� FORMTEXT ��
–––––
�	First:    � FORMTEXT ��
–––––
�	MI:     � FORMTEXT ��
–––––
�

��Activity/Company:	� FORMTEXT ��
–––––
�	Code:   � FORMTEXT ��
–––––
�

�Company  Address:	� FORMTEXT ��
–––––
�

�Office  Address:	� FORMTEXT ��
–––––
�

�	� FORMTEXT ��
–––––
�

�	� FORMTEXT ��
–––––
�

�Duty  Station:	� FORMTEXT ��
–––––
�

��Building  Number:	� FORMTEXT ��
–––––
�	Room  Number:     � FORMTEXT ��
–––––
�

����Phone  Number:   (Area  Code)  � FORMTEXT ��
–––––
�	Ext:   � FORMTEXT ��
–––––
�	DSN:   � FORMTEXT ��
–––––
�	Fax:   � FORMTEXT ��
–––––
�

�E-Mail  Address:	� FORMTEXT ��
–––––
�

�Do  you  require  access  from  a  personal  residence?       � FORMCHECKBOX 
�
�  Yes         � FORMCHECKBOX 
�
�  No

Can  you  access  the  Internet?       � FORMCHECKBOX 
�
�  Yes           � FORMCHECKBOX 
�
�  No

How  do  you  get  to  the  Internet  (e.g.,  NAVSEA  backbone,  SMARTLINK,  DISnet,  ICP  Gateway)?

NOTE:  All  NAVSEA  personnel  (Military,  Civilian,  and  Contractor)  who  access  any  Federal  Government  communication  system,  whether  from  the  office  or  from  home,  do  so  with  the  understanding  that  such  use  is  not  secure  and  is  not  anonymous.  For  further  information,  refer  to  NAVSEAINST  2300.1,  Guidance  concerning  the  use  of  NAVSEA  Communication  System.



�User  Workstation  I/P  Address:   � FORMTEXT ��
–––––
�

�Network  Manager  Name  or  Technical  POC:      � FORMTEXT ��
–––––
�

���Phone  Number:    Comm:    � FORMTEXT ��
–––––
�	Ext:    � FORMTEXT ��
–––––
�	DSN:     � FORMTEXT ��
–––––
�



�Are  you  a  Government  Employee?      � FORMCHECKBOX 
�
�  Yes                  � FORMCHECKBOX 
�
�  No

�If  NO,  Primary  Government  POC/Sponsor  Name:    � FORMTEXT ��
–––––
�	Code:  � FORMTEXT ��
–––––
�

����Phone  Number:    Comm:  � FORMTEXT ��
–––––
�	Ext:  � FORMTEXT ��
–––––
�	DSN:  � FORMTEXT ��
–––––
�

�E-Mail  Address:   � FORMTEXT ��
–––––
�





	USER  ACCESS  REQUEST  FORM   (Continued)	Page  2  of  2









SECTION  B

User  Agreement  (To  be  agreed  to  and  signed  by  the  user  requesting  access)



As  a  user  of  NAVSEALOGCEN  DET  LANT  maintained  systems,  I  agree  to   comply  with  the  terms/restrictions  as  listed  below:

1.	If  given  a  password,  I  will  refrain  from  disclosing  it.

2.	I  will  not  access  the  system  under  a  false  name  or  password.

3.	I  will  not  circumvent  the  security  features  designed  into  the  system.

4.	I  will  not  attempt  to  access  files  for  which  I  do  not  have  access  privileges.

5.	I  will  not  install  or  execute  software  that  is  not  government  owned.

6.	I  will  not  process  Level  I  (classified)  data  on  a  Level  II  or  III  system.

7.	I  will  not  use  privately  owned  hardware  to  access  any  NAVSEALOGCEN  DET  LANT  systems  without  proper written  authority.

8.	I  will  properly  mark,  safeguard,  and  destroy  all  printout  and  magnetic  media  according  to  regulations.

9.	I  will  use  the  system  for  Official  Government  Business  only.

10.	I  will  notify  the  system/database  administrator  when  I  no  longer  need  my  account  and  advise  regarding  disposition  or  disposal  of  database,  software  packages,  and  functional  accounts.

11.	I  will  notify  the  system  administrator  in  case  of  any  security  incident.

12.	I  consent  to  the  monitoring  of  my  data  and  processes  by  NAVSEALOGCEN  DET  LANT  personnel.

13.	After  termination,  I  agree  not  to  retain  any  Security  Data.

14.	I  will  not  program  function  keys  or  use  other  capabilities  to  provide  an  automatic  logon  from  my  device.



I  have  read  and  understand  the  above  agreement  policy  and  guidelines.    I  understand  that  if  I  or  my  User  ID  is  suspect  of  misuse  or  abuse  of  computer  facilities,  that  investigation  and  disciplinary  action  may  be  taken.





� FORMTEXT ��
–––––
�	        � FORMTEXT ��
–––––
�

���                Print  Employee  Name                                              Employee  Signature                                            Date

As  the  Supervisor/Sponsor  of  this  user,  I  certify  that  they  have  the  appropriate  level  of  security  clearance,  the  hardware  they  use  to  access  the  system(s)  is  accredited,  and  that  I  will  enforce  the  above  terms/restrictions.



� FORMTEXT ��
–––––
�	        � FORMTEXT ��
–––––
�

���       Print  Supervisor/Sponsor’s  Name                     Supervisor/Sponsor’s  Signature                              Date

�

S A M P L E





MEMORANDUM



From:	

To:	Commander,  Naval  Sea  Systems  Command



Subj:	AGREEMENT  FOR  USE  OF NON-NAVSEA  INFORMATION  SYSTEMS



Ref:	(a)	NAVSEAINST  5239.2



Encl:	(1)	Information  System  Security  Manager  Appointment  Letter

	(2)	Authorized  User  List



1.	This command/company/agency/institution agrees that the installation and management of the terminals/computers installed at this site which interface with NAVSEA computer systems or networks will comply with the Agreement For Use of Non-NAVSEA Information Systems.



2.	Responsibilities provided to us:   We will take immediate action to implement any changes (present and future) that are or become necessary to ensure security.  We understand that NAVSEA may take appropriate action, including disconnection information systems, to assure that adequate levels of security are maintained at all times at NAVSEA Headquarters and field activities.



3.	Enclosure (1) identifies the designated Information System Security Manager (ISSM) or Information System Security Officer appointed for the information systems interfacing with the NAVSEA systems.  Enclosure (2) is a list of all authorized users, systems accessed, and pertinent information.







Approving Authority and Title



�



























APPENDIX  H





SAMPLE  INCIDENT  REPORT











�NAVAL  SEA  LOGISTICS  CENTER

DETACHMENT  ATLANTIC

P.O.  Box  100

Indian  Head,  MD  20640-0100

SECURITY/VIRUS  INCIDENT  REPORTING  FORM



FROM:

TO:          ND023

NOTE:  Additional comments may be  included on a separate page and attached to this form.

1.	Report  Date:  _________________	Incident  Date:  _________________



2.	Type  of  Incident:



	________  Waste  Fraud  Abuse	________  Virus

	________  Theft	________  Virus  Name

	________  Destruction	________  Unauthorized  Disclosure

	________  Modification	________  Unauthorized  Use/User  ID

	________  Denial  of  Service	________  Password  Violation

	________  Failure  (Specify)	________  System  Security-Related

	________  Other  _______________________________________________________________________



3.	Individuals  Involved  (Name/Office/Code/Telephone)

___________________________________________________________________________________________



4.	Estimated  Cost  of  the  Incident  (Downtime/Cost/etc.) 

___________________________________________________________________________________________



5.	Summary  of  Incident  and  Investigation  Results:  _______________________________________

____________________________________________________________________________________________

____________________________________________________________________________________________



6.	Source  of  Virus:  _______________________________________________________________________



7.	Other  Locations that may be Infected:  __________________________________________________



8.	Number/Type  of  Systems  Infected:  ____________________________________________________



9.	Supervisors  Recommendation/Comments:  ______________________________________________

____________________________________________________________________________________________

____________________________________________________________________________________________



10.	Investigating  Official(s):  ________________________________________________________________

____________________________________________________________________________________________



11.	Local  Action  to  Prevent  Reoccurrences:  ______________________________________________

____________________________________________________________________________________________



12.	Recommendation  Action  by  Computer  Security  Office:  _______________________________

____________________________________________________________________________________________



NOTE:	Report  criminal  violation  to  the  proper  authorities  immediately.    DO  NOT  ATTEMPT  TO  CONFRONT  THE  SUSPECTED  PARTIES.    The  Miranda  Decision  applies  to  computer  crimes.

�

























APPENDIX   I





TECHNICAL  MANUAL  DEFICIENCY/EVALUATION  REPORT





�

(Insert  Classif.  of  TMDER  Here  and  At  Bottom  of  Page)     CLASSIFICATION:

NAVSEA  (USER)  TECHNICAL  MANUAL  DEFICIENCY/EVALUATION  REPORT  (TMDER)

(NAVSEA  S0005-AA-GYD-030/TMMP  &  NAVSEAINST  4160.3A)��INSTRUCTION:   Continue  on  8-1/2”  x  11”  paper  if  additional  space  is  needed.��1.	USE THIS REPORT TO INDICATE DEFICIENCIES, PROBLEMS, AND RECOMMENDATIONS RELATING TO PUBLICATION.

2.	BLOCKS MARKED WITH “*” ARE TO BE FILLED IN BY THE CONTRACTOR BEFORE PRINTING.

3.	FOR UNCLASSIFIED TMDERS, FILL IN YOUR RETURN ADDRESS IN SPACE PROVIDED ON THE BACK, FOLD AND TAPE

	WHERE INDICATED, AND MAIL.  (SEE OPNAVINST 5510.1H FOR MAILING CLASSIFIED TMDERS.)

4.	FOR ADDITIONAL INFORMATION, CALL AUTOVON 551 - 2976/2968 OR COMMERCIAL 805-982-2976/2968.��1.	NAVSEA TECHNICAL MANUAL NO.*�2.  VOL.

PART*

�3.  TITLE*��4.	REV. NO./DATE OR

TM CH. NO./DATE

�5.  SYSTEM/EQUIPMENT NOMENCLATURE�6.  SYSTEM/EQUIPMENT IDENTIFICATION/(MK/MOD/AN/PART NO.)��7.  USER’S EVALUATION OF MANUAL  (Check Appropriate Blocks)���A.  EXCELLENT��B.  GOOD��C.  FAIR��D.  POOR��E.  COMPLETE��F.  INCOMPLETE��8.	GENERAL COMMENTS









��9.  RECOMMENDED CHANGES TO PUBLICATION��PAGE

NO.

A.�PARA-

GRAPH

B.�LINE

NO.

C.�FIG.

NO.

C.�TABLE

E.�F.  RECOMMENDED CHANGES AND REASONS

TYPE OF PROBLEM [INDICATE SAFETY (S), MAJOR (M), OR MINOR (P)]��























�



�



�



�



�



��10.	ORIGINATOR’S NAME AND WORK CENTER

	(Please Print)



�11.  SIGNATURE OF 3-M COORDINATOR�12.  DATE SIGNED�13.	AUTOVON/COMM.

	NO.��14.	SHIP HULL NO. AND/OR STATION ADDRESS (DO NOT ABBREVIATE)



��15.  THIS SPACE ONLY FOR NSDSA��A.	CONTROL NO.



�B.  COG ISEA�C.  DATE�D.  PRIORITY�E.  TRANSMITTED TO����RECEIVED

�FORWARDED�DUE����NAVSEA  4160/1  (Rev.  5-89)  (FRONT)  (REPLACES  NAVSEA  9086/10,  DESTROY  STOCK)                                       S/N  0116-LF-006-7700

�PLEASE  CLOSE  WITH  TAPE  -  DO  NOT  STAPLE  -  THANK  YOU





















��

DEPARTMENT  OF  THE  NAVY	





��

Official  Business

PENALTY  FOR  PRIVATE  USE,  $300

	FIRST  CLASS  MAIL



	COMMANDING  OFFICER

	NAVAL  SHIP  WEAPON  SYSTEMS  ENGINEERING  STATION

	NAVAL  SEA  DATA  SUPPORT  ACTIVITY  (Code  5H00)

	PORT  HUENEME,  CA  93043-5007









�

FOLD  HERE
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WARNING ** CAUTION ** WARNING ** CAUTION ** WARNING ** CAUTION



	THIS IS A DEPARTMENT OF DEFENSE COMPUTER SYSTEM.  THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK DEVICES (SPECIFICALLY INCLUDING INTERNET ACCESS) ARE PROVIDED ONLY FOR AUTHORIZED U.S. GOVERNMENT USE.  DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY, AND OPERATIONAL SECURITY.  MONITORING INCLUDES ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM.  DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED, AND USED FOR AUTHORIZED PURPOSES.  ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM MAY BE MONITORED.  USE OF THIS DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING OF THIS SYSTEM.



	UNAUTHORIZED USE MAY SUBJECT YOU TO CRIMINAL PROSECUTION.  EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR ADVERSE ACTION.  USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR THESE PURPOSES.



WARNING ** CAUTION ** WARNING ** CAUTION ** WARNING ** CAUTION

(Yes)                  (No)



This system is a DOD system and is subject to monitoring.  Monitoring is authorized in accordance with applicable laws and regulations and conducted for purposes of systems management and protection, protection against improper or unauthorized use or access, and verification of applicable security features or procedures.  Use of this system constitutes consent to monitoring.
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Commander,  Naval  Sea  Systems  Command

Information  Resources  Management  Division

Code  SEA  00IT,  National  Center  3

2531  Jefferson  Davis  Highway

Arlington,  VA   22242-5160
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