








20 December 2001


Amplifying Information Concerning the Prohibition Against 

Use of Non-DoD Internet Services and Applications

Refs:    (a) NAVSEA CIO Policy Letter 03-02, Prohibiting Use of Non-DoD Internet Services and Applications, 19 Nov 2001


(b) NAVSEAINST 5239.2, Information Systems Security, 29 Jul 1998


(c) SECNAV message, Operations Security, 112340Z DEC 01

1.  The NAVSEA CIO has received numerous questions and requests for clarification concerning the 19 Nov 01 policy letter (Ref a).  The following paragraphs summarize the amplifying guidance provided in answer to the various inquiries.

2.  Sensitivity/Releaseability of Information.  All NAVSEA employees who use electronic mail and other information systems that are connected to the public Internet must be mindful of the fact that their official communications are subject to monitoring and to potential mandatory release under the Freedom of Information Act (FOIA).  If the information in question belongs to a category that is exempt from public disclosure under the FOIA, then it is considered sensitive and must be protected in accordance with Enclosure (1) of Reference (b), which prescribes Minimum Protection Requirements for Unclassified and Sensitive Unclassified Information.  These requirements include encryption of nearly all FOIA-exempt information that is transmitted over a non-DoD network.  Categories of exempt information, also called Controlled Unclassified Information, include For Official Use Only (FOUO) information under the FOIA, DoD and DOE Unclassified Controlled Nuclear Information (UNCI), unclassified information in technical documents requiring distribution statements, unclassified Naval Nuclear Propulsion Information (NNPI), and other unclassified official information that requires the application of controls and protective measures for a variety of reasons.  

3.  Renewed Emphasis on Operations Security (OPSEC).  Reference (c) is a recent SECNAV message that makes it clear that OPSEC is an all-hands responsibility as our Naval forces take part in the world-wide effort to defeat international terrorism.  NAVSEA employees using e-mail and other information applications for official communications with one another, with other Navy and DoD entities, or with contractors must consider whether the information being exchanged could reveal, either by itself or when aggregated with other information, the performance and warfighting capabilities of U.S. naval vessels and weapons systems or the operational status of U.S. Navy warfighting assets.  If the answer is yes, then such information should be protected even if it does not appear in one or more of the FOIA-exempt categories listed above. 

4.  Exchanging E-Mail With Contractors.  Contractors who store and process sensitive Government information MUST be contractually obligated to protect it when it is in their possession.  That includes protecting it on their e-mail servers.  Contractors who use commercial Internet Service Providers (ISPs) to store and forward (e-mail, on-line file services, etc.) such information cannot meet their contractual obligation to protect the information unless they encrypt it for transmission and for storage.  Commercial e-mail service providers who do not have contracts with NAVSEA (e.g., Yahoo, Erols, AOL, etc.) are not obligated to protect our information and, therefore, their services should not be used to handle unencrypted sensitive NAVSEA information.  If any NAVSEA contractor is unable to provide the required protection of sensitive information in electronic form, the United States Postal Service is a very acceptable alternative for communicating with that contractor. 

5.  Teleworking Guidance.  NAVSEA HQ employees who work at home and use a SecureID to gain access to NAVSEA assets may continue to do so.  This is not considered to be a non-DoD Internet service.  

6.  Accessing E-Mail From Home or Travel.  The NAVSEA Internet-accessible e-mail service (Outlook Web Access) is not a commercial Internet service.  It is a service provided by NAVSEA HQ and is secure for official NAVSEA business.  However, the user should not download any information that is not publicly releasable to their personal computer (i.e., the sensitive information must remain on the NAVSEA server after being read from home or TDY).

