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MEMORANDUM

From:  NAVSEA Chief Information Officer

Subj:  IMPLEMENTATION OF FIREWALL POLICIES FOR THE NAVSEA 

       HEADQUARTERS CAMPUS

Ref:   (a) NAVSEAINST 5239.2

Encl:  (1) NAVSEA HQ CAMPUS FIREWALL POLICY

1.  In accordance with paragraph 8.c. of reference (a), a Firewall will be implemented for the NAVSEA HQ Campus.  Enclosure (1) is the policies that will be used to implement the Firewall.  They are based on policies that have been implemented by CINCLANTFLT and CINCPACFLT.

2.  The execution of the policies in enclosure (1) will be performed in two phases.  Phase I will incorporate the policies on the outer router of the Campus Network, and be implemented on Tuesday 15 June 1999.  Phase II will be the implementation of an actual firewall device. 

3.  Questions about the policies in enclosure (1) are to be sent to Ms Sylvia Frasier, Information Assurance Staff, 703-602-0336 x331, telios 228-331, e-mail frasiersr@navsea.navy.mil.







EDWARD L. SHELTON
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NAVSEA HQ CAMPUS FIREWALL POLICY

     UPDATED: 26 APR 99

Tables 1 through 9 display services that are to be permitted or denied for the NAVSEA HQ Campus firewall.  If a service is not listed, the service is denied.  The tables categorize services as follows:

· Table 1 - Network Infrastructure/Management Services

· Table 2 - Electronic Messaging Services

· Table 3 - Remote Access Services

· Table 4 - Network Information Discovery and Retrieval Services

· Table 5 - File Transfer Services

· Table 6 - Collaborative Services

· Table 7 - Mobile Code Services

· Table 8 - Navy Unique Services

· Table 9 - Encrypted Services

For each service, the tables:

· indicate whether the service is allowed from the NAVSEA HQ Campus network out to Smartlink and the INTERNET,

· indicate whether the service is allowed into the NAVSEA HQ Campus network from Smartlink and the INTERNET, and

· provide additional discussion regarding the use of the service between the NAVSEA HQ Campus network and Smartlink and the INTERNET, if necessary.

Phase I: Initial implementation with router filters.

Phase II: Implementation employing firewall and DMZ network, with non-NAVSEA organizations outside the firewall.

SNMP
Allow Queries Out
Limited to status queries from internal network management servers only.


Allow Replies In
Limited to status information replies from external servers in response to queries from the internal network management servers only.


Discussion
Certain encryption devices may require the use of SNMP.

DNS
Allow Out
Phase I: Yes.

Phase II: Restricted.


Allow In
Phase I: Yes (to non-NAVSEA Organizations only).

Phase II: Restricted.


Discussion
Phase I: Inbound DNS traffic will be restricted to official NAVSEA DNS servers only, except for non-NAVSEA organizations. Non-NAVSEA organization DNS servers will be permitted if requested as part of their connectivity agreement, and pending relocation of non-NAVSEA organization connections to the outside of the firewall in Phase II.

Phase II: Permitted through firewall via a split DNS configuration that consists of an internal server and an external server. The external server is located on the bastion host of the firewall. The internal server resolves queries from host machines on the internal protected network(s) and forwards queries for external names to the bastion host which forwards the queries to other external DNS servers. The external server on the bastion host resolves queries from the internal server and presents a restricted DNS database to external systems.

NTP
Allow Out
Phase I: Restricted.

Phase II: No.


Allow In
No.


Discussion
Phase I: Permitted to USNO NTP servers only.

Phase II: Local GPS receivers to provide NTP service.

Syslog
Allow Out
No.


Allow In
No. 

Finger
Allow Out
No.


Allow In
No.

ICMP
Allow Out
Phase I: Yes (Conditional-Block echo (ping) reply, redirect & timeout).

Phase II: No.


Allow In
Phase I: Yes (Conditional-Block echo (ping), redirect & timeout).

Phase II: No.

NIS
Allow Out
No.


Allow In
No.

Routing
Allow Out
No.


Allow In
No.

Netbios
Allow Out
No.


Allow In
No.

Vines IP
Allow Out
No.


Allow In.
No.


Discussion
One existing Vines system will be grandfathered pending phaseout.

Table 1.  Network Infrastructure/Management Services

SMTP
Allow Out
Phase I: Yes (Non-NAVSEA Organizations, Exchange and cc:Mail only).

Phase II: Yes (Exchange only).


Allow In
Phase I: Yes (Non-NAVSEA Organizations, Exchange and cc:Mail only).

Phase II: Yes (Exchange only).


Discussion
Only corporate MS Exchange and legacy cc:Mail gateways may use SMTP, per NAVSEA Command Policy of 13 Apr 1997. Non-NAVSEA Organization’s mail systems will be permitted in Phase I, if requested in their connectivity agreement, and pending relocation of connections to the outside of the firewall in Phase II.

X.400
Allow Out
No.  


Allow In
No.


Discussion
MS Exchange and legacy CC:Mail only, per NAVSEA Command Policy of 13 Apr 1997.

X.500
Allow Out
No.


Allow In
No.  


Discussion
MS Exchange and legacy CC:Mail only, per NAVSEA Command Policy of 13 Apr 1997.

POP3
Allow Out
Yes.


Allow In
No. (See Discussion)


Discussion
Allowed in to corporate MS Exchange hosts only, per NAVSEA Command Policy of 13 Apr 1997.

NNTP
Allow Out
Yes.


Allow In
Phase I: Yes, to existing registered non-NAVSEA organization’s NNTP servers only.

Phase II: No.


Discussion
Phase I: As is, to existing non-NAVSEA organizations NNTP servers connected to campus  network.

Phase II: NNTP servers to be moved to DMZ. Outgoing NNTP requests to be proxied through the firewall to servers in DMZ. Inbound requests no longer allowed.

Table 2.  Electronic Messaging Services

‘r’ commands
Allow Out
No. (REXEC, RSHELL, RLOGIN, RUSER, RHOST)


Allow In
No. (REXEC, RSHELL, RLOGIN, RUSER, RHOST)

Telnet
Allow Out
Yes.


Allow In
Yes (Conditional).


Discussion
Phase I: Hosts allowing incoming telnet access must be registered. Access to unregistered hosts will be denied.

Phase II: All users must authenticate at firewall with SecurID before logging in to host.

X-Windows
Allow Out
Yes (Conditional).


Allow In
No.


Discussion
Users must request access to specific external sites.

Sun RPC
Allow Out
No.


Allow In
No.

MS RPC
Allow Out
No.


Allow In
No.


Discussion
This prevents the use of MS RPC-based applications such as MS Exchange.  MS RPC has inherent security vulnerabilities.

NT PPTP
Allow Out
No.


Allow In
No.

Table 3.  Remote Access Services

HTTP (Web)
Allow Out
Yes.


Allow In
Phase I: Yes (Conditional)

Phase II: No.


Discussion
Phase I: Access will be limited to registered Web servers only. All Web servers in the 140.195 address space are already in compliance. This policy will be extended to the 140.100 address space. Access to unregistered servers will be denied.

Phase II: All outside-access Web servers must be moved to the DMZ. Alternately, servers may be left on the backbone if all users will be authenticated at the firewall with SecureID.

HTTPS
Allow Out
Yes.


Allow In
Phase I: Yes (Conditional).

Phase II: No.


Discussion
See discussion of HTTP protocol.

Gopher
Allow Out
No.


Allow In
Phase I: Yes (Conditional).

Phase II: No.


Discussion
See discussion of HTTP protocol.

WAIS
Allow Out
Yes.


Allow In
No.

Archie
Allow Out
No.


Allow In
No.

Table 4.  Network Information Discovery and Retrieval Services

FTP
Allow Out
Yes. 


Allow In
Phase I: Yes (Conditional).

Phase II: No.


Discussion
Phase I: Hosts allowing incoming FTP access must be registered, or will be denied.

Phase II: All outside-access FTP servers must be moved to the DMZ. Alternately, registered servers may be left on the backbone if all users will be authenticated at the firewall with SecureID.

Anon FTP
Allow Out
Yes.


Allow In
Phase I: Yes (Conditional).

Phase II: No.


Discussion
Phase I: Hosts allowing incoming anonymous FTP access must be registered, or will be denied.

Phase II: All anonymous FTP servers must be moved to the DMZ. A campus-wide anonymous FTP server may be installed in the DMZ if demand warrants. No anonymous FTP servers will be permitted on the backbone.

TFTP
Allow Out
No.


Allow In
No.

NFS
Allow Out
No.


Allow In
No.

Printing
Allow Out
Yes.


Allow In
Yes (Conditional).


Discussion
Inbound printing will be allowed from specified sites only.

SQL*Net
Allow Out
Yes.


Allow In
Yes (Conditional).


Discussion
Phase I: Hosts allowing incoming SQL*Net access must be registered, or will be denied.

Phase II: All users must be authenticated with SecureID.

Table 5.  File Transfer Services

Talk
Allow Out
No.


Allow In
No.

IRC
Allow Out
No.


Allow In
No.

Mbone
Allow Out
No.


Allow In
No.

Real Audio
Allow Out
Yes (Conditional-authorized sites only).


Allow In
Yes (Conditional-authorized sites only).

Lotus Notes
Allow Out
Yes.


Allow In
Yes (Conditional).


Discussion
Phase I: Hosts allowing incoming Lotus Notes access must be registered, or will be denied.

Phase II: Requests to known external Lotus Notes servers will be allowed through the firewall via a generic proxy (e.g., plug-gw) and IP address filtering. Requests from known external Lotus Notes clients to internal servers will be allowed through the firewall via a generic proxy (e.g., plug-gw) and IP address filtering. A split server arrangement similar to the DNS split server will handle service requests to unknown external servers and from unknown external clients.

MSNetMtg
Allow Out
No.


Allow In
No.

Commercial ISP
Allow Out
Phase I: Yes (because of technical limitations on blocking it).

Phase II: No.


Allow In
No


Discussion
Connectivity to any commercial ISP (AOL, COMPUSERVE, etc) will not be allowed. Users requiring remote access to the campus network will be accommodated via the HQ dialup access server.

Table 6.  Collaborative Services

JAVA
Allow Out
Yes


Allow In
Phase I: Yes.

Phase II: No.

JAVA SCRIPT
Allow Out
Phase I: Yes.

Phase II: No.


Allow In
Phase I: Yes.

Phase II: No.

ActiveX
Allow Out
Phase I: Yes.

Phase II: No (except for Web access to Exchange mail).


Allow In
Phase I: Yes.

Phase II: No.

Table 7.  Mobile Code Services

JCALS
Allow Out
Yes.


Allow In
Yes.


Discussion
JCALS is permitted via VPN links only.

MRMS
Allow Out
Yes.


Allow In
No.


Discussion
Only the “new” firewall-friendly version of MRMS is allowed via generic proxy (e.g., plug-gw).

MDX
Allow Out
No.


Allow In
No.

WPS
Allow Out
No.


Allow In
No.

TOPS
Allow Out
No.


Allow In
No.

JASS
Allow Out 
No.


Allow In
No.

STARS FL
Allow Out


Yes.




Allow In
No.

SALTS
Allow Out
No.


Allow In
No.

RAD
Allow Out
Yes.


Allow In
No.

ISIS
Allow Out
No.


Allow In
No.

ECAMS
Allow Out
No.


Allow In
No.

Table 8.  Navy Unique Services

SSL
Allow Out
Yes.


Allow In
Yes.

Secure Shell
Allow Out
No.


Allow In
Limited to queries to intrusion detection devices.

NES & other encrypted traffic
Allow Out
Yes.


Allow In
Yes.


Discussion
Encrypted traffic is allowed through the firewall via packet filtering (e.g., AuthenIP) on an as-needed basis.

Table 9. Encrypted Services

TCP AND UDP PORTS

SERVICE
PORT
PROTOCOL
NOTES

WINS
     0
      TCP
WINDOWS INTERNET NAMING SERVICE

TCP PORT 
     1
     TCP
TCP PORT MULTIPLEXOR

ECHO
     7
  UDP,TCP
ECHO SERVER 

DISCARD
     9
  UDP,TCP
/DEV/NULL OF THE INTERNET. HARMLESS

SYSTAT
    11     
     TCP
REPORTS ACTIVE USERS ON SYSTEM

NETSTAT
    15
     TCP
SEE SYSTAT

CHARGN
    19
 UDP,TCP
CHARACTER STREAM GENERATOR

FTP
    21  
     TCP
FTP CONTROL CHANNEL

SSH
    22
     TCP
SECURE SHELL

TELNET
    23
     TCP
ALLOWS FOR REMOTE LOGIN

SMTP
    25
     TCP
SIMPLE MAIL TRANSFER PROTOCOL

TIME
    37
 UDP,TCP
TIME OF DAY 

WHOIS
    43
     TCP
RETURNS INFO ABOUT A SITE

DOMAIN
    53
 UDP,TCP
DOMAIN NAME SERVICE

BOOTP
    67
     UDP
PROVIDES TOO MUCH INFO ABOUT A SITE

TFTP
    69
     UDP
OFTEN USED TO BOOT DISKLESS WORKSTATIONS

GOPHER
    70
     TCP


FINGER
    79
     TCP
USED TO GET INFO ON A USER OR USERS LOGGED ON TO A SYSTEM

HTTP
    83
     TCP
WORLD WIDE WEB

LINK
    87
     TCP
PRIVATE TERMINAL LINK.  USED BY HACKERS

KERBERO
   88
     UDP 
OFFICIAL KERBERROS PORT

SUPDUP
   95
     TCP
SIMILAR TO TELNET. RARELY USED EXCEPT BY HACKERS

POP2
  109
    TCP
POST OFFICE PROTOCOL LEVEL 2

POP3
  110
    TCP
POST OFFICE PROTOCOL LEVEL 3

SUNRPC
  111
  UDP,TCP
SUN RPC PORTMAPPER

NNTP
  119
    TCP
NETWORK NEWS TRANSPORT PROTOCOL

NTP
  123
    UDP
NETWORK TIME PROTOCOL

NETBIOS
  137
 UDP,TCP
NETBIOS NAME SERVICE

NETBIOS
  138
 UDP,TCP
NETBIOS DATAGRAM SERVICE

NETBIOS
  139
 UDP,TCP
NETBIOS SESSION SERVICE

NEWS
  144
    TCP
SUN NETWORK WINDOW SYSTEM

SNMP
  161
    UDP
SIMPLE NETWORK MANAGEMENT PROTOCOL AGENT

SNMP-TRAP
  162
 UDP,TCP
SIMPLE NETWORK MANAGEMENT PROTOCOL SERVER






XDMCP
  177
   UDP
X DISPLAY MANAGER CONTROL PROTOCOL

GCCS-M
  389
   TCP
 PORT REQUIRED FOR GCCS-M

EXEC
  512
   TCP
CAN BE USED WITH A REMOTE COPY PROGRAM VARIANT

LOGIN
  513
   TCP
REMOTE LOGIN.  

SHELL
  514
   TCP
SIMILAR TO REXEC. VULNERABLE TO SPOOFING

PRINTER
  515
   TCP
BERKELEY LPR REMOTE PRINTER

WHO
  513
   UDP


SYSLOG
  514
   UDP
IF OPEN, YOUR LOGS CAN BE ATTACKED

TALK
  517
   UDP
TALK SERVICE ALLOWED BETWEEN RANDOM TCP PORTS

NTALK
  518
   UDP
SEE TALK

ROUTE
  520
   UDP
IF LEFT OPEN, ROUTING TABLES ARE OPEN TO OUTSIDERS

GCCS-M
   522
   TCP
GCCS-M APPLICATIONS

UUCP
  540
   TCP
UNIX TO UNIX COPY PROTOCOL

UUCP
  541
UDP,TCP
UNIX TO UNIX COPY PROTOCOL RLOGIN

STARS FL
  1365
   TCP
OUTGOING FTP CONNECTIVITY

GCCS-M
1024-65535
TCP,UDP
GCCS-M APPLICATIONS

LISTENER
  1025
   TCP
USUAL PORT FOR SYSTEM V REL 3. BLOCK INCOMING CALLS TO PORT

OPENWIN
 2000
  TCP
OPEN WINDOWS

GCCS-M
 2019
  TCP
CST POINT TO POINT

GCCS-M
 2020
  TCP
NETPROC (OPNOTES)

NFS
 2049
  UDP
NETWORK FILE SYSTEM

LISTEN
 2766
  TCP
SYSTEM V LISTEN. LIKE TCPMUX.

X11
6000-

6XXX
  TCP


IRC
6667
  TCP
INTERNET RELAY CHAT

GCCS-M
9120-9200
  UDP
CST MULTICAST
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