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1. INTRODUCTION

The United States Department of Defense (DOD) is developing a Security Management Infrastructure (SMI) to provide engineered solutions (consisting of products and services) for security of networked computer-based systems.  The SMI will provide for the five assurance levels defined in the United States Department of Defense X.509 Certificate Policy [DODCP]. Part of this SMI is a Certificate Management Infrastructure (CMI) consisting of products and services that provide and manage X.509 certificates for public-key cryptography. Certificates identify the entity named in the certificate, and bind that entity to a particular public/private key pair.

Programs that carry out or support the mission of the US DOD require services such as authentication, information integrity, confidentiality, non-repudiation, and access control.  These services are met with an array of network security components such as software applications, workstations, guards, firewalls, routers, in-line network encryptors (INE), and trusted database servers.  The operation of these components is supported and complemented by use of public-key cryptography. Security management services provided by the CMI include: 

· Key Generation/Storage/Recovery

· Certificate and Certificate Revocation List (CRL) Generation and Distribution

· Certificate Update, Renewal, and Re-key

· Certificate token initialization/programming/management

· Privilege and Authorization Management

· System Management Functions (e.g., security audit, certificate tracking, archive, etc.)

The reliability of the public-key cryptography portion of the security solution is a direct result of the secure and trustworthy operation of the CMI, including equipment, facilities, personnel, and procedures.

This document defines the practices (policies and procedures) under which the US DOD Class 3 CMI will operate.  This document does not contain the details of the key recovery policy and practices.  DOD Class 3 key recovery practices are addressed in a separate document.

This document contains the DOD Class 3 CPS for the second layer of CAs operating at the Defense Enterprise Computing Centers.  The CPS for the DOD Class 3 root CA is addressed in a separate document.

This document also contains the reference CPS for the Registration Authorities (RAs) and for the Local Registration Authorities (LRAs).  The DOD Commands, Services, and Agencies (C/S/A) may use this reference CPS while formulating their own CPS.  The actual CPS used by a C/S/A must satisfy the DOD Class 3 CP.

1.1 OVERVIEW 

The United States Department of Defense Certificate Policy, version 5.0 [DODCP] defines the creation and management of Version 3 X.509 public-key certificates for use in applications requiring communication between networked computer-based systems.  Such applications include, but are not limited to, electronic mail; transmission of unclassified and classified information; signature of electronic forms; contract submission signatures; and authentication of infrastructure components such as web servers, firewalls, and directories. Unless otherwise specified, the presumed network backbone for these network security products is the NIPRNET or SIPRNET, since the DOD intends to use existing network backbones.  This CPS covers the DOD Class 3 PKI for both the NIPRNET and SIPRNET.  All PKI entities either reside on the NIPRNET or they reside on the SIPRNET; the entities on the two network do not co-mingle.  From now on, the term “NETWORK” is used to imply either the NIPRNET or the SIPRNET.

1.2 IDENTIFICATION

This is the United States DOD Certificate Management Infrastructure (CMI) Certification Practices Statement (CPS) for CAs at the DECCs.  The practices stated herein conform to the DOD CMI Certificate Policy for Class 3 [DODCP].  Certificates that are created using these practices will assert the Class 3 policy OID:


{joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) dod(2) infosec(1) certificate-policy(11)}


id-US-dod-class3

ID::= {id-certificate-policy 5}

1.3 COMMUNITY AND APPLICABILITY

The following sections introduce the PKI and community roles involved in issuing and maintaining key management certificates. These roles are described in detail in Chapter 5.2.

1.3.1 PKI Authorities

The DOD Policy Management Authority (PMA) is a body established by the Department to:

· oversee the creation and update of certificate policies, including evaluation of changes requested by DOD Services and Agencies
· coordinate with Services and Agencies regarding the DOD Certificate Policy through a consensus-building process; 

· review the Certification Practice Statements (CPS) of DOD operated Certification Authorities and of commercial Certification Authorities that offer to provide services to the DOD by analyzing the CPS documents to ensure that the practices of CAs serving the DOD comply with the DOD Certificate Policies; 

· review the results of Certification Authority audits to determine if the Certification Authorities are adequately meeting the stipulations of approved CPS documents, and make recommendations to the Certification Authorities regarding corrective actions, or other measures that might be appropriate, such as revocation of Certification Authority certificates; 

· establish the suitability of non-DOD policies for use within the DOD (for example, in cases where the technical mechanism of "policy mapping" is being considered); and 

· offer recommendations to the DOD Program and Project Managers and DOD Information System Accreditation Authorities regarding the appropriateness of certificates associated with the DOD certificate policies for specific applications.

A Certification Authority (CA) is an entity authorized by the PMA to issue certificates.  Some certificate information is generated by the CA itself; otherwise, the CA is responsible for collecting information from authorized sources, and correctly entering that information into a “to-be-signed certificate”.  A CA shall include only valid and appropriate information, and maintain evidence that due diligence was exercised in confirming the information.  A CA is responsible for issuance and management of certificates.

The Root-CA is the apex of the PKI hierarchy, the ultimate source of authenticity for all certificates created within its domain. The Root-CA for the Class 3 CMI will be a CA, run by the NSA, at Finksburg.  Beneath the root-CA will be one level of CAs; a number of CAs will be run by DISA for the DOD.  These CAs will be located at the Defense Enterprise Computing Centers.  Size limitations will require that there be multiple CAs; each will be able to handle at least 500,000 certificates.  The DOD CAs will provide identity certificates and email certificates for DOD subscribers.  There will be separate CAs for identity certificates and for e-mail certificates.
A Registration Authority (RA) is an entity authorized by the CA to establish Local Registration Authorities (LRA) and to perform certificate revocation.

A Local Registration Authority (LRA) is an entity authorized by an RA to collect and verify subscribers’ identity and information which is to be entered into public key certificates, and to forward requests to the CA.  An LRA is responsible for identification and authentication  of subscribers (end entities).

A Key Recovery Agent (KRA) is a service, in coordination with the CA, which archives key management private keys for possible recovery.

1.3.2 Related authorities

The CA, RA and LRA systems are operated by trusted personnel.  Roles and responsibilities of these personnel are described later in Section 5.2

1.3.3 End entities

1.3.3.1 Subscribers

A subscriber is the entity whose name appears as the subject in a certificate.  The subscriber is obligated to use its key and certificate in accordance with this CPS.  The DOD Class 3 PKI subscribers include but are not limited to the following categories of entities that may wish to communicate securely:

· DOD uniformed and civilian personnel;

· Contractors and agents operating on a DOD site or using government furnished equipment (GFE) on a contractor site;

· Executive department and agency personnel, and their contractors and agents;

· Foreign government and foreign organization personnel, and their contractors and agents; and

· Workstations, guards and firewalls, routers, in-line network encrypters (INE), trusted database servers and other infrastructure components.  These components must be under the cognizance of humans, who accept the certificate and are responsible for the correct protection and use of the associated private key.

1.3.3.2 Relying parties

A relying party is the entity that, by using a certificate to verify the integrity of a digitally signed message, identify the creator of a message, or establish confidential communications with the holder of the certificate, relies on the validity of the binding between the subscriber's name and public key, according to the procedures defined in this CPS.  A relying party may use information in the certificate (such as certificate policy identifiers) to determine the suitability of the certificate for a particular use.

1.3.4 Applicability

Below is a partial list of several large DOD programs that will use the certificates issued under the DOD Class 3 CP and CPS:

· Defense Message System (DMS) Medium Grade Service for authentication and confidentiality of electronic mail

· Global Command and Control System (GCCS) – authentication and encryption for the purpose of access control to data and services used remotely

· Global Combat Support System (GCSS) - for securing Web transactions and other types of transactions

· Defense Travel System (DTS) - for digital signature to approve travel of subordinates and sign electronic vouchers for travel expenses incurred

· Standard Procurement System (SPS) - to provide digital signature and confidentiality for procurement documents and transactions

Certificates issued by CAs conforming to this CPS will be appropriate for any of these or other programs whose information security requirements are within the scope of the DOD Class 3 CP, as defined in the DOD CP.

1.4 CONTACT DETAILS

1.4.1 Specification administration organization

Defense Information Systems Agency (DISA) is responsible for maintaining this CPS.

1.4.2 Contact Information

Questions regarding this CPS should be directed to 

DOD PKI PMO

ATTN: D25

Defense Information Systems Agency

Skyline 4

5113 Leesburg Pike, Suite 400

Falls Church, VA 22041

1.4.3 Person determining CPS suitability for the policy

The Policy Management Authority (PMA) is responsible for determining the suitability of this CPS for the DOD Class 3 CP.

Since this CPS contains reference CPS for the RA and LRA operations, the PMA is also responsible for determining the suitability of a specific C/S/A CPS for the DOD Class 3 CP. 

2 GENERAL PROVISIONS

2.1 Obligations

The CA will abide by all obligations defined in [DODCP], by following the procedures defined in this CPS.

2.2 Requirements for issuing to non-US government subscribers

CAs may issue certificates to non-DOD entities, such as employees of other government agencies, DOD contractors or agents, or individuals not employed by a DOD Service or agency, if the entity will perform those

duties supported by the PKI on a DOD site or using DOD-GFE at a non-DOD site.  Certificates issued to non-DOD entities that satisfy the on-site or use of GFE criteria will be issued without fee.  The CA shall impose

the stipulations of this section upon Subscribers by including the following provisions in the Subscriber agreements.

2.2.1 Liability

A non-DOD Government Subscriber will have no claim against the DOD arising from use of the Subscriber's certificate or a CA's determination to terminate or revoke a certificate.  In no event will the DOD be liable for any losses, including direct or indirect, incidental, consequential, special, or punitive damages, arising out of or relating to any certificate issued by a DOD CA.

2.2.2 Governing law

The practices in this CPS are governed by the laws of the United States of America.

2.3 Interpretation and enforcement

2.3.1 Severability of provisions, survival, merger, and notice

Should it be determined that any relevant section of [DODCP] is incorrect or invalid, all parties including CAs, RAs, LRAs, subscribers, and relying parties will nevertheless abide by the practices as described in this CPS, until guidance is given for new policy and a new CPS is drafted.

Error or invalidity of a section or sections shall not invalidate other sections.  In other words, all other sections will remain in effect (in force).

2.3.2 Dispute resolution procedures imposed on Subscribers

The PMA shall decide any disputes over the interpretation or applicability of the CPS. 

2.4 Publication and Repository

2.4.1 Publication of CA information

The CA will deliver its CPS to the PMA and any other relevant DOD authority.  It will make its CPS available on a Web site described in Section 2.4.4.  The CA will post the following information for the use of subscribers and relying parties to the repositories listed in Section 2.4.4:

· the certificates that it issues;

· its CRLs that it issues;

· the certificate for its certificate signing key; 

· this CPS; and

· a copy of [DODCP], and any waivers granted by the PMA.

2.4.2 Frequency of publication

Certificates are published following certificate issuance as specified in section 4.2.3.  The CRL is published as specified in section 4.4.3.1.

2.4.3 Access controls

The Web site publishing this CPS will reside on the NETWORK; it will be open to read access to all NETWORK users.  Only designated administrative personnel will have access to modify the published CPS.  The authorized personnel will use ftp service with user ID and password to upload the CPS.

The Directory will reside on the NETWORK behind a firewall; individual entries will be open to read access to all NETWORK users.  For individual entries, access for modification of non-CMI attributes will be limited to the individual represented by the entry or designated administrative personnel, as local policy dictates.  These access controls will be set by administrative function and enforced using the password based authenticated subject identity.  All access to entries other than individual entries, administrative data, and modification of CMI attributes will be restricted to administrative users.  Group (role) access control will be used for administrative functions.

The CA database is on a machine behind a firewall.  File access controls provided by the operating system limit who can modify entries.
2.4.4 Repositories

The Class 3 CMI will include an Lightweight Directory Access Protocol (LDAP) Directory Service for the purpose of publishing certificates and CRLs and a Web site to publish this CPS.  There will be separate LDAP repositories for the identity certificates and for the e-mail certificates.

Purpose
Uniform Resource Locator (URL)

Primary Identity
ldap://ds-3.c3pki.chamb.disa.mil

Primary Identity 
(LDAP over Secure Socket Layer (SSL))
ldaps:// ds-3.c3pki.chamb.disa.mil


Replica Identity
ldap://ds-4.c3pki.den.disa.mil

Primary Email
ldap://email-ds-3.c3pki.chamb.disa.mil 

Primary Email
(LDAP over SSL)
ldaps://email-ds-3.c3pki.chamb.disa.mil:687


Replica Email
ldap://email-ds-4.c3pki.den.disa.mil

Web site for CPS
http://iase.disa.mil

http://www.c3i.osd.mil/org/sio/ia/pki.html.



2.5 Compliance audit

2.5.1 Frequency of Entity Compliance Audit

The CA will arrange annually for independent inspections and compliance audits to validate that the CA is operating in accordance with the security practices and procedures laid out in this CPS.  Results of the compliance audit will be provided to the PMA on request.

The CA will perform aperiodic inspections and compliance audits of the RAs and LRAs.

2.5.2 Identity/Qualifications of compliance auditor

The CA will be audited by the Defense Enterprise Computing Center Information Security Officers (DECC ISSOs) from the other CA site.  In other words, DECC Detachment Chambersburg will audit DECC Detachment Denver, and vice versa.

The root CA or its representative will perform aperiodic audits of the DECC CAs.

The PMA will determine whether the ISSO or the root CA and root CA representative are qualified to perform the compliance audits.

The ISSOs for a CA will have the responsibility to audit the [L]RAs which the CA serves, although this audit may be delegated, at the discretion of the ISSO.

2.5.3 Compliance auditor’s relationship to audited party

The DECC ISSOs are organizationally separate from the DOD PKI operating organization and the ISSO from a different DECC is auditing the CA.

The root CA is organizationally separate from DECC and other CAs.
2.5.4 Topics Covered by Audit

All aspects of the CA operation shall be the subject of the compliance audit.  The scope of the compliance audit will include all the practices described in this CPS, if applicable to the entity being audited.

2.5.5 Actions Taken as a Result of Deficiency

If a CA is found to not follow this CPS during a compliance audit, the PKI PMO will be made aware of the problem.  The PMA and the commanding authority will discuss ways to remedy the problem and set a timetable as to when the problem must be fixed.  A subsequent inspection by the PMA will ensure that the problem has been fixed.  If the violation is of a serious enough nature, the PMA (working with the commanding authority) may decide to shut the CA down until the problem is remedied.

2.5.6 Communications of Results

Results of a compliance audit of the CA will be communicated to the PKI PMO, and to the PMA by the compliance auditor.  The results will be provided as a written report.  The report will contain a summary table of topics covered, areas in which CA was found to be non-compliant, a brief description of the problem(s) for each area of non-compliance, and possible remedies for each area.  The report will also contain the detailed results of the compliance audit for all topics covered, including the topics in which the CA passed and the topics in which the CA failed.  Notification of compliance audit failure, the topics of failure, reason(s) for failure, and possible remedies will be provided immediately, upon the conclusion of the compliance audit, in a written form to the CA and to the PMA.  A comprehensive report may be provided later.

The CA will communicate the results of the compliance audit it conducts on its subordinate [L]RAs.  Upon request by the PMA, the CA will also provide the PMA the results of the compliance audit the CA conducts.  The results will be provided as a written report.  The report will contain a summary table of topics covered, areas in which [L]RA was found to be non-compliant, a brief description of the problem(s) for each area of non-compliance, and possible remedies for each area.  The report will also contain the detailed results of the compliance audit for all topics covered, including the topics in which the [L]RA passed and the topics in which the [L]RA failed. Notification of compliance audit failure, the topics of failure, reason(s) for failure, and possible remedies will be provided immediately, upon the conclusion of the compliance audit, in a written form to the [L]RA.  A comprehensive report may be provided later.

2.6   Confidentiality

2.6.1 Types of information to be protected

The following information collected from or provided to the subscribers will be kept confidential: subscriber private key, passwords, information on the subscriber identity card that is not required to be made public (e.g., driver license number, passport number, social security number, etc.)

Information in transit between the [L]RA and CA will be encrypted to provide data confidentiality.  Information stored on the CA workstation will be protected by password.

2.6.2 Information release circumstances

The CA will disclose confidential information to any third party when required by this CPS, DOD Class 3 CP, by law, government rule or regulation, or order of a court of competent jurisdiction.  Any request for release of information will be authenticated.  The authentication will consist of validating the identity of the requester using two forms of photo identifications.  The individual’s authority to obtain the information will be validated using at least one of the following means:

· The individual has the duly executed court order from a Federal court;

· The individual has duly executed request from the DOD Office of Inspector General;

· The individual is the subscriber itself; or

· The individual has a duly signed request from the subscriber requesting the release of the information from the subscriber

Court orders and IG requests must be approved by DISA General Counsel.

2.7 Intellectual Property Rights

The US DOD shall maintain ownership of subscriber private keys and subscriber public key certificates.

IDENTIFICATION AND AUTHENTICATION

This section contains the practices to be followed in identifying and authenticating RAs, LRAs, and subscribers involved in the certification request process. 

2.8 INITIAL REGISTRATION

2.8.1 Types of names

The DOD Class 3 PKI will only use the following name forms: DN, URL, and RFC-822.

Certificates shall use X.500 Distinguished Names (DN) for subscribers, CAs and RAs.

Certificates may optionally contain an subscriber alternate name form in the subjectAltName field.  The e-mail certificates will contain an rfc822 address in subjectAltName.

2.8.2 Need for names to be meaningful

The CA relative distinguished name (RDN) under ou=DOD shall be as follows:

· For DOD CLASS 3 Root CA, the RDN shall be CN=DOD CLASS 3 Root CA

· For DOD CLASS 3 nth authentication certificate CA, the RDN shall be CN=DOD CLASS 3 CA-<n>

· For DOD CLASS 3 nth e-mail certificate CA, the RDN shall be CN=DOD CLASS 3 EMAIL CA-<n>

The root CA operating under this CPS shall only sign certificates with subject names from within the name-space C=US/O=US Government/OU=DoD/OU=PKI.  The intermediate CAs subordinate to the root will operate with the same name space as the root.

For individuals, the DN will contain OU. The complete DN for an individual is:

cn=< last name, generational qualifier, first name or initial, middle name or initial, and a ten-digit unique identifier number >, ou=<C/S/A>, ou=PKI, ou=DoD, o=U.S. Government, c=US

For equipment, the common name will be an identifier or name which reasonably identifies that equipment.  Servers will use their dNSName as their common name.

The host name is the server’s domain name service (DNS) host name. The complete DN for a host is:

cn=<host name>, ou=<C/S/A>, ou=PKI, ou=DoD, o=U.S. Government, c=US

2.8.3 Rules for interpreting various name forms

The DOD Class 3 PKI will only use the following name forms: DN, URL, and RFC-822.  These name forms will be interpreted in accordance with the applicable ISO and Internet standards. 

2.8.4 Uniqueness of names

Name uniqueness across the DOD will be enforced.  Names will be assigned by LRAs and made unique through use of UID mechanism described below.

For an individual, the common name will consist of a legal name based on the subscriber’s US Government ID or Military ID, and a unique identifier (UID). These DNs will be created by an LRA using UIDs from a block supplied by DISA.

The UID will be a ten (10) digit number, creating a name space of 10 billion numbers.  The Naming Authority (NA)  (D25 in DISA) will authorize LRAs to use blocks of numbers (a number is called an Unique Identifier or UID), such that each block is assigned at most once.  LRAs will manage their use of these numbers such that any given number is assigned to at most one individual.  LRAs will assign names to reflect the organizational affiliation of the subject and a common name.  Common names for individuals will be based on legal names from government or military IDs and will be of the form last.first.middle.uid; this will serve to help identify the certificate subject. However, uniqueness will be guaranteed by the UID.  Common names for equipment will be formed in an analogous manner, with the equipment name and an UID being concatenated to give the name both meaning and uniqueness.

A UID once issued will never be used again for another subject, regardless of the status of the subject to which it was issued.

In subscriber certificates issued by the DOD, the entire common name will not exceed 64 characters and will be unique.  Applications should not assume a particular format for the common name.  In current certificates, the common name consists of last name, generational qualifier, first name or initial, middle name or initial, and a ten-digit number, separated by periods; e.g., Smith.Jr.John.A.1234567890.  The name will be based on the name appearing on the individual’s military or civilian ID card for military and DoD civilian personnel respectively and Social Security card or driver’s license for non-DoD personnel.

2.8.5 Name claim dispute resolution procedure

Naming collisions (which will necessarily be UID duplication) are be reported to an LRA as the local PKI representative.  The LRA shall investigate and correct, if necessary, any UID collisions brought to its attention, and report any others or any naming block collisions to the NA (i.e., DISA).  The naming authority will investigate and correct, if necessary, any UID block collisions brought to its attention.  Correction will consist of revoking and re-issuing all certificates containing duplicate UIDs.

2.8.6 Recognition, authentication, and role of trademarks

The LRA will not knowingly assign names that contain trademarks.  The LRA will not seek evidence of trademark registrations nor in any other way police trademark rights.

2.8.7 Method to prove possession of private key

In all cases where the subscriber generates keys, the subscriber is required to prove possession of the private key that corresponds to the public key in the request.  The CA will require, during the identity certificate request dialogue with the subscriber, a signed token to verify that the subscriber is in possession of the private key corresponding to the public key in the certification request message.

For the key management certificates, the proof of possession is performed by the Key Recovery Agent (KRA).  The KRA receives both the private key and the public key from the subscriber.  The KRA performs a check that the key pair  is valid and sends the public key to the CA for the generation of the subscriber key management certificate.

2.8.8 Authentication of organization identity

DOD PKI CAs will issue certificates only to an individual person or device, not to organizations.  Authentication of individuals and devices is discussed in the following subsections.

2.8.9 Authentication of individual identity

Individual authentication will require the following documentation (see Appendix A):

1. A signed declaration by the person performing the authentication that they verified the identity of the subscriber against an official government-issued photo ID, including an identifying number of the ID and the date and time of the verification

2. A declaration of identity, signed with a handwritten signature by the certificate applicant in the presence of the person performing the identity authentication

2.8.9.1 CAs

CA servers are established by the DOD PKI Steering Committee upon approval by the DOD PMA.  The CA certificates are generated by the class 3 root CA based on a certificate request that includes the generated public key.

2.8.9.2 RAs and LRAs 

RAs and LRAs will be named as subscribers. 

RAs will be authenticated in person, using a government picture ID, during training by an instructor.  RAs will be checked against a list of authorized RAs submitted by the C/S/As to D25.  D25 will supply this list to the CA.  In some circumstances, another RA will perform the identity authentication described above.

Candidate LRAs will have their identities authenticated in one of the following ways:

1. In person, by having an RA examine a government picture ID (this is the preferred method)

2. By an existing LRA, as above

3. By a security officer or other trusted official, as above

4. As a last resort, for a remote candidate, by a notary public, as above

After generating a key-pair and submitting a certificate request to the CA, candidate [L]RAs will print (and sign) and also save as a file the “Personal Certificate Signing Request” which will be sent to the requester after the submission of the certificate request.  The information in this document (paper or electronic) will be sent (to the CA administrator for RAs or to an existing RA for candidate LRAs) by secure electronic mail, secure fax, or over a secure voice phone (a candidate LRA may send a notarized copy of the document by registered mail).  The contents of the document will be verified against the information in the certificate request, an entry will be created in the directory for the requester, and the requester will be given the URL from where to download the certificate.  It will be stored on a FIPS 140-1 Level 2 Smart Card.

2.8.9.3 Subscribers

To identify and authenticate certificate subscribers, a subscriber will appear in person at an LRA, and prove his/her identity with a military/government ID that contains both a name and a picture.  The LRA will have a list or other means of verifying the subscriber’s need for a certificate.  The LRA will authenticate organizational affiliation using DEERS/RAPIDS database other approved means.

Certificates will be requested by the LRA by providing a list of subscribers to the CA.  At a minimum, the LRA will provide the following information for each subscriber to the CA in an ASCII file, signed by the LRA:

· Distinguished Name (including UID)

· One-time password generated by the LRA and then SHA-1 hashed

· Organization

· Email address if an email certificate is required

The following additional information will be provided for the entire list:

· LRA Identifier – to identify the source of the information

· The date submitted

· Version of LRA software

The UID and one-time 8-character password will be supplied to the subscriber by the LRA during the registration process (see Appendix A).  The UID and 8-character password will then be used to authenticate the subscriber in the certificate request transaction between the subscriber and the CA server.  During this process, the subscriber will choose a password that will be used to protect access to the private key stored on the subscriber workstation.  The subscriber will be advised to choose a password of at least eight characters, that contains upper and lower case characters and at least one number, and which does not include any names or familiar words; however, there is no enforcement of these password rules.

2.8.10 Authentication of Component Identities

Some system components (routers, firewalls, etc.) will be named as certificate subjects.  In such cases, the component must have a human server administrator as described in Section 5.2.1.4.  The server administrator is responsible for providing to the LRA correct information regarding:

· equipment identification

· equipment public keys

· equipment authorizations and attributes (if any are to be included in the certificate)

· contact information to enable the CA to communicate with the server administrator when required.

The LRA shall verify source and integrity of the data collected.  Acceptable methods for performing this authentication and integrity checking are:

· Verification of digitally signed messages sent from server administrators (when using certificates of equivalent or greater assurance than that being requested); or

· In person registration by the server administrator, with the identity of the server administrator confirmed in accordance with the requirements of Section 3.1.9.

2.9 CERTIFICATE RENEWAL, UPDATE, AND ROUTINE RE-KEY

2.9.1 Certificate re-key

The longer and more often a key is used, the more susceptible it is to loss or discovery.  This weakens the assurance provided to a relying party, that the unique binding between a key and its named subscriber is valid.  Therefore, it is important that a subscriber periodically obtain new keys and re-establishes its identity.  Re-keying a certificate means that that a new certificate is created that is identical to the old one, except that the new certificate has a new, different public key; a different serial number; and may be assigned a different validity period.  Certificates issued by this CMI to subscribers will have three-year maximum validity period for authentication certificates and two year maximum validity period for the electronic mail certificates.

The CA will revoke certificates when authorizations conveyed in the certificates are revoked.  The DoD CLASS 3 PKI may implicitly convey authorizations through organizational identity information in the subject Distinguished Name.  The LRA and RA CPS documents document the procedures used to identify changes to subscriber organizational affiliation, as well as the mechanisms used to request certificate revocation due to affiliation change.

Subscribers will use a client authenticated SSL session followed by a Certificate Request Message Format (CRMF) request for a new key in the same SSL session.

Subscriber signature and confidentiality keys will be re-keyed every three years, however, the subscriber or the CA may choose to re-key sooner if the certificate life is shorter than three years, e.g., e-mail certificates.  If the subscriber has rekeyed twice, the subscriber may not rekey again.  Instead, the subscriber will be required to go through the initial registration process.

CAs will be rekeyed every 3years with a certificate validity period of 6 years.

2.9.2 Certificate renewal

This CMI will not support this capability.

2.9.3 Certificate update

This CMI will not support this capability.  When data contained in a certificate requires changing, the certificate will be revoked and a new one with new public key will be issued as described previously.

2.10 REKEY AFTER REVOCATION

Subscribers must repeat the initial certificate registration and request process for re-key after a revocation.

2.11 REVOCATION REQUEST

Subscribers must advise the cognizant RA or LRA if they 1) no longer require use of the certificate (e.g., termination of employment, change of job responsibilities), 2) know of or suspect a compromise of their private key, or 3) have changed their name.  The cognizant RA or LRA may request revocation of a subscriber’s certificate for any of the above reasons.  The cognizant RA or LRA may also initiate revocation of a subscriber’s certificate if there is a violation of the subscriber agreement. 

If the RA and the LRA are unavailable, the subscriber or the authorities may contact the CA to revoke a certificate.

Subscribers will submit revocation requests to an LRA; the request must be authenticated.  The request could be signed with the private key of the certificate being revoked (regardless of whether or not the private key has been compromised); the request could be made in person; or the subscriber could be authenticated using secure phone or secure fax<provide a list of other means>.  The LRA will review all revocation requests to ensure that the revocation requests are validly authenticated and then submits the revocation request to an RA via S/MIME.  The RA verifies the LRA signature on the S/MIME message. The RA will authenticate to the CA server and revoke the certificate.  A CRL entry will be automatically created for the revoked certificate and will be added to the CRL list.  An entry for a revoked certificate must be retained on the CRL until that certificate’s expiration date has passed.  In addition, all revocations will be maintained in the archive[the archive is maintained separately—written to CD-ROM] so that it can later be determined whether the certificate was valid at the time of a transaction, even though this verification may occur many years after the certificate has expired.

Other authorized entities may also make revocation requests to an LRA, as described for subscribers.  The list of the other authorized entities must be made available to an LRA.  The LRA will authenticate the identity of the authorized party using means similar to the ones it uses for the subscribers.  The LRA will then use the list of the other authorized parties in order to validate their authority to request the revocation of a certificate.  Once the identity and authorization are validated, the LRA will send a digitally signed revocation request to the RA.

Any requests to revoke a CA or the root CA certificate must be made to the CA administrator at the Root CA and must come from the DOD Policy Management Authority.  The request must be communicated to the Root CA via secure means, such as organizational message (DMS), Medium Grade Service message, secure telephone, secure fax, or in person.  

3 OPERATIONAL REQUIREMENTS

3.1 CERTIFICATE APPLICATION

A subscriber will request a certificate via an LRA as previously described, and will receive:

· a unique number (UID)

· a one-time password

· root certificate fingerprint

The subscriber will be required to physically sign an acknowledgment of responsibility for the handling of cryptographic materials.

The subscriber will complete the certificate request process as described in the following sections.

The DOD PMA will require an initial compliance audit, performed by parties of the PMA’s choosing (but usually by the ISSO at the CA site), to ensure that the CA is prepared to implement all aspects of this CPS, prior to the DOD PMA authorizing the CA to issue and manage certificates asserting the DOD certificate policies.  If authorized, the PMA will notify both the CA and the cognizant ISSO of the right to operate.  The PMA will also authorize the root CA to issue a certificate to the CA.

Requests by Certification Authorities for CA certificates to the root is submitted using the following process: A  memo (on the CA site letterhead) is submitted designating a primary and alternate POC.  This memo is signed by the CA site Director.  The memo contains the CA Distinguished Name for the ID and e-mail CA.  The memo also contains the name of the electronic file which contains the certificate request and the names of the electronic files in which the root CA should provide the CA certificate and the root CA certificate.  An 8 mm tape containing the certificate request and a backup tape are provided.  A transmittal material form (form A1295A) is filed out for the tapes.  The four items: letter, tape, backup tape, and form A1295A are put in a sealed envelop.  Two people need to carry the envelop to the root CA in Finksburg, MD to drop off the request and to pick up the certificates.  The request must be maintained in a locked container during transport.
RAs are nominated by CINCs/Services/Agencies to DISA in a (paper) signed memorandum.  DISA authorizes the CA Operator to add the nominee to the RA group in the directory and to approve a certificate for that nominee.  The local base/post/camp/station nominates LRAs to the CINC/Service/Agency RA.  The RA creates the LRA by adding the LRA to the LRA privilege group for the directory and by approving their certificates.

[L]RA communicate with the CA securely using client authenticated SSL sessions. 

3.2 CERTIFICATE ISSUANCE

3.2.1 Signature Certificates

Signature certificates for individuals will be issued via a Web browser, using the following procedures:

1. The subscriber/browser (human user) will initiate a secure HTTP session with a Web server, and the Web Server will authenticate itself to the subscriber via SSL

2. The subscriber will be prompted to download the root CA certificate and to verify its authenticity by comparing the fingerprint of the certificate as presented to the subscriber with the fingerprint given to the subscriber at registration

3. The subscriber/browser (human user) will then initiate a secure HTTP session with the CA, and the CA will authenticate itself to the subscriber via SSL.  This SSL session is used to prevent highjacking of the remainder of the registration process

4. The subscriber will provide the following to the CA: a unique number (provided by the LRA), a one-time password (provided by the LRA)

5. The browser will generate a key pair

6. The subscriber will be prompted to choose a password to protect the private key 
7. The browser will send the public key to the CA in a certificate request signed with the subscriber’s private key

8. The subscriber may export the private key using PKCS 12 credentials

3.2.2 Email Certificates

The procedure for email (key management (KM) or encryption and signature certificates) differs from the procedure for signature keys because it is electronic; the subscriber will authenticate the certificate request using its signature (identity) key, in the same way as for electronic re-key.  The CA will use information from both the request and the Directory to populate the certificate.

For a KM key, the subscriber will transmit the private key to a key recovery agent, i.e., the CA in a CRMF message encrypted with the public key of the key recovery agent and signed with the subscriber’s private key. The KRA will securely store the private key for later recovery.  The details of the key escrow and key recovery procedures will be documented in the Key Recovery Policy and Practices document.

3.2.3 RA Certificates

RA candidates generally request certificates during RA training.  The candidate generates a private key pair using a browser and a crypto smart card and submits a certificate request to the CA via an HTTPS session.  The instructor or another RA authenticates the candidate face-to-face by checking his or her government photo ID.  The RA subsequently makes a secure request containing the request number and a portion of the public key (via secure fax or secure phone) that the CA administrator approve the request.  The candidate then retrieves his/her certificate.

3.2.4 LRA Certificates

The LRA candidate generates a private key pair using a browser and a crypto smart card and submits a certificate request to the CA via an HTTPS session.  The RA authenticates the LRA candidate by meeting face-to-face with the candidate or using some other trusted person to authenticate the LRA by checking his or her government photo ID.  If a face-to-face transaction between the RA and LRA is not possible, the following entities can perform the face-to-face authentication for the RA, in decreasing order of preference: an existing LRA, a security officer, or a notary public.  The RA subsequently approves the candidate’s certificate request via client authenticated HTTPS.  The candidate then retrieves his/her certificate.

3.2.5 Server Certificates

The server administrator creates a PKCS #10 certificate request using tools on the server.  The server administrator uses a browser to upload that request to the CA server.  The server administrator then provides the floppy disk and letter to the LRA in person.  The LRA then provides the certificate signing form to the RA by secure fax, secure e-mail, or by fax or e-mail confirmed by a secure phone call.   The RA accesses the CA via client authenticated HTTPS and approves the request.  The CA formulates and signs the certificate, publishes the component’s certificate to the directory.  The server administrator imports the certificate chain and installs it on the server.

3.2.6 Issuance

When the CA server receives a certificate request, the one-time password will be verified against the password provided by the LRA for this subscriber.  Three incorrect password attempts will prevent issuance of that certificate until reset by the LRA.

If the password is verified, the CA server will issue the certificate containing the information provided by the LRA and the public key received in the request.  The subscriber can then download the certificate from the CA server immediately.  The CA will publish the certificate in the appropriate Directory server (i.e., identity or e-mail) in the entry named by the DN in the subject of the certificate.

If a certificate request is denied, then the CA will not create the requested certificate, and will work with the LRA to resolve the problem.

Root-CA certificates will be available for download from the Web server.  In addition, a fingerprint of the root certificate (hash of the certificate) will be given to the subscriber during registration as a protection against it being substituted; it will be an obligation of the subscriber to verify that the fingerprint of the root-CA certificate it is using matches the one provided at registration.

3.3 CERTIFICATE ACCEPTANCE

When the certificate request transaction with the CA is complete, the subscribe, server administrator, or LRA will be informed via e-mail of the successful creation of a certificate.  The subscriber’s signature on the Certificate Registration Instructions (CRI) during the certificate request process will be deemed as the acceptance of the certificate.

3.4 CERTIFICATE SUSPENSION AND REVOCATION

3.4.1 Revocation

3.4.1.1 Circumstances for revocation

Under the following circumstances a certificate will be revoked:

· Device (cryptographic module) containing the subscriber private is lost, stolen, or suspected of being compromised

· Subscriber is suspected of fraud or other adverse behavior

· There is a change in the subscriber’s e-mail address (this revocation is only applicable to e-mail certificate)

· Subscriber changes CINC/Service/Agency and the subscriber is a civilian

· Subscriber leaves the DOD

· Subscriber forgets the password

· Suspicion, by anyone authorized to request certificate revocation (see 3.4), that the private key associated with a certificate has been compromised; 

· The subscriber or other authorized party (as defined in this CPS) asks for his/her certificate to be revoked

Whenever any of the above circumstances occur, and a revocation request is approved by an RA, the associated certificate is revoked and placed on the CRL.  Certificates remain on the CRL until they expire; they are removed from the CRL after they expire; however the revoked certificate must appear on at least one published CRL.  An RA uses a client authenticated SSL session with the CA to request revocation of  certificates.  The CA also validates that the SSL client is a valid RA.  This validation is achieved by matching the DN in the client certificate with the list of authorized RAs the CA maintains.

3.4.1.2 Who can request a revocation

Revocation can be requested by a subscriber, an [L]RA, or other authorized party (see 3.4).  It is the responsibility of the RA to validate the request.  The RA is the entity that effects the revocation.  The RA relies on the LRA to validate the identify and authorization of the revocation requester.  All subscribers are authorized to request revocation of their own certificates.  Section 3.4 contains the list of other parties authorized to request revocation of a subscriber’s certificate.

3.4.1.3 Procedure for revocation 

The RA will review all revocation requests to ensure that the revocation requests are legitimate and will then revoke the certificate, as follows:

1. Revocation request must be submitted by an authorized entity who is physically or electronically authenticated, as defined earlier in this CPS; in many cases the LRA serves as an intermediary who authenticates the request in a face-to-face transaction and uses local knowledge to determine whether the individual is authorized to make a revocation request

2. RA establishes a revocation request connection to the CA server

3. Authenticate to the CA server

4. Use the revocation form to indicate the certificate to be revoked; the revocation is carried out using client authenticated SSL with CA verifying that the client is a valid RA.  The revocation form contains the ability for the RA to enter the reason code.  The reason code is generally supplied by the LRA or the subscriber.

5. A CRL entry will then be automatically created for the revoked certificate and will be added to the CRL list.

A subscriber or other authorized party may request revocation of the subscriber’s certificate using any format that identifies the certificate to be revoked, explains the reason for revocation, and allows the request to be authenticated (e.g., digitally or manually signed).  In particular, if the revocation is being requested for reason of key compromise or suspected fraudulent use, then the subscriber’s and the RA’s revocation request must so indicate.  Authentication of certificate revocation requests is important to prevent malicious revocation of certificates by unauthorized parties. 

3.4.1.4 Revocation grace period

There is no grace period for revocation under this CPS; subscribers and other authorized parties are required to request revocation of a certificate as soon as they detect a need for revocation.

3.4.2 Suspension

Certificates are not to be suspended under this CPS.

3.4.3 Certificate Revocation Lists

3.4.3.1 CRL issuance frequency

CRLs will be issued daily by the CAs and every 28 days by the root CA, even if there are no changes or updates to be made, to ensure timeliness of information.  CA servers automatically overwrite superceded CRLs upon posting of the latest CRL.

If a CRL is being issued as a result of a key compromise or a CA revocation, the CRL will be posted as quickly as feasible, but shall be posted within twenty-four hours after notification of the compromise or decision to revoke the CA.

3.4.3.2 CRL checking requirements

Certificates may be revoked prior to their expiration.  Use of revoked certificates could have damaging or catastrophic consequences in certain applications.  Therefore, parties relying on CRLs must, via their applications, check a current, valid CRL for every certificate in the certificate path, if it is feasible to obtain these CRLs.  If it is temporarily infeasible to obtain revocation information, then the relying party must either reject use of the certificate, or make an informed decision to accept the risk, responsibility and consequences for using the certificate.

Relying parties must check for a new CRL daily, but must check at least weekly, and must always retrieve a new CRL if the current one has expired.

3.4.4 On-line status checking

The class 3 PKI currently does not support Online Certificate Status Protocol (OCSP).

3.4.5 Other forms of revocation advertisements available

The DOD Class PKI will not support other forms of revocation advertisement.

3.4.6 Special requirements related to key compromise

The RA can enter the reason code for certificate revocation; one of the permitted reason codes is key compromise.

3.5 SECURITY AUDIT PROCEDURES

The CA equipment shall be able to record, for purposes of audit, events as described below, whether the events are attributable to human action (in any role) or are automatically invoked by the equipment.  At a minimum, the information recorded shall include the type of event, and the time the event occurred.  In addition, for some types it will be appropriate to record the success or failure, the source or destination of a message, or the disposition of a created object (e.g., a filename). 

3.5.1 Types of events recorded

The audit trail will be recorded by the SUN SOLARIS operating system operating the CA equipment, the CA application, and manual entries in logs.  The events will be generated by the operating system, the CA application or the CA personnel.  The operating system generated audit records will be stored in the operating system audit log; the CA application generated audit records will be stored in the CA audit log; and the CA personnel recorded audit will be in a physical log book.

The operating system audit log and the CA application audit log are enabled during CA installation.

Solaris audits the following events:  file read, file write, change of access controls on an object, change of an objects attributes, file creation and deletion, open and close of a file, process execution, network events (such as binds, connections), inter-process communications, administrative actions (such as mounting a device), logins and logouts, and system calls.

Separate audit logs are maintained on the CA and KRA.  The Netscape CMS application audits the following events: status messages such as  “Certificate Management System initialization complete” and “Request  for operation succeeded”, failures to  perform a certificate service operation (“User authentication failed” or  “Certificate revoked”) and unexpected situations that can cause  irrevocable errors, misconfiguration in the server is causing  an error, occurrences that affect the security of the server  (for example, “Privileged access attempted by subscriber with revoked or  unlisted certificate” .  Communications problems, privileged access denials, publication or denied publication to the LDAP directory are logged.  Certificate issuance and denial of certificate requests are logged.

The following events identified in the Class 3 CP are recorded by the audit agents listed:

· CA server access (i.e., logon) – generated by the operating system

· messages received from any source requesting CA actions,  (certificate requests, certificate signing, certificate revocation, compromise notification) – generated by the CA application

· actions taken in response to requests for CA actions – generated by the CA application

· physical access to, loading, zeroizing, transferring keys to or from, backing-up, acquiring or destroying CA cryptographic modules – generated by the CA personnel (crypto officer)

· receipt, servicing (e.g., keying or other cryptologic manipulations),  and shipping hardware cryptographic modules – generated by the CA personnel (crypto officer)

· posting of any material to a repository – generated by the CA application

· anomalies, error conditions, software integrity check failures, receipt of improper or misrouted messages – generated by the CA application

· any known or suspected violations of physical security, suspected or known attempts to attack the CA equipment via  network attacks, equipment failures, power outages, network failures, or violations of this certificate policy – generated by the CA personnel (CA administrator)

· server installation – generated by the CA personnel (CA administrator)

· access, and modification (to include changes in configuration files, security profiles, administrator privileges) – generated by the operating system

· CA equipment access (e.g., room access) – generated by the CA personnel (CA operator)

· file manipulation and account management – generated by the operating system

· access to CA databases for other than above reasons – generated by the CA application and by the operating system

· any use of the CA signing key – generated by the CA application

For each auditable event, the CA audit record shall include, at a minimum:

· the type of event 

· the time the event occurred

· for messages from RAs (or other entities) requesting CA actions, the message source, destination and contents

· for attempted CA certificate signature or revocation – a success or failure indication

· for operator initiated actions (including equipment and application access), the identity of the equipment operator who initiated the action.

All audit logs, both electronic and non-electronic, shall be retained in accordance with the requirements of Section 4.5.3, and made available during compliance audits. 

3.5.2 Frequency of processing data

The CA audit data shall be processed daily.  The operating system and application generated audit files will be backed up daily on a long-term removable storage media.  The physical log book will be stored in a safe location after it is full.

The CA audit log will be reviewed at least weekly for anomalies.

3.5.3 Retention period for security audit data

The audit log will be retained as part of routine system backup, and backup records retained as the archive.  The CA administrator responsible for backup will backup the electronic logs daily.  Audit data shall be retained as archive records in accordance with section 4.6.2.

The OS and CA audit log files are first backed up and then deleted by the ISSO.  The deletion is accomplished using the operating system command.  The audit log files are automatically renamed and closed when they reach a defined limit.  This keeps the audit files to manageable size.

3.5.4 Protection of security audit data

The current physical audit log will be stored in the CA room.  Only CA personnel shall have access to the log and only make the entries they are authorized for.

The electronic logs will be protected using the discretionary access control mechanism of the operating system.

All backup copies of operating system or application security audit logs are transferred to the ISSO, at which point the ISSO does not allow the CA to access them again.

3.5.5 Security Audit data backup procedures

The operating system audit log will be backed up daily using the audit log backup procedures.

The CA application log will be backed up daily using the file backup procedures.

3.5.6 Security Audit collection system (internal vs. external)

The audit system will be internal to the CA/RA/LRA equipment.

The CA audit log will be rotated out to tape on a daily basis.  The SOLARIS operating system is designed such that if the disk system gets full and auditing can not occur, the system will shut down.

The [L]RA will rotate the audit log out to tape on a regular (weekly or more frequently).  The NT operating system will be configured so that the user is warned when the audit log is full.  The operator will either rotate the audit log or get the appropriate, authorized individual to rotate the audit log.

3.5.7 Notification to event-causing subject

No notification will be given to event-causing subjects.

3.5.8 Vulnerability assessments

The CA administrator and ISSO shall be watchful for anomalies and attempts to violate the system.  The audit log should be checked daily, but will be checked no less often than weekly by the ISSO for security anomalies and to verify the continuity of the log.

3.6 RECORDS ARCHIVAL

3.6.1 Types of data archived

The CA system administrator will produce archive records on a weekly basis.  The electronic records shall be stored on a removable storage medium.  The archive records include data received from [L]RA and subscribers,  the certificates and CRLs it generated, certificate requests and certificate revocation requests it received.

At initialization, the CA system equipment configuration files will archived, as will the CPS and any contractual agreements to which the CA is bound.  During CA operation, the following data shall be recorded for archive:

· All changes to CA system equipment configuration – physical record

· All certificates and CRLs generated at this CA system – CA application

· All expired certificates – CA application

· All requests to create certificates – CA application

· All requests to revoke certificates – CA application

· All security audit data

3.6.2 Retention period for archive

Archive records shall be kept for a period of at least ten years, six months. Applications required to process the archive data shall also be maintained for as long as necessary.

Long term archive for the CA will be stored on site at the DECC in a fire-proof vault with locks.  Short term media (i.e., one month’s storage) that contains archive for the CA will be stored in a location separate from the CA equipment.  This will be achieved by storing the DECC Detachment Chambersburg data at Detachment Mechanicsburg and DECC Detachment Denver data at a retired Computer Center located on former Lowry AFB.  This facility is temperature controlled and behind the locked computer room doors.

3.6.3 Protection of archive

Long term protection of the archive will be provided by use of a removable storage medium.

Archive will be labeled with the CA DN, the date, and the classification.

Prior to the end of the archive retention period, the CA will provide archived data and the applications necessary to read the archives to a PMA approved DOD archival facility.

Long term archive for the CA will be stored on site at the DECC in a fire-proof vault with locks.  Short term media (i.e., one month’s storage) that contains archive for the CA will be stored in a location separate from the CA equipment.  This will be achieved by storing the DECC Detachment Chambersburg data at Detachment Mechanicsburg and DECC Detachment Denver data at a retired Computer Center located on former Lowry AFB.  This facility is temperature controlled and behind the locked computer room doors.

The CA will maintain a list of individuals who can access, modify, and delete the on-line archive files.

3.6.4 Archive backup procedures

Archive records will be backed-up as part of the nightly normal system backup procedure. 

3.6.5 Archive collection system 

Archive data will be put on CD-ROM files weekly.

3.6.6 Procedures to obtain and verify archive information

Archive information will be provided to the requester by the ISSO.  The ISSO will retrieve the information from the CD-ROM and digitally sign it and send it to the requester.

3.7  CA KEY CHANGEOVER

A CA uses a signing (private) key for creating certificates; however, relying parties employ the CA certificate for the life of the subscriber certificate beyond that signing.  Therefore, authorities must not issue subscriber certificates that extend beyond the expiration dates of their own certificates and public keys and the CA certificate validity period must extend beyond subscriber certificate validity period.  To minimize risk to the CMI through compromise of an authority’s key, the private signing key will be changed more frequently, and only the new key will be used for certificate signing purposes from that time.

When the time comes to rekey a subordinate CA, the CA administrator will use a GUI interface to generate a new key pair and create a PKCS #10 request.  The request along with the candidate CA’s CPS will be transported by courier or accountable delivery to the Root CA on diskette where the request will be pasted into the CA certificate request form on a local terminal running a browser.  The certificate response (in PKCS #7 format) will be stored on the diskette and returned to the CA using the courier or accountable delivery service.

When the root CA rekeys, the subscribers will be given a URL to download the new root.  The fingerprint for the new Root will be appear on new certificate request forms.  It will also distributed via paper memoranda and S/MIME messages signed with certificates under the old root.

The following table summarizes the validity period of the CA certificate and the lifetime of the associated private key, separated by a slash.  Note that signature keys that have expired for the purposes of certificate signing may still be used for CRL signing.  All values are in years.


CA
Root-CA

CLASS 3
6/3
20/10

3.8 COMPROMISE AND DISASTER RECOVERY

3.8.1 Compromise recovery

In the event of the compromise of a CA key, the Root-CA will be informed via secure communication (e.g., a STU-III).  The Root-CA will revoke the certificate that corresponds to the compromised key, generate a new CA certificate, and publish the revocation information immediately in the Directory.  Revocation of Root and other CA certificates must be authorized by the PMA.

The CA will use STU-III to notify the RAs of the key compromise.  The RAs will use STU-III to notify the LRAs of the key compromise.  The LRAs will use <define means> to notify the subscribers.  The subscribers will apply for new certificates.

If the Root-CA key is compromised, the PMA will be notified via secure communication, and the above procedure carried out by all of the subordinate CAs.  Every subscriber will install the new root-CA certificate as part of the registration process.

In the event of the compromise of the key of an RA or LRA, the certificate corresponding to the compromised key, and all subscriber certificates issued after the key was suspected to be compromised, will be revoked.  Affected subscribers will be notified using <define the means>; they will be asked to apply for new certificates.

3.8.2 Disaster Recovery

The CA servers will operate at DECC with back-up power
 and telecommunications and appropriate infrastructure system redundancies, and, therefore, long outages are not anticipated.  However, if an outage is anticipated to become, or becomes, an extended outage, the disaster recovery plan will come into effect.  An extended outage is defined as one in which the ability of CA to revoke certificates cannot be re-established within one week.  The details of this plan are defined in the DECC Disaster Recovery Plan.  Daily incremental system backup and weekly full system backups will be done in order to support the disaster recovery.  The weekly backup tapes will be secured in an off-site location.  The cryptomodule and key material will be backed up following the nCipher documentation.

In the event of an outage, the CA service will be unavailable until repair is accomplished.  At that time, the CA will be restored from the last valid backup and if necessary, a backup of the cryptomodule and key material, and all actions taken subsequent to that backup will be lost.  All RAs will be required to re-submit revocations issued during this period subsequent to the backup; in order to insure that revocations are never lost, RAs will manually verify that each revocation they requested is published in a CRL.

If this recovery cannot be accomplished within one week, or if the CA private key is lost/destroyed, then the CA will report its keys as compromised.  The CA will use the Compromise Recovery procedures described above.

The PKI directory will be operated in a load-sharing configuration—that is, two or more platforms located at different sites will contain complete replicas of the directory information.  In the event one fails, subscribers will still be able to obtain necessary information from the second directory server.  The directories will be configured with RAID storage devices to minimize the possibility of data loss.

3.9 CA TERMINATION

Upon CA termination, the root CA will revoke the CA certificate.

Prior to CA termination, a CA will provide archived data to a PMA approved DOD archival facility.

4 PHYSICAL, PROCEDURAL, AND PERSONNEL SECURITY CONTROLS

4.1 PHYSICAL CONTROLS

4.1.1 Site location and construction

CA servers will be housed in a DECC building with full time security guards during the normal hours of operation and with security guards or locks during the other hours.  The CA servers will be in rooms with approved, security dead-bolt locks on the doors which require key, access cards or a combination number to open.

The Root CA will be housed at the NSA Finksburg facility. 

4.1.2 Physical access

DECC building is never unattended for more than 24 hours.

CA equipment shall always be protected from unauthorized access.  A security check to the facility housing CA equipment shall occur once every shift. The check will ensure that:

· the equipment is in a state appropriate to the current mode of operation (e.g., that cryptomodules and removable hard disks are in place when “open”, and secured when “closed”), 

· any security containers are properly secured, 

· physical security systems (e.g., door locks, vent covers) are functioning properly, and

· the area is secured against unauthorized access. 

A role or person shall be made explicitly responsible for making such checks.  When a role is responsible, a log identifying the individual performing such a check shall be maintained.  A record shall be kept that describes the type of checks performed, the time, and the person who performed them.

Removable CA cryptographic modules shall be inactivated and placed in locked containers sufficient for housing equipment commensurate with the classification, sensitivity, or value level of the information being protected by the certificates issued by the CA, when the CA cryptomodule is not in use.  Cryptomodules for Unclassified operations shall be stored in a container approved for Secret storage.  Access to the contents of the locked containers shall be limited to authorized CAs.  Any activation information used to access or enable the cryptomodule or CA equipment shall be stored separately.  Such information should be memorized, but may be written down and stored in a locked file cabinet or drawer.

Access to the CAs shall be limited to trusted CA personnel.  This will be achieved by providing the keys, access cards, or the combination numbers to the trusted CA personnel only.

4.1.3 Power and air conditioning

The Class 3 CA will be housed and operated in a DECC, and will therefore have available all necessary utilities support.  The power supply will be UPS.

4.1.4 Water exposures

The Class 3 CA will be housed and operated in a DECC with raised floors, and will therefore be well protected from environmental hazards. 

4.1.5 Fire prevention and protection

The Class 3 CA will be housed and operated in a DECC, and will have all the safeguards of the DECC, such as the fire alarms, fire extinguishers, and CO2 spray.

4.1.6 Media storage

Media shall be stored so as to protect it from accidental damage (water, fire, electromagnetic).  This will be achieved by storing the media in locked cabinets in the computer room.

Long term media that contains audit, archive, or backup information for the CA will be stored on site in a fire-proof vault with locks.  Short term media (i.e., one month’s storage) that contains audit, archive, or backup information for the CA will be stored in a location separate from the CA equipment.  This will be achieved by storing the DECC Detachment Chambersburg data at Detachment Mechanicsburg and DECC Detachment Denver data at a retired Computer Center located on former Lowry AFB.  This facility is temperature controlled and behind the locked computer room doors.

4.1.7 Waste disposal

Normal office waste shall be removed or destroyed in accordance with local policy.  Magnetic media will be degaussed prior to disposal.

4.1.8 Off-site backup

A copy of the latest system backup will be stored with other archived materials, as described in 4.6.3.  At least weekly backups will be performed.  These backups will be stored off-site or stored in on-site protected vaults.  Backups for the CAs at the DECC Detachment Denver will be forwarded to the DECC Detachment Chambersburg and vice-versa.

4.2 PROCEDURAL CONTROLS

4.2.1 Trusted roles

4.2.1.1 Certification Authority (CA)

All certificates asserting a DOD certificate policy must be issued by CA facility operating under the control of a Certification Authority.  The responsible individual or body (e.g., board of directors) identified as the facility’s CA must be named, and made available during compliance audits.  The root CA shall maintain the list of names of responsible individuals for all the CAs. 

Any CA who asserts a policy identifier defined in this document is subject to the stipulations of this CPS; procedures will be further described in a Concept of Operations (CONOP) and procedural handbook:

· Primarily, the CA’s responsibilities are to ensure that the following functions occur according to the procedures of this CPS:Certificate generation and revocation

· Posting certificates and CRLs

· Performing the daily incremental database backups

· Administrative functions such as compromise reporting and maintaining the database

· Hardware cryptographic module programming and management

From a practical standpoint, it is highly recommended that a personnel on-site be trained as an alternates for CA roles in case the primary is on vacation, sick leave, etc.

4.2.1.2 Registration Authority (RA)

The RA’s responsibilities are:

· verifying identity of LRAs

· registering LRAs

· executing revocation requests received from LRAs or other authorized sources

· approving server certificates

The procedures for executing these responsibilities have been previously described. 

4.2.1.3 Local Registration Authority (LRA)

The LRA’s responsibilities are:

· verifying identity of subscribers;

· receiving and entering subscriber information, and verifying correctness;

· assigning a UID and a one-time password to the subscriber

· securely communicating requests to and responses from the CA;

· receiving revocation requests, verifying their authenticity,  and forwarding them securely to an RA 

The procedures for executing these responsibilities have been previously described. 

4.2.1.4 Server Administrator

Server administrators are those who make certificate requests on behalf of equipment and devices (e.g., servers and routers).  It is a local matter to decide who is authorized for this role, although it is expected that IT officers within each organization will fill this role.  Those authorized to be server administrators must be identified by their respective organizations to an LRA in a request authenticated by a security officer of that organization.

4.2.1.5 Key Recovery Agent (KRA)

There will be a two KRA systems (one at DECC Detachment Chambersburg and another one at DECC Detachment Denver) and geographically distributed KRA users.  The following is the list of KRA users: <list of KRA users>

When a subscriber key management key pair is generated, the public key and the private is sent to the KRA system.  The private key is sent encrypted using the KRA public key.  The KRA decrypts the private key and tests that the public and private key form a valid pair and sends a confirmation message to the CA so that the CA can issue the key management certificate.  The key is stored in encrypted form such that two or more KRA users are required to recover the plaintext private key.

4.2.1.6 Other Trusted Roles

The following other trusted roles are defined:

· System Administrator is responsible for initially installing and configuring the system and for performing ongoing system administration duties such as user account management, access control management, system configuration management, database maintenance, software upgrades, compromise reporting, and for performing backups

· ISSO is responsible for managing the audit trail, examining audit trails, archive activities, and ensuring overall security of the system.

· Crypto-Officer controls the cryptographic module including hardware cryptographic module programming and management

· Operator is responsible for certificate generation and revocation, posting certificates and CRLs.

These roles must be filled by at least two different individuals at a CA.  The system administrator and operator roles could be filled by one individual and crypto officer and ISSO roles could be filled by another individual.

The key recovery related roles are defined in the Key Recovery Policy and Practices document.
4.2.2 Separation of roles

The trusted roles must be filled by at least two different individuals at a CA.  At a CA, the system administrator and operator roles could be filled by one individual and crypto officer and ISSO roles could be filled by another individual.  The system administrator and crypto officer roles should never be combined.

4.3 PERSONNEL CONTROLS

4.3.1 Background, qualifications, experience, and clearance requirements

Persons will be selected for any CA role on the basis of loyalty, trustworthiness, and integrity.  All of these personnel must either be US citizens or must have a security clearance of at least the level of the CA. 

The operators and equipment for a CA installation must be within the administrative control of the associated CA.  CAs and personnel appointed to operate CA equipment within the DOD must:

· be active military E-4 or above, government employee GS-5 or equivalent, or equivalent corporate position of responsibility; 

· have no other duties that would interfere with the duties and responsibilities of a CA;

· have not knowingly been previously relieved of CA or COMSEC custodian duties for reasons of negligence or non-performance of duties;

· be appointed in writing by DISA

CA personnel for use in unclassified environments shall be rated ADP-I, as defined in DOD 5200.2-R.  CA personnel for classified systems (e.g., CONFIDENTIAL, SECRET, TOP SECRET) shall hold a security clearance equal to or higher than the system.

4.3.2 Background check procedures

Background check procedures required will be based on the personnel requirements defined in 5.3.1. Procedures for security clearances are otherwise defined.  For other personnel, the procedures in force at the DECCs will be used.

4.3.3 Training requirements

All personnel involved in the CMI operation must be appropriately trained.  Topics will include the operation of the software and hardware, operational and security procedures, and the stipulations of this practice and local guidance.

The CA personnel will have training in configuring, installing, securing, and operating SUN SOLARIS operating systems; Netscape certificate server installation, configuration and operation; Netscape directory server installation, configuration, and operation; and nChipher cryptographic module initialization, operation, security, and zeroization.

4.3.4 Retraining frequency and requirements

Any significant change to this CPS, CMI hardware or software will require retraining of affected personnel.

4.3.5 Job rotation frequency and sequence

There is no stipulation in this area.

4.3.6 Sanctions for unauthorized actions

Any person that operates in violation of the policies and procedures stated herein, whether through negligence or with malicious intent, may have privileges revoked and may be subject to administrative discipline and possibly criminal prosecution.  Repeated or significant violation of policy may result in revocation of the individual’s public key certification or a formal notification by the PMA to cease the operation.

4.3.7 Contracting personnel requirements

Contractor personnel employed to operate any part of the CMI shall be subject to the same criteria as a US Government employee, and cleared to the level of the information protected by the certificates the CMI issues.

CMI vendors who provide services to the DOD shall establish procedures to ensure that any subcontractors perform in accordance with this CPS.

4.3.8 Documentation supplied to personnel

The users are provided appropriate system, application and cryptographic module documents at the CA.  The CA personnel at the DECC will have:

· Solaris Operating Manuals

· CA Standard Operating Procedures (SOP)

· DOD PKI CONOPS

· Netscape 4.1 Administrator Manual

· nCipher pkcs #11 User Guide (from the vendor)

· CPS

TECHNICAL SECURITY CONTROLS

4.4 KEY PAIR GENERATION AND INSTALLATION

4.4.1 Key pair generation

Subscriber browsers, servers, and other devices will generate the key pairs for digital signature generation and  the key exchange key pairs for key management (KM).  Both the signature and the KM keys will be RSA keys.  Once the public key has been bound into a subscriber certificate, it will be the subscriber’s responsibility to protect the private key by storing it on a removable token and removing it from the workstation, or by securing its access on the workstation with a password.  Private KM keys will be sent electronically to a Key Recovery Agent (KRA), encrypted with the KRAs public KM key.  Symmetric encryption keys used for confidentiality are generated by one end or the other of the transaction and are protected during transmission by encryption with a public key. They are used once and only once and they are not stored or archived beyond their inclusion in the transaction.

The key pair for the root CA will be generated on the Chrysalis LunaCA3 cryptomodule.  The key pair generation will be in compliance with PKCS-1, including the tests for primality.  The private key will never be exposed outside the module in unencrypted form.  Backup copies of the LunaCA3 module will be created.

The key pair for the CAs at the DECCs will be generated by the nCipher nShield 300.  The key pair generation will be in compliance with PKCS-1, including the tests for primality.  The key will never be exposed outside the module in unencrypted form.  Two backup copies of the private key will be created.

4.4.2 Private key delivery to entity

Private signature keys will be generated and remain within the crypto boundary of the cryptomodule of the key owner.  Private KM keys will be sent to a key recovery agent for escrow.  The key will be sent in encrypted form using the public key management key of the KRA.

If a subscriber key must be extracted for use by other applications or in other locations, a protected data structure (such as defined in [PKCS#12]) will be used. The resulting file may be kept on a magnetic medium, or transported electronically.  Electronic transport over untrusted network will be protected using encryption beyond password encryption.  A PKCS #12 file may be sent using S/MIME encryption from the KRA to the LRA.

4.4.3 Public key delivery to certificate issuer

Public keys are delivered to the certificate issuer electronically in a certificate request (i.e., using PKCS #10).  The request will be protected using SSL.

The certificate response is retrieved from the CA over an SSL protected HTTP session.

4.4.4 Key sizes

Public key sizes shall be 1024 bits for RSA.

4.4.5 Public key parameters generation

There are no public key parameters for RSA.

4.4.6 Parameter quality checking

There are no public key parameters for RSA.

4.4.7 Hardware/software key generation

The CA keys are generated in a FIPS 140-1 Level 3 approved, nCipher nShield 300 hardware cryptomodule.

[L]RA keys will be generated by a FIPS 140-1 Level 2 approved cryptomodule.  The Datakey SignaSURE Model 330 32K smartcard is being fielded.  It has been approved for FIPS 140-1 Level 2.

Subscriber keys will be generated by a FIPS 140-1 Level 1 (software) approved cryptomodule.  Initially, the module found in Netscape browsers will be used.

4.4.8 Key usage purposes (as per X.509 v3 key usage field)

Keys shall be certified for use in a combination of digital signature, non-repudiation, and encryption.

The use of a specific key is determined by the key usage extension in the X.509 certificate.  Section 7 contains further details on key usage.

4.5 PRIVATE KEY PROTECTION

The CA keys will be protected using FIPS 140-1 Level 3 approved cryptographic module: Chrysalis LunaCA3 for root CA and nCipher nShield 300 for other CAs.

RA and LRA keys will be protected by Datakey SignaSURE Model 330 FIPS 140-1 Level 2 approved smartcards.

Subscribers will be expected to protect their keys from unauthorized use.  If the subscriber keys are stored on a hard drive of a workstation, the key must be encrypted using a password.  The password must be eight (8) characters long; it must have at least 2 numeric and two letter characters.

4.5.1 Standards for cryptographic modules

Subscribers shall use the cryptomodule found in their applications (usually a Web browser).  These are expected to meet at least the criteria for FIPS 140-1 Level 1.

The [L]RA token shall be a FIPS 140-1 Level 2 certified smart card.

The CAs will use FIPS 140-1, Level 3 approved hardware cryptomodules: Chrysalis LunaCA3 and nCipher nShield 300 respectively.

All cryptomodules will be operated such that the private asymmetric cryptographic keys shall never be output in plaintext.

This is summarized below.

CLASS 3
Subscriber
[L]RA and CA

FIPS 140-1 validation
Level 1 
[L]RA Level  2 (hardware)

root CA and other CAs: Level 3 (hardware)

Operational requirement
Shall not output private asymmetric key in plaintext

4.5.2 Private key multi-person control

All CA private keys shall be under 2 out or N control, where is N>= 2.  See Section 6.2.7 for details on how this is achieved.

4.5.3 Private key escrow

Subscriber private KM keys will be maintained by the Key Recovery Agent.  These keys will be accessible only by the procedures defined in the Key Recovery Policy and Practices document.

KM key recovery may be requested by the subscriber, by an [L]RA, or by entities identified in the Key Recovery Policy and Practices document.

Details of key recovery are described in the Key Recovery Policy and Practices document.

4.5.4 Private key backup

A subscriber may make backup copies (encrypted, protected by password) of his/her private keys; these copies shall be protected from unauthorized access using physical controls. Copying may be necessary to transport a key or share it among applications; otherwise, it will be discouraged.

Secure backups of the Root and CA private keys will be made.  Procedures described in the Chrysalis and nCipher operations manuals, respectively, shall be followed to create backups.  Both products prevent exposure of the private key in the clear.

4.5.5 Private key archival

(See 6.2.3).

4.5.6 Private key entry into cryptographic module

When a subscriber private key is to be transported from one cryptomodule to another, the private key shall be encrypted during transport as a PKCS #12 object; private keys shall never exist in plaintext form outside the cryptomodule boundary.

The Chrysalis and nCipher products use proprietary secure means for transfering keys from one cryptomodule to another to back up the CA keys.

4.5.7 Method of activating private key

A password shall be used to activate the private key in a subscriber cryptomodule.  Passwords will be generated by the subscriber during key generation.  For devices and servers, they will be distributed in person, or mailed to the server administrator separately from the cryptomodules that they activate.  Entry of activation data will be protected from disclosure: it will not be displayed while it is entered.

The Chrysalis cryptomodule requires that the LunaCA3 module be inserted into the card reader, a User datakey token (black color) be inserted into the PIN entry device (PED)  followed by sequential insertion of 2 of N (green) datakey tokens be inserted into the (PED).

Procedural mechanisms or a locking device will be used to prevent physical access to the CA Chrysalis cryptomodule when it contains operational unencrypted signature keys.

The nCipher cryptomodule requires that the triple-DES blob be obtained from the CA’s hard drive and that a smartcard be inserted into the nCipher module.  A password must also be entered at the CA terminal.  The smartcard will be under the control of the crypto officer and the password will be under the control of the system administrator, providing 2 person control.

4.5.8 Method of deactivating private key

Human subscriber cryptomodules will be deactivated by shutting down the client application.

For CAs: The nCipher unit will be deactivated by powering down.

4.5.9 Method of destroying private key

The subscriber key is zeroized in the browser by deleting the certificate associated with the private key.

For the CAs, the triple-DES encrypted key blobs on the hard drive must be destroyed and the administrator tokens reinitialized.  Note that if the tokens are not reinitialized, they could be used to restore the key with any backup copy of the key blobs.

4.6 OTHER ASPECTS OF KEY PAIR MANAGEMENT

4.6.1 Public key archival

The public key is archived as part of the certificate archival.

4.6.2 Usage periods for the public and private keys

The key usage periods for keying material are described in Section 3.2.

4.7 ACTIVATION DATA

4.7.1 Activation data generation and installation

A pass-phrase (or PIN) shall be used to protect access to use of a private key.  On the Chrysalis device, the Datakey tokens take the place of PINs.

4.7.2 Activation data protection

Activation data shall be memorized, not written down. If written down, it shall be secured at the level of the data that the associated cryptomodule is used to protect, and shall not be stored with the cryptomodule. 

Note that on the Chrysalis unit, the activation data is on physical tokens.  These tokens must be locked in secure containers.  The M of N keys are stored in separate containers locked using devices for which no one person has access to both combinations or keys.

Activation data shall never be shared.

4.7.3 Other aspects of activation data

Passwords shall be changed periodically to decrease the likelihood of discovery.  The CA/RA/LRA shall change their cryptographic module activation data not less than once every three months

4.8 COMPUTER SECURITY CONTROLS

The CA servers will operate on dedicated workstations.

The CA server shall use an operating system (SUN SOLARIS 2.7) with the features of an ITSEC F-2 E-3 rated system.  The CA server shall have passed the Defense Information Technology Security Certification and Accreditation Process (DITSCAP).  The system shall have the following security features enabled: identification and authentication, discretionary access control, and security audit.  In addition, the operating system shall be designed and configured to provide self-protection and process isolation,

The CA server shall run with the minimal number of accounts required to operate.  No user shall be able to perform remote login.  The CA server shall only run the network services required to operate the CA.  These include https (i.e., secure http), dns, and SMTP (outbound only)

All CA equipment will be configured with appropriate security features turned on as recommended by the host operating system vendor.

4.9 LIFE CYCLE TECHNICAL CONTROLS

All software and hardware installed in or run on the CA server shall be purchased using commercial buys.  An accountable method of packaging and delivery will be used to provide a continuous chain of accountability from the vendor to the facility (e.g., UPS, Federal Express, Express Mail).  The CA hardware will be dedicated to administering the PKI.  Applications and component software are not installed on the CA servers that are not a part of the DISA-described CA server configuration.

Any changes to the CA server software shall be made only after the software has undergone thorough testing and the DISA PMO approval.

The site will periodically perform vulnerability tests on the CA servers, and on the directory servers to test for known vulnerability in the operating systems and in network protocol implementations.

4.10 NETWORK SECURITY CONTROLS

Class 3 CAs will be connected to one network each.  This CPS is for an unclassified service connected to NIPRNET and for a separate classified service connected to the SIPRNET.  The two services do not co-mingle. The server will be protected behind a firewall, be protected from unauthorized physical access, and have the other safeguards inherent at a DECC.

4.11 CRYPTOGRAPHIC MODULE ENGINEERING CONTROLS

Requirements for cryptographic modules are as stated above in section 6.2.

CERTIFICATE AND CRL PROFILES

4.12 CERTIFICATE PROFILE

The certificate profile does not comply with the FPKI certificate profile only in one area:

· The certificates contains the certificate policy extension, but it is marked non-critical.

However, the DoD CP does not require the certificate policies extension to be marked critical.  In summary, the profile is compliant with the FPKI except where FPKI conflicts with the DoD CP.   In that case, the profile complies with the DoD CP.

4.12.1 Version numbers

This policy exclusively uses X.509 Version 3 certificates.

4.12.2 Algorithm object identifiers

Certificates under this policy will use the following OIDs for signatures and key management:

sha-1WithRSAEncryption
{iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 5}

Certificates under this policy will use the following OIDs for identifying the algorithm the subject key was generated for:

rsaEncryption
{iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 1}

Certificates will be signed using sha-1WithRSAEncryption.

4.12.3 Certificate extensions

Rules for the inclusion, assignment of value, and processing of extensions are defined in [DODPKIIS]. Necessary clarifications are discussed below.

4.12.3.1 AuthorityKeyIdentifier, subjectKeyIdentifier

Certificates will have the keyIdentifier, marked as non-critical.

4.12.3.2 Key Usage

Certificates will have this field.  It will be marked critical.  For the CA certificates, this field will have certSIgn and cRLSign bits set.  For the end entity certificates it will have one or more of the following bits set:  digitalSignature, nonRepudiation, and keyEncipherment.  In no situation both the nonRepudiation and keyEncipherment bits will be set.

4.12.3.3 Name forms

All certificates issued under this CPS will have DNs in the subject and issuer fields.  Optionally, the subjectAltName extension may also be used as a non-critical extension.  The CA will be able to populate the dNSName, directoryName, uniformResourceIdentifier, and emailAddress forms of this field. (See section 3.1.1).

4.12.3.4 Name constraints

Certificates issued under this CPS shall not contain name constraints.

4.12.3.5 Basic constraints

Certificates issued under this CPS shall contain basic constraints extension with criticality set to true.

4.12.3.6 Certificate policy object identifier

Certificates issued under this policy shall assert the OID for Class 3 assurance, marked as non-critical. Certificates issued under this CPS shall not contain policy qualifiers.  Although this policy does not require the certificatePolicies extension to be critical, agents who do not process this extension do so at risk.

4.12.3.7 Usage of policy constraints extension

Certificates issued under this CPS shall not contain policy constraints extension.

4.12.3.8 Policy mappings

Policy mappings may be included in CA certificates, as required, marked as non-critical. However, at this time this extension will not be populated by CAs operating under this CPS.

4.12.3.9 CRL Distribution Points

Certificates will have the distributionPoint field, marked as non-critical. The reason codes and crl issuer fields will not be populated.

4.13 CRL PROFILE

The CRL profile complies with the FPKI profile.

4.13.1 Version numbers

CRLs issued under this CPS will conform to the profile recommendations in [DODPKIIS], which specifies the use of Version 2 CRLs.

4.13.2 CRL entry extensions

4.13.2.1 AuthorityKeyIdentifier

Non-critical.

4.13.2.2 CRLNumber

Non-critical.

4.13.2.3 issuingDistributionPoint

This field will not be populated.  This is done to indicate that the CRL is a full and complete CRL.

4.13.2.4 ReasonCode

Non-critical.

5 CERTIFICATE POLICY ADMINISTRATION

5.1 SPECIFICATION CHANGE PROCEDURES

Errors, updates, or suggested changes to this document shall be communicated to the contact in section 1.4. Such communication must include a description of the change, contact information for the person requesting the change, and an impact assessment. 

Changes to this document will be reviewed and approved by the DOD PMA.

All versions of this document will be reviewed and approved by the DOD PMA.

Revised versions of this document will be disseminated to interested parties (see section 8.2).

5.2 PUBLICATION AND NOTIFICATION POLICIES

The DOD PMA will publish information (including this CPS) on the following web sites: http://iase.disa.mil and http://www.c3i.osd.mil/org/sio/ia/pki.html.

This CPS will also be disseminated via email to any that request it.

The DOD PMA will maintain a list of CAs asserting this CPS.  Proposed changes to the CPS will be sent to those CAs.  The CAs will notify its subscribers of any changes to the CPS by posting the changes to the following web sites: http://iase.disa.mil and http://www.c3i.osd.mil/org/sio/ia/pki.html.

 The PKI PMO will notify RAs and LRAs of changes to this CPS.

5.3 CPS APPROVAL PROCEDURES

The DOD PMA will make the determination that a CPS complies with DOD Class 3 CP.  The DOD PMA will also determine if a change to the CPS is acceptable and that the changed CPS continues to comply with the DOD Class 3 CP. 

5.4 WAIVERS

Waivers are not granted to CPS documents.  Any CA that wishes to change its practices will revise its CPS, and submit the revised CPS to the PMA for approval as described in Section 8.3
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ACRONYMS AND ABBREVIATIONS

C
Confidential

CA
Certification Authority

CMA
Certificate Management Authority

CMCS
COMSEC Material Control System

CMI
Certificate Management Infrastructure

COMSEC
Communications Security

CP
Certificate Policy

CPS
Certification Practice Statement

CRI
Certificate Registration Instructions

CRL
Certificate Revocation List

CRMF
Certificate Request Message Format

DECC
Defense Enterprise Computing Center

DN
Distinguished Name

DOD
Department of Defense

DSA
Digital Signature Algorithm

DSS
Digital Signature Standard

E-
Enlisted (US military enlisted level)

FIPS
Federal Information Processing Standard

FPKI
(US) Federal Public Key Infrastructure

GS-
General Schedule (Federal civilian level)

HAG
High Assurance Guard

I&A
Identification and Authentication

ICRL
Indirect Certificate Revocation List

ID
Identity (also, a token asserting an identity)

INE
In-Line Encryptors

IP
Internet Protocol

ISSO
Information System Security Officer

ITSEC
Information Technology Security Evaluation and Certification

JWICS
Joint Warfare Intelligence Community System

KEA
Key Exchange Algorithm

KRA
Key Recovery Agent

LDAP
Lightweight Directory Access Protocol

LRA
Local Registration Authority

MD
Maryland

N
Sensitive But Unclassified

NA

NIPRNET
Naming Authority

SBU Internet Protocol Router Network

NSA
National Security Agency

NSD
National Security Decision

OCSP
Online Certificate Status Protocol

OID
Object Identifier

PIN
Personal Identification Number

PKCS
Public Key Certificate Standard

PKI
Public Key Infrastructure

PMA
Policy Management Authority

PMO
Program Management Office

RA
Registration Authority

RD
Road

RSA
Rivest, Shamir, Adleman (encryption algorithm)

S
Secret

S/MIME
Secure Multipurpose Internet Mail Extensions

SBU
Sensitive But Unclassified

SCI
Sensitive Compartmented Information

SIPRNET
Secret Internet Protocol Router Network

SMI
Security Management Infrastructure

SOP
Standard Operating Procedures

SSL
Secure Socket Layer

TCSEC
Trusted Computer System Evaluation Criteria

TS
Top Secret

TSDM
Trusted System Development Methodology

U
Unclassified

UPS
Uninterrupted Power Supply

URL
Uniform Resource Locator

US
United States

USC
United States Code

� Both LDAP over SSL and LDAP are offered at Chambersburg.  SSL is primarily needed for updates.


� In the current architecture, the email LDAP over SSL needs to operate over a non-standard port.  This is expected to be fixed when PKI Release 3.0 is deployed at which time the standard port (686) will be used.


� Chambersburg has the battery based Uninterrupted Power Supply (UPS) which switches to diesel generator.


� The Chambersburg facility has a packet filtering router that only permits the following protocols: SMTP (only outbound), http (only inbound), LDAP, Secure LDAP, DNS, and https
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