Reference:  Department of the Navy (DoN) Medium Assurance (Class 3) Public

Key Infrastructure (PKI) Interim Guidance  Dtd 07 July 99


OVERVIEW

Certificate Authority (CA)   (Art 2.1)


The CA is an entity authorized (by establishment or contract) to issue certificates.  The CA collects information from authorized sources and enters the information into a to-be-signed certificate.  The CA is bound by its Certificate Practice Statement (CPS) to include only valid and appropriate information and to maintain evidence that due diligence was exercised in confirming the information.

Registration Authority (RA)   (Art 2.2)


The RA creates, registers, removes and oversees Local Registration Authorities (LRAs) on the PKI system.  This involves adding new LRAs into the LRA group, approving LRA certificate requests, and revoking LRA and User certificates. The RA also issues and manages all server certificates.

Local Registration Authority (LRA)   (Art 2.3)


The LRA is an entity who registers and manages individual users in the PKI system.  The LRA utilizes approved LRA software obtained and installed during LRA establishment to accomplish these functions.  The LRA also has the capability to reset user login blocks (lockouts).

End-User   (Art 2.4)


The End-User is an individual who is the owner of keys/certificates created and supported by the PKI system.  End-Users may obtain two types of keys: an identity certificate and/or a confidentiality certificate.

LEVEL OF ASSURANCE

Class 3 (Medium Assurance) Certificates   (Art 3.1.2)


Intended for applications which will partially rely on certificates for most security services or will rely entirely on certificates for a few services, where the monetary value of the transaction or the information protected is modereately high, and for authenticating and/or encrypting sensitive but unclassified information.


DOD/DoN implementation uses smartcard tokens at the RA and LRA level and software based tokens (floppy diskettes) at the user level.  Navy policy requires that users transfer their certificate to a floppy diskette and erase it from the hard drive.


User identification is in person or through a trusted third party.

ROLES/RESPONSIBILITIES


In order to ensure the integrity of the RA/LRA equipment and operation, it is recommended that wherever possible a separate individual be identified for each trusted role.  Under no circumstances will the same person perform the RA/LRA role and the auditor role.  (Art 6.9.1)

Registration Authority (RA)   (Art 1.0.2, Art 4.2)

DCMS as the DoN RA will:

- oversee implementation of the Navy PKI

- register all Navy LRAs and Servers

- issue/revoke LRA and Server certificates

- maintain/submit Certificate Revocation Lists (CRLs) to CA

- accept and submit Risk Assessments to the DoD PKI Steering Committee on behalf of Navy entities.

- function as the DoN Naming Authority

Local Registration Authority (LRA) 

Appointment:  (Art 6.10.1, Appendix C)

- active duty military E-4 or above, government employee GS-5 or equivalent

- have not previously been relieved of CA/RA/LRA (or COMSEC Custodian) duties for reasons of negligence or non-performance of duties.

- be appointed in writing by an approving authority, or be a party to a contract for CMI services.

- complete formal LRA training, provided by CMS A&A teams.

The LRA will:

- ensure their LRA suites are properly accredited  (Art 5.1.9)

- ensure LRA individuals are certified as qualified for ADP-2 level access for security IAW DOD 5200.2-R  (Art 5.1.9)

- submit one page Risk Assessment for LRA suite  (Art 4.3)

- send a routine naval message via their 2nd Echelon Commander to DCMS requesting to become a LRA (format outlined in Article 6.1.1 and Appendix E)  (Art 6.1.1)

- implement security controls to protect the LRA hardware and software from misuse, alteration of data and modification  (Art 6.8)

- ensure accuracy of representation of information

- send a copy of the completed certificate via registered mail to DCMS  (Art 6.1.1)

- direct End-Users to submit request in accordance with local command policy.  (Art 6.1.2)

- process End-User request and responses in a timely manner to include uploading End-User lists to the CA   (Art 4.3)

- assign proper domain names, user names and ID numbers to End-Users  (Art 4.3)

- assign End-Users to the proper CA node (Chambersburg or Denver)  (Art 4.3)

- send unique IDs and One-Time Passwords to End-Users  (Art 4.3)

- maintain certificate application information provided by End-Users for four (4) years  (Art 4.3)

- provide standardized labels to End-Users to place on primary and backup diskettes IAW Article 6.5.4  (Art 4.3)

- change his/her password at least semiannually  (Art 4.3)

- unblock End-Users locked out due to operator error  (Art 4.3)

- submit semi-annual report to the Navy PKI RA (Primary 2nd echelon LRAs only)  (Art 4.3)

- submit Certificate Revocation List (CRL) inputs to the RA

- maintain audit records in compliance with Defense Information Infrastructure (DII) Common Operating Environment (COE) Windows NT 4.0 Secure Windows NT Installation and Configuration Guide.   (Art 6.4.1)

- maintain archive data for 10 years, 6 months  (Art 6.5.2)

- undergo formal inspection as part of the normal IG process  (Art 6.10.3)

End-User 

The End-User will:

- accurately present information required for requesting and obtaining a certificate  (Art 4.4)

- accept the CA’s chain of custody and load it into their browser  (Art 4.4)

- export their private keys to floppy diskette and delete them from their browser upon initial receipt.  Private keys will not be kept on computer hard drives  (Art 4.4, 6.12.1)

-  Digitally sign and return a receipt to the CA stating that they have received their requested certificate  (Art 4.4)

- protect their private keys at all times  (Art 4.4)

- NEVER allow another person to user their private keys (ID Certificate)  (Art 4.4)

- notify the LRA/RA if their certificates have been or are suspected to have been compromised  (Art 4.4)

- rekey identity and confidentiality keys every three years  (Art 6.2.1)

- change their PINs at the time of certificate renewal/rekey and once every three years  (Art 6.11.8)

- inform their assigned LRA, RA or CA when requesting a key be revoked  (Art 6.3.1)

ISSO/ISSM 

The Command ISSO/ISSM will:

- ensure proper operation of the command systems that support PKI users and server/browser related certificates and ensures security of the operations.  (Art 6.9.1)

POINT OF CONTACTS:  (Art 1.1.1, Appendix A)

DISA Help Desk


DSN  570-5690







COML  1-800-582-4764


DCMS PKI RA



DSN  764-0311




COML  (202) 764-0311




EMAIL  donpkira@nctc.navy.mil

DCMS Policy Department

DSN  764-0352




COML  (202) 764-0352


DCMS Training Department
DSN  764-2837







COML  (202) 764-2837


SPAWAR PMW161


DSN  524-7521







COML  (619) 524-7521


LITRONIC



COML  714-851-1085







EMAIL  sales@litronic.com






URL  http://www.litronic.com

LRA Hardware/Software Requirements:


Hardware:

Pentium PC


(Art 2.6, Appendix A)

Smartcard reader

(Art 2.6, Appendix A)

Stand-alone printer
(Art 2.6, Appendix A)

2 Smartcards (4K chip)
(Art 2.6, Appendix A)

Internet connectivity
(Art 2.6, Appendix A)


Software:

Windows NT 4.0



(Art 2.6, Appendix A)

Netscape 4.05, 4.06 or greater
(Art 2.6, Appendix A)

   (U.S. only version) with

   Netscape Communicator

LRA software (current version)
(Art 2.6, Appendix A)

Avery Labels 5196



(Art 4.3)


Accreditation:

- (Art 4.3)   Submit Risk Assessment to RA

- (Art 5.19)  LRAs must ensure their LRA suites are properly accredited and they themselves are certified as qualified for ADP-2 level access for security IAW DOD 5200.2-R, Personnel Security Program.

- (Art 6.13.2)  LRA are required to follow the Windows NT 4.0 Secure Windows NT configuration and installation guide and DITSCAP for local system certification and accreditation.

Start-up:

- send a routine naval message via their 2nd Echelon Commander to DCMS requesting to become a LRA (format contained in Art 6.1.1, 6.1.3 and Appendix E).  The local Commander must confirm that they have visually identified those persons being nominated as LRAs.  (Art 6.1.1)

- contact local CMS A&A Team or DCMS 80 Department to arrange LRA training

- be appointed in writing by an approving authority, or be a party to a contract for CMI services  (Art 6.10.1, Appendix C)

- upon receipt of the letter from the RA containing the LRAs unique ID, the prospective LRA will complete the Personal Certificate Signing Request   (Art 6.1.1)

- send a copy of the completed certificate via registered mail to DCMS  (Art 6.1.1)

- store the LRA certificates on locally procured smart cards  (Art 6.1.1)

- download and install the LRA software

Security:

- implement security controls to protect the LRA hardware and software from misuse, alteration of data and modification  (Art 6.8)

- security check of facility housing a LRA must be made at least once every 24 hours during normal business hours (once per shift if manned continuously) to ensure  (Art 6.8.2)


the equipment is in a state appropriate to the current mode of operation


any security containers are properly secured


physical security systems are function properly


the area is security against unauthorized access

- store all software (diskettes, smartcards) used to access or enable LRA equipment separately  (Art 6.8.2)

- store media that contains audit, archive or backup information in a location separate from the LRA equipment.  (Art 6.8.3)

- backup copies of floppies containing LRAs private keys (identity certificates) shall be sealed in an envelope in accordance with existing guidelines and stored by the command site ISSO/ISSM.  (Art 6.8.3, 6.12.1)

- store at least one system backup copy at an offsite location (separate from the equipment).  (Art 6.8.4)

- all passwords should be memorized, but may be recorded utilizing a safe combination envelope or SF-700 form and stored in a locked file cabinet or drawer.  If recorded the passwords will be inventoried at a minimum of once a month.  (Art 6.8.2)

- system access to the PKI should be controlled via user IDs and passwords and access to the certificates will be controlled by their PINs.  PINs will have at least 8 randomly selected characters and at least one will be numeric, IAW existing DoD password policy.  (Art 6.13.3)

- maintain audit records in compliance with Defense Information Infrastructure (DII) Common Operating Environment (COE) Windows NT 4.0 Secure Windows NT Installation and Configuration Guide.   (Art 6.4.1, 6.13)

- maintain daily audit logs

- any modification to the LRA equipment configuration will be recorded and maintained

- any unauthorized attempt to access the LRA equipment will be recorded

- audit logs shall be consolidated weekly

- audit logs shall be retained as archive records for a least one year

- maintain archive records for 10 years, 6 months containing the following minimum information:   (Art 6.5.2)

   LRA system initialization data:

- LRA system equipment configuration files

- LRA accreditation

- Certificate Practice Statement

- any contractual agreements to which the LRA is bound

   LRA operations data:

- modifications or updates to any of the above data items

- all certificates and CRLs as issued or published

- weekly audit logs

- other data or applications sufficient to verify archive contents

Daily Operation:

- submit Certificate Revocation List (CRL) inputs to the RA  (Art 6.3.1)

- direct End-Users to submit request in accordance with local command policy.  (Art 6.1.2)

- process End-User request and responses in a timely manner to include uploading End-User lists to the CA   (Art 4.3)

- assign proper domain names, user names and ID numbers to End-Users  (Art 4.3)

- assign End-Users to the proper CA node (Chambersburg or Denver)  (Art 4.3)

- send unique IDs and One-Time Passwords to End-Users  (Art 4.3)

- ensure the users understand liabilities and responsibilities associated with the possession of a private key and agree to abide by the established rules.  (Appendix A, Appendix B, and Appendix D)

- maintain certificate application information provided by End-Users for four (4) years  (Art 4.3, Appendix B, Appendix D)

- provide standardized labels to End-Users to place on primary and backup diskettes IAW Article 6.5.4  (Art 4.3)

- change his/her password at least semiannually  (Art 4.3)

- unblock End-Users locked out due to operator error  (Art 4.3)

- submit semi-annual report to the Navy PKI RA (Primary 2nd echelon LRAs only)  (Art 4.3)

END-USER Hardware/Software Requirements:


Hardware:

Pentium PC


(Art 2.6, Appendix A)

Internet connectivity
(Art 2.6, Appendix A)

3.5” diskettes

(Appendix A)


Software:

Windows NT 4.0



(Art 2.6, Appendix A)

Netscape 4.05, 4.06 or greater
(Art 2.6, Appendix A)

   (U.S. only version) with

   Netscape Communicator


Start-up:

-  submit request to become an End-User to the appropriate LRA in accordance with local command policy.  (Art 6.1.2)

- accept the CA’s chain of custody and load it into their browser  (Art 4.4)

- export their private keys to floppy diskette and delete them from their browser upon initial receipt.  Private keys will not be kept on computer hard drives  (Art 4.4)

-  Ensure certificates are backed up   (Art 4.4, 6.12.1)

-  Label their key archive diskette   (Art 4.4, 6.5.4)

-  Create a copy of their key archive diskette   (Art 4.4)

- backup copies of floppies containing End-User private keys (identity certificates) shall be sealed in an envelope in accordance with existing guidelines and stored by the command site ISSO/ISSM.  (Art 6.8.3, 6.12.1)

-  digitally sign and return a receipt to the CA stating they received their requested certificates.  (Art 4.4)

-  Once generated the End-User is required to prove possession of the private key which corresponds with the public key requested.   (Art 5.1.4)

-  For signature keys, signing the request will do this

-  For confidentiality keys, decrypting the certificate and including the certificate in the confirmation message to the CA will do this


Daily Operation:

- protect their private keys at all times  (Art 4.4)

- system access to the PKI should be controlled via user IDs and passwords and access to the certificates will be controlled by their PINs.  PINs will have at least 8 randomly selected characters and at least one will be numeric, IAW existing DoD password policy.  (Art 6.13.3)

- NEVER allow another person to user their private keys (ID Certificate)  (Art 4.4)

- notify the LRA/RA if their certificates have been or are suspected to have been compromised  (Art 4.4)

- rekey identity and confidentiality keys every three years  (Art 6.2.1)

- change their PINs at the time of certificate renewal/rekey and once every three years  (Art 6.11.8)

- inform their assigned LRA, RA or CA when requesting a key be revoked  (Art 6.3.1)

- check the latest full CRL at a minimum of each time data exchange with another user is desired to ensure the recipient’s certificates have not been revoked  (Art 6.3.3.1)
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