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REF A IS THE DEPARTMENT OF THE NAVY IA PUB 5239-13, CERTIFICATION AND ACCREDITATION.  REF B IS DOD INSTRUCTION 5200.40, DOD INFORMATION TECHNOLOGY SECURITY CERTIFICATION AND ACCREDITATION PROCESS (DITSCAP).   REF C IS A CNO MESSAGE DESCRIBING THE NAVY CERTIFICATION AND ACCREDITATION PROCESS.  REF D IS A SPAWAR PMW161 DOCUMENT ON NAVAL VPN PRODUCT REQUIREMENTS.  REF E IS AN ASD-C3I POLICY MEMO ON INCREASING THE SECURITY POSTURE OF NIPRNET. REF F IS THE NAVY AND MARINE CORPS COMPUTER NETWORK INCIDENT REPORTING POLICY (OPNAVINST 2201.2). ALL REFERENCES ARE AVAILABLE AT THE NAVY INFOSEC WEB SITE, HTTP://INFOSEC.NAVY.MIL/TEXT/FLEET/INDEX.HTML 

RMKS/

1.
THIS IS A COORDINATED CINCPACFLT/CINCLANTFLT/ CINCUSNAVEUR/COMUSNAVCENT N6 AND MARINE CORPS MITNOC MESSAGE.

2.
PURPOSE.  THE PURPOSE OF THIS POLICY IS TO STIPULATE HOW VPNS THAT CONNECT TO FLEET/USMC ASSETS SHALL BE ESTABLISHED, OPERATED, AND CONFIGURED.  THE INTENT OF THIS POLICY IS TO MITIGATE THE RISKS IMPOSED BY ALLOWING USERS TO BYPASS FLEET/USMC FIREWALLS THROUGH THE USE OF VPNS. THESE RISKS INCLUDE TRANSITIVE TRUST ATTACKS, DEVICE COMPROMISES, KEY COMPROMISES, AND WEAK ALGORITHMS AND KEYS.  PROGRAM OFFICES AND RESOURCE SPONSORS ARE EXPECTED TO PLAN, PROGRAM AND BUDGET APPROPRIATELY TO COMPLY WITH THIS POLICY.

3.
BACKGROUND.  A VIRTUAL PRIVATE NETWORK (VPN) IS A COMMUNICATION NETWORK PROTECTED BY ENCRYPTION AND/OR AUTHENTICATION AND LAYERED ON AN EXISTING PUBLIC WIDE AREA NETWORK (WAN).  IT ALLOWS A USER TO TUNNEL THROUGH A PUBLIC WAN IN ORDER TO CONNECT TO A TRUSTED NETWORK.  A TUNNEL OCCURS WHEN AN IP PACKET IS ENCAPSULATED IN AN ADDITIONAL HEADER.  THIS ADDITIONAL HEADER PROVIDES ROUTING INFORMATION SO THAT THE ENCAPSULATED PAYLOAD CAN TRAVERSE THE CONNECTING NETWORK.  THE ENCAPSULATED PAYLOAD MAY BE AUTHENTICATED, ENCRYPTED, OR BOTH.  AS SUCH, VPNS CAN PROVIDE DATA AUTHENTICATION, INTEGRITY, CONFIDENTIALITY, ACCESS CONTROL, AND LIMITED TRAFFIC FLOW CONFIDENTIALITY.

4.
SCOPE.

A.
THIS POLICY APPLIES TO ANY NON-CLASSIFIED VPN THAT CONNECTS TO, OR IS CONTAINED WITHIN, FLEET/USMC NETWORK ASSETS.  VPNS THAT DO NOT CROSS SITE BOUNDARIES MAY BE EXEMPTED FROM THIS POLICY ON A CASE-BY-CASE BASIS.

B.
THIS POLICY APPLIES TO ALL FLEET AND USMC SUBORDINATE COMMANDS AND THE NOCS; TO INCLUDE ECRNOC, IORNOC, MITNOC, PRNOC, AND THE UARNOC.

C.
THIS POLICY COVERS THE USE OF COMMERCIAL OFF THE SHELF (COTS) VPNS IN A SENSITIVE BUT UNCLASSIFIED (SBU) ENCLAVE.  THIS POLICY DOES NOT APPLY TO VPNS USED IN CLASSIFIED NETWORKS.

D.
THIS POLICY DOES NOT APPLY TO HIGHER LEVEL ENCRYPTION PROTOCOLS SUCH AS SECURE MIME (S/MIME), SECURE SOCKETS (SSL) OR TRANSPORT LAYER SECURITY (TLS).

E.
THIS POLICY WILL BE REVIEWED ANNUALLY TO ENSURE COMPLIANCE WITH EVOLVING DOD PKI, FIPS, INTERNET SOCIETY IPSEC REQUEST FOR COMMENTS (RFCS), AND OTHER STANDARDS.

5.
VPN ESTABLISHMENT POLICY.

A.
ANY VPN THAT CONNECTS TO FLEET/USMC ASSETS MUST BE APPROVED BY THE FLEET CINCS/USMC.  VPN IMPLEMENTATIONS IN THE FLEET/USMC REQUIRE ACCREDITATION PRIOR TO USE, IAW REF A, B, AND C. REQUESTS TO ESTABLISH A VPN MUST INCLUDE A FORMAL REQUEST MESSAGE, VPN ARCHITECTURE AND CONFIGURATION INFORMATION, AND ACCREDITATION DOCUMENTATION.  DETAILS ARE PROVIDED BELOW.

(1)
REQUESTS TO ESTABLISH A VPN SHALL BE SUBMITTED VIA RECORD MESSAGE TRAFFIC TO THE FLEET CINCS/USMC. REQUESTS FOR VPNS LIMITED TO A SINGLE FLEET CINC OR THE USMC MAY BE DIRECTED TO ONLY THE FLEET CINC/USMC THAT IS AFFECTED. REQUESTS FOR VPNS THAT WILL BE ESTABLISHED THROUGHOUT THE FLEETS/USMC SHALL BE DIRECTED TO ALL THE FLEET CINCS AND USMC. THE VPN REQUEST MESSAGE SHALL CONTAIN THE FOLLOWING INFORMATION:

* THE ORGANIZATION(S) REQUESTING THE VPN

* JUSTIFICATION FOR THE VPN (IF REASON IS BECAUSE APPLICATION DOES NOT COMPLY WITH THE FLEET FIREWALL POLICY THEN EXPLAIN WHY IT DOES NOT COMPLY AND THE OPERATIONAL REQUIREMENT FOR THE APPLICATION)

* THE TYPE OF INFORMATION BEING TUNNELED

* THE SITES INVOLVED

* PROPOSED INSTALLATION AND ACTIVATION DATES

* THE ORGANIZATION INSTALLING THE VPN DEVICES

* THE ORGANIZATION RESPONSIBLE FOR VPN DEVICE OPERATIONS AND MAINTENANCE

* THE NAME, RANK, PHONE NUMBER, AND E-MAIL ADDRESS OF THE REQUESTING OFFICIAL.

* THE ORGANIZATION, NAME, RANK, PHONE NUMBER, AND E-MAIL ADDRESS OF THE SYSTEM/APPLICATION PROGRAM MANAGER.

(2)
THE FOLLOWING INFORMATION SHOULD BE EMAILED TO THE FLEET CINCS/USMC USING COMMONLY AVAILABLE WORD PROCESSING AND/OR PRESENTATION TOOLS:

* THE PROPOSED VPN ARCHITECTURE. THIS SECTION SHOULD DESCRIBE THE SOURCE AND DESTINATION NODES; THE TRANSPORT NETWORK; THE LOCATION AND TYPE OF VPN GATEWAYS AND CLIENTS; THE NETWORK SECURITY ARCHITECTURE OF THE NODES; AND THE LOCATION AND TYPE OF VPN MANAGEMENT DEVICES.

* THE PROPOSED VPN CONFIGURATION.  THIS SECTION SHOULD ARTICULATE THE SECURITY PROTOCOLS, ALGORITHMS, AND KEY STRENGTHS TO BE USED; THE TYPE OF KEY DISTRIBUTION; AND THE NUMBER AND TYPE OF SECURITY ASSOCIATIONS.

(3)
THE FOLLOWING ACCREDITATION DOCUMENTATION MUST BE PROVIDED, PREFERABLY IN SOFTCOPY.  ACCREDITATION DOCUMENTATION WILL INCLUDE A SYSTEM SECURITY AUTHORITIZATION AGREEMENT (SSAA), AN ACCREDITATION LETTER, AND A RESIDUAL RISK ASSESSMENT. ACCREDITATION SHOULD OCCUR PRIOR TO SUBMISSION OF THE VPN REQUEST MESSAGE. THE FOLLOWING COMPONENTS REQUIRE ACCREDITATION:

* THE SYSTEM OR APPLICATION BEING TUNNELED THROUGH THE VPN.  THIS ACCREDITATION MUST BE PROVIDED TO EITHER SPAWAR PMW-161 (FOR FLEET VPNS) OR THE MITNOC (FOR USMC VPNS) FOR REVIEW IAW REF C, PRIOR TO VPN REQUEST SUBMISSION.

* THE VPN DEVICE BEING INSTALLED.  THIS ACCREDITATION MUST BE PROVIDED TO SPAWAR PMW-161 (FOR FLEET VPNS) OR THE MITNOC (FOR USMC VPNS) FOR REVIEW IAW REF C, PRIOR TO VPN REQUEST SUBMISSION.

* THE SITE CONNECTING TO FLEET/USMC ASSETS.  THIS ACCREDITATION MUST BE PROVIDED TO THE FLEET CINCS/USMC FOR REVIEW.
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B.
UPON APPROVAL, THE FLEET CINCS/USMC MAY REQUIRE A SERVICE LEVEL AGREEMENT (SLA) TO BE SIGNED BY THE REQUESTING ORGANIZATION PRIOR TO THE ACTIVATION OF THE VPN.  THIS REQUIREMENT WILL BE MADE AT THE DISCRETION OF THE FLEET CINCS/USMC.  IF REQUIRED, THE FLEET CINCS/USMC SHALL PROVIDE A STANDARD FORMAT.

C.
FLEET/USMC ACTIVITIES THAT RECEIVE REQUESTS TO IMPLEMENT VPNS SHOULD CONTACT THE FLEET CINCS/USMC FOR GUIDANCE.

D.
PROGRAM MANAGERS ARE RESPONSIBLE FOR INSTALLING THE NECESSARY SYSTEMS TO ALLOW SUBSCRIBER SITES TO IMPLEMENT THE STANDARD VPN ARCHITECTURE. PROGRAM  MANAGERS SHALL ALSO PROVIDE CONTINUOUS SOFTWARE UPDATE SUPPORT AND INITIAL AND PERIODIC TRAINING TO SUPPORT THE STANDARD VPN ARCHITECTURE.

6.
VPN OPERATIONS POLICY.

A.
ALL FLEET/USMC VPN GATEWAYS SHALL IMPLEMENT IPSEC.   NON-IPSEC BASED REMOTE ACCESS VPN IMPLEMENTATIONS, SUCH AS THE POINT POINT TUNNELING PROTOCOL (PPTP) ARE NOT ENCOURAGED AND WILL BE ADDRESSED BY A FUTURE POLICY. LAYER TWO TUNNELING PROTOCOL (L2TP) IMPLEMENTATIONS SHOULD UTILIZE IPSEC SECURITY PROTOCOLS.

B.
FLEET/USMC VPNS SHALL BE IMPLEMENTED IN PARALLEL TO EXISTING FIREWALLS.  VPN PROTOCOLS SHALL NOT BE PASSED THROUGH FLEET/USMC FIREWALLS.

C.
COMMERCIAL OFF THE SHELF (COTS) VPNS SHALL ONLY BE USED TO PROTECT COMMUNITIES OF INTEREST AND GENERAL SBU INFORMATION.  VPNS SHOULD NOT BE PERCEIVED AS AN ALTERNATIVE TO COMPLYING WITH THE FIREWALL POLICY.   VPNS MAY BE USED TO SECURE APPLICATIONS THAT USE SERVICES PROHIBITED BY THE FIREWALL POLICY ON AN INTERIM BASIS ONLY.  IN SUCH CASES, THE REQUESTING ORGANIZATION MUST SUBMIT A PLAN THAT DOCUMENTS HOW THEY PLAN TO COMPLY WITH THE FLEET FIREWALL POLICY WITHIN SIX MONTHS AFTER VPN APPROVAL.

D.
FLEET/USMC VPNS SHALL NOT BE ESTABLISHED BETWEEN DIFFERENT SECURITY ENCLAVES.  SBU VPNS MAY ONLY EXCHANGE DATA WITH ANOTHER SBU VPN.

E.
VENDOR PRODUCTS MUST BE APPROVED FOR USE BY THE FLEET CINCS/USMC.  FLEET CINC/USMC APPROVAL WILL BE DONE IN COORDINATION WITH SPAWAR PMW-161 TECHNICAL GUIDANCE IAW REF D.

F.
ALL VPN GATEWAYS SHALL BE LOCATED IN CONTROLLED AREAS SUCH THAT ONLY AUTHORIZED PERSONNEL ARE PERMITTED PHYSICAL ACCESS TO THE DEVICES.

G.
VPN CLIENTS SHALL NOT BE OPERATED THROUGH COMMERCIAL INTERNET SERVICE PROVIDERS (ISPS) UNLESS OSD-APPROVED WAIVERS ARE IN PLACE, IAW REF E.  PER REF E, POSITIVE CONTROL OF MILITARY CONNECTIONS TO THE INTERNET IS REQUIRED TO SUPPORT THE SETTING OF INFOCON CONDITIONS. THE ONLY AUTHORIZED ACCESS TO THE INTERNET IS VIA THE NIPRNET.

H.
CONNECTING SITES SHALL IMMEDIATELY NOTIFY THE FLEET CINCS/USMC BY THE MOST EXPEDITIOUS MEANS IF THEIR SITE SUFFERS ANY TYPE OF COMPUTER NETWORK INCIDENT. VPN DEVICE COMPROMISES SHALL BE IMMEDIATELY REPORTED IAW REF F.

I.
VPN ADMINISTRATORS SHALL TRACK ALL ACTIVE SECURITY ASSOCIATIONS AND UPON REQUEST WILL PROVIDE THIS LIST TO THE FLEET CINCS/USMC.

J.
ORGANIZATIONS ARE ENCOURAGED TO ESTABLISH REDUNDANT VPN GATEWAYS TO ENSURE DATA AVAILABILITY.

K.
FLEET CINCS/USMC HAVE THE AUTHORITY TO FURTHER RESTRICT ACCESS AS CONDITIONS WARRANT.

7.
VPN CONFIGURATION POLICY.

A.
FLEET/USMC VPNS SHALL BE CONFIGURED TO SUPPORT THE REQUIREMENTS STATED IN REF D.  THIS INCLUDES, BUT IS NOT LIMITED TO, IMPLEMENTING IPSEC ENCAPSULATING SECURITY PAYLOAD (ESP) TUNNEL MODE, 3DES FOR DATA ENCRYPTION, AND DOD PKI.  UNTIL DOD PKI CERTIFICATES ARE AVAILABLE, MANUAL KEYING WILL BE PERMITTED ON A CASE-BY-CASE BASIS.  ALL FLEET/USMC VPNS EVENTUALLY SHALL BE INTEGRATED WITH THE DOD PKI.

B.
SECURITY ASSOCIATIONS AND THE RELATED ENCRYPTION AND AUTHENTICATION KEYS SHALL BE REKEYED EVERY 90 DAYS, OR FOR A PERIOD NOT TO EXCEED THE VALIDITY PERIOD OF THE DOD PKI CERTIFICATES USED TO AUTHENTICATE THE IKE, WHICHEVER IS LESS.

8.
CONTACT INFORMATION

A.
CINCPACFLT: DENNIS LAMM, (808) 471-2846, DSN: 315-471-2846,

LAMMDS@CPF.NAVY.MIL, LAMMDS@CPF.NAVY.SMIL.MIL

B.
CINCLANTFLT: RAMONA THOMAS, (757) 836-7800, DSN: 836-7800,

THOMASRF@CLF.NAVY.MIL, THOMASRF@CLF.NAVY.SMIL.MIL

C.
CINCUSNAVEUR:  BRENDA ANGERHOFER, DSN: 314-235-4135,

CNEN661@NAVEUR.NAVY.MIL, CNEN661@NAVEUR.NAVY.SMIL.MIL

D.
COMUSNAVCENT:  PAUL MARTIN, DSN: 318-439-3475,

N65B@CUSNC.NAVY.MIL, N65B@CUSNC.NAVY.SMIL.MIL

E.
USMC MITNOC:  DON BROOKINS, (703) 784-4238, DSN: 278-4238,

BROOKINSDW@NOC.USMC.MIL, BROOKINSDW@NOC.USMC.SMIL.MIL.

F.
SPAWAR PMW161:  FRANK OTTAVIANO, (619) 524-7503,

DSN: 524-7503, OTTAVIAF@SPAWAR.NAVY.MIL,

OTTAVIAF@SPAWAR.NAVY.SMIL.MIL.//

BT

#0002

NNNN

00I ....ACT FOR COMNAVSEASYSCOM

