DITSCAP:  DoD Information Technology Security Certification and Accreditation Process


Information Assurance is the information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for the restoration of information systems by incorporating protection, detection, and reaction capabilities.

DITSCAP focuses on the mission, environment, and architecture of information systems.  It supports all information systems, adapts to any IS program strategy, and supports the entire life cycle management process.  The DITSCAP standardized the certification and accreditation process for DoD, leading to more operationally secure information systems, and a more secure Defense Information Infrastructure.
Automation Information System (AIS/IS) is any equipment or interconnected systems or subsystems of equipment that is used to acquire, store, manipulate, manage, move, control, display, switch, transmit, or receive data or information.  This includes peripherals, software, firmware, and all information systems.

Information Systems Security (ISS) or INFOSEC is the protection of information systems against unauthorized access to or modification of information, whether in storage, processing or transit, and against the denial of service to authorized users, including those measures necessary to detect, document, and counter such threats.  3 aspects of ISS:


Confidentiality is ensuring that people who don’t have a right to see certain information won’t see it.


Integrity ensures that the information is correct.


Availability ensures that information is there when you need it.

The Designated Approving Authority (DAA) is the official with the authority to formally assume responsibility for operating an AIS or network at an acceptable level of risk which is determined by the confidentiality, integrity, and availability requirements.  SECNAVINST 5239.3

The Information Systems Security Officer (ISSO) reports to the DAA, and is responsible for ensuring that the security requirements of AIS are implemented.

Certification is the comprehensive evaluation of the technical and non-technical security features of an Information System.  Certification establishes the extent to which design and implementation of an Information System meet specific security requirements and supports accreditation of the AIS.  NSTISSI 4009

Accreditation is the formal declaration by the DAA that the AIS is approved to operate in a particular security mode using a prescribed set of standards.  SECNAVINST 5239.3

· Methodology
DoD Directive 5200.28, Security Requirements for Automated Information Systems, specifies mandatory, minimum security requirements for all DoD computers.  DoD Directive 5200.40 was appended to this directive on December 30, 1997 and mandates the implementation of the DITSCAP methodology for all DoD computers.

Phase 1:
Definition includes the gathering and assessment of data and development of the DITSCAP plans.

Preparation of a mission-needs document, development of the Systems Security Authorization Agreement or SSAA during registration, and negotiation of security methodology.  The SSAA is used to establish a binding agreement on the necessary level of security for a specific information system.

Phase 2:
Verification involves two activities.  The first is verifying the developing AIS is in compliance with the established security requirements.  The second is performing various types of certification analyses on those systems.  Certification analysis is a confirmation of the configuration management of the IS. 

Phase 3:
Validation involves the certification evaluation of the AIS to determine if it complies with security requirements in the SSAA.  After certification testing is completed, the IS is given a rating of approval, denial, or interim approval to operate.

Phase 4:
Post-accreditation addresses daily IS operations and periodic compliance validation.
Roles & Responsibilities

SUMMARY - Primary players:

PM:  Program Manager - Procures, develops and operates the AIS

· Provides overall procurement, development and operation of the AIS

· Oversees implementation of security activities

· Coordinates all security relevant portions of the program

· Provides the resources, and determines the priorities

DAA:  Designated Approving Authority - Approves operation of the AIS

· Review and approve the SSAAs and System Security Plans

· Review, approve, and ensure implementation of security safeguards

· Ensure an information systems secuirty organization is in place and trained

· Ensure effective personnel controls are in place

CA:  Certification Agent - Assists the DAA in review and approval of SSAA

· Coordinate various activities of the C&A process

· Provides organization and resource requirements to the DAA

· Provides policy interpretation and documents systems security

· Provides oversight for the Certification Requirements Review

· Make technical judgements of the system’s compliance

· Both technical and non-technical security features

· IT system features and other safeguards

· Design compliance with security policy

User Rep:  User Representative - Uses the AIS being evaluated.


SUMMARY - Other roles

ISSO:  Information Systems Security Officer - Reviews system security audit trail periodically

· Administrative and operational responsibilities

· Administrative

· Completing and maintaining security plans

· Maintaining accreditation

· Operations

· Ensuring media handling procedures are followed

· Reviewing information system security audit trail

· Identifying security weaknesses

ISSM:  Information Systems Security Manager - Provides guidance to the ISSOs

· Selects ISSOs

· Accreditation Process

· Review security incident reports

· Promotes awareness

· Forum for information exchange

Teams and Groups:

Examples:


Information Systems Security Working Group


Test Planning Working Group

Phase 1:

DEFINITION

1. Documenting the mission need.

· System Requirements/Capabilities

· System Mission, Function, Interfaces

· Organizations Operating Systems

· Operational Environment

· Information Types and Classifications

· Expected System Life Cycle

· System User Characteristics

· Intended System/Network Interfaces

The Mission Needs Statements operational capabilities are to

· Perform assigned mission

· Correct System deficiency

· Modify existing capabilities

The Operation Requirement Document or ORD should contain the minimum acceptable performance parameters or thresholds to meet the capabilities in the MNS.

· Range

· Accuracy

· Payload

· Speed

· Mission Reliability

· Readiness

· Diagnostics’ Effectiveness

· Survivability

· Safety

· Security

2. Registration.

· Notify the DAA and User Rep

· Prepare the mission description and system identification

· Prepare environment and threat description

· Prepare the system architecture description

· Determine the system ITSEC class

· Determine the system security requirements

· Identify organizations involved and resources required

· Prepare the DITSCAP plan

· Draft the SSAA

These tasks identify the information necessary for determining security requirements and the level of effort required to accomplish the DITSCAP.  These requirements determine the degree of assurance needed in the area of confidentiality, integrity and availability for the AIS.

4 Degree of assurance Levels.  This is the requirement

Level 1:
Checklist

Level 2:
Checklist and minimum analysis

Level 3:
Checklist and detailed analysis

Level 4:
Checklist and extensive analysis

3. Negotiation

· Agree on implementation strategy to meet security requirements

· Conduct certification requirements review

· Agree on basic DITSCAP activities and incorporate into SSAA

Roles and Responsibilities for Phase 1 – DEFINITION

PM:

· Initiating dialogue with DAA and User Rep

· Defining AIS schedule and budget

· Specifying performance, availability and functionality needs

· Supporting tailoring of the DITSCAP and determination of level-of-effort

· Providing mission statement, environment and architecture descriptions for SSAA

· Integrating all organizational input for  SSAA

· Integrating security requirements into SSAA

· Integrating security architecture and requirements into SSAA

· Negotiating certification approach, schedule, level-of-effort, and cost

· Approving the SSAA

DAA:

· Defining ITSEC accreditation requirements

· Obtaining a threat assessment

· Assigning CA to conduct vulnerability and risk assessments

· Supporting DITSCAP tailoring and level-of-effort determination

· Reviewing the SSAA

· Negotiating certification approach, schedule, level-of-effort and cost

· Coordinating with PM to determine which organization will draft SSAA

· Approving the SSAA

CA:

· Serving as DAA technical expert on certification

· Supporting the development of the SSAA

· Supporting the identification of security needs

· Tailoring the DITSCAP, determining certification level and preparing the DITSCAP plan

· Providing oversight for Certification requirements review

· Reviewing all changes to SSAA to determine impact

· Providing additional resources to DAA

· Interpreting and integrating security policy into SSAA

· Maintaining DITSCAP schedules and milestones

User Rep:

· Providing a mission statement to PM

· Supporting DITSCAP tailoring and Level-of-effort determination

· Specifying performance, availability and functional needs

· Verifying ability to comply with SSAA

· Providing input regarding feasibility of security solutions

· Negotiating certification approach, schedule, level-of-effort, and cost

· Approving the SSAA

ISSO:  (existing IS)

· Reviewing mission statement to determine accuracy

· Reviewing environment description

· Supporting the development, review and approval of SSAA

Phase 2:

VERIFICATION

1. System Development Activity

· Review and refine SSAA

· Develop or modify AIS

2. Certification Analysis Activity

· System Architecture Analysis

· Software Design Analysis

· Network Connection Rule Compliance Analysis

· Product Integrity Analysis

· Life Cycle Management Analysis

· Vulnerability Assessment

An example vulnerability assessment defines:

· Inadequate equipment protection

· Inadequate audit protection

· Insufficient user ID and authentication

· Lack of password suppression

· Lack of hardware redundancy

· Inadequate virus screening

· Lack of workstation memory erasure

· Unprotected communication circuits

· Unapproved cyrptography equipment

Roles and Responsibilities for Phase 2 – VERIFICATION

PM:

· Providing details to the C&A team regarding SSAA updates

· Supporting certification efforts

· Providing mission statement to C&A team

· Providing environment description to C&A team

· Providing all architectural changes to C&A team

· Providing funding for IS and functional experts

· Reviewing certification results

· Modifying system to reduce or eliminate vulnerabilities

DAA:

· Reviewing SSAA to ensure accurately describes the following:

· AIS

· Threat

· Environment

· Security Requirements

· Information System vulnerabilities

· All AIS operational conditions

· Overseeing evaluation of the developing AIS

CA:

· Conducting phase 2 certification analysis tasks

· Maintaining C&A schedules, plan of actions, and milestones

· Identifying and assessing IS vulnerabilities

· Reporting certification results to DAA, PM and User Rep

· Advising the DAA, PM, and User Rep on the readiness of the AIS to move into validation

User Rep:

· Supporting certification actions as required

· Reviewing certification results

· Providing mission statement and function environment description changes to the C&A team

· Providing organizational changes to C&A team

· Verifying AIS ability to comply in operational environment

· Providing input regarding feasibility of security solutions

· Maintaining the operational portions of the SSAA

ISSO:

· Assisting the DAA and Certification Team with the certification effort

· Supporting the development, review and approval of the SSAA

Phase 3:

VALIDATION

1. Certification of the AIS

· System security testing and evaluation (ST&E)

· Penetration testing

· TEMPEST and Red/Black verification

· Validation of COMSEC compliance

· System management analysis

· Site accreditation surveys

· Contingency plan examination

· Risk management review

2. Development of Recommendation

· Recommendation and documentation to DAA

· Security findings

· Deficiencies

· Risk of operation

3. Accreditation Decision

· Accreditation granted?

· Denied

· Interim approval to operate

· Approval

The goal of Validation phase is to accredit the information system being evaluated.

Roles and Responsibilities for Phase 3 – VALIDATION

PM:

· Reviewing the SSAA

· Conducting information system testing

· Supporting certification team

· Supporting security testing and evaluation

· Maintaining performance schedules

· Providing funding for system and functional experts

· Reviewing certification results

· Modifying IS to reduce vulnerabilities

DAA:

· Reviewing any changes to security posture in the SSAA

· Ensuring the SSAA accurately describes the AIS, threat, environment, security requirements, vulnerabilities, and all operational conditions

· Overseeing the evaluation of developing AIS

· Evaluating accreditation package compliance with the SSAA

· Deciding if security safeguards and residual risk are acceptable

· Making the accreditation decision

· Approving any necessary corrective actions

· Signing the accreditation document

CA:

· Serving as certification technical expert to DAA

· Conducting phase 3 certification evaluation tasks

· Identifying and assessing the IS vulnerabilities

· Reporting certification results to DAA, PM and User Rep

· Advising DAA on accreditation decision

User Rep:

· Supporting certification actions

· Reviewing certification results

· Providing mission statement and functional changes to CA team

· Providing organization changes to CA team

· Verifying ability of AIS to comply in operating environment

· Providing input regarding feasibility of security solutions

· Maintaining operational portions of the SSAA

ISSO:

· Supporting the development, review, and approval of the SSAA

· Assisting the DAA and CA team

· Reviewing the mission and environment description to determine accuracy

Phase 3:

POST ACCREDITATION


THE MOST CRITICAL PHASE OF THE DITSCAP.

1. System operation

· Maintain acceptable residual risk

· System operations

· Change management

· Maintaining the SSAA (ISSO responsibility) approved by the DAA, PM and User Rep

2. Compliance validation

· Periodic testing

· Evaluations

· Inspections

5 tasks for compliance validation tasks

· SSAA compliance

· Contingency plan review

· TEMPEST compliance

· COMSEC analysis

· Risk management analysis

Roles and Responsibilities for Phase 4 – POST ACCREDITATION

PM:

· Reviewing the SAA to determine AIS compliance

· Operating the IS in accordance with the SSAA

· Maintaining an acceptable level of residual risk

· Informing the ISSO of nay changes which affect security

· Supporting compliance validation activities

DAA:

· Reviewing AIS for compliance with the SSAA

· Providing security requirement and policy updates to ISSO, operators and maintainers

· Establishing re-accreditation requirements and ensuring all information security comply

· Overseeing the review of any AIS changes

· Overseeing system compliance validation tasks

· CA:

· Serving as certification technical expert to the DAA

· User Rep:

· Monitoring compliance of the IS with the SSAA

· Maintaining an acceptable level of system risk

· Maintaining the integrity of mission statement, site environment, architecture, and security organization

· Verifying compliance with security policy and requirements in operational environment

· Identifying acquisition approach for changes

· Reviewing AIS changes for security relevance, and if necessary, reinitiate the DITSCAP

· Submitting significant changes to DAA

· Maintaining operational portions of the SSAA

· ISSO:

· Supporting the development, review and approval of the SSAA

· Reviewing the mission and environment descriptions to determine accuracy

· Maintaining an acceptable level of residual risk

· Ensuring that significant changes are approved by the DAA, User Rep and the organization

 Laws & Regulations - 
Public Law 100-235.  Computer Security Act of 1987 requires the development and distribution of standards and guidelines to assure cost-effective security and privacy of sensitive information.  It mandates that any federal computer system that processes sensitive information have a customized security plan, and users of those systems must receive security training.

Public Law 91-508.  Fair Credit Reporting Act, was enacted because large credit firms were storing extensive financial histories on consumers.  This law set the stage for protecting the privacy of individuals whose personal information is stored on a computer system.

Public Law 93-579.  The Privacy Act of 1974 requires the US government to safeguard personal information processed by federal agency computer systems.  It requires the government to provide ways for individuals to find out what personal information is being recorded and methods to correct inaccurate information.  It also provides specific protection procedures.

Public Law 98-473.  The Counterfeit Access Device and Computer Fraud and Abuse Act was our first computer crime legislation.  It addresses unauthorized access of computer systems including prescribing penalties.

Public Law 99-474.  The Computer Fraud and Abuse Act prohibits unauthorized or fraudulent access to government computer systems by non-federal employees.

Public Law 99-508.  The Electronic Communications Privacy Act is important because it protects electronic mail, communication servers, and remote computing services from unlawful access.

NSDD 1145.  National Security Decision Directive 145 in 1984 mandated the protection of both classified and sensitive information.  

NTISSP 20.  National Telecommunications and Information System Security Policy 20 established the requirement that all federal information systems have to meet C2 levels of protection.

NSD 42.  National Security Directive 42 revised the NSDD 145 in 1990 providing guidelines for safeguarding sensitive information and limiting the government’s role in mandating the protection of unclassified information.

OMB Circular A-130.  OMB Circular 130 requires that all agencies provide information system protections that are commensurate with the sensitivity of the data that they process or store.  Appendix III describes the requirements for protecting information in federal information processing resources, such as formal security plans, training, and contingency and emergency response planning.

The Director of Central Intelligence Directive 1/16 establishes minimum-security requirements for information systems and networks processing sensitive compartmented information.  It requires that each AIS have an ISSO.

DoD Directive 5200.1-R mandates the protection of classified information.  This directive regulates ways to classify, downgrade, safeguard, and declassify information.

DoD Directive 5200.28 mandates the protection of information in DoD computers.  This directive established DoD Policy on the protection of all levels of collateral classified information as well as unclassified information.  It provides mandatory, minimum-security requirements; promotes the use of security features that are cost-effective and computer based; requires accurate specification of DoD security requirements; and stresses life-cycle management.

DoD Instruction 5200.40 mandates the implementation of the DITSCAP methodology for all DoD information systems.

SECNAVINST 5239.3.
Secretary of the Navy Instruction 5239.3 requires that every AIS be accredited before being put into operation.

OPNAVINST 5239.1B and the NAVSEAINST 5239.2
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