MINIMAL SECURITY ACTIVITY CHECKLISTS

Organization
Yes
No
N/A

Has a Computer System Security Program been established?




Has a System Security Plan been developed?




Has the System Security Plan been approved?




Has the DAA granted activity accreditation?




Is the System Security Plan updated as changes occur?




Is there evidence that top-level management supports the Computer System Security program through requirements such as security awareness training, documented security procedures, etc.?




Is the computer security staff sufficient to support the Computer System Security Program?




Has the commanding officer appointed a Computer System Security Officer (CSSO) in writing?




Does the CSSO have a strong technical background and experience in the administration of information systems?




Has the CSSO received training on DOD 5200.28?




Have the duties and responsibilities of the CSSO been defined in writing?




Do the duties and responsibilities of the CSSO include the items that follow?




Coordinating with the command security manager on matters concerning computer security in accordance with the security organizational structure established by the commanding officer?




Developing and maintaining a System Security Plan?




Ensuring that a Network Security Officer (NSO) is appointed for networks sponsored by the activity?




Ensuring that ISSO's are appointed in writing where applicable? 




Ensuring that an effective activity Risk Management Program is implemented?




Ensuring that all IS security incidents or violations are investigated, documented, and reported to appropriate authorities?




Ensuring that security requirements are included in life cycle management?




Ensuring that all procurement documents or specifications approved within the activity comply with IS security requirements?




Ensuring the development and testing of all contingency plans?




Ensuring that accreditation documentation is developed and maintained?




Assisting the information system (IS) security staff in implementing their respective IS security requirements?




Ensuring that applicable personnel security procedures are established?




If this activity sponsors a network, have the following actions taken place?




 Has a Network Security Officer (NSO) been appointed in writing?




 Have the duties and responsibilities of the NSO been defined in writing?




 Do the duties and responsibilities of the NSO include the following?




Ensuring that countermeasures and security requirements are included in the network design, and that individual nodes of the network comply with these countermeasures and requirements prior to interfacing with the network?




Ensuring that all required countermeasures are used?




Are all IS security violations/incidents reported to the CSSO?




Do newly assigned IS personnel receive briefings on the following:




Computer security procedures of the activity?




Marking, handling, and accountability of classified computer system information?




Marking, handling, and accountability of sensitive unclassified information?




Computer system emergency procedures?




HUMAN RESOURCES SECURITY
YES
NO
N/A

Do all personnel having unescorted access to the system possess a clearance and a need-to-know equal to or higher than the highest classification and all categories of data being processed?




Is an access roster maintained at each entry point to the central computer facility and remote terminal area?




Are escort procedures established for controlling visitors to the central computer facility and remote terminal areas?




Are all potential escorts properly briefed on their responsibilities?




 Is a record of all visitors maintained for 12 months?




During operational hours is the central computer facility manned by at least two cleared staff members?




Are all unescorted maintenance personnel cleared for the highest level and all restrictive categories of classified information in the system?




Are escorts provided for maintenance personnel who are not cleared appropriately?




Are escorts technically competent to review the maintenance work performed?




Are procedures to delete and add personnel to access lists implemented, including the notification of all concerned IS security officials?




COMMUNICATIONS SECURITY
YES
NO
N/A

Do all communications links between remote terminal areas and the central computer facility meet the requirements for the transmission of the highest classification and for all categories of data contained in the system?




Are all remote terminals uniquely identified when accessing the host?




Are all dial-up terminals disabled from connection to the central computer facility during classified processing periods?




HARDWARE SECURITY
YES
NO
N/A

Is the site Standard Operating Procedures manual used for configuring system hardware?




Are switch settings for each hardware unit specified for each system?




Are scheduled maintenance activities monitored to ensure proper reliability and performance?




Are periods of downtime verified?




COMPUTER SYSTEM PROGRAM
YES
NO
N/A

Computer System Security Officer (CSSO)




Has a Computer System Security Officer (CSSO) been appointed in writing?




Have the following duties and responsibilities of the CSSO been defined in writing?




Executing the Computer Security Program as it applies to the assigned information systems including preparing and supporting the accreditation support documentation?




Maintaining an inventory of all IS hardware, system software, and major functional application systems?




Monitoring system activity (e.g., identification of the levels and types of data handled by this IS, assignment of passwords, review of audit trails, etc.) to ensure compliance with security directives and procedures?




Maintaining IS with remote facilities served by the IS to ensure compliance with applicable security requirements?




Conducting and documenting risk assessments for the assigned IS?




Supervising, testing and monitoring changes in the IS system affecting the IS activity posture as appropriate?




Implementing appropriate countermeasures required by directive, or determined to be cost effective?




Developing and testing annual contingency plans for the assigned information systems?




Monitoring IS procurement for security impact to ensure compliance with security regulations and known security requirements for the assigned information systems?




 If the IS system has remote terminals:




Have TASOs been appointed?




Have the duties and responsibilities of the TASOs been defined in writing?




Do the duties and responsibilities of the TASO include the following?




Serving as a single point of contact at his/her area for the CSSO?




Implementing and enforcing all security requirements established by the CSSO for remote terminal areas?




Ensure all countermeasures for remote terminal areas are in place?




Developing terminal security procedures for CSSO approval?




Maintaining a current access list of remote devices?




Reporting security abnormalities to the CSSO or his representative?




Have security requirements been agreed to in writing by the host site and remote device sites?




INFORMATION SYSTEM
YES
NO
N/A

Has an Information System Security Officer (ISSO) been appointed in writing?




Have the duties and responsibilities of the ISSO been defined in writing?




Do the duties and responsibilities of the ISSO include the following?




Being the focal point for all security matters for the IS systems assigned?




Executing the IS Security Program as it applies to the assigned IS systems including preparing and supporting the accreditation support documentation?




Maintaining an inventory of all hardware, system software and major functional application systems?




Monitoring system activity (e.g., identification of the levels and types of data handled by the IS systems, assignment of passwords, review of audit trails, etc.) to ensure compliance with security directives and procedures?




Maintaining IS with remote facilities served by the IS systems to ensure compliance with applicable security requirements?




Maintaining IS with remote facilities served by the IS system to ensure that a previously defined TASO is designated by the served activity where applicable?




Conducting and documenting risk assessments for the assigned IS systems?




Supervising, testing, and monitoring changes in the IS system affecting the IS activity posture as appropriate?




Implementing appropriate countermeasures required by directive or determined to be cost effective?




Assisting the IS Security Officer in implementing a comprehensive Activity IS Security Program?




Developing and testing annual contingency plans for the assigned IS systems?




Monitoring IS procurement for security impact to ensure compliance with security regulations and known security requirements for the assigned IS systems?




If the IS is a node of a network answer the following questions:




Have the network DAA and the IS facility DAA agreed to the security requirements in writing?




Has an IS Security Officer been appointed in writing for the node?




Message Integrity and Confidentiality




Only the intended user has access to the information contained in electronic mail or other message services. 




Message information is unreadable (i.e., encrypted) to anyone other than the intended recipient.





A non-repudiation mechanism ensures that messages came from the named sender. 




Data Integrity and Confidentiality




Applications software is in a protected domain to preclude the introduction of unauthorized or malicious code.  




Data integrity checks (e.g., CRCs, etc.) are used for ensuring the integrity of files.




Virus detection and removal software is available.




All software on the system has been properly licensed and was part of a government purchase.




SYSTEM ACCREDITATION 
YES
NO
N/A

Is this system accounted for on the CSSO's inventory?




Has a survey been completed on this system?




Have security operating procedures been developed for this system?




Has the DAA determined if a risk assessment is required?




If a risk assessment is required, answer the following questions:




Has the risk assessment been performed?




Does the ISSO maintain a copy of the risk assessment?




Is the risk assessment kept updated and repeated?




At least every 3 years?




When any change is made to the facility, IS equipment, system software, or application software that affects the overall IS security posture?




When any change is made in operational configuration, data sensitivity, or classification level?




When any change is made that appears to invalidate the original conditions of accreditation?




Has an ST&E been prepared that is sufficiently comprehensive to ensure thorough examination and exercising of the system's security control features and procedures and/or in combination, to determine their effectiveness and reliability?




Has an ST&E been performed to determine the effectiveness of countermeasures employed in maintaining the security of the system at an acceptable level of risk?




Does the ISSO maintain a copy of the ST&E plan and results?




Is a contingency plan in existence for this system?




Does the contingency plan, at a minimum, address the following:




The actions required to minimize the impact of a fire, flood, civil disorder, natural disaster, or bomb threat?




Backup procedures to conduct essential IS operational tasks after a disruption to the primary IS facility?




Recovery procedures to permit rapid restoration of the IS facility following physical destruction, major damage or loss of data?




Does this contingency plan provide for the following:




Local storage of tapes and punched cards in the central computer facility in metal or other fire retardant cabinets?




Duplicate system tapes, startup decks, database save tapes, and application program card files or tapes unique to the site to be maintained in a secure location removed from the central computer facility?




Identification of an alternate site containing compatible equipment?




Destruction or safeguarding of classified material in the central computer facility in the event that the facility must be evacuated?




Has the contingency plan been tested during the past year?




Does the ISSO maintain a copy of the contingency plan?




Does the ISSO maintain a copy of the contingency plan and test and evaluation report?




PHYSICAL SECURITY
YES
NO
N/A

Does the computer facility meet the following requirements:




Is the system operated within the manufacturer's optimum temperature and humidity range specifications?




Are environmental systems dedicated to the computer facility?




Are environmental controls regulated by key designated personnel only?




Is a temperature/humidity recording instrument installed to monitor the system area?




Is the temperature/humidity instrument connected to an alarm to warn of near-limit conditions?




Is adequate lighting present?




Is emergency lighting available?




Is the emergency lighting checked periodically?




Is electrical power reliable?




Are voltage regulators or other electronic devices present to prevent serious power fluctuations?




Does the facility have an interruptible power source?




Are cleaning procedures and schedules established and adhered to?




Is an IS representative present during cleaning operations?




Is the facility overhead free of steam and water pipes?




Are plastic sheets available to protest the system from water damage?




Is there a facility fire bill?




Are emergency exits clearly marked?




Do employees receive periodic training in the following areas:




Power shut down and start up procedures?




Operation of emergency power?




Operation of fire detection and alarm system?




Operation of fire suppression equipment?




Building evacuation procedures?




Is a master power switch to all IS equipment present?




Is the master power switch located near the main entrance of the IS area?




Is the master power switch adequately labeled to prevent accidental shut off?




If the system processes critical applications, has a sequential shutdown routine been devised?




Does a sufficient number of portable fire extinguishers exist?




Does a central fire suppression system exist?




Is automatic smoke/fire detection equipment present?




Does the smoke/fire detection equipment activate an alarm at the nearest fire station?




Are warning signs posted outside tape vaults and other magnetic storage areas to warn fire fighters of toxic fumes?




If the facility does not operate 24 hours per day, is there a guard force employed after hours and on weekends?




Is the guard force briefed on emergency procedures?




Is the guard force provided with an emergency recall bill?




Are physical access controls implemented to prevent unauthorized entry into the computer facilities and remote terminal areas?




Are visitor control procedures in place?




Are positive personnel identification measures (e.g., badge system, fingerprints) in place?




SOFTWARE SECURITY
YES
NO
N/A

Is the authenticity of the operating system or executive software verified by comparing the registry or shipment number of the software package with that contained in record communications from the originator?




Prior to operational use of any new system release, does the ISSO conduct sufficient testing to verify that the system meets the documented and approved security specifications?




Are new releases tested and debugged during dedicated time in a controlled environment?




Are all patches unique to the site tested by system software personnel?




Does ISSO maintain and monitor a log of all system patches?




Are all modifications to the operating system cross-checked by two appropriately cleared operating system programmers?




Are startup procedures executed as described in the site SOP manual?




Are system tapes identified in a unique manner to distinguish them from nonsystem tapes?




Are system tapes protected to the highest classification and for all restrictive categories of data which the central system is processing or storing online?




Has ISSO developed and approved a method to control access to system tapes or disks?




Is the ISSO informed of all unauthorized requests for system tape access?




Are system module source listings made available to site personnel only on a need-to-know basis, and are the listings physically protected as FOUO?




Has each individual user been assigned a unique user identification and password that has been randomly machine generated?




Is a password changed under the following circumstances:




Whenever an individual knowing a log-on password is transferred, discharged, reassigned, or the individual's security clearance is reduced, suspended, or removed by proper authority?




Whenever a password or record of password has been compromised, or is suspected of being compromised?




At least annually?




Operating System (Security Characteristics)




The system  uniquely identifies and authenticates each user at login 




There is a well-defined mechanism to provide DAC (e.g., access control lists  or protection bits)




The system creates and maintain an audit trail of each user's activities
 



Data in temporary storage resources (printer and message buffers, memory caches, temporary work files, etc.)  is cleared by a predefined over-write pattern prior to the allocation of the resource to a new user. 




Is removable media controlled at the highest level of data processed and restricted to users cleared for that level?




When no longer needed, are data purged or declassified?




Does an audit record identify the reason for system shutdown or crash?




Are system dumps performed following a system crash?




Are system dumps reviewed by the ISSO or site analyst?




Is all memory purged between processing periods?




Are security specifications coordinated by site management prior to approval of application software development and maintenance?




Are application software design reviews conducted, documented, and maintained as official records of the site?




Are new application releases tested on the system?




If operational user files are required for testing, are only copies of the files used?




ADMINISTRATIVE SECURITY
YES
NO
N/A

Are effective procedures established and implemented for limiting access to the system and its data?




Does the ISSO maintain a current roster of all personnel authorized access to the system?




Does the ISSO control the distribution of passwords?




Are log-on passwords for unclassified systems marked For Official Use Only (FOUO)?




Are working papers containing classified information marked with the following information:




 Date of creation?




 Highest classification of information contained in the product?




Are printed listings containing classified information marked with the security classification on the top and bottom of each page?




Are microfilm and microfiche conspicuously marked on the microform media or its container with the overall security classification large enough to be read with an unaided eye?




Are all IS storage devices externally marked with the following




 The overall security classification?




 Special access restrictions?




 A permanently assigned identification/control number?




Do magnetic tapes have a gummed label affixed containing the following




 Tape classification/declassification?




 Tape identification control number?




Are removal disk packs marked with the same information required for magnetic tapes?




Are customers responsible for reviewing and verifying the actual classification of the product?




Are effective procedures for protecting personal and other unclassified sensitive data established and implemented?




Have procedures for maintaining an inventory of all removable magnetic storage devices been established?




Is the inventory listing for devices classified TOP SECRET or special category verified at least semiannually?




Is the inventory listing for devices classified SECRET and below verified at least annually?




Is magnetic storage media being declassified and disposed?




Are security incidents investigated to determine their causes, and where possible, the corrective actions to be taken?




Are IS security incidents fully documented and properly reported?




