1.
DESIGNATED APPROVING AUTHORITY (DAA)

The DAA grants final approval to operate an AIS or network in a specified security mode. Before accrediting a site, the DAA reviews the accreditation documentation and confirms that the residual risk is within acceptable limits. The DAA also verifies that each AIS complies with the AIS security requirements, as reported by the ISSOs. Specific security responsibilities are as follows:

· Establish, administer, and coordinate security for systems that agency, service, or command personnel or contractors operate. Assist the PM in defining system security requirements for acquisitions.

· Appoint the individuals who will directly report to the DAA.

· Approve the classification level that is required for applications that are implemented in a network environment. Also, approve additional security services that are necessary (e.g., encryption and non-repudiation) to interconnect to external systems.

· Review the accreditation plan and sign the accreditation statement for the network and each AIS and define the criticality and sensitivity levels of each AIS.

· Review the documentation to ensure that each AIS supports the security requirements as defined in the AIS and network security programs.

2.
INFORMATION SYSTEM SECURITY MANAGER (ISSM)

The ISSM is the focal point for policy and guidance in AIS and network security matters and reports to and supports the DAA. There may be multiple ISSMs. The ISSM should not participate in the day-to-day operation of the AIS.

Specific security responsibilities are:

· Develop, maintain and administer current AIS and network security and training awareness plans and programs that implement policy and regulations and are consistent with the accreditation plan. The network program shall define intrasystem and intersystem connectivity.

· Enforce, through policy, compliance with component computer security program.

· Provide for overall key distribution and encryption management.

· Report security vulnerabilities, maintain a record of security-related incidents, and report serious and unresolved violations to the DAA.

· Ensure that the AIS security program requirements are met, including defining the security mode, specific security requirements, protocols, and standards. Develop applicable AIS security procedures.

· Implement the risk management program defined by the DAA. Verify that the risk assessment is performed and that threats and vulnerabilities are reviewed to evaluate risks properly.

· Monitor AIS personnel security procedures to ensure that they are being followed; coordinate and monitor initial and follow-up security training for AS personnel.

· Establish a risk management program for the entire AIS life cycle. This includes addressing network-wide security and problems associated with interconnecting to external systems.

· Identify each system in the certification and accreditation plan or in the system security plan.

· Review the accreditation plan and the reaccreditation activities, develop a schedule for the reaccreditation tasks, and initiate recertification and reaccreditation tasks under the direction of the DAA.

· Verify that appropriate security tests are conducted and that the results are documented.

· Oversee maintenance of accreditation documentation.

· Advise the DAA about the use of specific security mechanisms.

· Assist in site configuration management by reviewing proposed system changes and reviewing implemented system modifications for adverse security impact.

· Ensure that AIS security is included in all the contingency plans.

· Provide the DAA with the certification package to show that the AIS satisfies the security specifications for the data it processes, stores, or transmits. Document and maintain the evidence contained in the certification package.

3.
NETWORK SECURITY MANAGER (NSM)

The NSM is responsible for the overall security operation of a network and is the focal point for policy, guidance, and assistance in network security matters. In addition, the NSM ensures that a network complies with the requirements for interconnecting to external systems. The NSM re- ports to the ISSM and shall not participate in the day-to-day operation of the network. The tasks of the NSM are comparable to those of the ISSM. The security responsibilities are listed in the same order as those for the ISSM, specifically:

· Ensure that the AIS security program requirements are met, including defining the security mode, specific security requirements, protocols, and standards. Develop applicable network security procedures.

· Implement the risk management program defined by the ISSM. Verify that the risk assessment is performed and that threats and vulnerabilities are reviewed to evaluate risks properly.

· Verify that appropriate security tests are conducted and that the results are documented.

· Review the accreditation plan and the reaccreditation activities, develop a schedule for the reaccreditation tasks, and initiate recertification and reaccreditation tasks under the direction of the DAA.

· Assist in site configuration management by reviewing proposed system changes and reviewing implemented system modifications for adverse system impact.

· Ensure that network security is included in all the contingency plans.

· Provide the DAA with the certification package to show that the network satisfies the security specifications for the data it processes, stores, or transmits. Document and maintain the evidence contained in the certification package.

· Provide the DAA with written certification that satisfies the security specifications for the data it processes, stores, or transmits. Ensure that the documentation to support the certification is developed and maintained.

· Monitor implementation of AIS personnel security procedures to ensure that they are being followed; coordinate and monitor initial and follow-up security training for AIS personnel.

· Maintain a current AIS security plan.

· Manage routing control for security within the network (specify links or subnetworks that are considered to be trusted based on specific criteria).

4.
INFORMATION SYSTEM SECURITY OFFICER (ISSO)

The ISSO acts for the ISSM to ensure compliance with AIS security procedures at the operational site or installation. Depending on the size and complexity of the AIS, the ISSO also may function as the ISSM and NSO. The duties of the ISSO include:

· Ensure that the AIS is operated, used, maintained, and disposed of in accordance with internal security policies and practices.

· Ensure the AIS is accredited if it processes classified information.

· Enforce security policies and safeguards on all personnel having access to the AIS for which the ISSO has responsibility.

· Ensure that users and system support personnel have the required security clearances, authorization and need-to-know; have been indoctrinated; and are familiar with internal security practices before access to the AIS is granted.

· Ensure that audit trails are reviewed periodically, (e.g., weekly or daily). Also, that audit records are archived for future reference, if required.

· Initiate protective or corrective measures if a security problem is discovered.

· Report security incidents to the DAA when an AIS is compromised.

· Report the security status of the AIS, as required by the DAA.

· Evaluate known vulnerabilities to ascertain if additional safeguards are needed.

· Maintain a plan for site security improvements and progress towards meeting the accreditation.

5.
NETWORK SECURITY OFFICER (NSO)

The NSO implements the network security program and acts as the point of contact for all network security matters. The responsibilities of the NSO are similar to those of the ISSO, with the NSO concentrating on network security and the ISSO concentrating on AIS security. The security responsibilities of the NSO are:

· Obtain written approval from the DAA to process classified or sensitive unclassified information on the network.

· Maintain the security processing specifications for the network.

· Ensure that standard security procedures and measures that support the security of the entire network are developed and implemented. Conduct periodic reviews to ensure compliance with network security procedures.

· Ensure that network security is included in all the contingency plans and that the contingency plans are tested.

· Maintain the site-specific portion of the accreditation documentation.

· Ensure that physical measures to protect the facility are in effect and that measures to protect mission-essential, sensitive data processing activities are implemented. Maintain liaison with organizations that are responsible for physical security, e.g., military police, fire control officials, base power plant officials, and emergency services.

· Review network configuration changes and network computer changes or modifications to ensure that network security is not degraded (including interfaces to separately accredited AISs). Ensure that network components (i.e., hardware, software, and firmware) are included in the configuration management program.

· Select security events that are to be audited or remotely collected; establish procedures for collecting the audit information; and review audit reports.

· Verify security clearances and access approval for personnel using the network.

· Coordinate and monitor initial and periodic security training for network personnel. Verify that all users receive network security training before being granted access to the network.

· Provide users with plans, instructions, guidance, and standard operating procedures regarding network operations. Conduct periodic reviews to ensure compliance.

· Verify that personnel security procedures applicable to the operation of the computer facility are followed.

· Report physical, personnel, and AIS security violations to the NSM. Report system failures that could lead to unauthorized disclosure.

· Review reported security problems and inform the NSM of security difficulties. Ensure that TASOs evaluate, document, and report security problems and vulnerabilities at their respective sites.

· Recommend partial or complete suspension of operations if any incident is detected that may affect security of the operation.

· Monitor the system recovery processes to assure that security features are correctly restored.

· Maintain guidelines that ensure that the physical, administrative, and personnel security procedures are followed.

6.
TERMINAL AREA SECURITY OFFICER (TASO)

The TASO reports to the ISSO and is responsible for security procedures in an assigned remote terminal area. System access from the TASO’s assigned remote terminals will not be allowed without authorization from the cognizant security officer. The TASO has the following security responsibilities:

· Ensure that there are written instructions specifying security requirements and operational procedures for each terminal area.

· Ensure access to a terminal is only to users with the need-to-know, clearance, and access approval for data that may be accessed from that terminal.

· Perform an initial evaluation of security problems in the assigned terminal area(s) and notify the ISSO of all security violations and any practices that may compromise system security.

· Verify that the physical security controls are in place and operational, for example, physically protecting the network interfaces (hardware connections).

· Collect and review selected remote facility audit records, document any reported problems, and forward them to the ISSO.

· Participate in security training and awareness.

· Ensure that the equipment custodian has all the component serial numbers written down and stored in a secure place.

7.
SECURITY RESPONSIBILITIES OF OTHER SITE PERSONNEL

Because the overall security of a site is subject to the cooperation of everyone involved in the system, the discussion of roles and responsibilities would not be complete without mentioning the system administrator, the computer facility personnel, the data administrator, the maintenance personnel, and the users. Everyone is responsible for knowing the security procedures and mechanisms that are in effect for a particular system, for following all procedures applicable to security, and for reporting potential security incidents. In addition, specific responsibilities for other individuals are listed below.

The system administrators and data administrators and classifiers shall:

· Coordinate with the ISSO on information security requirements and with the NSO for network security requirements.

· Establish or confirm the overall security classification of the applicable resources and establish restrictions or special conditions for the use of the data.

· Periodically review the data to verify that the security classification is correct. Recommend downgrading data, if applicable.

· Authorize individual or group access to specific resources.

· Participate in the development of a formal need-to-know policy.

The users shall:

· Use the system only for authorized purposes and in accordance with security procedures and guidelines.

· Maintain individual accountability (e.g., do not share passwords).

· Protect classified and other sensitive material.
8.
SECURITY RESPONSIBILITIES OF OTHER PERSONNEL

Network Security Vulnerability Technician

Network Security Vulnerability Technicians (NSVT) are normally assigned to an organization external to a unit or program (Such as FIWC, NAVCIRT, NIWA, or COMNAVSECGRU). The NSVT’s duties may include:

· Perform Global or Regional Computer Incident Response Team (CIRT) functions for detecting, fusing, correlating, and reporting intrusions and incidents.

· Perform vulnerability assessments as requested by a DAA.

· Perform Red Team operations during exercises to help develop, practice and refine computer network defense tactics and operations.
· Assist ISSM’s establish their respective security policies or plans and system security configuration guides and operating procedures.
