LRA CLASS 3 TRANSITION DIRECTIONS

Purpose:   To give specific steps for existing LRAs operating with the DoD Medium Assurance PKI Pilot system to transition to the DoD Class 3 PKI system.

Background:  The DoD Medium Assurance PKI pilot system has been operating since April of 1998.  Currently there are several hundred people operating as LRAs on this system.  Soon the DoD Class 3 Medium Assurance PKI system will become operational.  This system meets all the criteria of a Class 3 PKI as specified in the DoD X.509 Certificate Policy.    In order to begin registering users on the Class 3 system,  LRAs must receive new certificates on the Class 3 system and also download new LRA software.  Class 3 LRAs will no longer need to access the Medium Assurance system.  They will no longer need their old certificates and these will be revoked.

Suggested Transition Process:

1. Upgrade Netscape on your system to U.S. version 4.73 (or higher) and install Netscape’s Personal Security Module (PSM) plug-in version 1.1 (or higher). ).  A copy of Netscape Communicator can be obtained from http://netscape.intdec.com/disa.    A copy of PSM can be downloaded from http://docs.iplanet.com/docs/manuals/psm.html.  To install PSM, drag the psm_11_win32.jar file that you just downloaded into your open browser window.  The installation will automatically start. (Note:  you will need to have administrator privileges on your workstation in order to install Netscape and PSM.  Contact your system administrator if you need assistance.)

2. Install New SmartCard Reader. 

a. Obtain a new smart card and card reader from your RA.  Currently the only authorized smart card for the Class 3 system is the Model 330 smartcard made by Datakey.  The reader for this card is the Signasure 10SR reader.  The reader, card, and software are being provided by DISA for all existing pilot LRAs.

b. Disconnect your Litronics card reader from your workstation and uninstall any Litronics software.  To uninstall the Litronics software, go to Start, Settings, Control Panel, and click on Add/Remove programs.  Remove each item by highlighting it in the list, then clicking on Add/Remove.   Select “Yes” or “OK” if asked whether to deinstall a file that may be shared.  The items to be removed are:  Litronics 2.0 Application , Litronics PCSC readers, and Microsoft SmartCard Base Components.  Restart your workstation after deleting all of these programs.
c. Install the software for the new Datakey card reader and select  your LRA profile when Netscape starts.  After software installation is complete, physically connect the card reader to your workstation.  Initialize the card and set a new password on it.  (Follow slides in the LRA Trainee Guide in Section 2A for directions.  Copies of the LRA Trainee Guide can be downloaded from http://iase.disa.mil/pki/index.html .)
3. Obtain New LRA Certificate.

a. Electronically request your new LRA Identity certificate using the same profile you selected in Step 2c above.  Use the same 10-digit UIN as your original LRA certificate.  (Follow slides in the LRA Trainee Guide in Section 2B part 2 and 3 for directions.)  Note that you WILL need to follow the steps in part 2 to download the NEW Class 3 Root CA certificate chain.

4. When your RA has approved your LRA Identity certificate, follow the directions in the LRA Trainee Guide in Section 2B, part 4, to download your certificate.  (You may need to consult Appendix A for how to search for your certificate since an e-mail link to your certificate may not be implemented yet.) Continue following the slides in Section 2B, parts 5-7, to also request LRA E-mail Signature and Encryption certificates.  All of these certificates will be stored on your smartcard.

5. Download the new LRA version 2.1 application from the LRA Admin web page (https://admin.c3pki.chamb.disa.mil/lra or https://admin.c3pki.den.disa.mil/lra ). Start the installation of the new application by double-clicking on the file name (there is no need to deinstall the old one).  The new application should keep the settings, including the User Numbers, that you had previously.  However, you will need to go to the settings screen by using the Screwdriver Icon on the DoD LRA toolbar and reselect the Certificate Authority (Denver or Chambersburg) that you will upload your users to and also re-enter your LRA number.
Review the LRA Trainee Guide.  The LRA version 2.1 application is very similar to the version 1.6 and earlier applications.  

a.  Adding, submitting, and archiving users is the same.  

b. Changes have been made to the import function.  If you use the import feature, refer to Lesson 3A, part 6 in the LRA Trainee Guide for information.  A capability has also been added to pull up user records from your local archive.  Refer to Lesson 3A, part 5 in the LRA Trainee Guide for more information.

c. Review Lesson 3B, parts 1 and 2, for how to search the Directories and Certificate Servers.  The process is very similar, however some of the screens have a different “look”.   Keep a copy of your User Guide or Trainee Guide from the pilot system since there will still be times when you have to search the pilot Directories or Certificate Servers (for instance, when someone who has a pilot certificate needs to have it revoked.)

d. Review Lesson 3B, part 6 for new responsibilities that LRAs will have in the Class 3 system regarding key recovery.  The Class 3 system will keep a copy of each user’s private key for e-mail encryption.   Anyone who needs to obtain a copy of that key for official reasons may put their request in through the LRA, who will notify the proper authority.

Register Class 3 Users.  You are now ready to register users in the Class 3 system.  Existing pilot users generally do NOT have to be re-registered in the Class 3 system.  Their pilot certificates will remain valid and usable until they expire in 3 years or less. Your LRA pilot certificate is no longer needed and will be revoked.
