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Abstract

The objective of this project is to provide the Navy with clear and concise implementation guidance for the secure installation and configuration of the Windows NT 4.0 server and workstation operating systems (OSs).  This guidance is based on the Navy   IT-21 standard and is specific to the Naval Tactical Command Support System (NTCSS) and Joint Maritime Command Information System (JMCIS) local area network (LAN) architectures.

This guide is an addendum to the Secure Windows NT Installation and Configuration Guide: Windows NT for Navy IT-21.  It covers instructions for installing and using Service Pack 4 (SP4) and its post-SP4 hotfixes on Windows NT 4.0 servers and workstations.  
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 Preface

The table below identifies the differences between versions 1.3 and 1.4 of the Secure Windows NT Installation and Configuration Guide.  For all sections not referenced below, refer to version 1.3 for configuration details.

Version 1.3 Sections
Location Referenced in Version 1.4

Section 5.4.4 – 5.4.16 (C2 Configuration Manager)
Incorporated in SCM templates

Section 6 (File System Configuration)
Incorporated in SCM templates

Section 7 (Audit Policy Configuration)

Section 7 (File and Directory Audit Settings)

Table 7-1, step 5 (Audit Log Size)
Incorporated in SCM templates

Auditing of files and directories does not work properly in the current version of the SCM, therefore it cannot be incorporated in the templates

Size changed to 32 MB for servers and 8 MB for workstations; incorporated in SCM templates

Section 8 (Registry Configuration)
Incorporated in SCM templates

Section 10 (User Account Policy Configuration)
Incorporated in SCM templates

Section 11 (User Rights Policy Configuration)
Incorporated in SCM templates
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Introduction

1.1  Purpose

Space and Naval Warfare Systems Command (SPAWAR) Information Security (INFOSEC) Program Office (PMW-161) has identified the need to provide clear and concise implementation guidance for the Microsoft Corporation’s Windows NT 4.0 server and workstation installations.  This guidance should be a step-by-step installation manual, with its primary focus on security configuration information.  The installation should include the NT operating system (OS), its latest service pack, and all applicable hotfixes.

Microsoft has recently released Service Pack 4 (SP4) for Windows NT 4.0.  This SP includes many OS bug fixes, all post-SP3 hotfixes, and Year 2000 (Y2K) fixes.  In order for Windows NT machines to be Y2K compliant, SP4 must be installed.

1.2 NOTE:  In May 1999, Microsoft released Service Pack 5 (SP5) for Windows NT 4.0.  While SP5 also provides Y2K compliance (see Section 2.2 of this guide) it has not been tested as of the publication of this document and is therefore not addressed.

1.3 Scope

This guide is to be used in conjunction with version 1.3 of the Secure Windows NT Installation and Configuration Guide: Windows NT for Navy IT-21, which covers instructions for loading the NT OS and securely configuring the system (C2 security, auditing, file system and registry security, user rights, user profiles, system policies, account policies, system repair data).  This guide includes instructions for installing SP4, the Security Configuration Manager (SCM), and post-SP4 hotfixes.  

This document is intended to address the security concerns with the installation and configuration of SP4 and its components.  It does not address prior versions of the NT OS nor does it address the secure installation and configuration of COTS applications.

1.4 Background

The Department of Defense (DoD) Joint Technical Architecture (JTA) and Defense Information Infrastructure Common Operating Environment (DII COE) provide DoD with the automated information system (AIS) guidance required to take the Navy into the 21st Century.  Implementation of this policy requires all non-standard network operating system (NOS) and e-mail products to be replaced no later than December 1999.  The Microsoft Windows NT Server 4.0 is the standard fleet NOS.  Service Pack 4 for Windows NT 4.0 provides Y2K compliance.

1.5 Document Structure

This document is designed to be used by Navy System Administrators to update their NT systems with SP4 and its post-SP4 hotfixes.  The document provides step-by-step guidance for installing the service pack and using its components.  Section 1 provides an introduction to the guide and project background.  Section 2 provides an overview of the major contents and features of SP4.  Section 3 contains information about software, hardware, and uninstallation issues associated with SP4.  Section 4 lists pre-installation steps for SP4.  Section 5 lists installation steps for SP4.  Section 6 contains steps for installing the SCM and for using this tool to securely configure NT systems.  Section 7 contains additional steps that are not included in the SCM templates for configuring the security of systems.  Appendix A lists instructions for downloading and applying post-SP4 hotfixes.  Appendix B contains information on extending the capabilities of the SCM to include additional registry security settings.
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Service Pack 4 Overview

This section describes the major contents and features of SP4 and available versions for download.  SP4 is described in detail in its README file, which can be accessed at: http://support.microsoft.com/download/support/mslfiles/SP4128.TXT.

2.1  Bug Fixes

Service Pack 4 is a major OS upgrade.  Because service packs are cumulative, SP4 contains all of the bug fixes from SP3, as well as all post-SP3 hotfixes.  A full listing of bug fixes contained in SP4 can be found at: http://support.microsoft.com/support/kb/articles/q150/7/34.asp and http://support.microsoft.com/support/kb/articles/q194/8/34.asp.

2.2 Y2K Fixes

Service Pack 4 MUST be installed on NT systems for full Y2K compliance.  A system with SP3 and post-SP3 hotfixes does not meet Y2K compliance.  Microsoft has stated that SP3’s Y2K status is “compliant with minor issues.”  While SP4 includes all of the Y2K fixes from the post-SP3 “Y2K-fix”, it provides six additional fixes to the following OS components that are required for full compliance:

· Windows Internet Naming Service (WINS)/Dynamic Host Configuration Protocol (DHCP) Service Admin (fixes incorrect expiration dates)

· Custom date properties in Word 97 files (for Greenwich Mean Time[GMT] time zone)

· Basic Input/Output System (BIOS) date (delay rolling over from 1999 to 2000)

· Object Linking and Embedding (OLE) automation (incorrect date windows for locales using calendars in addition to the Gregorian calendar)

· System Info Reports (fixes incorrectly displayed dates)

· Four-digit year format for non-English regional settings (e.g., Hebrew, Japanese)

For a full discussion/comparison of the Y2K status of SP3 and SP4, see the following Microsoft compliance document at: http://www.microsoft.com/technet/year2k/product/user_view68532EN.htm.

NOTE:  While SP5 does not add any new functionality to NT 4.0 systems, it does contain four new Y2K fixes since the release of SP4.  Microsoft will be releasing these Y2K fixes outside of SP5, so that sites fielding SP4 can freely download these fixes for use in their environments.  These fixes will soon be available at the following site:  http://www.microsoft.com/ntserver/nts/downloads/recommended/NT4y2kpostSP4/ default.asp.  

2.3 SP5 is not required for Y2K compliance since an NT 4.0 system with SP4, the post-SP4 Y2KUPD hotfix, and the four additional Y2K fixes released separately from SP5 will provide full compliance.

2.4 Option Pack Fixes

Service Pack 4 includes fixes and enhancements for the Windows NT Option Pack.  In the past, service packs have only contained fixes/enhancements to the OS.  Installation of SP4 will automatically update Option Pack components that are present on the system.  SP4 contains updates for the following components of the Option Pack:

· Certificate Server

· Index Server

· Internet Information Server (IIS)

· Microsoft Message Queue (MSMQ)

· Microsoft Transaction Server (MTS)

· Simple Mail Transfer Protocol (SMTP), Network News Transport Protocol (NNTP)

2.5 Security Configuration Manager 

The Security Configuration Manager (SCM) is an optional component of SP4 (requires SP4 to be installed on the machine prior to SCM installation).  The SCM is a Microsoft Management Console (MMC) snap-in that enables System Administrators to centrally configure/secure NT machines in a domain.  The SCM is a template-based tool and ships with ten default pre-defined templates.  The templates are simple text-based files that contain the desired security settings for machines in the following areas:  account policies, audit policies, user rights, C2 security, event log settings, file system and registry access control lists (ACLs).

The SCM can be downloaded from Microsoft at: http://support.microsoft.com/support/ntserver/Content/ServicePacks/sp4_central_40.asp or can be installed from the \Mssce\I386 directory on an SP4 compact disk (CD).

2.6 Protocol Enhancements

SP4 contains several enhancements to protocols including NT LanManager (NTLM), Domain Name Service (DNS), and DHCP.  NTLMv2 was created as an enhancement to the original NTLM challenge/response authentication used by Windows NT.  If a server and client are both running Windows NT with SP4, NTLMv2 session security will be negotiated.  This new version uses a 128-bit key space for password-derived keys and uses the Hashed Message Authentication Codes (HMAC)-MD5 algorithm for message integrity checking.

DNS enhancements include randomizing Transmission Control Protocol (TCP) sequence numbers used when resolving recursive queries.  (Prior to SP4, Microsoft DNS servers have used a predictable sequence of query identifiers (IDs) when performing resolution).  Another enhancement applies to caching-only DNS servers, which are no longer limited to using the standard DNS port 53 with SP4.  

DHCP has been redesigned to search the database for scopes and respond to incoming DHCP queries simultaneously.  (Prior to SP4, DHCP servers would ignore incoming requests while they searched the database).  Other enhancements include expiring bad Internet Protocol (IP) addresses after the lease period ends and increasing the number of requests DHCP clients can perform after receiving bad addresses.

Other changes to protocols such as Point-to-Point Tunneling Protocol (PPTP), SMTP, NNTP, and Tunneling TCP are described in the SP4 README file.
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Service Pack 4 Issues

The SP4 README file contains important information about software and hardware incompatibilities.  This section describes known incompatibilities in the following three areas:  software (operating system and applications), hardware, and software uninstallations.  Certain websites have been tracking reported problems with software and hardware interoperating with SP4.  The following site provides a comprehensive listing of reported problems and issues:  http://www.nthelp.com/nt4sp4.htm.

The Microsoft Knowledge Base, which can be searched at http://support.microsoft.com/support/search/c.asp, provides a repository of known and/or fixed issues with Microsoft operating systems and applications.  The Knowledge Base should be searched (keywords:  Service Pack 4) on a regular basis for reported problems with this latest SP.

3.1 Software Issues

This section describes some known software issues related to the installation of SP4 and/or the SCM.

3.1.1 SP4 Installation Does Not Delete References to Previous Hotfixes

When SP4 is installed on a system that has had previous hotfixes (e.g., post-SP3 hotfixes) installed, the registry entries referencing these hotfixes are not removed.  Running the hotfix.exe utility will still list all pre-SP4 hotfixes as being installed on the system, and will allow a user to delete these old hotfixes, even though they have been replaced by SP4.  Attempting to remove these old hotfixes can result in system failure.  

References in the registry to pre-SP4 hotfixes should be manually removed by a System Administrator in order to reflect the actual installed components of the system.  The keys under the following registry key that reference pre-SP4 hotfixes should be deleted:  

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\ CurrentVersion\Hotfix\<KBArticleNumber>

Refer to the following Knowledge Base article for complete instructions on deleting these references:  http://support.microsoft.com/support/kb/articles/Q194/3/34.asp.

3.1.2 Installing the SCM Changes the ACL Editor

After installing the SCM on a system running SP4, the graphical ACL editor for directories and files is modified.  The SCM was originally developed by Microsoft for Windows 2000 (formerly known as Windows NT 5.0) and was back-ported to Windows NT 4.0.  The new ACL editor introduced by the SCM in NT 4.0 systems reflects the ACL inheritance model present in Windows 2000 as shown in Figure 3-1.  

While there are no issues in terms of system functionality with the new ACL editor graphical user interface (GUI), System Administrators should be aware of this change.  The new ACL editor can be uninstalled to revert back to the original NT 4.0 ACL editor by updating a single Dynamic Link Library (DLL); however, this uninstallation will result in the SCM being unusable.  Refer to the following Knowledge Base article for more information on the new ACL editor:  http://support.microsoft.com/support/kb/articles/Q195/5/09.asp.
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Figure 3-1.  New ACL Editor GUI

3.1.3 Logon Errors Occur After Initial Application of Default SCM Templates

When a user logs on to a system that has had one of the default SCM templates (compatible, secure, or hi secure) applied, two error messages will appear as the user’s profile is created.  The errors occur with Outlook Express and the Internet Connection Wizard.  Microsoft to date has not created a workaround, and states users who have logged on prior to securing the desktop will not receive these error messages.  All logons after the initial user logon appear to operate without errors.  For more information, refer to Section 4.6 of the SP4 README.

3.1.4 Heap Manager Changes in SP4

SP4 changes the memory allocation patterns of the NT heap manager to increase performance.  Some applications may be affected by this change and not recognize the new allocation patterns, causing heap allocation bugs.  Microsoft states the symptoms of such a bug could appear as an access violation or loss of application functionality.  While major vendor applications (e.g., Oracle, Informix) are being patched, the impact of this change on smaller applications that rely on these major programs will not be known until testing has occurred.  Refer to the following Knowledge Base article for more information on disabling these allocation patterns for specific applications:  http://support.microsoft.com/support/kb/articles/q195/0/09.asp.

3.1.5 Advanced Power Management Does Not Operate with SP4

SP4 contains new features in the Event Log Service that will record three new events in the System Event Log:  clean shutdown, dirty shutdown, and system version.  Detecting a dirty shutdown event requires that the OS access the disk every 5 minutes, which is caused by a timestamp used by the Event Log Service.  This frequent disk access interferes with disk power management software.  If power management is desired, a registry value “TimeStampInterval” of type DWORD set to 0 should be created under the following key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\ Reliability

Refer to Section 2.1 of the SP4 README for more information.

3.1.6 Emergency Repair Disks Usage

Emergency Repair Disks (ERDs) used to repair Windows NT systems work with the three Windows NT setup disks (boot disks).  To use the ERD method of repair, the updated version of “Setupdd.sys” from SP4 must be copied onto setup disk #2.  Once a system repair has been completed through the use of the ERD and updated setup disks, SP4 will need to be reinstalled on the system to ensure the most up-to-date system files are in place.  Setup disks can be created using the winnt32 command with the /ox parameter from the \I386 directory of a Windows NT 4.0 CD.  For more information on using the ERD and updating the setup disks from SP4, refer to Section 3.1 of the SP4 README or to the following Knowledge Base article: http://support.microsoft.com/support/kb/articles/q196/6/03.asp.

3.1.7 Failed LMHOSTS Lookups Are Not Passed to WINS Servers

On systems with SP3 installed, failed hostname lookups in LMHOSTS files (i.e., hostname entry is not in the file) would be passed to WINS servers for hostname-to-IP address resolution.  With SP4, the NT OS will not pass failed LMHOSTS queries to WINS servers and will instead only use the entries in the LMHOSTS file that have been preloaded (i.e., entries marked with #PRE).  While this functionality of SP4 is by design, System Administrators should be aware of this feature and should review all LMHOSTS files in use to remove/update outdated entries that are preloaded in the file.  For more information, refer to the following Knowledge Base article: http://support.microsoft.com/support/kb/articles/q195/6/72.asp.

3.1.8 Application Functionality Changes

Because SP4 is a major OS upgrade, some third-party applications will require updated drivers and files to be fully functional with an SP4 baseline.  The NT operating system undergoes changes to the Security Accounts Manager (SAM) database and file system when SP4 and the SCM are installed.

Table 3-1 lists some applications that have reported incompatibilities with SP4.  All commercial applications that will be used on systems with SP4 should be fully tested.  Vendor websites should be checked for any patches/updates that may be required.  The Application column lists the name of the application.  The Vendor column lists the software vendor.  The Problem column lists a short description of the incompatibility.  The Reference/Fix column lists a source for more information on the reported problem and/or a description of an available fix.

Table 3-1.  Software Incompatibilities

Application
Vendor
Problem
Reference/Fix

Terminal Server
Microsoft
SP4 is not supported by Windows NT Terminal Server.  
A separate revision of SP4 specific to Terminal Server 4.0 is available from Microsoft at http://www.microsoft. com/ntserver/ terminalserver/ downloads/ recommended/TSESP4/default.asp.  

Proxy Server 1.0 Client
Microsoft
SP4 causes the WinSock Proxy Client to be disabled.
Reinstall the Proxy Server Client after installing SP4.  Refer to Section 4.8 of the SP4 README.

Exchange Server 5.5 (no SP1)
Microsoft
Exchange Internet Applications and Services may no longer function properly after SP4 is installed.
Refer to the following Knowledge Base article: http://support.microsoft.com/support/kb/articles/q214/8/64.asp

Certificate Server 1.0
Microsoft
Installing Certificate Server 1.0 on top of SP4 may result in a failure to start system services.

After applying SP4, root certifying authority certificates may need to be reinstalled when using Certificate Server 1.0, IIS 4.0, and SSL.
Refer to Section 3.9 and 3.10 of the SP4 README.

Oracle Application Server 4.0.6.4
Oracle
This version of OAS fails with SP4 installed.
Patch to be released at:  http://www.oracle.com

Drive Image
PowerQuest
Drive Image does not operate correctly with SP4.
Patch to be released at:  http://www.powerquest.com

Remote Services Management
International Software Solutions
After installing SP4 on a machine running Remote Services Management, the system cannot restart.
Patch available at:  http://iss2you.com/ support/patch.htm

Ghost 5.0e
Norton
Ghost will not make disk images of systems that have had SP4 installed.
Ghost 5.1cbeta is available for download and corrects this problem.  Refer to: http://www.symantec. com/techsupp/files/ ghost/ghost.html

Exceed, NFS Maestro
Hummingbird
The telnetd daemon included with the Inetd service does not function properly.
Refer to:  http://www. hummingbird.com/ support/nc/exceed/ ex60054.html

3.2 Hardware Issues

Table 3-2 lists hardware that has reported incompatibilities with SP4.  The Hardware column lists the name of the vendor and type of hardware.  The Problem column lists a short description of the incompatibility.  The Reference/Fix column lists a source for more information on the reported problem and/or a description of an available fix.

Table 3-2.  Hardware Incompatibilities

Hardware
Problem
Reference/Fix

SystemSoft Card Wizard version 2.x or earlier
Only versions 3.00.01 or greater will function correctly with SP4.
http://www.systemsoft.com



Softex PC Card Controller, Softex Power Management Controller, Softex Docking Controller, Softex DeskPower Controller
Installing any version of the listed hardware earlier than version 2.19 after installing SP4 can result in the system becoming unusable.
http://support.dell.com/filelib/

or

http://www.softexinc.com

Phoenix CardExecutive, Phoenix APM, Phoenix NoteDock, Phoenix DeskAPM
Installing any version of the listed hardware earlier than version 2.19 after installing SP4 can result in the system becoming unusable.
http://www.phoenix.com



3.3 Software Uninstallations

The installation of SP4 changes the structure of the SAM database on NT systems.  As a result, certain DLLs have been updated to function with the new database.  System Administrators must follow certain precautions when uninstalling applications that use these DLLs.  The following two subsections describe issues with uninstalling Internet Explorer and SP4.

3.3.1 Uninstalling Internet Explorer (IE)

On systems that had IE 4.0 or later installed followed by an SP4 installation, uninstalling IE will result in a partial uninstall of newer Cryptographic Application Program Interface (CryptoAPI) components.  If IE must be uninstalled from the system, SP4 should be immediately reinstalled to ensure full system functionality.

3.3.2 Uninstalling SP4

Uninstalling SP4 is not a complete uninstall, since some of the files added by SP4 during the installation are not replaced.  SP4 changes the structure of the SAM database, which requires updated files dealing with authentication and the CryptoAPI.  The following files are related to the SAM changes that are left unrestored after uninstalling SP4:  samsrv.dll, samlib.dll, winlogon.exe, lsasrv.dll, services.exe, and msv1_0.dll.  A problem can occur after a System Administrator uninstalls SP4 and then reinstalls SP3.  During the SP3 install, the Administrator will be asked whether or not SP3 should overwrite the files listed above which were left on the system from SP4.  The Administrator should NOT overwrite those files, since these are the only files that recognize the new structure of the SAM database.  Replacing these files with the SP3 versions will not allow users to log on, since they will not interact properly with the SAM database.  

A true SP4 uninstallation will require a System Administrator to replace all of the files in the %systemroot% directory from a backup (or NT CD) and repair the registry from an ERD.  Another option would be to uninstall SP4, use an ERD to repair the registry, and replace the six files listed above which are not affected by the uninstall.
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Pre-Installation Steps

This section contains recommendations for incorporating SP4 into an existing domain and the order in which it should be loaded with other applications/software components on individual machines.  These recommendations are based on the assumption that the machines to be upgraded to SP4 currently have SP3 (and post-SP3 hotfixes) installed.
4.1  Plan SP4 Incorporation into NT Domains

SP4 should first be applied to the Primary Domain Controller (PDC) and Backup Domain Controllers (BDCs) in a domain.  Clients (workstations and standalone servers) should have SP4 applied after the domain controllers have been upgraded.  All machines within a domain should be updated concurrently with SP4. 

4.2 Plan Order of Installation

The following order should be followed for applying SP4 onto a machine with the NT OS (server or workstation), SP3, post-SP3 hotfixes, and applications currently installed:

1) IE 4.01 (optional)

2) Option Pack (optional)

3) SP4

4) Post-SP4 hotfixes

While IE 4.01 and the Option Pack are optional components, it is important they be installed prior to SP4 if they are desired since SP4 contains fixes to both software components.  If these (or any other applications) are installed after SP4 has been applied to a system, the service pack should be reinstalled (i.e., SP4 and its hotfixes should be the last components installed on the system).

4.3 Obtain SP4

SP4 can either be ordered on CD or downloaded from Microsoft’s web site.  The order form for the CD version is located at http://www.microsoft.com/ntserver/nts/downloads/recommended/nt4svcpk4/ordercd.asp.  The CD version contains the service pack, Y2K fixes, and the SCM.  SP4 (both 40-bit and 128-bit versions) can be downloaded from http://support.microsoft.com/support/ntserver/content/servicepacks/sp4start.asp.  Three versions of the service pack are available for downloading:  auto-install, standard download, and full download.  The auto-install version detects the components on a system and only downloads the SP4 files needed to update files and resolve NT Y2K issues.  The standard download version contains all of the SP4 files and NT Y2K issues, but does not contain Y2K fixes for optional NT components (e.g., IE 4.01 SP1).  The full 128-bit download version (included on the distribution CD with this guide) contains all fixes in one file and is the recommended version to apply.

A Y2K SP4 Inspection Utility is also available for download at the URL above.  This utility analyzes a system and recommends which download is appropriate for that machine.  If the full download version is being used, the Y2K SP4 Inspection Utility is not necessary since the full download bundles all OS/Y2K fixes.

NOTE:  Microsoft originally released SP4 in October 1998 and released a newer version with updates to the MSMQ and Java Virtual Machine (JVM) software in February 1999.  The latest version of SP4 is required for those NT servers running MSMQ 1.0 and Site Server Express 2.0, or for those systems that require the JVM updates.  To verify you have the latest SP4 version, check the size of the “Unssx2.txt” file in the Update subdirectory and ensure its size is 221 bytes.

A specific version of SP4 is required for NT servers running Terminal Server 4.0.  This version of SP4 can be obtained on CD at http://www.microsoft.com/ntserver/terminalserver/downloads/recommended/TSESP4/ ordercd.asp, or can be downloaded from http://www.microsoft.com/ntserver/terminalserver/downloads/recommended/TSESP4/ default.asp.  For more information about Terminal Server bug fixes in SP4, refer to the following Knowledge Base article:  http://support.microsoft.com/support/kb/articles/q222/9/70.asp.

4.4 Back Up Systems

System Administrators should perform a full system backup (including the registry) before applying SP4 in the event of a system failure.  

4.5 Review the SP4 README file

It is highly recommended that System Administrators download and review the SP4 README file before installing the service pack.  The README file can be downloaded at http://support.microsoft.com/download/support/mslfiles/SP4128.TXT and describes contents of the SP and known hardware and software issues.  System Administrators should additionally check third-party vendor web sites and the Microsoft Knowledge Base for application incompatibilities before installing SP4.  Some applications will require updated drivers to operate properly on a system with SP4.
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Service Pack 4 Installation

Table 5-1 lists the procedures for installing SP4.  The Current Window column describes the windows that appear on your monitor during the installation.  The Procedure column lists the options/settings for each step of the installation.  The Rationale column explains the reasoning behind each procedure.

NOTE:  SP3 and post-SP3 hotfixes do not have to be removed before installing SP4 on a system.  New systems with fresh installs of the NT OS can skip the installation of SP3 and immediately load SP4.

Table 5-1.  SP4 Installation Procedures


Current Window
Procedure
Rationale

1.
Exploring window.
Click the directory into which SP4 (full download version) was downloaded (e.g., C:\Temp) and double-click on the SP4 executable (e.g., sp4i386.exe).

If running SP4 from a CD, insert the disk into the CD-ROM and choose “Install Service Pack 4” from the startup screen.  Select the option to run setup from its current location.
Self-extracting executable file will extract files necessary to begin the service pack setup.

2.
Windows NT Service Pack Setup.
Check both boxes to accept the license agreement and to back up files necessary to uninstall the service pack at a later date.
The license agreement must be accepted before SP4 can be installed.  An uninstall directory should be created in the event SP4 will need to be uninstalled.

3.
Windows NT Service Pack Setup.
Click Yes to overwrite an existing SP3 uninstall directory.

SP4 will be installed on the system.
SP4 uninstall directory will replace any SP3 uninstall directory that is on the system.

4.
Windows NT Service Pack Setup.
Click Restart to restart the system for SP4 to take effect.
The system must be rebooted for SP4 to take effect.

5.
Windows NT desktop.

A popup window will appear notifying the installer of components on the system that require Y2K updates.
To update specific components for Y2K compliance, run the “Y2ksetup.exe” program from the \I386\Update directory.
All components of the system (outside of the OS) will be updated for Y2K compliance.

5.
Windows NT desktop.
After SP4 has successfully been installed, post-SP4 hotfixes must be installed on the system.  Refer to Appendix A for a list and description of hotfixes to apply.
Hotfixes are executable programs that fix software bugs found in Windows NT server and workstation.
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Security Configuration Manager

The SCM uses pre-defined templates (in .inf format) that contain desired security settings to secure NT systems in the areas of auditing, user rights, account policies, C2 configuration, restricted group membership, and file and registry ACLs.  A CD containing templates, designed specifically for the Navy environment, is available for use with this document.  These templates have incorporated the security recommendations from the Secure Windows NT Installation and Configuration Guide:  Windows NT for Navy IT-21.  By utilizing these templates, a System Administrator will be able to assess and configure machines for compliance to the recommendations cited in the Navy Guide.  These three files should be copied to a folder on the local disk of the machine to be assessed and configured.

IMPORTANT NOTE:  BEFORE PROCEEDING WITH THE FOLLOWING PROCEDURES, MAKE A COPY OF THE SUPPLIED SCM TEMPLATES.  REFER TO THE ORIGINAL TEMPLATES AS DOCUMENTATION OF THE NAVY RECOMMENDED CONFIGURATION GUIDANCE FOR WINDOWS NT.  ANY NECESSARY CHANGES TO THE TEMPLATES SHOULD BE DONE ON THE COPIES OF THE TEMPLATES.  THESE CHANGES WILL REPRESENT THE UNIQUE NEEDS OF INDIVIDUAL NETWORK ENVIRONMENTS.  THE FOLLOWING STEPS SHOULD ONLY BE PERFORMED ON THE COPIES OF THE SCM TEMPLATES.

Install the SCM only after SP4 has been applied.  Table 6-1 describes the process for installing the SCM.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 6-1.  SCM Installation


Navigate
Procedure
Rationale

1.
Using the distribution CD for SP4, open a Windows NT Explorer session.  Click on the drive letter of the SP4 CD.  Double-click on the MSSCE folder, and then double-click on the platform type that corresponds to the local machine (e.g., Alpha or i386).

If installing from a downloaded version of the SCM, extract the files from the archive into a new folder.  Use Windows NT Explorer to open the folder where that was just created.
Double-click on the MSSCE.EXE file to begin the installation process.

Answer YES to install the MMC.


This process will start the SCM installation in conjunction with the MMC.  The MMC provides the framework for the graphical interface for the SCM.

2.
Click on the Start Menu and select Run.  In the Open dialog box, type MMC.EXE.


Within the MMC window, click on the Console menu and select Add/Remove Snap-in.

In the resulting window, click on the Add button.

Select the Security Configuration Manager icon and click OK.

Click OK in the Add/Remove Snap-in window.

Click on the Console window and select Save As.

Create a name for the newly created Console, note the location, and then click Save.
Opens the MMC and permits the creation of an SCM administrative tool by adding the SCM  snap-in to an empty MMC console.

Table 6-2 describes the process for assessing a system for compliance with a Navy-developed template.  These procedures utilize the GUI for the SCM.  The Navigate, Procedure, and Rationale columns are as described for Table 6-1.

 Table 6-2.  Assessing a System with Navy-Developed SCM Templates


Navigate
Procedure
Rationale

1.
Within the SCM console that was created in Table 6-1, double-click on the Security Configuration Manager folder, and then right-click on the Database folder.  Select Import Configuration from the menu.
From the “Select Configuration to Import” window, open the directory that contains the Navy templates.

Highlight the name of the appropriate template for the machine that is to be configured (e.g., NavyServer for an NT Server).  Check the Overwrite existing configuration in database check box.  Click Open.
This procedure will import the template configuration into the database so that an analysis can be performed on the system.  The database will store the results of assessment for future comparison.  Overwriting the database will clear any previous entries in the database.  Not overwriting the database will permit the analysis or configuration of a machine based on multiple templates.

2.
Right-click on the Database folder and select Analyze System Now.
Enter or browse to a path for the error log file (or accept the default path).  Click OK to accept the path and start the analysis.

Review and then close the error log by clicking the X in the upper-right hand corner.
The error log shows any problems that resulted during the analysis.  Review this log after the analysis is complete, and note any issues.

3.
Double-click on the Database folder to reveal the configuration categories.  Double-click on each category, in turn, to reveal the individual configuration options.  The configuration values and comparisons will be revealed in the right-hand pane.
Double-click on the individual configuration options to reveal a comparison window.  The template configuration and the current machine setting will be shown.  


Examine the results of the analysis to determine how the machine will be changed when the template is applied.

A red X on the configuration item denotes that the machine setting does not match the template settings.  A green check mark denotes that both the current machine setting and the template are configured identically.  If no markings are present, it means that the option was not included in the analysis.

Table 6-3 describes the process for assessing a system for compliance with a Navy-developed template using the SCM command line interface.  These procedures utilize the command-line interface for the SCM.  The Navigate, Procedure, and Rationale columns are as described for Table 6-1.

Table 6-3.  Assessing a System Using the Command Line Interface


Navigate
Procedure
Rationale

1.
Open a command prompt window by clicking on Start, Programs, Command Prompt.


Type the following command (without quotes): “secedit /analyze /cfg <path and template file name> /log <path and file name for log file> /verbose”.  The template file name should be the appropriate template for the machine that is being assessed (e.g., NTServer.inf).
This command line procedure will create a text file with the analysis information.  It is not as easily interpreted as the GUI version of the SCM, as it only indicates the areas of the system that do not match the template specifications and does not state the differences in values.

Additional syntax for this command can be gained by simply typing “secedit” (without quotes) from the command prompt.

Note:  This log file can grow upwards of 4 MB in size.

2.
Open Windows NT Explorer by clicking on Start, Programs, Windows NT Explorer.

Traverse to the directory where the log file was created and double-click on the log file name to open it.  It is a text file, so a program may need to be specified for opening it.  Use either WordPad or Notepad.
Review the contents of the text file to understand which areas of the system do not have the same settings as the template file.  These will be known because the word “Mismatch” will appear next to the individual items within a section.
Analyzing the file can provide the System Administrator with the knowledge of what portions of the system are not compliant with the templates.  By noting which sections have mismatches, these sections can be reconfigured such that the appropriate settings are in place.  To apply individual sections instead of the entire template, see Table 6-5.

Table 6-4 describes the process for configuring a system for compliance with a Navy-developed template.  These procedures utilize the SCM GUI.  The Navigate, Procedure, and Rationale columns are as described for Table 6-1.

Table 6-4.  Configuring a System with Navy-Developed SCM Templates


Navigate
Procedure
Rationale

1.
Within the SCM console that was created in Table 6-1, double-click on the Security Configuration Manager folder, and then right-click on the Database folder.  Select Import Configuration from the menu.
From the “Select Configuration to Import” window, open the directory that contains the Navy templates.

Highlight the name of the appropriate template for the machine that is to be configured (e.g., NavyServer for an NT Server).  Check the Overwrite existing configuration in database check box.  Click Open.
This procedure will import the template configuration into the database so that a configuration can be performed on the system.  The database will store the results of assessment for future comparison.  Overwriting the database will clear any previous entries in the database.  Not overwriting the database will permit the analysis or configuration of a machine based on multiple templates.

2.
Right-click on the Database folder and select Configure System Now.
Enter or browse to a path for the error log file (or accept the default path).  Click OK to accept the path and start the configuration.

Review and then close the error log by clicking the X in the upper-right hand corner.
The error log shows any problems that resulted during the configuration.  Review this log after the configuration is complete and note any issues.

3.
Click on the Start button and select Shutdown.
Click on the Restart Radio button and click OK.
Reboot the system so that all changes can take effect.

Table 6-5 describes the process for configuring a system for compliance with a Navy-developed template.  These procedures utilize the command-line interface for the SCM.  The Navigate, Procedure, and Rationale columns are as described for Table 6-1.

Table 6-5.  Configuring a System from the Command Line


Navigate
Procedure
Rationale

1.
Open a command prompt window by clicking on Start, Programs, Command Prompt.


Type the following command (without quotes): “secedit /configure /cfg <path and template file name> /overwrite /log <path and file name for log file> /verbose”.  The template file name should be the appropriate template for the machine that is being assessed (e.g., NTServer.inf).
This command line procedure will configure a system into accordance with the chosen template.  The command, as written, will act in the same manner as the configuration procedure detailed in the previous table.  However, this utility can be more flexible by using the “/areas” switch.  This switch can permit individual areas of the template to be applied as opposed to the entire template.  This can be very useful.

Additional syntax for this command can be gained by simply typing “secedit” (without quotes) from the command prompt.

2.
Click on the Start button and select Shutdown.
Click on the Restart Radio button and click OK.
Reboot the system so that all changes can take effect.

Table 6-6 describes the process for modifying the attributes of a template.  These procedures can be used to customize a template to the environment in which they will be used.  The Navigate, Procedure, and Rationale columns are as described for Table 6-1.

Table 6-6.  Modifying SCM Templates


Navigate
Procedure
Rationale

1.
Within the SCM console that was created in Table 6-1, double-click on the Security Configuration Manager folder, and then double-click on the Configurations folder.
The path for the current configuration templates is displayed.
Permits entering a new path for templates.

2.
Right-click on the Configurations folder and select New configuration search path.
In the Browser for Folder window, open the folder location where the Navy templates are stored.

Click OK.
This will display the path to the Navy templates, allowing convenient access to those specific configuration templates.

Templates can be customized for more specific environmental policies.

Configuring Policy Settings

3.
Double-click on the newly created template path from Step 2.

The first three categories (Account Policies, Local Policies, and Event Log) have lower level configurable options (see Figure 6-1).
Double-click on a category and follow the tree until the configurable options appear in the right-hand pane (two levels at the most).

Double-clicking on a configurable option will allow the value of the option to be changed.  Additionally, the option can be bypassed by checking the “Exclude this setting from configuration” box.
Permits the customization of features that correspond to options presented in the native NT User Manager  tools, and in the Event Log properties that are present in the Event Viewer utility.
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Figure 6-1.  Template Configuration Areas


Navigate
Procedure
Rationale

Configuring Restricted Group Memberships

4.
Right-click on the Restricted Groups folder and select Add Group.
From the Add Groups window, select the group name or names that required restricted membership.

Click OK.

Double-click on the newly added group names (one at a time) and define the membership list for that group by clicking the Add button next to the upper dialog box to add individual users to that group.
This feature defines membership to any user groups.  During an assessment of a system, any differences between the template membership and the actual membership will be flagged as a mismatch, alerting System Administrators to potential unauthorized activity.

When defining the membership list for a restricted group, the lower dialog box is inactive.  This is a feature of Windows 2000 that does not work on NT 4.0.  This feature can restrict the group from being nested into other groups.  However, in NT 4.0, groups cannot be nested.

Configuring System Service Permissions

5.
Click on the System Services folder to display the list of services that are registered on the system.
Double-click on a specific service to view its properties.

Uncheck the “Exclude this setting from configuration” box to make the other options within the window active.

Select the desired startup type for the service by choosing the appropriate radio button (Automatic, Manual, Disabled).

Click the Edit Security button to set Access Control Lists on the service (similar to setting ACLs on files, but with different attributes).

Click Add to select a user or group from the Domain or local machine.  Highlight the user or group name and select Add.  Next, add more users or groups using the same method, or click OK.

Highlight the newly added user or group and define the appropriate level of permissions they should have for the service (see Figure 6-2).

Click on the Advanced button for more granular control over the permissions (see Figures 6-3 and 6-4).
Setting permissions on services can restrict who can control these services.  At this time, there does not exist a recommendation for configuring the access controls for system services.
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Figure 6-2.  Defining Permissions for a Service
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Figure 6-3.  Advanced Permissions for a Service
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Figure 6-4.  Defining Advanced Permissions for a Service


Navigate
Procedure
Rationale

Configuring Registry Key Permissions

6.
Click on the Registry folder to view the current list of registry keys that will be configured or analyzed within a system.

Right-click on the Registry folder and select Add key to add to this list.
Browse to the desired registry key within the Select Registry Key window.

When the Configuration Security window appears, click OK.

In the File and Registry Object Configuration window, ensure that the Overwrite radio button is selected and click OK.
Permits the addition and modification of registry key permissions.

There is a known issue within the SCM when adding permissions to registry keys.  The SCM inadvertently displays the property attributes of a file and not of a registry key.  Therefore, we need to identify the key using this procedure and then go back to the key and set the desired Access Control List for that key.  This will be done in the next step.

7.
Right-click on the newly added registry key in the right-hand pane and choose the Security option from the menu.
Click on the Edit Security button.

Click Add to add the user and groups to the access control list.  Select the users and groups from the window, browsing the domain and local machine as necessary.  Highlight the user or group name and click Add.  When all users and groups have been added, click OK.

Individually highlight one of the newly added users and groups from within the Security window.  Select the appropriate level of permissions by checking the Allow or Deny box for the each of the five categories (Full Control, Read, Execute, Write, or Delete).

Click the Advanced button to enter the Access Control window and enact more granular control over the permissions, configure auditing and ownership (see Figures 6-5 and 6-6).

Click OK to return to the Security window.  Check or uncheck the Allow inheritable permissions from parent to propagate to this object box, as appropriate.

Click OK twice to finish.
Modifying the properties on registry keys that already appear in the list is done using these same procedures.

Configuring File System Permissions

8.
Click on the File System folder to view the current list of files and directories that will be configured or analyzed within a system.

Right-click on the File System folder, and choose Add Files to add a file or Add Folder to add a folder.
Within the resulting window, traverse the directory structure to choose the folder or file that is to be added to the template.  Click OK when it is selected.

In the Configuration Security window, change user or group permissions to the entity by highlighting the user or group and manipulate the permissions presented in the lower dialog box.

To add new users or groups, click Add.

To remove users or groups, highlight the user or group and click Remove.

Click Advanced for more granular control over the permissions, auditing, and ownership properties.  These are similar to the advanced Registry Key permissions seen in Figures 6-5 and 6-6.
Add files and directories into the template to assist in analysis or configuration of a machine.

9.
To modify the settings on a file or folder, double-click on the file or folder name in the right-hand pane.
Click on Edit Security to review the existing permissions.

Any modifications should be made using the same procedures described in Step 8.
Permits the modification of the existing file and folder permissions.

Finishing with Template Modification

10.
Right-click on the template name and choose Save or Save As…
Choosing Save will save the template with the existing name.

Choosing Save As… will save the template under a new template name.
Saves all modifications made to the template during the editing session.
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      Figure 6-5.  Advanced Permissions for Registry Keys
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Figure 6-6.  Defining Advanced Permissions for Registry Keys
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Additional System Configuration

Some of the required configuration changes to a system cannot be implemented using the SCM.  However, these options can be configured using other tools within NT.  The C2 Configuration Manager tool (included in the NT Resource Kit) will allow two options to be set.  Table 7-1 outlines the procedures that must be taken to configure the appropriate settings using the C2 Configuration Manager.  The Navigate, Procedure, and Rationale columns are as described for Table 6-1.

Table 7-1.  C2 Configuration Manager Procedures


Navigate
Procedure
Rationale

1.
In the Taskbar, click on the Start button, Programs, Resource Kit 4.0, Configuration, and then C2 Config Manager.
When the C2 Configuration Manager appears, double-click on the OS/2 Subsystem item.  Click OK in the follow-up window.  Repeat this procedure for the POSIX Subsystem item.
Disables the OS/2 and POSIX subsystems.

2.

In the Exploring window, click on View, Options, and select the “Show all files” option and uncheck the “Hide extensions for known file types” box.  Click OK.  Right-click on the “C:\boot.ini” file in the Exploring window and then choose Properties.

When the Properties window appears, uncheck the “Read-only” attribute for the “boot.ini” file.
Double-click on the “boot.ini” file in the Exploring window to open the file in Notepad.  Set the boot time-out to  3 seconds.  Close the Notepad window.  In the Exploring window, right-click on the “boot.ini” file, select Properties, and check the “Read-only” box.  Click OK.
Setting the “boot.ini” file timer to 3 seconds allows Administrators to be able to boot the system to Video Graphics Adapter (VGA) mode.  

Additional options missing from the SCM come in the form of registry value settings.  Note that these settings can be integrated into the SCM, using a series of registry modifications that must be performed on all machines.  See Appendix B for the details on adding these options to the SCM.  Also, refer to Table 7-3 for steps on automating the required registry changes by utilizing the included .reg files.  

Table 7-2 identifies the manual procedures to implement some of the registry value settings for additional machine configurations to Navy Guide specifications.  The Navigate, Procedure, and Rationale columns are as described for Table 6-1.

Table 7-2.  Registry Configuration Procedures


Navigate
Procedure
Rationale

1.
In the Taskbar, click on the Start button, Programs, and then select Windows Explorer.

When the Exploring window appears, select the “%systemroot%\ system32” directory.

Double-click on the “Regedt32.exe” file.
When the Registry Editor appears, click on the View menu, then select Tree and Data.
Run the Registry Editor once for use in this section.

2.
In HKEY_LOCAL_ MACHINE, double-click on the following registry key:                   Software\
Microsoft\Windows NT\CurrentVersion\ Winlogon

  
(OPTIONAL)

Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type DeleteRoamingCache in the Value Name box, select REG_DWORD from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, enter “1” and then click OK.
Prevents roaming profiles from being cached, limiting the amount of sensitive data on the system disk.  This setting saves disk space, especially on workstations used by multiple users.

3.
In HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Services\LanmanServer\Parameters
(OPTIONAL)

Select Edit from the Menu and then select Add Value.

On servers, when the Add Value window appears, type AutoShareServer in the Value Name box, choose REG_DWORD from the Data Type drop-down list, and then click OK.

On workstations, when the Add Value window appears, type AutoShareWks in the Value Name box, choose REG_DWORD from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, enter “0” in the String box and then click OK.
This setting disables the creation of Administrative shares (e.g., C$, D$) at system boot time.

4.
In HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Services\LanmanServer\Parameters
Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type RestrictNullSessAccess in the Value Name box, choose REG_DWORD from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, type “1” in the String box and then click OK.
Determines whether the Server service restricts access to clients using a null session.  A null session is a session wherein the client is logged onto the system account without username and password authentication.

1 (TRUE):  Null session access is restricted.

0 (FALSE): Null session access is not restricted.

5.
This step should be performed on workstations only.  Skip this step if the workstations in the LAN are separated from the domain controllers by an internal router.

In HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Services\Browser\ Parameters
Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type MaintainServerList in the Value Name box, choose REG_SZ from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, type “no” in the String box and then click OK.
Stops workstations from maintaining a browser list for the Computer Browser service.

If internal routers are placed between the domain controllers and workstations, the workstations need to maintain a browser list since the routers may not forward server broadcasts.

Table 7-3 describes the procedure for using .reg files to aid in extending the options of the SCM.  The Navigate, Procedure, and Rationale columns are as described for Table 6-1.

Table 7-3.  Extending the SCM Options with Registry Files


Navigate
Procedure
Rationale

1.
Save the five .reg files from the distribution CD to a secure folder on the local hard disk.  Open Windows NT Explorer and traverse to the folder where the .reg files are stored.
Double-click on each .reg file in turn to make the additions to the local registry.  Press OK in the window that says the entries were successfully added to the registry.
Each .reg file corresponds to one of the additional security measures in Table 7-2.  This process adds some registry information such that those security measures can now be controlled through the SCM.

2.
Examine the use of the optional security measures for the particular environment.  Change the templates accordingly.
Follow the procedures outlined in Table 6-6 to modify the templates.  Be sure to save the changes.
Now that the templates have been updated, any future assessments and configurations can include these additional security measures.
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Hotfixes

Microsoft provides hotfixes for updating the Windows NT operating system since the release of the latest service pack.  Since hotfixes are published after solutions have been developed for system problems, it is imperative for System Administrators to be aware of newly released hotfixes.  Hotfixes are not cumulative and therefore must be installed in sequential order after the latest service pack has been applied. 

Hotfixes are self-extracting files that may be downloaded from Microsoft’s FTP site at:  ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/hotfixes-postSP4.  For Intel-based machines, the appropriate filenames end with “i.exe.”  For example, “lsa-fixi.exe” is the LSA hotfix for an Intel-based machine.  Each hotfix is stored in a directory containing the executable hotfix, a “readme.txt” file that explains how to apply the hotfix, and a “Q<number>.txt” file, where <number> is the index into Microsoft’s Knowledge Base.  The Knowledge Base describes the cause and resolution of the problem and can be accessed at Microsoft’s web site.

Table A-1 lists the hotfixes (in chronological order) that can be applied to every server and workstation in the domain.  The Hotfix column lists the names of each hotfix.  The Date column lists the release date of the hotfix executable.  The Requirement column lists the type of machines that would require the hotfix.  Many of the requirements are based on applications that are installed.  Mandatory hotfixes are indicated by a “*” next to their name and MUST be applied to every machine in the domain.  Optional hotfixes do not have a “*” by their name and should only be applied if the particular machine is being impacted by the problem addressed in the hotfix.

The following steps define the procedure for installing a hotfix:

1. Ensure that all hotfixes are stored within separate directories.

2. Open a command-prompt window and change to a hotfix directory.

3. Extract the contents of the hotfix by running the hotfix executable file with the –x switch (e.g., getadmin-fixi.exe –x).

4. Apply the hotfix by running the hotfix executable file without switches (e.g., getadmin-fixi.exe).

5. Reboot the machine by clicking OK in the dialog box that appears after the hotfix is installed.

Hotfixes must be reinstalled after additional software is added to the system to ensure that the proper version of the DLLs is present on the system.  Microsoft does not perform complete regression testing of hotfixes against all applications.  Therefore, users must ensure that the hotfixes do not disrupt the proper operation of the applications.

To uninstall a hotfix, use the following procedures:

1. Open a command-prompt window and change to the directory of the hotfix to be uninstalled.

2. Uninstall the hotfix by issuing the following command: hotfix.exe –y –z.  The “-y” switch is for uninstallation and the “-z” switch will stop the machine from rebooting after the uninstallation.

3. Uninstall any additional hotfixes using the same method.

4. Reboot the machine.

Table A-1 lists hotfixes current as of 18 May 1999.  Hotfixes as of this date are contained on the distribution CD included with this guide.  The Microsoft FTP site, located at:  ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/hotfixes-postSP4/, should be checked frequently for updates and additions of hotfixes.

Table A-1.  Hotfixes

Hotfix
Executable Date
Requirement

Smss-fix *
3/2/99
Apply to all machines

Y2KUPD *
3/11/99
Apply to all machines

Scrnsav-fix *
3/12/99
Apply to all machines

Roll-up *
3/22/99
Apply to all machines

Disc-fix
3/23/99
Apply to affected systems as described below

Rnr-fix *
5/03/99
Apply to all machines

The following list provides a brief summary of each mandatory (and optional) hotfix:

· Y2KUPD:  Fixes a problem with an internal function (Mfc40.dll) of the Microsoft System Information application (Msinfo32.exe) that incorrectly parses dates after the year 2000.  For more information, refer to the following Knowledge Base article:  Q218877.

· Rnr-fix:  Fixes a problem with Exchange Server that fails to register Internet protocols with IP addresses, leading to the Exchange Internet Applications and Services not functioning correctly.  Windows Sockets applications using the “bind()” function with IP address information retrieved using the “GetHostByName()” Winsock API function may fail and return an error message.  For more information, refer to the following Knowledge Base articles:  Q214864, Q216091, and Q217001.

· Disc-fix:  Fixes a problem with an RRAS server not responding to incoming calls due to an insufficient buffer size problem in Kmddsp.tsp.  For more information refer to the following Knowledge Base article:  Q221331.

· Rollup-fix:  This fix contains the following post-SP4 hotfixes combined into one self-installing package, as described in Knowledge Base article Q195734:

· Clik-fix:  Fixes a problem with Windows NT 4.0 not being able to access the ATAPI version of the Iomega Clik 40! drive.  For more information, refer to the following Knowledge Base article:  Q195540.

· Gina-fix:  Fixes a problem in Windows NT in which someone with physical access to the console of a Windows NT system where a user is currently logged on and the console is locked to retrieve the first line of text from the logged-on user’s clipboard.  Terminal Server connections are not affected by this bug, although the Terminal Server console would be affected.  For more information, refer to the following Knowledge Base article: Q214802.

· Msv1-fix:  Fixes a problem when a user has changed the password for his or her Windows NT domain account from a LanManager client (such as a Windows for Workgroups or the Macintosh desktop). After the user’s password is changed from the LanManager client, that account may be used to log on interactively and to make network connections from other systems using a blank password.  For more information, refer to the following Knowledge Base article:  Q214840.

· Nprpc-fix:  Fixes a problem with network clients reporting a gradual decrease in system performance because of a Windows NT system process consuming 100 percent of CPU time.  In addition, system memory usage may continually increase (potentially indicating a memory leak of system resources) up to the limit of available memory and as a result, the computer may stop responding.  For more information, refer to the following Knowledge Base article:  Q195733.

· Sms-fix:  Fixes a problem with the SNMP test utility exhibiting substantial memory leakage when it is used to stress the SNMP agent.  For more information, refer to the following Knowledge Base article:  Q196270.

· Tcpip-fix:  Fixes a problem on multiprocessor computers when an intermediate network driver, such as the DynamicAccess (R) software Intermediate driver from 3COM Corporation is installed and the computer displays a blue screen error message in Tcpip.sys with a STOP 0x0000000E.  The second dword of the stop code will be 0xC00000005.  For more information, refer to the following Knowledge Base article:  Q195725.

· Smss-fix:  If a non-Administrative-level user logs on interactively to a computer, it may be possible for that user to gain local administrative privileges.  A user may load a non-Microsoft DLL into memory having the same name as a core OS DLL and then programmatically change the entry in the KnownDLLs list to point to the malicious copy.  When called by a program with sufficiently high security privileges, it may be possible to bypass typical security-related activities such as adding a user to the default Local Administrator’s group.  For more information, refer to the following Knowledge Base article:  Q218473.

· Scrnsav-fix:  Windows NT starts a screen saver in the local system context and then immediately changes the context to match that of the logged-on user.  However, NT does not verify that this change completed successfully.  If the change fails, the screen saver is running in a privileged state, which permits a specially programmed screen saver to use these privileges to elevate the security of the logged-in user.  For more information refer, to the following Knowledge Base article:  Q221991.
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Extending the Capabilities of the SCM

The SCM permits only a handful of registry values to be set, configured, and queried for compliance by systems.  Unfortunately, there is a need to add a few values that are not listed by default, and the SCM does not permit this capability using the template editor functionality.  In order to add a new registry value (as required by configuration documents, for example), use the steps outlined in the following section.  Other issues with performing these additions will be discussed.  Users should ensure that a backup of the system has been performed, in addition to updating the ERD.  These procedures involve manipulation of the registry and there exists some potential for adverse side-effects when manipulating the registry directly.  Users should take care when following these procedures.

The SCM permits users to define a template that presents various configuration options for the system.  These options cover a variety of areas, including account policy settings, file system and registry ACLs, and most importantly, security options.  The security options consist of a list of features that correlate directly to registry key value settings.  In the recent past, the only way to use these security options had been to manipulate the registry manually or by using the C2 Configuration Manager tool from the NT Resource Kit.  Now they are combined in the SCM.

The source of these values is the SECEDIT section of the registry.  If we look at the key HKLM\Software\Microsoft\Windows NT\CurrentVersion\SeCEdit, we will see a subkey titled Reg Values.  The contents within this subkey is a list of subkeys with full registry path names.  For example:

  ..\Reg Values\{MACHINE/System/CurrentControlSet/Control/LSA/AuditBaseObjects}

This is the full path to one of the security options that we have previously had to set manually, and is now an option within the SCM.  For every one of these security option path subkeys, three values can be used:  DisplayName (REG_SZ), DisplayType (REG_DWORD), and ValueType (REG_DWORD).  These values are used for the display options presented within the SCM.  For example, the DisplayName value for the key noted above is “Audit access to internal system objects.”  If we look at the SCM security options list, we will see this phrase as a configuration option.  Double-clicking on the option presents a configuration box that can contain a different set of options.  The set of options displayed is based on the DisplayType value.  The values are explained in the table below, with the corresponding configuration options.

DisplayType Value
Configuration Options

0
Enable/Disable radio buttons selection

1
Scroll box (numerical list)

2
Text box

3
Always/As requested/Not compatible radio button selection (see Send Downlevel LanMan compatible password option)

The ValueType defined in these subkeys represents the data type of the registry key.  Refer to the table below for the correlation between the ValueType and data types of the registry keys.  The value type has importance in the next stage of the SCM operation.

ValueType
Data Type

0
REG_NONE

1
REG_SZ

2
REG_EXPAND_SZ

3
REG_BINARY

4
REG_DWORD

5
REG_DWORD_ENDIAN

6
REG_LINK

7
REG_MULTI_SZ

8
REG_RESOURCE_LIST

9
REG_FULL_RESOURCE_DESCRIPTOR

A
REG_RESOURCE_ REQUIREMENTS_LIST

After a template is saved, a text-based *.inf file is created with the appropriate settings.  Examining the [Registry Values] section of the file shows the security option registry key values to be examined or manipulated by the SCM.  The structure is shown as being the registry key with a number and then a second value (e.g. <keyname>=value, setting).  The value represents the value type listed in the above table, and the setting indicates how the key will be configured.

To extend the registry value capabilities of the SCM, simply add a registry key under the HKLM\Software\Microsoft\Windows NT\CurrentVersion\SeCEdit key.  The name of the registry key should be the full path to the registry key value, only with forward slashes (/) representing the separation between subkey folders.  Next, add the three values (DisplayName, DisplayType, and ValueType) under this newly created key.  Ensure that the DisplayType chosen provides the proper input value options.  Also, ensure that the ValueType is correct for the registry key value type.

Glossary

ACL

access control list

AIS

automated information system

BDC

Backup Domain Controller

BIOS

Basic Input/Output System

CD


compact disk

COE

Common Operating Environment

CryptoAPI

Cryptographic Application Program Interface

DHCP

Dynamic Host Configuration Protocol

DII


Defense Information Infrastructure

DLL

Dynamic Link Library

DNS

Domain Name Service

DoD

Department of Defense

ERD

Emergency Repair Disk

FTP

File Transfer Protocol

GMT

Greenwich Mean Time

GUI

graphical user interface

HMAC

Hashed Message Authentication Codes

ID


identifier

IE


Internet Explorer

IIS


Internet Information Server

INFOSEC

Information Security

IP


Internet Protocol

JTA

Joint Technical Architecture

JVM

Java Virtual Machine

LAN

local area network

LSA

Local Security Authority

MB

megabyte

MMC

Microsoft Management Console

MSMQ

Microsoft Message Queue

MTS

Microsoft Transaction Server

NNTP

Network News Transport Protocol

NOS

network operating system

NTLM

NT LanManager

OAS

Oracle Application Server

OLE

Object Linking and Embedding

OS


operating system

PDC

Primary Domain Controller

POSIX

Portable Operating System Interface

PPTP

Point-to-Point Tunneling Protocol

SAM

Security Accounts Manager

SCM

Security Configuration Manager

SMTP

Simple Mail Transfer Protocol

SNMP

Simple Network Management Protocol

SP4

Service Pack 4

SP5

Service Pack 5

SPAWAR

Space and Naval Warfare Systems Command

TBD

to be determined

TCP

Transmission Control Protocol

VGA

Video Graphics Adapter

WINS

Windows Internet Naming Service

Y2K

Year 2000
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