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Preface

This Operational Requirements Document (ORD) is the statement of requirements for the Navy Enterprise Resource Planning (ERP) Program Template 1.0. A template describes the functionality addressed in an acquisition increment. While this ORD describes the Full Operational Capability (FOC) planned for Navy ERP, its performance capability parameter Key Performance Parameter threshold and criteria values reflect evolutionary development for the first of several envisioned independent increments.
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1.  General Description of Operational Capability

The Navy requires a fully integrated means for planning, acquiring, and managing the Navy’s personnel, financial and material resources. The Navy Enterprise Resource Planning (ERP) Program will provide a standard set of tools to Navy organizations that will facilitate business process reengineering and provide interoperable data elements for acquisition, financial, and logistics operations. Based on Joint Vision 2020, this ORD defines logistics operations in the same terms as “Focused Logistics” or as “the ability to provide the joint force the right personnel, equipment, and supplies in the right place, at the right time, and in the right quantity, across the full range of military operations.” This ORD employs the standard definitions for acquisition and financial operations.  Navy ERP is a major component of the Navy’s Global Combat Support System (GCSS) and will provide a critical link between operating forces and the support echelons.  ERP will:

· Facilitate an End-to-End solution for receiving requests for resources and for processing those requests to fulfillment. 

· Replace the segregated software systems currently used for financial management, inventory management and industrial operations, with a single integrated software program with modules that support organization functions.

· Enable managers and line personnel to rapidly determine operating force logistics needs and respond rapidly to requirements through the system’s integrated database, visibility and status of transactions.  

· Reduce the overall cost to the Navy by applying proven industry best practices and processes and replacing legacy IT systems.
Through the application of industry best practices and processes that are predefined in the ERP software, organizations will be able to leverage proven practices to improve processes and operating procedures. The initial increment of the Navy ERP Program is the first of several increments of capability that will greatly facilitate the compilation, movement, and analysis of data associated with the management of the Navy’s resources that are focused towards national defense requirements. It will build upon the proven processes and software modules from the Navy’s four pilot ERP projects and implement modules for Finance, Program Management, Workforce Management, Travel Management, Intermediate-level Maintenance, Plant and Wholesale Supply.

The key objective of the Navy ERP Program is to act as a catalyst for transforming key acquisition, logistics, and financial business activities into an integrated network of decision-making processes and business activities. Navy organizational changes should take advantage of demonstrated ERP Program advances in creating and disseminating decision-making information; in ways that exhibit operational integration, economy-of-scale leverage, legacy system and software consolidation, functional area metrics and measurement improvements, and proven best business and commercial practices.  Towards this objective, the Program will focus on applying proven Commercial Off-The-Shelf (COTS) that embody best business practices.

a.
Summary of Mission Need

The Navy ERP Program was developed in response to the need to transform Navy business practices as expressed by the Chief of Naval Operation’s vision in Sea Power 21 and the Business Management Modernization Program (BMMP).  Efficient and effective management of force resources (forces, support material, and funds) is essential to operational and logistics commanders.  Current systems are segregated into functional domains requiring reconciliation to create an integrated view of force readiness and financial resources.  Sea Enterprise, part of Sea Power 21, led by the Vice Chief of Naval Operations, seeks to address this problem by improving organizational alignment, refining requirements and reinvesting savings to buy the systems needed to transform the Navy.  Legacy systems and platforms no longer integral to mission accomplishment will be retired by the Secretary of the Navy’s (SECNAV) Functional Area Manager (FAM) Application Reduction Initiative.  Coupled with this initiative, the stage is set for implementing an end-to-end resource management system that reaches from the forward deployed forces directly to support entities that provide the resources needed to sustain operations and operational readiness.

In December 1998, the SECNAV Revolution in Business Affairs (RBA) Commercial Business Practices Working Group established four Navy ERP pilots as enablers for significant business process reengineering. Recognizing the potential for applying best commercial business practices to improve Navy business operations, each pilot focused on a commercial ERP product (each selectively modified) and tested a facet of Navy business that contributes to the Navy’s mission need. Each pilot evaluated COTS software to be used for reengineering specific business practices, within limited user groups. During implementation, it became clear that combining the pilots into one program would yield a more concrete revolution in business practices across the entire U.S. Navy Enterprise. To that end, in August 2002, the Assistant Secretary of the Navy (ASN) for Research, Development, and Acquisition (RDA) directed convergence of pilot management under one Program Management Office (PMO).  The Navy ERP PMO is currently leading the Pilot Interoperability phase and will manage the convergence under the Navy ERP Program.  Figure 1 graphically depicts the convergence strategy to merge the four ERP pilots into a single enterprise solution.
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Figure 1: Navy ERP Program Initiation

b.
Overall Mission Area
Navy ERP aligns with the Joint Operational Architecture by meeting the requirements of the current Joint Mission Area (JMA) 9 Focused Logistics, as defined in JV2020.  The ERP Program will function in the environments of the following “families of systems”:

· Global Information Grid (GIG),
· Global Combat Support System (GCSS),
· Navy Enterprise Architecture,
· Joint Deployment Systems (JDS)
· Business Management Modernization Program (BMMP), and
· Force-centric Logistics Enterprise (FLE)
Four high level policy documents can be leveraged to offer guidance to the Navy ERP Program: The President’s Management Agenda, the Defense Planning Guidance, Joint Vision 2020 and Sea Power 21.  Based on Navy mission need, and in support of Department of Defense (DoD) and Navy objectives, the Navy ERP Program will fulfill the following required capabilities: 

· Optimize Supply Chain Management subject to fiduciary constraints.

· Enable business process improvement of end-to-end product life cycle management processes focused on acquisition, financial, and logistics operations.

· Provide visibility of critical assets and resources.

· Enable organizations to lower the costs of accomplishing their mission and assist Navy leadership in redirecting resources to increase Navy recapitalization accounts.
· Improve efficiency by strengthening asset management to include skilled personnel, material, facilities, and funds.

· Ensure financial information that is accurate, reliable and timely, and supportive of clean audits.

· Provide the required tactical support information for tactical decisions.

· Provide multi-source data fusion, information management and analysis/decision making tools.

· Support timely decision-making.

· Improve the Navy’s ability to surge, sustain, and reconstitute warfighting capabilities.

· Enhance combat readiness of surface, subsurface, and aviation units.

· Improve material equipment condition, supportability, and maintainability.

Table 1 provides a cross reference of the four capability areas facilitated by the Navy ERP Program (Process Improvement, Asset Management, Decision Support, and Readiness) and DoD and Department of Navy (DoN) strategic goals and objectives.

	 
	Capabilities Facilitated by the Navy ERP Program

	 
	Process Improvement
	Asset Management
	Decision Support
	Readiness

	 
	Optimize supply chain management subject to fiduciary constraints.
	Enable business process improvement of end-to-end product life cycle management processes focused on acquisition, financial, and logistics operations
	Provide visibility of critical assets and resources
	Enable organizations to lower the costs of accomplishing their mission and assist Navy leadership in redirecting resources saved to increase Navy recapitalization accounts.
	Improve efficiency by strengthening asset management to include skilled personnel, material, facilities, and funds
	Ensure financial information that is accurate, reliable and timely, and supportive of clean audits.
	Provide the required tactical support information for tactical decisions
	Provide multi-source data fusion, information management and analysis/decision making tools
	Support timely and consistent decision making
	Improve the Navy’s ability to surge, sustain, and reconstitute warfighting capabilities
	Enhance combat readiness of surface, subsurface, and aviation units
	Improve material equipment condition, supportability, and maintainability

	
	
	
	
	
	
	
	
	
	
	
	
	

	The President’s Management Agenda
	 
	 
	 
	
	 
	 
	 
	 
	 
	 
	 
	 

	Improve Financial Performance – accurate and timely financial information
	X
	X
	X
	X
	X
	X
	
	X
	X
	X
	
	

	Budget and Performance Integration - Standard, Integrated Budgeting, Performance and Accounting Information Systems
	
	X
	
	X
	X
	X
	
	
	
	
	X
	

	Advance an E-government strategy by supporting projects that offer performance gains across agency boundaries
	
	X
	X
	
	
	
	
	X
	X
	
	
	

	Defense Planning Guidance
	
	
	
	
	
	
	
	
	
	
	
	

	Assure information systems and conduct information operations
	
	
	
	
	
	
	X
	X
	X
	
	
	

	Leverage information technology for joint C4ISR (e.g., joint operational picture)
	
	
	X
	
	
	
	X
	X
	X
	X
	X
	

	Joint Vision 2020
	
	
	
	
	
	
	
	
	
	
	
	

	Information Superiority - superior information converted to superior knowledge
	
	
	X
	
	X
	X
	X
	X
	X
	
	
	

	Focused Logistics - right equipment, supplies, and personnel in the right quantities, to the right place at the right time
	X
	X
	X
	
	X
	
	X
	X
	X
	X
	X
	X

	Sea Power 21
	
	
	
	
	
	
	
	
	
	
	
	

	Sea Enterprise captures efficiencies by employing lessons from the business revolution to assess organizational alignment, target areas for improvement, and prioritize investment
	X
	X
	
	X
	X
	
	
	X
	X
	
	
	


Table 1: Capabilities Facilitated by the Navy ERP Program

The Navy ERP Program will use an evolutionary or incremental acquisition strategy to deliver usable portions of capability.  Configured increments (templates) will provide a logical set of functionality to predetermined deployment sites.  Each future increment will build upon the accomplishments of previous increments and minimize major user interface changes. Template 1.0 will address, in general terms, financial, workforce management, supply, acquisition, maintenance, and logistics sustainment and reconstitution (rebuild, overhaul, and repackage assets) functions across the Naval maritime, aviation, nuclear, sustainment, and supply business areas. 

For each functional area template development, the ERP Program will document system and business requirements and opportunities for improvement and will benchmark standards and metrics, by which ERP progress and success will be measured and reported.  ERP Program benchmarking will feature organizational structure, process improvements, cost reductions, formal and evolving requirements, measurement metrics and reporting, interface & conversion requirements, and the analysis of risk associated with ERP Program action and Navy-wide and site-specific implementation.  Collectively, these ERP Program actions will represent a phased Navy ERP implementation increment roadmap.    

Table 2 shows the functional scope for Template 1.0.  

	Increment 
	Functional Scope

	Template 1.0
	· Finance 

· Program Management

· I-Level Maintenance

· Plant Supply

· Wholesale Supply 

· Travel Management (interface)
· Work Force Management (interface)


Table 2: Navy ERP Program Template 1

The seven functions document the required business functions for Template 1.0 of the Navy ERP Program.  The Navy ERP Program will provide the same level of functional readiness and technical performance in peacetime, wartime, and during contingency operations. For the purposes of this ORD, the technical performance parameters will be primarily defined in terms of functionality in the COTS product as well as the inherent technical performance parameters of Navy and Marine Corps Intranet (NMCI) and the GIG where the solution will be hosted and operate (as described in 1.c in this ORD).

Finance

Functions include Billing, Asset Accounting, Revenue and Cost Controlling, Period End Close, Financial Reporting, Financial Accounting.  Wide Area Work Flow (WAWF) will also interface with the Finance function to maintain the paperless contracting concept.  Financial functionality will provide the ability to monitor:

· Financial Statement Cycle Time (Internal and External Reporting),



· Funding Receipt to Acceptance Cycle Time,

· Track funds and financial documents from all sources,

· Provide reports of funds expended versus funds allocated,

· Vendor Pay Cycle Time, 



· Funds Lost to Late Invoices Per Year, 



· Funds Lost to Problem Disbursements Per Year, and



· Funds Lost Due to Interest Payments on Late Vendor Payments Per Year. 


Program Management

Program Management (PM) functions included project initiation, project tracking and project modifications.  PM functions will provide the capability to: 

· Prepare a cost estimate, reducing the turnaround time to create, schedule, resource load, and calculate (planning) costs for a multi-year project;

· Prepare impact statements due to a potential budget mark, reducing turnaround time to provide a trade-off analysis and cost impact for a project already in execution;

· Reduce the turnaround time to create and submit a project report;


· Reduce the project manager’s turnaround time to submit a project cost plan to support budget formulation and associated budget exhibits;

· Reduce Cycle Time Required to Create Monthly Reports;
· Generate work breakdown structures (WBS); and
· Track program cost and schedule.
Procurement functions include Purchase Card, Electronic eProcurement for consumables, Large Contract and Simplified Acquisition awards, Repair Services with Commercial, Navy Depots and other Services and Purchase Orders for Training Requests and Travel Orders.  In addition, goods receipt and invoice verification is performed as well.  Procurement functionality will enable monitoring and management of: 

· Vendor Evaluations (timely delivery, quality assurance, quotation analysis, Procurement Lead time),

· Procurement Administrative Lead Time (PALT) for Simplified Acquisition,



· Cost vs. Plan,

· Commitment (Requisition) and Obligation Aging Reports, and

· Administrative Lead Time to place contract for a wholesale requirement.

I-Level Maintenance

Functions include Intermediate-Level Maintenance Management, maintenance planning, preparing task lists, defining breakdown and planned maintenance processes, Quality Management, Calibration management and master technical data management.  These capabilities will improve:

· On-Time Performance, 



· Total Direct Cost and Forecasting Accuracy,



· Direct Cost Per Job and Forecasting Accuracy,



· Technical Directive Incorporation, 



· Repair Production vs. Delivery Schedule, and 

· Screening Steps in the Document Control Unit (DCU), Aeronautical Material Screening Unit (AMSU), and Production Control (PC).


Plant Supply

Plant Supply functions provide direct support to the activity’s operations and maintenance processes.  In general, Plant Supply is part of the integrated system that receives requirements for goods and services and then fills those needs through the management of inventories or procurement from various sources of supply.  It is fully integrated with Wholesale Supply functions for material management, procurement, visibility and access. Plant supply functions include Requirements Determination, Material Requirements Planning, Inventory Management, Warehouse Management, Procurement, and Environmental Health and Safety for monitoring and management of the following:

· Timely delivery of the goods or service to the ultimate consumer

· Accurate status and information to the customer on the delivery of the goods or service

· Total material visibility and access of material held by the activity and the enterprise

· Efficient and timely credit card purchases, including reconciliation of the Bank Card

· Inventory accuracy and reduction of overall inventory levels while improving material availability and wait time for the customer

· Procurement, tracking and usage of only allowed hazardous materials by the activity.

Wholesale Supply

Supply functions include Forecasting, Supply and Demand Planning, Inventory Management, Buy/Repair Planning, Order Fulfillment, Advanced Planning, Serial Number Tracking, Allowance Development, Provisioning and Cataloging, Outfitting, Weapon System Monitoring, End-of-Service Life Planning.  It is fully integrated with Plant Supply functions for material management, procurement, visibility and access. These functions will provide the ability to monitor and manage the following:

· Inventory Control Point (ICP) Response Time moving to Average Customer Wait Time (ACWT)


· Budget Constrained Planning and ‘What-If’ Analysis,

· Stock-out Rate,



· Supply Material Availability (SMA)/Fill Rate,



· In-Transit Losses/In-Transit Write-Offs,

· Total material visibility and access of material held by the activity and the enterprise

· NIIN Inventory Visibility by Condition and Quantity, and 

· Forecasting Accuracy.

Travel Management

Functions to include data availability and accessibility to sustain a seamless, paperless temporary duty travel system that aims to meet the needs of travelers, commanders and process owners, reduce costs, support mission requirements, and provide superior customer service. Travel Management functionality will provide for:

· The ability to track individual travel orders and vouchers, and
· Efficient routing, approval and notifications within the travel process.

Work Force Management

Workforce Management functionality will provide:

· Processing of time records against project WBS/maintenance work orders/cost objects for total Navy Enterprise workforce (Civilian, Military, and Contractor),

· Improved workforce availability against required project tasks,

· Comprehensive training support related to localized attainment of certifications, licenses, qualifications and achievements not covered by position skill requirements or community profiles,



· An integrated view of force resources span-of-control for total Navy Enterprise workforce, and

· Data for tracking historical workforce allocations against WBS/maintenance work orders

· Interfaces to authoritative sources should be one-way (“pulled”).  Pre-filled data fields from the authoritative sources are not to be modified by COTS software or users. 

· Current and planned major manpower and personnel systems will not be replaced by nor their functionality duplicated in Navy ERP

Figure 2 shows the Navy ERP Program High Level Operational Concept Graphic (OV-1).
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Figure 2: Navy ERP Program High Level Operational Concept Graphic (OV-1)

c.
Proposed System
The Navy ERP Program must create and demonstrate enterprise-wide improvements and cost reduction in ERP relevant business and functional areas.  Building on the success of the four ERP pilots, the Navy ERP Program will pursue a COTS suite of pre-engineered, ready-to-implement, integrated application modules.  These modules have delivered benchmarked improvements in process performance in the commercial sector by standardizing processes and information requirements.   These tightly integrated processes are accessed through a single data source that provides consistent, up-to-date information to all the functional modules thereby reducing or eliminating time-consuming system reconciliation.  The mature integrated application models will become the mandated models for replacing Navy legacy applications where appropriate by Navy ERP Program Full Operating Capability (FOC) or FY16 (whichever occurs first).   
System Description

The target architecture of the Navy ERP Program is the Web-Enabled Navy (WEN) Architecture with ERP web services accessible through the Navy Enterprise Portal (NEP).  The software will be customizable, scalable and highly suited for many types and sizes of organizations with the ability to ensure prompt, quality feedback to all entities within the enterprise.  The proposed architecture is comprised of application and database servers. The application servers house the software and the database servers handle document updates and master file databases. The system can support an unlimited number of servers, and a variety of hardware configurations. This system will only be constrained by C4I architecture compliance and fiduciary availability.

Six functions of Template 1.0 (Finance, Program Management, I-Level Maintenance, Plant Supply, Work Force Management, and Wholesale Supply) will employ the proposed system architecture.  Functionality within the Navy ERP program scope will be obtained from licensed COTS providers (‘Bolt-On’ and ‘Add-On’) or from interfaces to viable legacy systems as required.  The Navy ERP Financial functional interface with DoD Financial on the GIG and will include an interface to receive electronic invoices from the Wide Area Work Flow (WAWF) system and authorize electronic payments related to those invoices based on three way matching inside ERP. Travel Management employs an interface between the Finance function and Defense Travel System (DTS).  Work Force Management functions will interface with the following:

· Defense Civilian Personnel Data System (DCPDS) via the OCHR Navy Data Mart,

· Defense Civilian Pay System (DCPS),

· Manpower and Personnel Enterprise Database (EDB), which will migrate to the Defense Integrated Military Human Resources System (DIMHRS).  

The Navy ERP Program will ultimately interface with both ashore and afloat commands.  Within the continental United States, the Navy ERP Program will rely on the Navy and Marine Corps Intranet (NMCI) infrastructure for data transport and security.  Overseas access will be available through the Base-Level Information Infrastructure (BLII).  In future increments, the Navy ERP Program will integrate with the Information Technology for the 21st Century (IT-21) environment and FORCEnet Architecture to deliver Afloat communications solutions.

Figure 3 details the Navy ERP Program System Functional View.  Appendix E shows the Navy ERP System Interfaces Description (SV-1) and other architectural documents including OV-2 (Operational Node Connectivity Description), OV-5 (Operational Activity Model), and SV-6 (Systems Data Exchange Matrix).
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Figure 3: Navy ERP Program System Functional View 

Outside of the Navy Environment, the Navy ERP Program will interact in the Joint Environment with GCSS, GIG, JDS, BMMP, FLE and Network Centric Enterprise Services (NCES).  The Navy ERP Program will provide accessibility and availability of information to authorized entities and to all applicable, authorized systems to include Joint interfaces located on the GIG.  The exchange of information with Joint systems on the GIG may include classified systems extracting unclassified information.  The protocols, policies, monitoring and required testing will be the responsibility of the querying system as the Navy ERP Program is an unclassified system. 

As part of the GCSS Family of Systems (FoS), the Navy ERP Program falls under the GCSS Capstone Requirements Document (CRD) as well as the GIG CRD and JDS CRD, and uses the GCSS Mission Needs Statement (MNS) to initiate this operational requirements document.  

Appendix A, B and C demonstrate the Navy ERP support to the GIG, GCSS and JDS Capstone Requirements Documents, respectively.

d.
Operations and Support Concept 

The Navy ERP Program will evaluate Performance Based Logistics (PBL) as its primary support strategy.  The Program will complete logistics integration services, based on the overarching performance capability parameters.  Parameters will be guided by the following principles and business tenets:

· Business Process Reengineering and system upgrades will comply with the Navy enterprise architecture, as expressed through operational, system, and technical views and consistent with DoD Architecture Framework (DODAF).  

· The functionality in Template 1.0 defines the initial capability of the Navy ERP Program.    

· All support activity planning considers best value and life cycle affordability of ERP systems.

· The Navy ERP Program will manage emerging requirements as potentially separate and distinct increments of “Evolutionary Acquisition.”  New and unique configurations will be treated as new developments, including developing a logistics support program for that separate increment or configuration.  

· The Navy ERP Program will synchronize Navy ERP architecture updates, COTS hardware and software product version upgrades, changes to interfaced legacy systems and user initiated business process changes.  

· The Navy ERP Program management will provide customer support in a tiered customer competency center for increased problem resolution capability.  Tier 1, for example, would address the most common and least complex problems a user might encounter.  Complex problems would pass to Tier 2 or higher as necessary for problem resolution.

· Maintain all necessary external information exchange requirements.  

Improved work methods and business process improvements will be implemented as Navy and user requirements change, or as technology advances.  Since Navy ERP is based on COTS products, future Program development will focus on systems integration and logistics support of each new increment of ERP capability; rather than on developing new ERP capabilities.  Any software suite solution must show demonstrable improvements to the benchmarked standards of ERP-targeted functions.
e. 
Evolutionary Acquisition 

The Navy ERP Program will employ an evolutionary acquisition strategy and will base release and fielding of any new ERP capability meeting evolving (time-phased) requirements on affordable Return on Investment (ROI) and logistically supportable significant software releases.  Legacy systems and platforms no longer integral to the mission accomplishment will be retired.  Each future increment will build upon the accomplishments of Template 1.0 and subsequent increments, as well as incorporate new capabilities embedded in the software as the result of commercial product and process improvements.  Any interfacing or integration of the core software with other commercial products or viable legacy information systems will be evaluated in terms of the Key Performance Parameters (KPP) and will be undertaken as individual increments using the spiral development approach to limit risk and control costs associated with new capabilities.  Non-viable legacy systems will be removed from the system in accordance with the FAM program.

f. 
Risk and Risk Management

Identification and management of risks will be of major importance to ensure program success. As with all projects involving development and fielding of new technology as well as changing business practices and procedures, integration and fielding of the Navy ERP capability involves several technical, operational and programmatic risks.   Although a single COTS product provides the principal functionality, delivery of all the functional requirements may entail integrating additional emergent commercial products and viable legacy applications into the enterprise solution.  Some of the potential risks include:

· Unanticipated software integration incompatibilities, 

· Significant schedule delays due to internal or external program events,

· Cost overruns (including manpower costs),

· Unplanned cost growth due to broadened functionality scope,

· Organizational resistance to process change,

· Loss of program funding,

· Extensive software customization (including efforts to match DoD security requirements and Joint service data compatibility), and

· Increased complexity and associated cost in life-cycle maintenance.

A risk mitigation plan for each area of concern will be developed to address these and other risks associated with the ERP Program.

g. 
Program Roles and Responsibilities

The primary purpose of pursuing an enterprise solution for the Navy is to reduce the costs of doing business.  The immediate alternative is to continue business as usual and perpetuate both legacy applications and legacy processes.  These processes are typically “stove-piped” by function and organization.  Implementing the Navy ERP Program represents an opportunity in reducing IT infrastructure costs and the accompanying business data and processes.  Non-viable legacy systems will be removed in accordance with the Navy’s Functional Area Manager (FAM).  With an aging infrastructure, the costs associated with life cycle maintenance of software and day-to-day upkeep of hardware are escalating and will eventually become prohibitive as some equipment is no longer manufactured or supported by the original vendor.

Navy ERP will address the legacy applications issue by providing an integrated suite of functionality that will proactively engage legacy processes to help achieve FAM program goals.  The Navy ERP Program Management Office must initially assume the mentoring role to educate and guide Navy leadership to make the strategic process re-engineering changes the ERP solution requires to maximize the efficiencies best business practices can provide.  Figure 4 depicts the operating partnership between the Navy ERP PMO, Navy Leadership and an Echelon II Process Re-Engineering Coordinator.
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Figure 4. Navy ERP Program Roles and Responsibilities

The Navy ERP Program Management Office will coordinate with Navy Leadership and an Echelon II entity to develop the analytical tools needed to identify COTS functionality and the target processes that will improve operational efficiency to deliver optimal attributable savings both in terms of cost avoidance and actual cost savings.  In support of this requirement, the Navy ERP PMO will develop a comprehensive Business Case Analysis (BCA) along with a savings tracking methodology and tools.  The PMO will provide regular status reports on these tools and their cumulative effectiveness.  Navy Leadership will provide the functional direction, policy, and direct guidance necessary to actually harvest the potential savings.  The Echelon II Process Re-Engineering Coordinator will identify, track, and report progress to this end.  

2.  Threat

The Navy ERP Program is subject to the IT system’s technical operating environment.  The dependency of this system on an integrated computer network exposes it to a number of specific network threats.  The greatest threat to the ERP will occur as a result of computer network exploitation and computer network attack.  Activities by nation states, insiders and unauthorized users, and non-state actors like terrorist groups and organized crime, could take the form of signals intelligence, electronic warfare, malicious code insertion, remote insertion of false data, and denial of service attacks.  

IT System Operating Environment

Navy ERP Program data is a critical decision-making resource for the tactical commander and engineering technical and business professionals alike.  Computers and computer systems are critical to efficient and effective operating of functions within C4I, acquisition, finance, personnel management, and logistics communities. The standard threat grouping for the Navy ERP Program IT system includes:

· Compromise of Information - An adversary gains access to friendly information either by making an electronic copy of it or by gaining access to the hosting machine and simply reading it. 

· Data Deception or Corruption - The data contained in a system or transmitted over a data or sensor link is modified, whether it is intentional or unintentional.  

· Information Denial or Loss - Access to friendly information is disrupted. This could occur via denial of service, malicious harm and/or destruction of the bit stream, signal, or database.  

· Physical Destruction, Theft or Damage - The original state of a system's physical components are altered, stolen or destroyed such that they no longer function according to their design.

Threats can be categorized as unintentional or intentional.  An unintentional threat is a human error due to carelessness or misinformation.  Intentional external or internal agents of threat include spies (espionage), terrorists, hackers, and vandals. 

The Navy ERP environment will be hosted in Community of Interest (COI) as part of the NMCI network, and the user population for Template 1.0 will consist of regular NMCI seat users and BLII users coming in through the NMCI B1 boundary.  To mitigate the above risks to Navy ERP Program, workstations and servers will not only benefit from the security standards implemented by NMCI, but will also be hardened in accordance with Defense Information Systems Agency (DISA) standards and installed with an internal Intrusion Detection Systems (IDS).  Continuous audits and daily audit log reviews will be conducted and the audit logs saved to unalterable media.  Thorough security training and enforced policies will also mitigate these threats.  The security of the ERP user work stations and of non-ERP workstations and network connections on the same network are the responsibility of each site in accordance with the NMCI framework or the IA for BLII.  The DoD Public Key Infrastructure (PKI) will be an integral part in ensuring that 1) non-NMCI users are authorized and authenticated at both the network entry and ERP application access points, and 2) NMCI users are authorized and authenticated at the ERP application level.  Strict configuration management controls will be implemented in order to maintain the secure and documented baseline.
Defense Intelligence Agency (DIA) validated threats to Navy ERP are defined in the National Air Intelligence Center’s (NAIC) Automated Information Systems, Threat Environment Description (TED), NAIC-1574-0210-03, December 2002 and the Information Operations (IO) Capstone Threat Assessment, DI-1577-12-03, August 2003 (to be updated every six months-next version to be published in February 2004). Additional non-DIA validated threat information is contained in the following documents: Naval Command, Control, Communications, Computers, Navigation and IFF Systems, ONI-TA-009-02, September 2002 and Threats to Network Centric Warfare, ONI-1573-002-02, February 2002.

A refined analysis of specific threats to Navy ERP will be included in the System Security Authorization Agreement (SSAA) for Navy ERP.  The IA Strategy will designate ongoing procedures for continuous identification and analysis of known or emerging threats.  

3.  Shortcomings of Existing Systems

The existing collection of segregated resource management systems imposes limitations on operational and support commanders to rapidly respond to emerging operational requirements and redirect assets as needed.  Many of the systems and processes currently in use were designed to support functional organizations and logistics, maintenance and support practices developed by industrial engineering studies and design work of the 1960s.  These systems were not designed to support the agile logistics required for the 2010 warfighter.   Shortcomings of existing systems include: 

· Information systems are primarily non-integrated and support organizations on a local level only.  Data integrity problems of disparate systems results in increased workload and inefficient performance.

· Systems are characterized by non-standard human to computer interfaces, complex processes, non-standard data with high error rates and significant delays in information exchange. Furthermore, current systems force users to learn the intricacies of the computer system vice the specifics of the process.   

· The processes associated with current systems often deal with high volume, individual entries; paper-based forms; high transaction rates; and multiple levels of authorization, approval, or audit.

· Legacy systems support specific functional processes leading to non-interoperable “stove piped” systems that are comprised of many interfaces that are expensive to develop and maintain.  

· The Navy’s lack of cross-functional decision support tools makes it difficult to analyze and act on information.  Current system software was built for specific hardware and cannot be easily and economically transferred to different hardware. Finally, they do not provide for the effectiveness gains that are possible with an enterprise view of logistics data and processes. 

· The systems do not make use of labor saving technologies or best practices.

· Current systems do not provide real or near real time exchange of information. 

Mobilization Limitations 

The US Navy requires accurate and timely Total Force readiness information. The current portfolio of systems used to derive and report force readiness and logistics posture have inherent reporting lag times ranging from hours to several days, depending on the update cycle. Despite recent initiatives to modernize, integrate and web-enable personnel data maintained by authoritative systems, these systems do not fully integrate with financial, travel, program management, logistics or maintenance databases. The material and operational suitability of Fleet assets and the efficient mobilization of the Naval Forces requires a completely integrated financial, travel, program management workforce, and logistics and maintenance management information system providing real-time data to operational commanders and other decision makers.

Functional Coordination Limitations 

Multiple organizations in multiple chains of command and at dispersed geographic locations support the logistics, maintenance, repair, and modernization of Fleet assets. These organizations use suites of management tools and business rules that are neither integrated nor interoperable. Breakdowns in communication are amplified through differing computer hardware and software resources, multiple telecommunication assets, and varying processing times and business rules. Multiple configuration management policies and procedures and varying implementation strategies for systems within each organization further frustrate communications and data exchange. All of these factors contribute to the presence of redundant, dissimilar and unsynchronized data in multiple systems. As a result, inordinate quantities of resources (time, money and personnel) are used to reconcile information across multiple organizations.

System Configuration Compatibility and Proliferation 

Multiple generations of deployed development and production technology, compounded by the lack of common business practices, have prevented US Navy managers from flexibly using and effectively sharing fleet and system command resources. Managers are not able to efficiently communicate priorities, level-load assignments or make resource realignment across geographically dispersed facilities. It is extremely difficult to implement new or changing program requirements using multiple and disparate support systems while supporting changes in logistics.

Cost Inefficiencies 

Accomplishing common Navy functions with independently developed process and practices supported by locally developed technology has resulted in a higher overall cost to the Navy.  Widespread use of ERP best industry processes and technology should result in an overall reduction in the cost of performing support functions.

4.  Capabilities Required
This section describes the Navy ERP Program required characteristics, capabilities and associated measures (including objectives and thresholds) for the system, information exchange, logistics and readiness, and other characteristics of the Navy ERP Program.  

The characteristics of the Navy ERP Program include:

· Timely assimilation of ERP information

· Shared data environment (Net-centric data environment)

· Focus on lowering costs

· DODAF conformance

· Global interoperability in real time

· Bandwidth optimization

· Configuration Management

· Total visibility of assets, materials, funds, and costs

· Reliability

· Scalability from small units to very large ships and shore stations

· Deploy supportable improvements

· Robust and mature COTS management systems 

· Security

· Well-designed Human Machine Interface

Figure 5 illustrates how the ERP capability connects the spectrum of material acquisition and support scenarios.
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Figure 5. ERP Functional Summary

The Navy ERP Program must provide these capabilities to support the management of a variety of asset types.  All software will meet NMCI certification and requirements.

The Navy ERP Program will be employed to affect a broad spectrum of business and operational functions, which may extend across the entire force structure.  These functions include, but are not limited to, command-level business processes, logistics, sustainment, program management, facets of the Planning, Programming, Budgeting and Execution (PPBE) process, military and civilian education and training, and the processes of warfighting requirements generation and the resultant acquisition or upgrade of defense systems.  ERP processes will provide rapid and thorough information (and information analyses) that is designed to better serve decision makers and lower costs in the functional areas of Work Force Management, Financial Management, Acquisition Program Management, Travel Management and Life-cycle Sustainment.  

· Naval and Joint Operations support – Real-time and near real-time visibility of force logistics and readiness posture, and end-to-end visibility of logistics requirements and fulfillment. 

· Peacetime force maintenance and support – Support echelon managers will have the ability to optimize resource and facility utilization through workload leveling, and other techniques.

· Force recapitalization – Providing system acquisition and support program managers an integrated toolset for managing the processes of system development and production in coordination with the industrial requirements needed to support the current operational environment.

The Navy ERP Program development will be evolutionary and will therefore implement the capability to support these scenarios incrementally.  

Navy ERP Program requirements will be developed in terms of Functional and Technical performance parameters.  The Key Performance Parameters (KPPs) are a combination of Technical and Functional performance parameters, resulting in overall system performance and relate directly to the customer.

a. 
Key Performance Parameters

The performance requirements of the Navy ERP Program are provided in Table 3 and comply with the required Key Performance Parameters (KPPs) from the GCSS CRD.  The Navy ERP Program KPPs are applicable and transferable to all supporting information systems, and will be applied as the minimum requirements for all future system upgrades or developments.  The KPPs identify certain critical system characteristics that are measurable, achievable, and used as a basis for evaluation.  The KPPs are parameters so significant that failure to meet their minimum values (thresholds) could be cause for program reevaluation or termination.

	Key Performance Parameters
	Top-Level Metrics
	Threshold
	Objective

	Compliance
	Compliance with Joint Technical Architecture (JTA) v6.0 dated 03 OCT 2003, Defense Information Infrastructure Common Operating Environment (DII COE) standards in accordance with DODD 4630.5 dated 23 JUL 2001, Network Centric Enterprise Services (NCES), Global Information Grid (GIG) v1.0, and Business Enterprise Architecture (BEA) v1.1 dated 11 JUL 2003.
	Level 6 – Applications operate without interference on the same desktop display
	Level 8 – Total interoperability of applications

	Security
	Provide for sensitive but unclassified and/or unclassified information in accordance with the standards set forth in DoD security policies and protect against unauthorized disclosures of privacy information 
	Provide for sensitive but unclassified, and/or unclassified information in accordance with DITSCAP 5200.40 the minimum standards set forth in DoDD 8500.1 IA, DoDI 8500.2 IA, and other applicable security documents to protect against unauthorized disclosures of privacy information. 
	Same as Threshold

	Net Ready
	All activity interfaces, services, policy-enforcement controls, and data-sharing of the NCOW-RM and GIG-KIPs will be satisfied to the requirements of the specific Joint integrated architecture products (including data correctness, data availability and data processing1), and information assurance accreditation.
	100% of interfaces; services; policy enforcement controls; and data correctness, availability and processing1 requirements designated as enterprise level or critical in the Joint integrated architecture.
	100% of interfaces; services; policy enforcement controls; and data correctness, availability and processing 1 requirements in the Joint integrated architecture.

	Intermediate Maintenance Cycle Time (IMCT) 

	This cycle time can be broken into time to broker notifications from customer to the repair activity, time to accept the notification by the repair activity, and time for the repair activity to actually do the work and return a completion notice (this would include planning, material acquisition, execution and closeout).
	Reduce Baseline2 IMCT by 10 percent


	Reduce Baseline2 IMCT by 15 percent



	Initial Source Processing Time (ISPT) 
	Initial Source Process Time (ISPT) is the average time, measured in days, from Point Of Entry (POE) receipt to ultimate issuing stock point receipt.  This includes POE processing time, any ICP processing time and any technical review/third party (e.g., ISEA, DLA) referral time.  Since the supply chains are different, there are different KPP values for aviation and maritime.
	Aviation 1R Cog3 – 32 days

Aviation 7R Cog – 22 days

Maritime 1_ Cog – 10 days

Maritime 7_ Cog – 23 days


	Threshold minus 5 days




Table 3: Key Performance Parameters

Notes

1. Data processing is defined as: The input, output, verification, organization, storage, retrieval, transformation and extraction of information from data.

2. Due to inconsistencies in available legacy systems metrics, the Navy ERP program will collect adequate and consistent benchmark data site by site as a special pre-ERP installation activity.  This applies not only to measures related to the KPPs but also to the business process monitoring measures defined in section 1B of this ORD.

3. A Cognizance Codes (Cog) identifies the organization or entity that manages a particular type of material. For example, 1R is the Cog for Naval Inventory Control Point - Philadelphia (NAVICP-P).

b.
Information Exchange Requirements (IER)

IERs are the primary basis and measure for system interoperability and are used to define Interoperability KPP threshold and objective requirements.  The Navy ERP Program will maintain all required external information exchange requirements.  The System will maintain interoperability by interfacing to Navy logistics transaction standards, not only to individual systems.  Appendix E provides the Navy ERP Operational Information Exchange Matrix (OV-3).  IERs will be added incrementally as applicable.

Navy ERP is a LISI Level 3 implementation having domain interoperability in an integrated environment.  It has a domain perspective that includes data models and procedures that use shared data among the various applications working together in an integrated fashion with a single functional set of data.  Navy ERP provides integration across organizational boundaries and across discipline-based applications and facilitates software reusability, provides shared data, and supports increasing levels of interoperability. The network infrastructure of Navy ERP will use standard Internet protocol routing across NIPRNET (Non-secure Internet Protocol Router Network), NMCI and commercial Internet Wide Area Networks (WANs). This will eliminate the need to cross between potentially different media of multiple LANs.  The Navy ERP will have appropriate domain data models, dictionaries, and standard data elements.

c.
Logistics and Readiness

The logistics and readiness performance requirements, including availability, supportability, and reliability, are reflected in the systems’ technical performance parameters in the Capabilities Required Section.  

Maintenance programs, elaborated on in Section 5, will be established for COTS software, before initial operating capability (IOC).  Software maintenance and support will similarly be established for each subsequent evolutionary ERP increment.

The Navy ERP Program will perform its required functions for an average duration of 660 hours without experiencing an operational mission fault.  660 hours approximates one month of system operating time, less downtime for system maintenance and logistics delays.  The Navy ERP Program capability will be available 22.8 hours daily, to support GCSS Family of Systems requirements.

d.
ESOH and Other System Characteristics

The Navy ERP Program is constrained by Environmental, Safety and Occupational Health (ESOH) issues such as:

· Natural disasters, such as fire, earthquakes, and floods,

· Accidental acts, such as electrical power interruption and operator or user error

· Life cycle documentation of risk management and human systems integration conforming to MIL-STD 882 requirements and DODI 5000.2 Enclosure 7,

· Ergonomic issues in conformance with OPNAVINST 2100.53F, and

· Hazardous material management.

The Navy ERP Risk Management Plan and supporting mitigation plans will ensure the Program is sufficiently prepared to anticipate and mitigate any such events.

5.  Program Support

This section describes program support objectives and activities for the Navy ERP Program.  

a.
Maintenance Planning

The Navy ERP Program will require the following types of maintenance and support:

· Integrated system support and maintenance for the core hosting environment will be provided by Navy organic system support or outsourcing.  Navy managed personnel involved with the implementation of the Navy ERP Program will be trained and mentored by the Systems Integrator (SI) on the support of the Navy ERP Program until Navy personnel are capable of maintaining the system.  If the hosting environment is outsourced, the Navy, in conjunction with the SI, will develop the contract specification for execution. Since the Navy ERP Program is COTS-based, the role of the system support personnel will focus primarily on system integration rather than system development.

· Software maintenance support will consist of acquiring or creating the update, followed by testing and fielding.  Software updates will fall into two broad categories: 1) COTS (including Operating System software) and 2) customizations to meet Navy specific requirements.  For the COTS software, updates will be available through maintenance contracts with the vendors, and a culling and planning process will be employed to determine the criticality, necessity, and risk of the applying the update.  An update to a customization, however, will be treated as a new customization. This type of update will be driven by a specific deficiency or business need, and will track with the planning, development, quality assurance, approval, and implementation process.  

· Host system hardware maintenance support of the Navy ERP Program will be initially performed by the SI in the Navy ERP Program Production Center in conjunction with vendor maintenance agreements.  NMCI will provide the WAN support and maintenance, along with premise distribution and desktop support for NMCI user seats.  For non-NMCI BLII, Navy networks and Navy personnel and/or contracted system support personnel will maintain desktop systems.

· User workstation maintenance support will include installation of software maintenance releases, major version releases, and remote help desk support. Workstation support and software upgrades will be coordinated with and rely on the NMCI / BLII infrastructures.  The Navy ERP Program help desk will implement existing standard operation procedures and best practices that provide users with a single point of contact for ERP related services, 24 hours per day, 7 days per week customer and technical support, location to be determined.  The help desk will provide customer support in a tiered customer competency center for increased problem resolution capability.  Tier 1 will address the most common and least complex problems, while Tier 2 or higher will address more complex problems as necessary for problem resolution. However, workstation support will still be handled by NMCI / BLII.

· Navy business process re-engineering support will continue to be documented and analyzed for improvement by the Navy organization.  As user requirements change, or as technology advances enable improved work methods, business process improvements will be consolidated and implemented as appropriate by the Navy ERP Program. 

· The system will be evaluated in accordance with NSA approved processes before implementation and comply with DoDD 8500.1; DoDI 8500.2; and CJCSM 3170.01, Enclosure B (2b) as required.

· Significant emerging requirements support will be addressed if the magnitude of a technology or process change is sufficiently large.  The Navy may facilitate a significant system change as a new acquisition program or as an increment in this evolutionary acquisition.  

b.
Support Equipment

The Navy ERP Program does not anticipate requiring any special support equipment.

c.
Information Assurance (IA)
The Navy ERP Program complies with Federal, DoD, and DoN IA Laws/Regulations/Policies.  IA is a critical Navy ERP Program concern.  The DoD Information Technology Security Certification and Accreditation Process (DITSCAP), DoDD 5000.1 and DoDI 8500.2 will guide the Navy ERP Program security planning process, ensure compliance with the Clinger-Cohen Act, and address Operations Security (OPSEC) in accordance with DoD 5205.2.  Elements of the process will be documented in the IA Strategy and Program Prototype Plan (PPP).  A Navy ERP IA Department has been established under the PMO and is coordinating with PMW-161 and Naval Network Warfare Command (NETWARCOM) with regard to IA and any issues associated with the SSAA and Authority To Operate (ATO) for the development system and production sites.  The Navy Designated Approval Authority (DAA) is the Commander, NETWARCOM at the production sites.  The developmental DAA is the COMNAVSEA SYSCOM Command Information Officer (CIO).

The security infrastructure for Navy ERP Program will fully comply with all applicable Federal, DoD and DoN security guidance.  The security architecture will protect the integrity of Navy information resources and ensure continued operations regardless of the threat level and location of Navy IT assets.  It should be noted that the Navy ERP Program will not process any classified data or interface directly with any classified computing systems at this time.

The Navy ERP Program security architecture includes:

· General Security provides administrative, personnel, and other security measures to the system.  The DITSCAP certification and accreditation process is included.

· Computer Network Defense (CND) requires the Navy ERP Program to implement specific measures designed to meet all applicable requirements in DoDD 8500.1 and DoDI 8500.2

· Communications Security incorporates measures to protect Navy ERP Program data from unauthorized access, unauthorized update, and corruption.

· Applications Security incorporates measures through the COTS applications to ensure data confidentiality, integrity, and availability.  These measures ensure appropriate information security is in place and privacy act data is protected.

· Physical Security prevents unauthorized access to system and network hardware, software, data, and facilities.  These capabilities will be largely leveraged from existing Navy capabilities.

As part of the GCSS Family of Systems, the Navy ERP Program and its normalized data shall be available and accessible for GCSS applications.  Navy ERP Program will not provide inherent language translation services.  If required, it is expected that the primary family of systems interface, GCSS CC-JTF, will provide that capability. 

Applicable Navy ERP Program components and applications shall comply with BMMP architecture goals as well as achieve Chief Financial Officer Act compliance.

d.
Computer Resources

There are no computer resource constraints (e.g., language, architecture, interoperability, and database) on the Navy ERP Program.  The selected Navy ERP COTS application will be designed in accordance with Human Systems Integration considerations, as well as compliant with Section 508 of the Rehabilitation Act of 2001.  

e.
Human Systems Integration 

The Human Systems Integration domains must be optimized for total systems performance and to reduce total operational cost. The benefits of the Navy ERP Program to each of the seven domains are discussed below. Where possible, the program management office will leverage existing best practices from the Navy’s four pilots and industry.

Manpower

One of the anticipated benefits of Navy ERP Program is process efficiency.  These efficiencies can manifest in workforce reduction or backlog reduction.  The Navy ERP Program Business Case Analysis (BCA) will examine the potential impact on Navy manpower requirements. While it is expected that there will be savings associated with the implementation of Navy ERP, the primary driver for this program is increased readiness for the operational and joint forces.

Personnel

The implementation of the Navy ERP Program and modernized business practices will facilitate process reengineering that will document and justify necessary Navy Enlisted Classification Codes (NEC) changes with the long-term goal of consolidating and reducing the total number of NECs. A Training Planning Process Methodology (TRPPM) analysis will be conducted in accordance with OPNAVINST 1500.76 to determine the manpower, personnel and training (MPT) requirements.  Trade-offs that reduce MPT requirements will be favored during design and development. New Personnel Descriptions (PDs) for civilians and Designators and Navy Enlisted Classification Codes (NEC) for military personnel may be required to support these new processes.  Training courses and evaluation criteria will be created to support new PDs and NECs where appropriate.

Training

Personnel operating the Navy ERP Program will be trained in accordance with the Navy Training Systems Plan (NTSP) for the Navy ERP Program.  The Navy ERP Program will consist of three levels of training: Development and Program Team Training, System Administration Training, and End User Training. Initial System Administration and End User training will be funded for all sites through the program, as reflected in the program/budget; recurring training costs will be a site responsibility. Development and program team and system administration qualifications will be attained through formal training.  General user training may be acquired through formal training, on-the-job training, and/or on-line training. The training materials and system will be delivered 3 months (Threshold) and 1 month (Objective) prior to the first system.  All courseware must be provided in electronic format and shall be compliant with the latest version of the Standard Content Object Reference Model (SCORM). :  
Human Factors Engineering

The human systems environment consists of a person using or maintaining a computer.  The Navy ERP Program system workstation and application environment (e.g., web-portal) will adhere to all applicable Section 508 standards.

Safety

The Navy ERP Program will address the same safety issues as any other computer system and will provide safe and healthful working conditions for employees that comply with applicable laws, regulations and policies. 

Health Hazards

The Navy ERP Program poses the same health hazards as any other computer system (e.g., carpal tunnel syndrome) and will be addressed by providing safe and healthful working conditions for employees that comply with applicable laws, regulations and policies.

Personnel Survivability

The Navy ERP Program does not have any unique personnel survivability issues.

f.
Other Logistics and Facilities Considerations

There are no unique logistics or facility requirements for the ERP solution at each site.  The system will utilize a Primary Data Center (PDC) supporting all users in addition to an Alternate Data Center (ADC) acting as an insurance policy against a physical or data disaster at the primary data center.  For added assurance, a split PDC to mitigate single facility failures is also under consideration.  To meet the system availability requirements, minor sparing of critical consumables and high failure rate items (e.g., tapes, DVDs, hard drives, etc) at the PDC and ADC will be planned and practiced.  A standard NMCI desktop workstation should be sufficient to use either the ERP desktop client or access the ERP web services.

g.
Transportation and Basing

There are no transportation and basing issues associated with Template 1.0.  The Navy ERP Program will interface with GTN for any transportation and basing requirements.  Any portability/transportability issues associated with subsequent templates will be addressed as needed.  

h.
Geo-spatial Information and Services (GI&S)

Although the Navy ERP Program does not anticipate any GI&S requirements, any Navy ERP Program requirements for GI will make maximum use of digital information provided by the National Geospatial- Intelligence Agency (NGA).  

i.     Natural Environment

The Navy ERP Program does not have any special natural environment support requirements.  Since the Navy ERP Program will use existing facilities, the PMO does not have an immediate requirement to produce an environmental impact analysis.  Appropriate environment analysis will be conducted on a site-to-site basis as needed.

6.  Force Structure

Navy ERP will replace systems and applications currently in use to perform administrative, financial, logistics, maintenance and management functions, therefore no new force structure will be required as the result of fielding the Navy ERP capability.  It is expected that force structure currently in place will be used to support the initial hardware and software implementation of Navy ERP Program with decreased personnel requirements expected over time due to retirement of applications through the FAM process, use of commercial software support, and consolidation of databases.  The scope of Template 1.0 implementation includes more than 86,000 users at more than 100 sites. The list is not inclusive, however, as the range of future functionality may benefit a broader customer base in subsequent increments.  

Commands and sites where Template 1.0 or future functionality may be implemented:

· Naval Hardware Systems Command Headquarters (4)

· NAVSUP

· NAVAIR

· NAVSEA

· SPAWAR

· Naval Air Warfare Centers (2)

· Naval Aviation Depots (3)

· Inter/Intra-Service Repair Activities (8)

· Authorized Commercial Repair Activities (Numerous)

· Aviation Intermediate Maintenance Departments (29)

· Miscellaneous Aviation Support sites (4)

· Naval Surface Warfare Centers (7)

· Naval Sea Logistics Centers (6)

· Supervisors of Shipbuilding (12)

· Submarine Support Facility (1)

· Shore Intermediate Maintenance Activities (6)

· SPAWAR System Support Center (1)

· Inventory Control Point (1)

· Fleet and Industrial Supply Centers (FISC) (6)

· Fleet Aviation and Maritime Supply Departments (~79)

· Other commands and support entities as directed by higher authority

7.  Schedule Considerations

The currently proposed Navy ERP Program schedule is provided in Figure 6. The Navy ERP PMO is currently leading the Pilot Interoperability phase where the functionality demonstrated in the Navy’s four ERP pilot programs is being normalized in preparation for a converged program.

This ORD specifically addresses functionality in Template 1.0. Implementation will begin at Milestone A/B approval which is anticipated in July 2004. The envisioned future functionality will be addressed in subsequent requirement documents as required and described in the Evolutionary Acquisition Section.

This information will be detailed in the Navy ERP Acquisition Strategy and Test and Evaluation Master Plan (TEMP). 

Figure 6: Navy ERP Program Schedule

8.  Architecture

The Navy ERP Program is a major component of the Navy’s Global Combat Support System (GCSS).  As such, it will be compliant with GIG interoperability and IER as illustrated in the requirements crosswalk in Appendix B.  The target architecture for the Navy ERP program is the Web-Enabled Navy (WEN) Architecture with ERP web services accessible through the Navy Enterprise Portal (NEP).  The Navy ERP PMO shall expedite implementation of this architecture as vendor release schedules allow. Information and data structure and the functional capabilities of individual modules and integrated applications will be compliant with the DoD Business Enterprise Architecture (BEA) and the Federal Enterprise Architecture (FEA).  Figure 7 shows the Navy ERP Program’s Architecture.
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Figure 7: Navy ERP Program Host Network Architecture

Standards Compliance

The Navy ERP Program will comply with the appropriate and applicable standards within the GIG, NCES, Joint Technical Architecture (JTA), the DoD BEA and the FEA.  The Navy ERP Program will maintain all necessary external information exchange requirements.  

The Navy ERP Program will map to the DoD JTA v6.0.  The JTA provides DoD systems with the basis for:

· Data Interoperability – All of the Navy ERP Program’s data that will be exchange, or has the potential to be exchanged, shall be tagged in accordance with the JTA standard for tagged data items (e.g., Extensible Markup Language [XML], the current JTA standard), and tags shall be registered in accordance with the DoD XML Registry and Clearinghouse policy and implementation plan.

· Information Integrity – The Navy ERP Program’s storage process shall not alter stored data in a manner that compromises the integrity of the data/information with 100% of applicable DoDD 8500.1 and DoDI 8500.2 information integrity requirements tested with a minimum of 95% pass rate (i.e. no identified vulnerabilities.).  Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerabilities.

· Search Driven Information – The Navy ERP Program shall have an Information Dissemination Management (IDM) capability to acquire needed information by search queries, with successful searches yielding 85% of available, needed, information based on the user query and with no more than 20% of the received information being irrelevant/unusable (waste) or failed searches.  System shall have an IDM capability to locate and characterize available information of interest that minimizes information overload.

The JTA defines the service areas, interfaces, and standards (JTA elements) applicable to all DoD systems, and its adoption mandated for the management, development, and acquisition of new or improved systems throughout DoD.  The Navy ERP Program Technical Architecture will comply with the JTA in all applicable service areas and services, including but not limited to those shown in Table 4, Navy ERP Program JTA Compliance.

	Service Area
	Service

	Information Processing
	Data Management, Data Interchange, Operating Systems

	Information Transfer
	Application Support Services (e.g., Internet Protocol, Connection and Connection-less Data       Transfer, Web Services)

Network/Sub-network Services (Internetworking - Routers, interior/exterior routers, LAN access)

	Information Security
	Authentication

Access Control

Encryption 

Public Key Infrastructure (PKI)  (will be acquired as part of the IA effort and used accordingly)


Table 4: Navy ERP Program JTA Compliance
The Navy ERP Program will align and maintain compliance with the BEA. The DoD BEA provides the basis of planning, development and implementation of financial and business management systems that comply with federal mandates and requirements and that produce accurate, reliable, and timely compliant information to DoD managers and decision makers.  

The Navy ERP Program enterprise business system resides entirely within the Navy IT infrastructure; no Navy ERP Program hardware or software components will be installed on outside platforms.  Navy personnel are the principal interactive users of the system working within the Navy enterprise IT infrastructure. For example, the Navy Data Warehouse depicted in Figure 7 will initially be a hybrid collection of legacy and Navy ERP databases providing the authoritative "data sources".  All appropriate data sources should migrate from legacy systems as soon as fiscally possible.

The Navy ERP Program will leverage information from other similar ERP efforts and will comply with the following standards:

· Network-centric Enterprise System (NCES) - Any component of the Navy ERP Program delivered to an NMCI or GCSS workstation will be NCES compliant (Threshold Level 6, Objective Level 8) in accordance with the GIG and GCSS Capstone Requirements Documents (Appendix A and B).  Furthermore, any information provided to other systems by way of transaction or data interchange will be compliant with the governing protocols and procedures that ensure interoperability.  Navy ERP will be JITC tested and certified per GIG CRD.

· Controlled development environment and processes per CJCSM 3170.01, Enclosure B (2b).

· Policy guidance for use of Mobile Code Technologies in DoD Information Systems.

· As Multiple Security Level (MSL) technology is adopted within the Navy ERP Program, comply with ASD (C3I) Memorandum Secret and Below Interoperability (SABI) and TOP SECRET and Below Interoperability (TSABI) as required CJCSM 3170.1, Enclosure B (2b); DoDD 8500.1 and DoDI 8500.2 

· Service/Fleet Commander systems - The Navy ERP Program will provide data in support of current mission requirements to other Service/Fleet Commander systems where the given mission resides.

· GCSS - The Navy ERP Program is the authoritative source for Supply, Maintenance and Engineering information.

· Address the requirement for system interoperability testing and certification in accordance with CJCSI 6212.01B, paragraph 5C (or the equivalent section in CJCSI 6212.01C).

· MILS and ANSI ASC X.12 transaction standards.

· JTA, DoD BEA, FEA, DoDAF
9.  Program Affordability
ERP Affordability has three measurable components, each with separate savings metrics.  Each ERP increment (template) shall be supported by a comprehensive Business Case Analysis (BCA) along with a savings tracking methodology and tools.
Cost Savings and Cost Avoidance

The ERP Program will be structured to advance in evolutionary increments.  The timing for each increment, to be pursued as individual milestone development and decision, is based on ERP maturity and upon the ability of ERP to tangibly save money and avoid costs.   Cost savings and avoidance is the primary utility of ERP to the Navy.  Therefore, each ERP increment will consist of a collection of functions and applications that will result in an overall lower cost to the navy and the retirement of all legacy systems with duplicate functionality.  It is the discontinuation of these applications and programs and their funding that forms the basis for ERP increment turn-on and for the quantifiable measurement of ERP affordability and cost effectiveness.   No increment will be established, unless it can be shown that the resultant ERP capability, once assimilated, has allowed the total elimination of now-redundant applications and information systems.  

Benchmark Creation 

The ERP Program will set increment-by-increment benchmarks for ERP savings (i.e., cost to totally eliminate ERP-assimilated capabilities, programs, and funding).  The benchmarks will build off the cost savings and cost avoidance structure detailed in the previous paragraph.

Business Operations and Functions

In addition to the setting of benchmarks for ERP savings, ERP increments must result in enterprise-wide savings that can be associated with business operations and functional decisions that were made based on ERP.  That is, savings accrued from decision results facilitated by the quality, comprehensiveness, and timeliness of ERP-tailored data.

Effective Assimilation

Effective Assimilation measures the programmatic efficiency in acquiring ERP products, installing them with minimal adaptation, creating and using curricula to train and orient users.  This process also monitors ERP adoption to adjust implementation schedules or introduce further increment opportunities. 

Appendix A: GIG CRD Crosswalks

This appendix demonstrates the Navy ERP support to the GIG CRD.  GIG CRD compliance requirements will be tested as part of the overall requirements testing for each increment of Navy ERP.  GIG CRD compliance requirements will be traced and managed as part of the overall Navy ERP Requirements Management effort.  

	CRD Section Heading
	CRD Para #
	Crosswalk Items
	ORD

Page
	ORD

Para
	ORD

Line
	YES, NO, N/A

	GIG Reference
	I.B.3
	Does the GIG CRD appear in the Related Documents section?
	D-1
	
	
	YES

	Operational Concept
	I.D
	In the OV-1 depicts information exchange relationships, are the producer, user, and command node entities identifiable?
	8
	Fig2
	291
	YES

	 
	 
	Does the operational concept include external information exchange?
	8
	Fig2
	291
	YES

	GIG Implementation Guidelines
	I.E
	Have each of the following GIG implementation guidelines been considered and applied in the ORD as appropriate?  
	
	
	
	 

	 
	 
	GIG implementation done in accordance with the standards included in the most current version of the DoD JTA?
	28-29
	Section 8
	830-858
	YES

	 
	 
	All new Command, Control, Communications, Computers and Intelligence (C4I) emerging systems and upgrades to be fielded as level 6 DII COE compliant with the goal of achieving level 8 compliance?
	20
	Table 3
	586
	YES

	 
	 
	System is either standards-based or employs commercial-off-the-shelf (COTS) technologies to:

· Facilitate joint, allied, and coalition interoperability?

· Simplify integration?

· Reduce both long and short-term costs?
	8
	1c
	295
	YES

	 
	 
	System is to be scalable, affordable, sustainable and extensible with respect to its functionality?
	8
	1c
	301-304
	YES

	 
	 
	System is designed to accommodate change and facilitate the integration of future systems and technologies as they evolve?
	11
	1e
	373-378
	YES

	 
	 
	System is consistent with current DoD, IC, and commercial efforts regarding data and metadata standardization?
	28
	Section 8
	831-858
	YES

	 
	 
	Additional manpower requirements are minimized?
	24
	5e
	722-726
	YES

	 
	 
	Reliability, availability, survivability, and maintainability features of the system are designed to support all functions necessary to meet the requirements documented in Chapter IV, including the ability to recover from critical failures?
	8,18
	1c, 4a
	301-308,

565-572
	YES

	 
	 
	Emphasis is placed on reducing the complexity, time, and cost of training?
	24
	5e
	738-746
	YES

	 
	 
	Software design is aimed at enhancing interoperability and commonality among GIG-enabled systems?
	20
	Table 3
	586
	YES

	 
	 
	System designed using an open systems approach and adhering to applicable standards within the JTA?
	28-29
	Section 8
	830-858
	YES

	 
	 
	Bandwidth and throughput requirements along with implications to strategic, fixed, theater, and tactical architectures are considered?
	19
	Section 4
	540
	YES

	 
	 
	National Geospatial - Intelligence Agency (NGIA) standards used for the processing and display of imagery and geospatial data across the GIG?
	
	
	
	N/A

	 
	 
	System will be developed, tested, and deployed in a manner that is compliant with all appropriate treaties and international agreements?
	
	
	
	N/A

	 
	 
	System will be tested and certified for interoperability IAW Joint Interoperability Test Command (JITC) procedures?
	29-30
	Section 8
	871-876
	YES

	 
	 
	System enables users to operate in a multilingual environment to overcome the inherent language barriers of multinational and coalition operations?
	
	
	
	N/A

	 
	 
	System mitigates security risks and meets all current security provisions articulated in appropriate DoD and IC policies, procedures, and instructions including DoDD 8500.1 and DoDI 8500.2.
	20,23
	Table 3,5c
	586, 677-681
	YES

	 
	 
	System uses standards-based rather than system-unique security mechanisms?
	23
	5c
	677-712
	YES/NO

	 
	 
	ORD considers ongoing developments and evolving specifications in the following areas (as applicable):

· Joint Operational Architecture (JOA)?

· Nuclear C2 Systems Technical Performance Criteria (NTPC)?

· GIG Architecture?

· Mission Information Management (MIM) Architecture?
	11
	1e
	373-378
	YES

	 
	 
	Time-phased requirements developed in ORD, with associated objectives and thresholds, IAW DoDI 5000.2?
	27
	Fig 6
	817
	YES

	Threat to be Countered
	II.
	If information exchange is fundamental to the ORD, does Chapter II mention Information Operations, Computer Network Attack, Computer Network Exploitation, Electronic Warfare, and Electromagnetic Pulse?
	13
	Section 2
	428-433
	YES

	Shortcomings
	III
	Does the ORD describe shortcomings or absence of existing capabilities and systems to fulfill the needs of the GIG functions described in Chapter I?
As applicable, are GIG shortcomings addressed such as: lack of interoperable applications; limited ability to rapidly catalog, search, and retrieve required information; limited ability to effectively and efficiently use existing RF spectrum; limited ability to move digital information seamlessly; lack of asset visibility resulting in limited ability to effectively manage a common user network; limited means to prioritize information and establish profiles; limited ability to support multilevel security operations?
	16
	Section 3
	474-497
	YES

	Processing Efficiency and Effectiveness
	IV.B.2b
	All computing processes of system shall optimize the use of constrained computing and dissemination resources (Threshold)?
	19
	Section 4
	560-578
	YES

	Reuse Of Information Products
	IV.B.2c
	System’s previously generated, shareable information products (i.e., processed data) shall be reused to maximize consistency and efficiency, and to minimize process redundancy (Threshold)?
	
	
	
	N/A

	Processing Mode
	IV.B.2d
	System shall have processes to accommodate an interactive and multimedia processing environment (Threshold)?  Systems need for processing modes other than interactive and multimedia, especially batch processing, shall be clearly demonstrated and justified prior to their adoption (Threshold)?  System shall use time-critical processing when dealing with survival information, in order to meet stringent timeliness requirements (Threshold)?
	18,20
	Section 4, Table 3
	535-548, 586
	YES

	Cohesiveness
	IV.B.2e
	Each process of the system shall accomplish a well-defined single function to achieve cohesion and enhance process reusability and system maintainability (Threshold)?
	8
	1c
	301-331
	YES

	Modularity
	IV.B.2f
	System’s processes shall be modular to reduce maintenance and promote reusability (Threshold)?
	8
	1c
	301-308
	YES

	Process Reusability
	IV.B.2g
	System shall have, to the maximum extent possible, processes that are designed (using off–the–shelf standard components built according to an open standard) and implemented to be reusable in multiple systems and computing environments as plug and play “commodities” or “generics” rather than custom built from scratch each time (Threshold)?
	8
	1c
	293-299
	YES

	Reliability
	IV.B.2h
	System shall have processes that are classified either as deterministic or non-deterministic, with each deterministic process producing consistent and definite results, and each non-deterministic process specifying a range with boundary limits and the expected average for each output generated (Threshold)?    
	8
	1c
	293-299
	YES

	Validation
	IV.B.2i
	The accuracy of outputs from the system’s processes, deterministic or otherwise, shall be testable, meaning that processes shall be executable and the actual outputs generated by a process shall conform to expected outputs governed by operational requirements (Threshold)?  In the case of the system’s non-deterministic processes, it shall be possible to predict all outputs within specified limits (Threshold)?
	18-20
	Section 4
	531-586
	YES

	Verifiability
	IV.B.2j
	System shall have processes that facilitate verification, and verification activities shall be performed to discover design errors and demonstrate the conformance of the system to the specified requirements (Threshold)?
	18-20
	Section 4
	531-586
	YES

	Interprocess Communications
	IV.B.2k
	To achieve interoperability among the system’s processes, all processes shall use standardized mechanisms to communicate with each other, and process interfaces shall follow established standards for interprocess communications regardless of whether they are communicating with processes residing within the same computing system or with processes residing on remote systems (Threshold)?   
	8-9
	1c
	301-322
	YES

	Process Prioritization
	IV.B.2l
	System’s processes shall be responsive to task prioritization dynamically (Threshold)?
	8-9
	1c
	301-322
	YES

	Process Adaptability
	IV.B2m
	All critical processes of the system shall have the capability to monitor the available resources and dynamically adjust their processing characteristics and behavior in accordance with the resources made available for their use (Threshold)?  
	8
	1c
	301-304
	YES

	Standards-Based Processing
	IV.B.2n
	All processes of the system shall demonstrate compliance with existing directives, instructions, and prescribed standards, to include appropriate performance-based standards (Threshold)?
	23,28-29
	5c,

Section 8
	677-687, 830-891
	YES

	Process Security
	IV.B.2o
	All processes of the system shall be protected and secured at appropriate levels and be visible to and cooperate with all information assurance operations.  Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 process security requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	23
	5c
	677-687
	YES

	Non-GIG Interoperability
	IV.B.2p
	System’s processing shall accommodate non-DoD (Threshold) and allied and coalition (Objective) operations when necessary?
	10
	1c
	335-346
	YES

	Robust & Flexible Processing
	IV.B.2q
	All process failures and processing exceptions of the system shall be handled through error handling and recovery mechanisms which are consistent with threat and risk levels associated with the processing task (Threshold)?
	19
	4a
	586
	YES

	Analytical and Collaboration Services
	IV.B.2r
	System’s processing shall support analytical and collaboration capabilities through services that support collaborative planning, decision-making aids, modeling and simulation, data mining, intelligent agents and virtual workspaces (Threshold)?
	8,12
	1c,1g
	301-322

411-416
	YES

	Information Management Support
	IV.B.2s
	System’s processing shall accommodate all Information Management (IM) tasks related to creation, acquisition, transmission, organization, storage, dissemination, presentation, protection and disposition of information, as well as other information processing tasks guided by and in compliance with the DoD CIO IM Strategic Plan (Threshold)?
	8
	1c
	301-304
	YES

	Interface Definition
	IV.B.2t
	All process interfaces of the system shall be well defined and clearly specified to include at a minimum all input specifications, output specifications, and specifications for controls required for triggering the process (Threshold)?
	E-7
	SV-1
	
	YES

	Cross-Platform Functionality
	IV.B.2u
	System’s processes shall be independent of the computing platform regardless of the programming or scripting (Threshold)?
	8
	1c
	301-304
	YES

	Process Availability
	IV.B.2v
	System’s processing components shall ensure that the overall system availability is not compromised due to run-time process failures (Threshold)?
	22-23
	5a
	664-674
	YES

	Data Interoperability
	IV.B.3b
	System shall identify and use common standards for data and metadata representation (Threshold)?
All of a system’s data that will be exchanged, or has the potential to be exchanged, shall be tagged in accordance with the JTA standard for tagged data items (e.g., Extensible Markup Language [XML], the current JTA standard), and tags shall be registered in accordance with the DoD XML Registry and Clearinghouse policy and implementation plan (Threshold, KPP)?
	28-29
	Section 8
	830-858
	YES

	Information Integrity
	IV.B.3c
	System’s storage process shall not alter stored data in a manner that compromises the integrity of the data/information.

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 information integrity requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	20
	Table 3
	586
	YES

	Infrastructure Management
	IV.B.3d
	System shall provide visibility of storage infrastructure to efficiently manage storage capacity and provide the capability to remove/discard stored data as required (Threshold)? 
	
	
	
	N/A

	Data Distribution
	IV.B.3e
	System’s data shall be stored in a manner that facilitates distribution IAW processing and transport needs and supports the rapid retrieval of information by the user (Threshold)?  Each item of stored data in the system shall have a single discrete source of reference so that future updates of that data, while being stored in other locations, will be able to refer back to the single reference source, thus ensuring that the information is being updated with the most current available version (Threshold)?
	
	
	
	N/A

	Data Survivability
	IV.B.3f
	System’s data shall be stored in a manner that assures the required access to and use of all needed data, and in a way that prevents the loss of stored data from physical threats such as fire, water damage, information operation threats, and Electromagnetic Pulse (EMP) as appropriate to the information being stored.

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 data survivability requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability. 
	
	
	
	N/A

	Data Security
	IV.B.3g
	System’s data being stored shall include its classification and releasability criteria within the semantic tag or associated schema.

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 data security requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability. (No vulnerabilities associated with protection of U-NNPI data will be allowed.) 
	20
	Table 3
	586
	YES

	Data Disposal
	IV.B.3h
	System’s data that is no longer required shall be disposed of effectively and efficiently, so that the storage space that was used by the disposed data can be used for the storage of new data without the user having to do any additional actions once the decision to dispose has been made.

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 data disposal requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	20
	Table 3
	586
	YES

	Data Retention
	IV.B.3i
	System’s data shall be retained in a manner that meets all mission and regulatory guidance and is transparent to the user.

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 data retention requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	20
	Table 3
	586
	YES

	Switching/ Routing/ Transmission
	IV.B.4b
	System providing switching, routing, and transmission control capabilities/mechanisms shall be fully interoperable and work seamlessly across the entire GIG in accordance with DoD JTA (Threshold)?
	
	
	
	N/A

	Spectrum Supportability / Electromagnetic Environmental Effects
	IV.B.4c
	System shall optimize use of the available electromagnetic spectrum through efficient frequency reuse and advanced modulation, compression and filtering techniques, and shall comply with DoD, National and International spectrum management policies as applicable (Threshold)?  System shall be mutually compatible with other systems, including allied and coalition systems, in the operational environment and shall not be degraded by electromagnetic environmental effects (Objective)?
	
	
	
	N/A

	Quality of Service
	IV.B.4d
	Transport system shall provide QoS capabilities that ensure that information identified as priority is delivered ahead of regular traffic 99% of the time (Threshold, KPP) and 99.9% of the time (Objective, KPP)?  Required QoS factors include:

· Prioritization.  End users shall be able to assign priority to information targeted for transport (Threshold)?

· Response Time.  All transport capabilities shall be designed to meet or exceed customer stated response times (Threshold)?

· Precedence.  Data shall receive expedited handling during transport in accordance with the commander’s policy and user assigned priority (Threshold)?

· Reliability.  Delivery of information shall be guaranteed in accordance with its assigned broadcast level (Threshold)?

· Latency.  It shall be possible to deliver information in real and/or near real time as required (Threshold)?
	
	
	
	N/A

	Information Integrity
	IV.B.4e
	System shall maintain and guarantee during transport the integrity of all information elements exchanged throughout the GIG to enable user confidence; information integrity shall be 99.99% (Threshold, KPP) and 99.999% (Objective, KPP).
	
	
	
	N/A

	Standards
	IV.B.4f
	To ensure system interoperability across the GIG and to support uninterrupted service, all GIG transport capabilities shall be standards-based using DoD JTA and DoD CIO prescribed standards, as applicable (Threshold)?
	
	
	
	N/A

	Connectivity
	IV.B.4g
	Transport system shall provide connectivity on demand to all fixed and deployed locations/users (Threshold)? Transport systems shall have the ability to maintain network connectivity on-the-move to meet Service/JTF requirements in all warfighting environments (afloat, sub-surface, airborne, in space, on the ground) (Objective)?
	
	
	
	N/A

	Capacity
	IV.B.4h
	With minimal exceptions, GIG transport capacity shall be viewed as an open system that is available to transport information from all domains utilizing unicast, multicast, and broadcast techniques to provide information on demand to the warfighter/decision maker (Threshold)?   Transport system shall have the reserve capacity to accommodate surge loading and support multiple military operations as described in Defense Planning Guidance (Objective)?
	
	
	
	N/A

	Technology Insertion
	IV.B.4i
	To effectively keep pace with advances in technology that have the potential to render existing systems obsolete shortly following acquisition, the GIG shall enable and support the seamless and efficient insertion and incorporation of emerging (future) technologies into the transport domain (Threshold)?
	
	
	
	N/A

	Security
	IV.B.4j
	System shall provide link and transmission security based on the level of risk acceptable to the user, and the GIG security architecture shall support use of clear headers if and when necessary.

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 security requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	
	
	
	N/A

	Robustness
	IV.B.4k
	To avoid any single point of failure, the GIG shall use multiple connectivity paths (not susceptible to the same threat) and media.

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 robustness requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	
	
	
	N/A

	Scalability
	IV.B.4l
	Transport capability shall be scalable and adaptable to meet dynamic needs of users (Threshold)?
	
	
	
	N/A

	Survivability
	IV.B.4m
	Transport system shall be protected against all potential threats commensurate with the operating environment and the criticality of the information being transported, and shall also ensure connectivity through the total threat environment (i.e. conventional and nuclear).

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 survivability requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	
	
	
	N/A

	Availability/ Reliability
	IV.B.4n
	Transport capabilities shall be available to provide reliable information exchange services to the warfighter/decision maker on demand and shall be responsive to the criticality of the information to be exchanged (Threshold)?
	
	
	
	N/A

	Tactical Deployability
	IV.B.4o
	Transport system supporting tactical forces shall minimize lift requirements and be transportable using existing JTF/Service notional lift capability (Threshold)?
	
	
	
	N/A

	Transport Element Status
	IV.B.4p
	All transport elements (e.g., switches, routers, etc.) shall be capable of providing status changes to network management devices by means of an automated capability in near real time 99% (Threshold, KPP) and 99.9% (Objective KPP) of the time?
	
	
	
	N/A

	Secure Voice Interoperability
	IV.B.4q
	Strategic and tactical secure voice systems shall be interoperable, with a   99% (Threshold, KPP) and 99.9% (Objective, KPP) call throughput success rate?
	
	
	
	N/A

	Secure Voice with Allied and Coalition Forces
	IV.B.4r
	Secure voice cryptography shall be provided to or developed with allied forces that enable interoperability (Threshold)?  Secure voice systems shall be interoperable with coalition forces (Objective)?  A secure voice system shall be able to be provided to coalition forces that is interoperable with the U.S. version using coalition releasable technology (Threshold)?
	
	
	
	N/A

	Information Over Tactical Data Links
	IV.B.4s
	Systems transporting/exchanging information over tactical data links (TDLs) shall use one or more members of the J-Series Family of Tactical Data Links in accordance with the DoD Joint Tactical Data Link Management Plan (JTDLMP) and the DoD Joint Technical Architecture (JTA) (Threshold)?
	
	
	
	N/A

	Output/Input
	IV.B.5b
	System’s HGI shall present to and accept information from humans using a combination of visual, aural, tactile, and/or other sensory methods (Threshold)?
	24
	5e
	717-760
	YES

	Feedback
	IV.B.5c
	System’s HGI shall provide unobtrusive confirmations of user input and actions, to include implicit visual, aural and/or tactile feedback in response to user actions, as well as, explicit notifications that entered data was properly entered and accepted by the system, and/or errors were detected (Threshold)?
	24
	5e
	717-760
	YES

	Specialized Environments
	IV.B.5d
	System’s HGI shall functionally accommodate use in a nuclear, biological, and chemical (NBC) or other specialized operating environment as designated by mission needs (Threshold)?
	
	
	
	N/A

	Usability
	IV.B.5e
	System’s HGI shall be useable by all end user skill levels in the aspects of learnability, flexibility, and tailorability, which shall be verified by iterative user testing (Threshold)?
	24
	5e
	738-746
	YES

	Task Efficiency
	IV.B.5f
	System’s HGI shall provide decision aids and tools as necessary to maximize users’ efficiency and performance of their task, with operator aids designed to support specific user tasks and tailored to the information needs of the targeted user (Threshold)?
	24
	5e
	748-750
	YES

	User-Centered Design
	IV.B.5g
	A user-centered design process and user testing shall be employed for the system’s HGI to ensure that the end-user’s cognitive framework and expectations are accommodated by the system design (Threshold)?
	24
	5e
	717-760
	YES

	Standards
	IV.B.5h
	System’s HGI shall be compliant with the DoD JTA (Threshold)?
	28-29
	Section 8
	830-858
	YES

	Neutrality
	IV.B.5i
	System’s HGI presentation format shall not change the intended meaning of the information being presented; thus all data shall be clearly labeled to avoid misinterpretation or confusion (Threshold)?
	24
	5e
	717-760
	YES

	Ergonomics
	IV.B.5j
	To minimize user fatigue and discomfort, the system’s HGI hardware and software elements shall be ergonomically designed with respect to the user’s operating environment (Objective)?
	20
	5e
	748-750
	YES 

	Errors
	IV.B.5k
	System’s HGI shall be designed to minimize user input/mechanical/perception errors (Threshold)?
	20
	5e
	748-750
	YES

	On-line help
	IV.B.5l
	System’s HGI shall provide context-sensitive on-line help at the user’s request, thus eliminating/reducing the need for off-line support or documentation that may distract the user from the intended task (Threshold)?
	22
	5a
	656-663,
	YES

	Situational Gig End to End Awareness
	IV.B.6.a.(2)
	To accomplish GIG end-to-end situational awareness, system shall have the NM capability of automatically generating and providing an integrated/correlated presentation of network and all associated network assets (Threshold)?
	
	
	
	N/A

	Dynamic, Predictive Planning
	IV.B.6.a. (3)
	System shall have the NM capability to perform dynamic, predictive planning by gathering, storing and using knowledge about GIG assets/resources, to optimize their utilization (Threshold)?
System shall have the NM capability to create/modify/distribute network plans and orders IAW user requirements (Threshold)?
	
	
	
	N/A

	Distributed and Partitioned Network Control
	IV.B.6.a. (4)
	System shall have the NM capability to rapidly transfer control of one or more objects or groups of varying size, and reestablish control when relinquished without hindering end-to-end visibility by the senior network manager, while maintaining continuous control (Threshold)?
	
	
	
	N/A

	Remote Object and Network, Control and Configuration
	IV.B.6.a. (5)
	System shall have a NM capability that leverages existing and evolving technologies and has the ability to perform remote network device configuration/reconfiguration of objects that have existing DoD JTA management capabilities (Threshold)?
	
	
	
	N/A

	Network Status
	IV.B.6.a. (6)
	System shall have an automated NM capability to obtain the status of networks and associated assets in near real time 99% (Threshold, KPP) and 99.9% (Objective, KPP) of the time.
	
	
	
	N/A

	Automated Fault Management
	IV.B.6.a. (7)
	Systems shall have the NM capability to perform automated fault management of the network, to include problem detection, fault correction, fault isolation and diagnosis, problem tracking until corrective actions are completed, and historical archiving (Threshold)?
	
	
	
	N/A

	Requirement Identification
	IV.B.6.b. (2)
	System shall have an IDM capability to assist users in efficiently identifying their information requirements in a manner that captures key attributes associated with these requirements (e.g., timeliness, quantity, confidence level, etc.) (Threshold)?
	20
	Table 3
	586
	YES

	Search Driven Information
	IV.B.6.b. (3)
	System shall have an IDM capability to acquire needed information by search queries, with successful searches yielding 85% of available, needed information based on the user query and with no more than 20% of the received information being irrelevant/unusable (waste) or failed searches (Threshold, KPP); and yielding 95% of available, needed information and with no more than 10% of the received information being irrelevant/unusable (waste) or failed searches (Objective, KPP)? 
System shall have an IDM capability to locate and characterize available information of interest that minimizes information overload (Threshold)?
	20
	Table 3
	586
	YES

	Information Advertisement
	IV.B.6.b. (4)
	System shall have an IDM capability through which an information producer’s products become known to the user population (Threshold)?
	29
	Section 8
	846-851
	YES

	Quality of Advertisements
	IV.B.6.b. (5)
	System shall have an IDM capability that will enable information producers to describe their information products accurately using established search words and level of description 90% of the time (Threshold)?
	29
	Section 8
	846-851
	YES

	Product Descriptions
	IV.B.6.b. (6)
	System shall have an IDM capability that enables information producers to label their products using standardized metadata (including classification) (Threshold)?
	29
	Section 8
	846-851
	YES

	Source Cataloging
	IV.B.6.b. (7)
	System shall have an IDM capability that enables information producers to automatically build catalogs of information products and product updates based on available information products and users’ profile requests (Objective)?
	29
	Section 8
	846-851
	YES

	Profile Management
	IV.B.6.b. (8)
	System shall have an IDM capability that supports building profiles based on collaboration of information requests from users (through their profile requests), the commander’s IM policy, and on information producers applying appropriate rule sets (e.g., security) (Threshold).  System shall have an IDM capability that enables profiles to be transferable and reusable (Threshold).  System shall have an IDM capability that enables automatic recognition of a change in Commander's Dissemination Policy (CDP) during profile creation, alerting the customer to that change and adjusting/modifying the profile to conform to the CDP (Threshold)?
	
	
	
	N/A

	Profile Driven Information
	IV.B.6.b. (9)
	System shall have an IDM capability that enables the user to identify information requirements (Threshold).  System shall have an IDM capability that, once a profile is posted, enables information producers to automatically disseminate a minimum of 95% of available, needed information, with no more than 15% of the information received being irrelevant/unusable (waste) (Threshold); and a minimum of 99% of available, needed information, with no more than 10% of the information received being irrelevant/unusable (waste) (Objective)?
	29
	Section 8
	846-851
	YES

	Filtering of Multiple Sources
	IV.B.6.b. (10)
	System shall have an IDM capability that provides a means to filter out superfluous information to the level of fidelity as determined by the local commander (Threshold)?
	
	
	
	N/A

	Geographic Areas
	IV.B.6.b. (11)
	System shall have an IDM capability that enables information producers to disseminate information to a specific geographic area and to the users who are within that area (Threshold)?
	
	
	
	N/A

	Commander’s Dissemination Policy Generation
	IV.B.6.b. (12)
	System shall have an IDM capability that provides a means for assisting commanders in rapidly building effective and intuitive information dissemination policies and to automate readjustment of subordinate commands’ dissemination policies with appropriate alerts to those commands that policy has changed (Threshold)?
	
	
	
	N/A

	Information Flow Awareness
	IV.B.6.b. (13)
	System shall have an IDM capability through which commanders become aware of the information flowing within their AOR to facilitate adjustments to meet operational mission requirements (Threshold)?
System shall have an IDM capability for monitoring and tracking information flows to identify trends; for forecasting volume, content, and quality of service consistent with information and mission requirements; and for predicting the results of information control policies to optimize available resources consistent with mission priorities (Objective)?
	
	
	
	N/A

	Allied Access
	IV.B.6.b. (14)
	System shall have an IDM capability that supports US/allied (Threshold)/coalition (Objective) accessibility to information, conforming to a commander’s dissemination policy and DoD and IC security regulations?
	
	
	
	N/A

	Status
	IV.B.6.b. (15)
	System shall have an IDM capability to track and report the status of the satisfaction of information requirements from the point of information request to delivery of requested information (Threshold)?
	
	
	
	N/A

	Resource Monitor
	IV.B.6.b. (16)
	System shall have capability to monitor and control IDM core services and distribute system status information to IDM administrators (Threshold)?
	
	
	
	N/A

	Controlled Access
	IV.B.6.b. (17)
	System shall have an IDM capability to regulate access to information in accordance with information assurance policies and procedures, and a commander’s dissemination policy, to include the ability to constrain/control the awareness of the existence of information.

Threshold: 100% of access controlled by user roles. Role definitions to be tightly tailored to the requirements of job positions or activities.
	29
	Section 8
	846-851
	YES

	Information Description
	IV.B.6.b. (18)
	System shall have an IDM capability to access information from the GIG using standard metadata (Threshold)? 
	28-29
	Section 8
	831-858
	YES

	Delivery Plan
	IV.B.6.b. (19)
	System shall have an IDM capability to build an end-to-end delivery plan based on user information requirements, mission priorities, dissemination policy, and available transport resources (Threshold)?
System shall have an IDM capability to dynamically adjust delivery plans based on changes to user information requirements, mission priorities, dissemination policy, and available transport resources (Objective)?
	
	
	
	N/A

	Information Retrieval
	IV.B.6.b. (20)
	System shall have an IDM capability to retrieve information of interest that has been located (Threshold)? 
	29
	Section 8
	846-851
	YES

	Collection Request
	IV.B.6.b. (21)
	Systems shall have an IDM capability to request the collection and production of information that is required by a user but that is not already available (Threshold)?
	
	
	
	N/A

	Dynamic Profiling
	IV.B.6.b. (22)
	System shall have an IDM capability to activate/deactivate information requirements based on external influences such as mission, role, time, location, situation, and environment (Threshold)?
	
	
	
	N/A


System shall have an IDM capability to assign attributes (e.g., priority, QoS) to information that will govern its dissemination and also provide a means to convey the attributes (e.g., priority, QoS, etc.) of information to the transport system (Threshold)?

	System shall have an IDM capability to assign precedence for information, which will govern its dissemination throughout the GIG, and shall ensure that the priority for an information requirement shall be carried with all the elements of information required to satisfy that information requirement, to include the ability to apply precedence to blocks of information packets for digital voice service to ensure QoS  (Threshold)?
	
	
	
	N/A

	Policy Management
	IV.B.6.b. (24)
	System shall have an IDM capability for commanders, and those delegated information flow authority within an organization, to dynamically adjust their information dissemination policies (Threshold)?
	
	
	
	N/A

	Survival Information Dissemination
	IV.B.6.b. (25)
	Systems shall have an IDM capability that, utilizing a standard schema, IAW the commanders’ dissemination policies and user profiles, will support the means for prioritization of information flows within a theater, using theater apportioned resources, and enable dissemination of survival information (limiting survival information to less than 12 kb) within the time frames of the matrix portrayed in Figure 5, 95% of the time (Threshold, KPP) and 0.5 seconds 95% of the time (Objective, KPP)?
	
	
	
	N/A

	Correlation
	IV.B.6.b. (26)
	System shall have an IDM capability to minimize the delivery of redundant information as well as the capability to identify complimentary, parallel or reciprocal relationships among information elements (Threshold)?
	
	
	
	N/A

	Notification
	IV.B.6.b. (27)
	System shall have IDM capabilities (Threshold) for notification of:

· Changes in policy?

· Changes in user information requirements?

· Information becoming available or changing?

· Changes in network status?

· Changes in provider and user system status?

· The delivery/receipt of information?

· Status of IDM services?

· Product availability?

· A conflict within the delivery plan? 
System shall have an IDM capability that gives the user the option of being notified when information related to his/her requirements becomes available or when changes occur; in the case of survival information, notification will be automatic (Threshold)?
	
	
	
	N/A

	Flexibility
	IV.B.6.b. (28)
	System shall have IDM capabilities that can be applied from the strategic to the tactical levels without major software modifications (Threshold)?
	
	
	
	N/A

	Scalability
	IV.B.6.b. (29)
	System shall have IDM capabilities that are scalable to meet system and operational user requirements (Threshold)?
	
	
	
	N/A

	Directory Services
	IV.B.6.b. (30)
	System shall have an IDM capability that provides directory services with minimal personal intervention (Threshold)?
	
	
	
	N/A

	Information Integrity and Availability
	IV.B.6.c. (2)
	System shall be robust, survivable and capable of rapid restoration, to support IA across the GIG.

System shall have an IA capability to define, control, and defend enclave boundaries.

System shall have an IA capability to provide timely, reliable access to processes and data even in the event of a denial of service attack.

System shall have an IA capability to ensure information and process integrity throughout the system (during storage, processing, transmission and presentation) to prevent unauthorized or unintended changes, in accordance with mission specific criteria.

Threshold: 100% of applicable DoDD 8500.1 and DoDI 8500.2 information integrity and availability requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	23-24
	5c
	677-712
	YES

	Prevent Opportunity to Attack
	IV.B.6.c. (3)
	System shall be developed in accordance with IA Defense in Depth standards (CJCSI 6510.01C) to prevent or at least minimize the opportunity for attack; and shall have, in the event of an attack, the IA capability to immediately define, detect and respond appropriately to anomalies/ attacks/ disruptions from external threats, internal threats and natural causes.

Threshold: 100% of applicable Defense in Depth requirements will be tested with minimum of 95% pass rate (i.e. no identified vulnerabilities.) Remaining test failures are low or medium vulnerability with no combination of vulnerabilities resulting in high vulnerability.
	23-24
	5c
	677-712
	YES

	Access Control
	IV.B.6.c. (4)
	System shall have an IA capability that provides adequate protection from user attempts to circumvent system access controls, accountability or procedures for the purpose of performing unauthorized system operations (Threshold)?
	23-24
	5c
	677-712
	YES

	Detection and Responses
	IV.B.6.c. (5)
	System shall incorporate a detection, reporting and response IA infrastructure that enables rapid detection of and reaction to anomalous events, and enables operational situation awareness and responses (Threshold)?
	23-24
	5c
	677-712
	YES

	Security Domains
	IV.B.6.c. (6)
	System shall have an IA capability for operating within each security domain and across any security domains while ensuring that all operations are comply with existing security requirements (Threshold)?
	
	
	
	N/A


System shall meet and maintain minimum IA Defense in Depth standards, including certification and accreditation IAW DITSCAP process (e.g., CJCSI 6510.01C, DoDI 5200.40) (Threshold/ Objective, KPP)?

System shall utilize/interoperate with the security management infrastructure (e.g., key management and DoD public key infrastructure) (Threshold)?

	System shall provide proof of information origin and receipt as required (Threshold)?
	23-24, 29
	5c, Section 8
	677-712

831-858
	YES

	Confidentiality Services
	IV.B.6.c. (8)
	System shall have an IA capability that ensures information is not disclosed to unauthorized entities or processes on the network and infrastructure so as to protect against passive intercept attacks, including against unauthorized disclosure of information and traffic analysis (Threshold)?  System shall have an IA capability to share data among users operating at different and /or multiple security levels as appropriate, and at the same time protect the data from unauthorized disclosure (Threshold)?
	23-24, 29
	5c, Section 8
	677-712

831-858
	YES

	Content-Based Encryption
	IV.B.6.c. (9)
	System shall have an IA capability to perform content-based encryption of information objects at the host instead of depending on the bulk encryption of the entire network in order to secure the information (Threshold), and this capability shall also be available for operations involving allied and coalition forces (Objective)? 
	23-24, 29
	5c, Section 8
	677-712

831-858
	YES

	Interoperability
	IV.C
	System shall satisfy all critical IER attributes to the threshold level (Threshold, KPP) and satisfy all IER attributes to the objective level (Objective, KPP)?
	20, App E
	4b, E-4
	595-608
	YES


Appendix B: GCSS CRD Crosswalks

This appendix demonstrates the Navy ERP support to the GCSS CRD.  GCSS CRD compliance requirements will be tested as part of the overall requirements testing for each increment of Navy ERP.  GCSS CRD compliance requirements will be traced and managed as part of the overall Navy ERP Requirements Management effort.  

	CRD Section Heading
	CRD Para #
	CROSSWALK ITEMS
	ORD

Page
	ORD

Para
	ORD

Line
	Yes, No, N/A

	Joint Asset Visibility (Threshold)
	Table 3, Page 36,37
	Visibility of all assets in-transit, in-storage and in-process.
	1, 3, 6-7
	1, 1b
	73-80,144, 237-246
	YES

	 
	Table 3, Page 36,37
	Drill-down capability to determine specific information requirements of items and personnel in-transit, in-storage and in-process.
	18
	4
	542
	YES

	Mobility, Transportation, Movement
	Table 3, Page 39, 40
	Provide visibility, status, capabilities and limitations of each potential node within the distribution system, or lines of communication.
	25
	5h
	769-771
	YES

	 
	Table 3, Page 39, 40
	Provide visibility, status, location and capabilities of transportation units / assets (air, ground, sea, and rail) in a theater of operation or those scheduled to deploy into a theater of operation.
	25
	5h
	769-771
	YES

	 
	Table 3, Page 39, 40
	Provide visibility, status, location and timetables for departure and arrival of assets (personnel, cargo, etc.) moving into, through or out of a theater of operation.
	18, 25
	4, 5h
	542, 769-771
	YES

	 
	Table 3, Page 39, 40
	Provide visibility and availability of commercial and Host Nation Support (HNS) assets available for employment into an area of operation or in support of a mission.
	25
	5h
	769-771
	YES

	 
	Table 3, Page 39, 40
	Provide drill down capability to determine availability of materials handling equipment (MHE) capability within CONUS and theater.
	25
	5h
	769-771
	YES

	 
	Table 3, Page 39, 40
	Project shortfalls in transportation assets based on given force / cargo projected / programmed flow into, through or out of a theater of operation.
	25
	5h
	769-771
	YES

	 Supply
	Table 3, Page 39, 40
	Provide visibility, status, disposition, and location (in-process, in-transit, and in-storage) of all classes of supply (wholesale and retail).
	6-7, 18
	1b, 4
	237-246,

542
	YES

	
	Table 3, Page 42, 43
	Provide visibility, status, capabilities and limitations of each potential supply distribution unit, facility or center.
	6-7, 18
	1b, 4
	237-246,

542
	YES

	 
	Table 3, Page 42, 43
	Provide visibility, status, location and capabilities of supply / service units / assets within a theater of operation or those scheduled to deploy into a theater of operation.
	6-7, 18
	1b, 4
	237-246,

542
	YES

	 
	Table 3, Page 42, 43
	Provide visibility, status, location and timetables for departure and arrival of supplies moving into, through or out of a theater of operation.
	6-7, 18
	1b, 4
	237-246,

542
	YES

	 
	Table 3, Page 42, 43
	Provide visibility and availability of commercial supplies available for employment in an area of operation or in support of a mission.
	6-7, 18
	1b, 4
	237-246,

542
	YES

	 
	Table 3, Page 42, 43
	Project shortfalls within each class of supply based on the commanders’ operational intent and projected consumption factors.
	6-7, 18
	1b, 4
	237-246,

542
	YES

	 
	Table 3, Page 42, 43
	Provide visibility, status, and location of all prepositioned war reserve material within a theater of operation.
	6-7, 18
	1b, 4
	237-246,

542
	YES

	Maintenance
	Table 3, Page 45, 46
	Provide visibility, status, location and capabilities of maintenance repair units / assets within a theater of operation or those scheduled to deploy into a theater of operation.
	6-7, 18
	1b, 4
	237-265,

542
	YES

	 
	Table 3, Page 45, 46
	Project the estimated time in commission (ETIC) for nonmission capable equipment return to mission capable status based on availability of repair parts, maintenance personnel and maintenance support equipment.
	6, 18
	1b, 4
	237-265,

542
	YES

	 
	Table 3, Page 45, 46
	Provide visibility of all potential host nation or commercial repair facilities / infrastructure available in a theater of operation.
	6-7, 18
	1b, 4
	237-265,

542
	YES

	 
	Table 3, Page 45, 46
	Project readiness trends for each weapon system based on current readiness posture, projected failures, losses and projected maintenance returns on overall unit readiness.
	6-7, 18
	1b, 4
	237-265,

542
	YES

	 
	Table 3, Page 45, 46
	Provide readiness (maintenance) status, and location of all prepositioned war reserve equipment within a theater of operation.
	
	
	
	N/A

	Engineering
	Table 3, Page 48,  49
	Provide visibility, status, location and capabilities of all engineering units / assets within a theater of operation or those scheduled to deploy.
	
	
	
	N/A

	 
	Table 3, Page 48,  49
	Provide visibility of all potential host nation or commercial engineering assets / resources available within a theater of operation.
	
	
	
	N/A

	 
	Table 3, Page 48,  49
	Provide infrastructure engineering assessments (based on capabilities and limitations) on all nodes within the distribution system / lines of communications (air, ground, sea and rail) and potential bed down sites, assembly or staging areas.
	
	
	
	N/A

	 
	Table 3, Page 48,  49
	Provide the ability to determine expeditionary operational and support facility requirements and assist in the assessment/execution of required engineering support in acquiring the needed facilities for deploying forces.
	
	
	
	N/A

	 
	Table 3, Page 48,  49
	Provide engineering supportability analysis for a course of action based on facility requirements for deploying forces, infrastructure, and engineering unit capabilities and limitations.
	
	
	
	N/A

	 
	Table 3, Page 48,  49
	Provide drill-down capabilities into infrastructure and facilities (airfields, seaports, rail lines, bridges, roads, etc.), to determine real-time specific infrastructure and construction capabilities / requirements.
	
	
	
	N/A

	Personnel
	Table 3, Page 51, 52
	Provide individual drill-down capability to determine:
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	1.   Individual personal history;
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	2.   Individual family data / information (next of kin, home of record, etc.);
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	3.   Individual deployment preparedness information (will, power of attorney, medical, training, etc.);
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	4.   Military and civilian schooling information / preparedness; and
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	5.   Location and unit of assignment of all military, contractor, governmental employees, non-governmental employees and dependents within the theater of operation.
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	Provide unit drill-down capability to determine:
	
	
	
	

	 
	Table 3, Page 51, 52
	1.   Overall visibility, status and location of each unit within the theater of operation;
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	2.   Overall personnel status and military occupational skill shortages that impact on ability of a unit to accomplish its mission;
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	3.   Provide drill-down capability to individuals within a unit to obtain individual data; and
	
	
	
	N/A

	 
	Table 3, Page 51, 52
	4.  Consolidate and provide specific requested ad hoc inquiries into units to obtain information.
	
	
	
	N/A

	Force Health Protection
	Table 3, Page 54, 55
	Provide visibility, status, location and capabilities of all medical units / assets within a theater of operation or those scheduled to deploy into a theater of operation.
	
	
	
	N/A

	 
	Table 3, Page 54, 55
	Provide all host nation and commercial infrastructure medical capabilities within an area of operation.
	
	
	
	N/A

	 
	Table 3, Page 54, 55
	Provide drill-down capabilities into medical units and facilities to determine exact capabilities and limitations.
	
	
	
	N/A

	 
	Table 3, Page 54, 55
	Provide the status, disposition and location of patients within the medical system by medical unit, combat unit, and individual.
	
	
	
	N/A

	 
	Table 3, Page 54, 55
	Provide individual health readiness information (profiles, shot records, etc.).
	
	
	
	N/A

	 
	Table 3, Page 54, 55
	Provide location, status and disposition of all class VIII and blood supplies within an area of operation.
	
	
	
	N/A

	 
	Table 3, Page 54, 55
	Provide force health protection supportability analysis (to include anticipated patient and class VIII (medical material) for a course of action based on medical units / infrastructure capabilities and limitations within a theater of operation.
	
	
	
	N/A

	 
	Table 3, Page 54, 55
	Provide medical threat, intelligence, and surveillance information to assist in the identification of population and individual risk factors.
	
	
	
	N/A

	Acquisition
	Table 3, Page 57, 58
	Provide visibility of assets at the wholesale and retail levels (serviceable and unserviceable) to include those items in-transit, in-process and in-storage enabling procurement managers to make smart, business-like procurement decisions.
	6-7, 18
	1b, 4
	237-265,

542
	YES

	 
	Table 3, Page 57, 58
	Provide projected procurement requirements based on projected consumption and losses in support of an operation.
	6-7, 18
	1b, 4
	237-265,

542
	YES

	 
	Table 3, Page 57, 58
	Provide the ability for contracting officers down to the JTF level to track contracts and pre-approved commercial contract sources.
	5, 18
	1b, 4
	186-222,

542
	YES

	 
	Table 3, Page 57, 58
	Provide visibility of all contracts for the acquisition of materials or services as a basis for good, sound, economical acquisition decisions from the Strategic National Level down to the tactical level.
	6-7, 18
	1b, 4
	237-265,

542
	YES

	 
	Table 3, Page 57, 58
	Provide safeguards that ensure resources are not procured until approved by an authorized authority.
	6-7, 18
	1b, 4
	237-265,

542
	YES

	 
	Table 3, Page 57, 58
	Ensure resources acquired are accounted for and entered into the applicable inventory control system for visibility, maintenance and disposition.
	5, 18
	1b, 4
	237-265,

542
	YES

	Finance
	Table 3, Page 60, 61
	Provide visibility of all financial obligations, commitments and transactions from the National Strategic to the Tactical level.
	5, 18
	1b, 4
	186-222,

542
	YES

	 
	Table 3, Page 60, 61
	Provide drill-down capability to determine specific individual pay and allowance information and problems.
	
	
	
	N/A

	 
	Table 3, Page 60, 61
	Provide immediate access to the status of funds (expenditures, obligations and remaining amount) at each level of command regardless of Service component, including detailed visibility on cost categories supporting baseline operations, and incremental cost of beddown, employment and reconstitution.
	5, 18
	1b, 4
	186-222,

542
	YES

	 
	Table 3, Page 60, 61
	Provide the capability for Services and Agencies to freely execute financial transactions across the DoD Enterprise non-intrusively for those logistics business processes directly in support of the warfighter
	5,  9, 18
	1b, 4
	186-222, 314,542
	YES

	Joint Decision Support Tools
	Table 3, Page 63, 64
	Based on commanders’ operational intent, projected consumption and asset visibility of those forces or materials in-transit, in-process and in-storage conduct:
	
	
	
	

	 
	 
	1.   Collaborative planning;
	
	
	
	N/A

	 
	 
	2.   Logistics supportability analysis / estimates;
	
	
	
	N/A

	 
	 
	3.   Course of action development;
	
	
	
	N/A

	 
	 
	4.   Course of action analysis
	
	
	
	N/A

	 
	 
	5.    Projected shortfalls and potential solutions to shortfalls.
	
	
	
	N/A

	 
	Table 3, Page 63, 64
	Provide graphical displays to depict units and infrastructure.
	
	
	
	N/A

	 
	Table 3, Page 63, 64
	Provide drill-down capabilities to identify specific capabilities, strengths, limitations, etc., of units and infrastructure.
	
	
	
	N/A

	 
	Table 3, Page 63, 64
	Provide advance warning of potential shortfalls or problems resulting from joint asset visibility as compared to the commanders’ operational intent and projected consumption.
	
	
	
	N/A


Appendix C: Joint Deployment Systems (JDS) CRD Crosswalk

This appendix demonstrates the Navy ERP support to the JDS CRD.  JDS CRD compliance requirements will be tested as part of the overall requirements testing for each increment of Navy ERP.  JDS CRD compliance requirements will be traced and managed as part of the overall Navy ERP Requirements Management effort.  

	CRD Section

Heading
	CRD Para #
	CROSSWALK ITEMS
	ORD Page #
	ORD Para #
	ORD Line #
	YES, NO, N/A

	FAMILY OF SYSTEMS

	
	D.6
	Has the ORD correctly used the JDS FoS Decision Matrix on page I-13 to determine applicability to the JDS?
	3
	
	134
	YES

	
	
	Is the ORD part of the JDS FoS?

*If ‘Yes’, then it must comply with the JDS CRD.
	3
	
	134
	YES

	 
	
	Are there applications, functions or capabilities within the ORD that feed into the JDS FoS?

*If ‘Yes’, then those applications, functions or capabilities that feed into the JDS FoS must comply with the JDS CRD. 
	10
	1c
	342-344
	YES

	
	
	Does the ORD have common or otherwise related joint tasks (UJTL) that support Joint Deployment operations?  *If ‘Yes’, then those applications, functions or capabilities that support those UJTLs must comply with the JDS CRD.
	E-5
	App e
	E-5
	YES

	
	
	Does the ORD support common or otherwise related issues or operational requirements that are consistent with the JDS CRD?

*If ‘Yes’, then those common or related issues or operational requirements must comply with the JDS CRD.
	10
	1c
	342-344
	YES

	chapter i:  operational capability

	Introduction
	
	Is the ORD based on a validated Mission Need / Mission Needs Statement?
	10
	1c
	342-344
	YES

	
	
	Does the ORD support the Joint Deployment System?
	10
	1c
	342-344
	YES

	Mission Area Description
	
	Does the ORD support joint deployment planning and / or execution?
	
	
	
	N/A

	
	
	Is the ORD interoperable with or does it otherwise support any aspect within the end-to-end joint deployment process?
	1
	1c
	333-337
	YES

	
	C.6
	Does the ORD support the Joint Missions Areas of Dominant Maneuver, Deployment / Redeployment, Overseas Presence and Force Projection, Joint Command and Control, Information Superiority, Focused Logistics, or Multinational Operations / Interagency Coordination?
	3
	1b
	128-130
	YES

	
	C.8
	Does the ORD document information exchange requirements that are supported by Universal Joint Task List (UJTL) tasks unique to the JDS CRD?
	
	
	
	N/a

	
	D.2
	Does the ORD identify operational requirements related to joint deployment?
	
	
	
	N/A

	
	D.2
	Does the ORD identify operational requirements related to sustainment of forces?
	
	
	
	N/A

	
	D.2
	Does the ORD address logistic requirements?
	18
	4
	555-578
	YES

	
	D.2
	Does the ORD identify or otherwise address the command and control of the operational capabilities relating to scheduling and movement, and integration of deploying personnel and material?
	
	
	
	N/A

	
	D.3
	Does the ORD address and / or support the Defense Transportation System?
	
	
	
	N/A

	chapter ii:  threat

	Threat
	II.
	If information exchange is fundamental to the ORD, does Chapter II mention Information Operations, Computer Network Attack, Computer Network Exploitation, Electronic Warfare, and Electromagnetic Pulse threat?
	13
	2
	428433
	YES

	chapter iii:  shortcomings in mission area and existing systems

	Shortcomings
	III
	Does the ORD describe shortcomings or absence of existing capabilities and systems that fulfill the needs of the JDS functions described in Chapter I?

As applicable, are JDS shortcomings addressed such as: lack of interoperable applications; limited ability to rapidly catalog, search, and retrieve required information; limited ability to effectively and efficiently use existing RF spectrum; limited ability to move digital information seamlessly; lack of asset visibility resulting in limited ability to effectively manage a common user network; limited means to prioritize information and establish profiles; lack of ability to support multiple security level  operations?
	16
	3
	474-497
	YES

	Shortcomings
	B.2
	Does the ORD address data exchange requirements that support the joint deployment process?
	
	
	
	N/A

	Shortcomings
	B.2
	Does the ORD address data exchange requirements between joint deployment systems and joint command and control (C2) systems?
	
	
	
	N/A

	Shortcomings
	B.6.a
	Does the ORD support data standardization between Service deployment systems?
	20
	4
	586
	YES

	Shortcomings
	B.6.c
	Does the ORD address systems interoperability between Service joint deployment planning systems?
	20
	4
	586
	YES

	Shortcomings
	D.6.c
	Does the ORD address data supporting transportation planning and execution?
	
	
	
	N/A

	Shortcomings
	D.6.i
	Does the ORD support systems interoperability between combat support systems and command and control systems?
	
	
	
	N/A

	chapter iv:  capabilities required – process function

	JDS FoS
	B.4
	Does the ORD comply with existing operational requirements established by the Global Information Grid (GIG) CRD of 30 August 2001?
	10
	1c
	342-344
	YES

	
	B.5.a
	Does the ORD comply with the DOD’s Physical Security Program?
	23
	5c
	703-704
	YES

	
	B.5.a
	Does the ORD provide the capability to support Multiple Security Level (MSL) technology?
	
	
	
	NO

	
	B.5.b
	Does the ORD address survivability through hardened networks and / or commercial power sources?
	14
	2
	450-454
	YES

	
	B.5.b
	Does the ORD address functionality through wireless systems and out-of-sector communications networks?
	20
	4
	586
	YES

	
	D.5.d
	Does the ORD support the capability to ensure data accuracy and process integrity , in order to prevent unauthorized / unintended changes?
	20
	4
	586
	YES

	
	D.5.e
	Does the ORD support cross-functional or cross-Service capabilities to manager Service-specific deployment data within and across joint deployment systems? 
	
	
	
	N/A

	
	D.5.e.1
	Does the ORD offer the capability to share data elements, sources, and information sources, consistent with DoDD 8320.1 and the Defense Data Dictionary System (DDDS)?
	20
	4
	586
	YES

	
	D.5.e.2
	Is the ORD capable of operating in a collaborate environment (synchronous or asynchronous) that facilitates an electronic exchange of information?
	20
	4
	586
	YES

	
	D.6.a
	Does the ORD address the capability to meet the needs and requirements for the Joint operations Planning and Execution System (JOPES)?
	
	
	
	N/A

	
	D.6.b
	Does the ORD address the capability of supporting deployment requirements in a joint and / or multinational environment?
	
	
	
	N/A

	
	D.6.b.1
	Does the ORD support the capability to operate across combat support and combat service support functions, and between command and control functions?
	
	
	
	N/A

	
	D.6.b.1
	Does the ORD support functionality in both deliberate planning and crisis action planning / execution environments?
	
	
	
	N/A

	
	D.6.b.1
	Does the ORD provide authorized users with access to readiness and sustainment data, and other pertinent information to support deployment planning and execution?
	10
	1c
	335-341
	YES

	
	D.6.b.2
	Does the ORD allow for accessing and manipulating deployment-related information?
	
	
	
	N/A

	
	D.6.b.2
	Does the ORD allow for access regardless of Service or location?
	10
	1c
	335-341
	YES

	
	D.6.b.2
	Does the ORD comply with the Defense Information Infrastructure (DII) Common Operating Environment (COE, the Defense Information Systems Agency’s (DISA’s) GCCS / GCSS architecture, and Net-Centric Enterprise Services (NCES)?
	10
	1c
	342-346
	YES

	
	D.c.2
	Does the ORD comply with the global infrastructure of the Joint Command and Control (JC2) architecture?
	
	
	
	N/A

	
	B.6.f
	Does the ORD support the objectives of Total Asset Visibility (TAV) and In-Transit Visibility (ITV) Planning, Receiving and Accounting, at Level-VI detail.
	1, 3, 6-7
	1, 1b
	73-80,144, 237-246
	YES

	
	B.6.g
	Does the ORD provide the capability of operating in a common environment, in order to share deployment data and other deployment-related information?
	
	
	
	N/A

	joint deployment systems – key performance parameters (kpps)

	Interoperability
	
	100% of critical, high-level information exchange requirements (IERs) outlined in Table IV-2 will be satisfied (Threshold, Objective).
	20
	
	576-580
	YES

	Interoperability
	Relevancy / Currency
	Integrate corporate deployment data into a common operational picture providing real-time situation awareness, with data accuracy and data age > 95% accurate from the authoritative source (Threshold), 100% accurate from the authoritative source (Objective).
	
	
	
	N/A

	Interoperability
	Responsiveness
	Integrate corporate deployment data into a common operational picture providing real-time situation awareness, providing timely responses to queries, with Asset Visibility < 60 seconds 95% of the time (Threshold) and < 30 seconds 95% of the time (Objective).
	
	
	
	N/A

	Interoperability
	Availability
	Integrate corporate deployment data into a common operational picture providing real-time situation awareness, with JDST < 120 seconds 95% of the time (Threshold) and JDST < 60 seconds 95% of the time (Objective).
	
	
	
	N/A

	Interoperability
	Availability
	Integrate corporate deployment data into a common operational picture providing real-time situation awareness, with accessibility and connectivity to data > 95% of the time (Threshold) and > 99% of the time (Objective) down to the deployed JTF headquarters level.
	
	
	
	N/A

	Data Interoperability
	
	All of a system’s data that will be exchanged, or has the potential to be exchanged, shall be tagged in accordance with the JTA standard for tagged data items, and tags shall be registered in accordance with the DOD XML registry and clearinghouse policy and implementation plan (Threshold, Objective)
	28-29
	8
	830-858
	YES

	Data Interoperability
	Information Dissemination Management
	Systems shall have a GIG capability to acquire needed information by search queries, with successful searches yielding 85% of available, needed information based on the user query and with no more than 20% being irrelevant / unusable (waste) or failed searches (Threshold), 95% of available, needed information based on the user query and with no more than 10% being irrelevant / unusable (waste) or failed searches (Objective).
	10
	1c
	342-344
	YES

	Security
	
	Provide a deployable AIS capability to control filtering of information into a Common Operational Picture (COP) and process data between different levels of security, with the AIS capability to access and pass 95%  (Threshold) 100% (Objective) of all applicable data across Service and functional deployment systems in a multilevel security environment.
	
	
	
	N/A

	Security
	Authentication / Confidentiality / Non-repudiation
	Does the system meet and maintain minimum Information Assurance Defense in Depth standards, including certification and accreditation in accordance with the DITSCAP process (e.g., CJCSI 6510.01C, DODI 5200.40) (Threshold, Objective)
	20
	Table 3
	586
	YES

	Security
	Authentication / Confidentiality / Non-repudiation
	Does the system utilize / interoperate with security management and the DOD public key infrastructure (Threshold, Objective).
	29
	8
	857
	YES

	Security
	Authentication / Confidentiality / Non-repudiation
	Does the system provide proof of information origin and receipt, as required (Threshold, Objective)
	20
	Table 3
	586
	YES

	Survivability
	Survival Information Dissemination
	Systems shall have a GIG capability that, utilizing a standard schema, IAW the commander’s dissemination policies and user profiles, will support the means for prioritization of information flows within a theater, using theater apportioned resources, and able dissemination of survival information, limiting survival information to less than 12 kb (Threshold) and 0.5 seconds 95% of the time (Objective).
	
	
	
	N/A

	Survivability
	Transport.  Information Integrity and Availability.
	Systems shall have the Information Assurance capability to define, control, and defend enclave boundaries, maintaining > 99.99% (Threshold) > 99.999% (Objective) integrity of all exchanged information elements.
	20
	Table 3
	586
	YES
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Appendix E: Additional Navy ERP Program Architectural Documents

The documents in this appendix are dynamic in nature and will be updated at all major milestones in this program.  The Navy ERP Program Management Office will maintain the most up-to-date versions and make them available upon request as appropriate.

OV-1 
High-Level Operational Concept Graphic (Figure 2, Page 8) 

OV-2 
Operational Node Connectivity Description  (Page E-2)

Operational Nodes, operational activities performed at each node, connectivity and information exchange need lines between nodes

OV-3 
Top-Level Information Exchange Requirement (IER) Matrix (Page E- 3)
OV-5
Operational Activity Model (Page E-7)


Operational activities, relationships among activities, inputs and outputs. Overlays can show cost performing nodes, or other pertinent information.

SV-1
High-Level System Interface Description (Page E-8)
SV-6
Systems Data Exchange Matrix (Page E-10)

Provides details of systems data being exchanged between systems.
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OV-3
Top-Level Information Exchange Requirement (IER) Matrix

	Inbound

	Rationale UJTL
	IER Index
	Data Name
	Sending Node
	Receiving Node
	Mode of Communication
	Classification
	Critical
	Document Type
	Timeliness

	SN 4.6, SN 4.7
	Financial Data
	Billing file with rejects included
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.6.2, SN 5.7.1
	Financial Data
	Collections data
	DCAS/CERPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.2, SN 5.7.1
	Financial Data
	Customer Payments
	DCAS/CERPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.2, SN 5.7.1
	Financial Data
	DDEF file submitted
	DCAS/CERPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.2, SN 5.7.1
	Financial Data
	Deposit Confirmation
	DCAS/CERPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.2, SN 5.7.1
	Financial Data
	Disbursement and collections information
	DCAS/CERPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.2, SN 5.7.1
	Financial Data
	Disbursement data
	DCAS/CERPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Financial Data
	Extended labor/ Payroll data
	DCPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.7.4
	Financial Data
	Internal Activity Allocation
	OROS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.7.4
	Financial Data
	SKF
	OROS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.2, SN 5.7.1
	Financial Data
	Financial Statement
	STARS FRS
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	Maint. Notification
	RMAIS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	Maintenance order
	RMAIS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Goods Issue Cancellation
	APS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Purchase requisition
	APS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Requirements
	APS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Source Requirements
	APS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Stock Requirements List
	APS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7, ST 4.1
	Supply Data
	Delivery Order Data
	CAV
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 5.7, ST 4.1
	Supply Data
	Material
	CAV
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 5.7, ST 4.1
	Supply Data
	Output Conditions
	CAV
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 5.7, ST 4.1
	Supply Data
	Purchase Order
	CAV
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Supply Data
	Vendor
	CCR
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	 
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	810 or 821 UDF File
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Delivery Order Data
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Disposal Release Doc (MILS Doc Type)
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Material
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Output Conditions
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Purchase Order
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Requirements
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Warehouse Refusal
	DAAS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.6.1.2
	Supply Data
	Material BOM
	ITIMP
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Supply Data
	Requirements
	MISIL
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Supply Data
	Requirements
	NALCOMIS OMA
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Supply Data
	Sales Order Data
	NALCOMIS OMA
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	ST 4.1, OP 4
	Supply Data
	Flat File
	NDMS
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	ST 4.1, OP 4
	Supply Data
	Purchase SA release
	NDMS
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	ST 4.1, OP 4
	Supply Data
	Requirements
	NDMS
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	ST 4.1, OP 4
	Supply Data
	Sales Order Data
	NDMS
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Provisioning/New Material Establishment Data
	ICAPS
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	WSF and Material Information data
	CDF
	Navy ERP
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	WSF and Material Information data
	SLS
	Navy ERP
	FTP over VPN from an UNCLASSIFIED server.
	Unclassified
	Y
	 
	<12 secs

	SN 4.2.2, OP 4
	Supply Data
	Inventory Stock Level data
	One Touch
	Navy ERP
	MQSeries 5.3 SSL
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Civilian Data
	DCPDS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Civilian Position Data
	DCPDS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Civilian Position Information
	DCPDS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Employee Data
	DCPDS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Training Completions
	DCPDS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Employee Data
	DCPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Extended labor/ Payroll data
	DCPS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Employee Data
	NES
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Military Enlisted Data
	NES
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Employee Data
	OPINS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Military Enlisted Data
	OPINS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Military Position Information
	TFFMS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Navy Position Data
	TFFMS
	Navy ERP
	TBD
	Unclassified
	Y
	 
	<12 secs


	Outbound

	Rationale UJTL
	IER Index
	Data Name
	Sending Node
	Receiving Node
	Mode of Communication
	Receiving Node Classification
	Critical
	Document Type
	Timeline

	SN 5.7, SN 4.6
	Financial Data
	Asset Record
	Navy ERP
	AISSA
	FTP over VPN
	Unclassified
	Y
	Fixed Length ASCII file
	<12 secs

	SN 5.7.1, SN 4.6.2
	Financial Data
	Financial Statement
	Navy ERP
	CDB/DDRS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7.4
	Financial Data
	Financial Statement
	Navy ERP
	DONIBIS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.1
	Financial Data
	MOCAS FADA
	Navy ERP
	MOCAS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Financial Data
	Contract A/P data
	Navy ERP
	One Pay
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Financial Data
	Invoice  data
	Navy ERP
	One Pay
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.7.4
	Financial Data
	Controlling Data
	Navy ERP
	OROS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7.1, SN 4.6.2
	Financial Data
	Billing file with rejects included
	Navy ERP
	STARS FDR/DDRS
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 5.7.1, SN 4.6.2
	Financial Data
	Financial Statement
	Navy ERP
	STARS FRS
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	OMA-SAP Component Status Query
	Navy ERP
	NALCOMIS OMA
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	OMA-SAP IMA JCN Query
	Navy ERP
	NALCOMIS OMA
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	OMA-SAP Full Work Order Query
	Navy ERP
	NALCOMIS OMA
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	OOMA-SAP Component Status Query
	Navy ERP
	NALCOMIS OOMA
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	OOMA-SAP IMA JCN Query
	Navy ERP
	NALCOMIS OOMA
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	OOMA-SAP Full Work Order Query
	Navy ERP
	NALCOMIS OOMA
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	Maintenance order
	Navy ERP
	NALDA
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	Brokered Work
	Navy ERP
	RMAIS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	Maintenance order
	Navy ERP
	RMAIS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	Notification Rejection
	Navy ERP
	RMAIS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Maintenance Data
	Notification Status
	Navy ERP
	RMAIS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	FMS Requirements
	Navy ERP
	APS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Purchase requisition
	Navy ERP
	APS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Status of Orders
	Navy ERP
	APS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Expediter Information
	Navy ERP
	DAAS
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Goods Movement
	Navy ERP
	DAAS
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	MILSTRAP DOC
	Navy ERP
	DAAS
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Output Condition Records
	Navy ERP
	DAAS
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	Output Conditions
	Navy ERP
	DAAS
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.2.3, SN 5.7
	Supply Data
	PO Information
	Navy ERP
	DAAS
	MQSeries 5.3 SSL
	Unclassified
	Y
	DLMS
	<12 secs

	SN 4.6.1.2
	Supply Data
	Purchase requisition
	Navy ERP
	ITIMP
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Supply Data
	Purchase Order
	Navy ERP
	MISIL
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Supply Data
	Purchase requisition
	Navy ERP
	MISIL
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Supply Data
	Output Condition Records
	Navy ERP
	NALCOMIS OMA
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.3
	Supply Data
	Purchase requisition
	Navy ERP
	NALCOMIS OMA
	TBD
	Unclassified
	Y
	 
	<12 secs

	ST 4.1, OP 4
	Supply Data
	Flat File
	Navy ERP
	NDMS
	TBD
	Unclassified
	Y
	 
	<12 secs

	ST 4.1, OP 4
	Supply Data
	Output Condition Records
	Navy ERP
	NDMS
	TBD
	Unclassified
	Y
	 
	<12 secs

	ST 4.1, OP 4
	Supply Data
	Purchase requisition
	Navy ERP
	NDMS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 4.6.1.2
	Supply Data
	Purchase requisition
	Navy ERP
	SPS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Provisioning Data
	Navy ERP
	ICAPS
	MQSeries 5.3 SSL
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	WSF and Material Information data
	Navy ERP
	CDF
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	WSF and Material Information data
	Navy ERP
	SLS
	FTP over VPN to an UNCLASSIFIED server. Location TBD.
	Classified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	WSF and Material Information data
	Navy ERP
	FMT
	FTP over VPN
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	Supply Data
	Provisioning Data
	Navy ERP
	FLIS
	MQSeries 5.3 SSL
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Employee Data
	Navy ERP
	DCPDS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Performance Appraisal Record
	Navy ERP
	DCPDS
	TBD
	Unclassified
	Y
	 
	<12 secs

	SN 5.7
	MIL/CIV Personnel Data
	Time Data
	Navy ERP
	DCPS
	TBD
	Unclassified
	Y
	 
	<12 secs
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	AISSA
	Automated Information Security System Access
	MSWP 
	Maintenance and Ship Work Planning

	AIT 
	Automated Identification Technology 
	NALCOMIS 
	Naval Aviation Logistics Command Management Information System   

	CAV 
	Commercial Asset Visibility 
	NALDA 
	Naval Aviation Logistics Data Analysis 

	CCR 
	Centralized Contractor Registration 
	NDM
	Navy Data Mart

	CDMD/OA 
	Configuration Data Manager’s Database/Open Architecture 
	NBTS
	Network-Based Total Surveillance System

	DAAS
	Defense Automated Accounting System
	NDMS 
	National Defense Medical System

	DCAS
	Defense Cash Accountability System
	NES 
	Navy Enlisted System 

	DCPS 
	Defense Civilian Payroll System 
	One Touch 
	(Not an Acronym)   

	DDRS 
	Defense Data Repository System 
	One Pay
	(Not an Acronym)   

	DONIBIS 
	DoN Industrial Budget Information System 
	OROS 
	(Not an Acronym)   

	DTS
	Defense Travel System
	RMAIS 
	Regional Maintenance Automated Information System   

	FLIS 
	Federal Logistics Information System 
	SPS 
	Standard Procurement System   

	HSMS 
	Hazardous Material Management System 
	STARS FDR 
	Standard Accounting and Reporting System

	ITIMP 
	Integrated Technical Item Management and Procurement 
	STARS FRS 
	Standard Accounting and Reporting System

	Manugistics
	(Not an Acronym)   
	
	

	MFCS 
	Material Financial Control System 
	TFMMS 
	Total Force Manpower Management System   

	MISIL 
	Management Information System for International Logistics 
	UADPS 
	Uniform Automatic Data Processing System for Stock Points 

	MOCAS 
	Mechanization of Contract Administration System   
	WAWF 
	Wide Area Work Flow 

	MPCS
	Manufacturing Planning Control System
	
	


SV-6
Systems Data Exchange Matrix


Appendix F: Acronym List

	ACWT
	Average Customer Wait Time

	AIT
	Automated Identification Technology

	APP
	Application

	APS
	Advance Planning System

	ATO
	Authority to Operate

	BCA
	Business Case Analysis

	BLII
	Base Level Information Infrastructure

	BMMP
	Business Management Modernization Program

	BPR
	Business Process Reengineering

	C4I
	Command, Control, Communications, Computers, and Intelligence

	C4ISP
	C4I Support Plan

	C4ISR
	Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance

	CAV
	Commercial Asset Visibility

	CCR
	Central Contractor Registration

	CDR
	A commander of one of the unified or specified commands established by the President

	CDMD/OA
	Configuration Data Managers Database/Open Architecture

	CIO
	Command Information Officer

	CJCSI
	Chairman of the Joint Chiefs of Staff Instruction

	CMET
	Consolidated Master Edit Table

	CND
	Computer Network Defense

	CONUS
	Continental United States

	COTS
	Commercial-Off-The-Shelf

	CRD
	Capstone Requirements Document

	CWT
	Customer Wait Time

	DAA
	Designated Approval Authority

	DAASC
	Defense Automated Addressing System, Center

	DADMS
	DMA Automated Distribution Management System

	DCAS/CERPS
	Defense Cash Accountability System/Centralized Expenditure/Reimbursement Processing System

	DCPDS
	Defense Civilian Personnel Data System

	DCPS
	Defense Civilian Payroll System

	DCU
	Document Control Unit

	DDRS
	Defense Data Repository System

	DII COE
	Defense Information Infrastructure Common Operating Environment

	DIIP
	Defense Inactive Item Program

	DIA
	Defense Intelligence Agency

	DISA
	Defense Information Systems Agency

	DIMHRS
	Defense Integrated Military Human Resource System

	DISMS
	Defense Integrated Subsistence Management System

	DISN
	Defense Information System Network

	DITSCAP
	DoD Information Technology Security Certification and Accreditation Process 

	DLIS
	Defense Logistics Information Service

	DoD
	Department of Defense

	DoDAF
	Department of Defense Architecture Framework

	DoN
	Department of the Navy

	DONIBIS
	Department of the Navy Industrial Budget Information System

	DTS
	Defense Transportation System

	DTS/TMP 8.0
	Defense Travel System/Travel Manager Plus 8.0

	DUSD(L&MR)
	Deputy Under Secretary of Defense for Logistics and Material Readiness 

	DVD
	Direct Vendor Deliveries

	EBP
	Enterprise Buyer Professional

	ERP
	Enterprise Resource Planning

	ESOH
	Environmental, Safety and Occupational Health

	FMEA
	Financial Management Enterprise Architecture

	FLIS
	Federal Logistics Information System

	FOC
	Full Operational Capability

	FoS
	Family of Systems

	FY
	Fiscal Year

	GCSS
	Global Combat Support System

	GEOINT/GI
	Geospatial Intelligence

	GIG
	Global Information Grid

	HSI
	Human Systems Integration

	HSMS
	Hazardous Substance Management System

	ICP
	Inventory Control Points

	IDE
	Integrated Data Environment

	IDM
	Information Dissemination Management

	IDS
	Intrusion Detection System

	IER
	Information Exchange Requirement

	IM
	Information Management

	INFOSEC
	Information Security

	IOC
	Initial Operational Capability

	ISPT
	Initial Source Processing Time

	ITIMP
	Integrated Technical, Item Management and Procurement

	JDS
	Joint Deployment Systems

	JMA
	Joint Mission Area

	JROC
	Joint Requirements Oversight Council

	JTA
	Joint Technical Architecture

	KPP
	Key Performance Parameter

	LAN
	Local Area Network

	MAIS
	Major Automated Information System

	MES
	Medical Equipment Set

	MFCS
	Material Financial Control System

	MISIL
	Management Information System for International Logistics

	MNS
	Mission Need Statement

	MOCAS
	Mechanization of Contract Administration System

	MOCAS FADA
	Mechanization of Contract Administration System – Field Accounting Document Abstract

	MOOS
	Material Obligations Outstanding

	MPCS
	Manufacturing Planning Control System

	MS
	Milestone

	MSWP
	Maintenance and Ship Work Planning

	NALCOMIS
	Naval Aviation Logistics Command Management Information System

	NALDA
	Naval Aviation Logistics Data Administration

	NAVAIR
	Naval Aviation Systems Command

	NAVSEA
	Naval Sea Systems Command

	NAVSUP
	Naval Supply Systems Command

	NCES
	Network Centric Enterprise System

	NDMS
	National Defense Medical System

	NECT
	Navy ERP Convergence Team

	NEP
	Navy Enterprise Portal

	NES
	Navy Enlisted System

	NETWARCOM
	Naval Network Warfare Command

	NGA
	National Geospatial - Intelligence Agency 

	NIPRNET
	Non-classified Internet Protocol Router Network

	NMCI
	Navy and Marine Corp Intranet

	NTSP
	Navy Training Systems Plan

	OPINS
	Officer Personnel Information System

	ORD
	Operational Requirements Document

	OSD
	Office of the Secretary of Defense

	OV-1
	High Level Operational Concept Graphic

	PALT
	Procurement Administrative Lead Time

	PBL
	Performance Based Logistics

	PC
	Production Control

	PKI
	Public Key Infrastructure

	PM
	Program Manager

	PMO
	Program Management Office

	PPBE
	Planning, Programming, Budgeting and Execution

	RBA
	Revolution in Business Affairs

	RBAC
	Role-Based Access Control

	RDA
	Research, Development, and Acquisition 

	RDT&E
	Research, Development, Test, and Evaluation

	RMAIS
	Regional Maintenance Automated Information System

	ROI
	Return on Investment

	SASG
	Strategies, Architecture, and Standards Group 

	SECNAV
	Secretary of the Navy

	SI
	System Integrator

	SMA
	Supply Material Availability

	SMART
	Supply Maintenance Aviation Reengineering Team 

	SPAWAR
	Naval Space and Warfare Systems Command 

	SPS
	Standard Procurement System

	SSAA
	System Security Authorization Agreement

	STAR
	System Threat Assessment Report

	STARS FDR
	Standard Accounting and Reporting System – Financial Departmental Reporting

	STARS FRS
	Standard Accounting and Reporting System – Financial Reporting System

	STARS OBP
	Standard Accounting and Reporting System – One Bill Pay

	SV-1
	System Interface Description / System View-1

	SYSCOM
	Systems Command 

	TAFIM
	Technical Architecture Framework for Information Management

	TBD
	To Be Determined

	TCO
	Total Cost of Ownership

	TED
	Threat Environment Description

	TEMP
	Test and Evaluation Master Plan

	TFMMS
	Total Force Manpower Management System

	TFWEB
	Task Force Web

	TRM
	Technical Reference Model

	UADPS
	Uniform Automated Data Processing System

	UICP
	Uniform Inventory Control Point

	WAN
	Wide Area Network

	WAWF
	Wide Area Work Flow

	WSF
	Weapons System File

	WWW
	World Wide Web

	XML
	Extensible Markup Language
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