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COMNAVNETWARCOMINST 5239.1 

Subj:  Navy Marine Corps Intranet (NMCI) INFORMATION SYSTEMS

       SECURITY PERSONNEL ROLES AND RESPONSIBILITIES

Ref:
(a) Navy IA Pub 5239-26 Data Remanence



(b) DODINST 5200.40 Defense Information Technology System 



    Certification and Accreditation Program


 
(c) IA PUB 5239-13, Vol I Introduction to Certification

          and Accreditation



(d) OPNAVINST 5239.1B of 9 Nov 99, Navy Information

          Assurance (IA) Program 



(e) SECNAVINST 5239.3 of 14 Jul 95, Department of the Navy



    Information Systems Security (INFOSEC) Program



(f) DODD 5200.28 of 21 Mar 88, Security Requirements for

       Automated Information Systems (AISs)

(g) NCTC 5239.1 of 7 Jul 93, Automated Information System (AIS) Security Program
(h) IA PUB 5239-04 ISSM Guidebook of 26 May 00

(j) OPNAVINST 5513.10B of 15 Jun 95, Department of the

    Navy (DON) Security Classification Guidance for

    Advanced technology and Miscellaneous Programs

Encl:  (1) Responsibilities for NMCI Implementation 

       (2) NMCI User Agreement Form

       (3) Security Test and Evaluation Checklist

1.  Purpose.  Provide organizational roles and responsibilities to all NMCI Automated Information Systems (AIS) security personnel and implement references (a) through (j).  This instruction provides structured security guidelines for the day-to-day operations and management of NMCI.

2.  Scope.  This instruction applies to the Naval Network Warfare Command (NNWC), Naval Network and Space Operations Command (NNSOC), all organizational components and claimant activities accepting voice, video or data services under the NMCI.  In addition, this instruction governs the NMCI 

Information Strike Force (ISF) AIS security and Information Assurance (IA) organizations supporting the NMCI contract.
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3.  Policy  


a.  NMCI is a Navy wide, shore-based enterprise AIS.  The Commander Naval Network Warfare Command is the Designated Approval Authority (DAA) responsible for the operations and security of the U.S. Navy portion of the NMCI enterprise.  Commander Naval Network Warfare Command will enforce Department of Defense (DOD), Department of Navy (DON) and Fleet directives, priorities and policies; provide operational oversight for the security of NMCI; and ensure the enterprise continually operates within an acceptable level of risk. 


b.  The Information Systems Security officers at the NNSOC, Global Network Operations Center (GNOC), Network Operations Centers (NOCs) and the local sites will carry out their duties in accordance with this instruction.  This instruction applies specifically to NMCI.  The Information Systems Security positions, identified in this instruction, augment (not replace) the existing Information Systems Security Manager (ISSM), Information Systems Security Officer (ISSO) and Network Security Officer (NSO) positions within the DON AIS community.

    c.  The Enterprise Configuration Control Board (ECCB) is staffed with operations, security and engineering personnel from Commander Naval Network Warfare Command, CNNSOC, the US Marine Corps (USMC), the Space and Naval Warfare Systems Command (SPAWAR), the Program Management Office (PMO) and the Information Strike Force (ISF).  These personnel are authorized by the DAA to approve all Configuration Change Requests (CCR) for NMCI.  Changes are only authorized when all members of the ECCB validate and approve the CCR.  The ISF will immediately implement all ECCB approved CCRs.  However, the DAA may over-ride any ECCB decision, at any time, and is the final approving authority for all NMCI configuration changes.

    d.  Event/Incident/Change Management.  The DAA authorizes a 4-hour window for configuration changes that require trouble-

shooting in order to determine the cause of an event or incident.  This authority is delegated to the GNOC Office in Charge (OIC); the GNOC OIC may delegate this authority to the GNOC Engineer or GNOC Operations Officer, as appropriate.  The

DAA has determined the random nature and short duration of these
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changes is an acceptable level of risk for the enterprise.  ISF is responsible to notify the GNOC OIC, through the GNOC Watch Officer (GWO), prior to the implementation of any changes.  The GWO will monitor all trouble-shooting periods and document these changes with appropriate log entries and make all appropriate

verbal and written reports.  No configuration changes are authorized beyond the 4-hour window without the written approval of the ECCB.  Maintenance windows longer than 4 hours in duration or frequent requests for the same purpose in the same period of time require DAA or NETWARCOM N64 approval. Consecutive 4-hour windows are not authorized. At completion of troubleshooting period, all configurations must be reset and verified to approved standards IAW DAA directives.  No firewall boundary or port modifications are authorized without explicit NMCI DAA approval. 
    e.  GNOC, NOC and Site Information Security personnel are authorized to establish and implement local NMCI Standard Operating Procedures (SOPs) and Pre-Planned Responses in order to meet DOD, DON, CNNWC and CNNSOC requirements.  All germane enterprise wide SOPs or Pre-Planned Responses (PPRs) require CNNWC review and approval prior to implementation.

    f.  The Director NMCI will direct ISF to designate, in writing, a NOC Information Systems Security Coordinator (ISSC) and a site Information Systems Security Assistant (ISSA) for every command migrating to NMCI.  The designation letter will outline the ISSC and ISSA roles and responsibilities in accordance with paragraph 5(h) and 5(i) of enclosure (1).  The ISF will provide a copy of these designation letters to the Site ISSM (S-ISSM) prior to AOR of each activity.      

4.  Conclusion.  All NMCI security issues or concerns not specifically addressed in existing DOD/DON policy or this 
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instruction must be brought to the attention of the NETWARCOM N6 for resolution.

                                 /s/

                                 A. M. SINGER

                                 Deputy

Copy to:

CNO (N6, N6143)

COMSPAWARSYSCOM (PMW 161)

PEO-IT

DON CIO

NCTSI SAN DIEGO

CNNSOC DET Norfolk 

NETWARCOM N64
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RESPONSIBILITIES FOR NMCI IMPLEMENTATION

1.  The following roles and responsibilities are hereby directed to augment requirements of references (a) through (i) as delineated in this instruction for NMCI implementation:


a.  Site Designated Approval Authority (DAA) will maintain the following responsibilities under NMCI:

            (1) Develop and maintain non-NMCI System Security Accreditation Agreements (SSAAs) in accordance with Department

of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) and references (b) through (d).

            (2) Provide a Risk Assessment and on-line survey of Legacy networks and systems, which will connect to the NMCI network, to the Information Assurance Tiger Team (IATT) during transition and yearly status/update risk assessments to the NMCI Information Technology – Information System Security Manager.

            (3) Re-accredit all non-NMCI systems in accordance with DITSCAP.

            (4) Overall responsible for the command’s security program in accordance with reference (f).

            (5) Carry out disciplinary action against violators of the NMCI User Agreement policy, mis-use of accounts, or mis-use of hardware (i.e. Personal Data Assistants (PDAs), laptops, etc.).


b.  ISSM’s at their level of responsibility (i.e. GL-ISSM, NN-ISSM, CL-ISSM, S-ISSM, etc.) are responsible for:



 (1) Ensuring ISF maintains record of all hard drives upon classification and issue for use on the classified network.



 (2) ISSM or designated government representative will witness, along with the ISSA or ISSC, the destruction of all classified hard drives.

        (3) Verifying all classified network connections are protected in accordance with DOD/DON policy (i.e. Protected Distribution Systems, Lock Boxes, X-07/8, etc.).

Enclosure (1)
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        (4) Ensuring all users fully understand and sign a NIPRNET and SIPRNET User Agreement. NMCI User Agreement form provided as enclosure (2).

    c.  Navy Information Technology Information Systems Security Manager (NIT-ISSM) is a government representative assigned to CNNWC Staff.  The NIT-ISSM’s role mirrors that of the Information Systems Security Program Manager (ISSPM) or Component Information Systems Security Manager (CISSM) in the Navy IA organization structure.  However, the NIT-ISSM’s

responsibility and authority is restricted to the NMCI enterprise only.  The NIT-ISSM is responsible for the following:

        (1) Reviews the NMCI Enterprise SSAA and supporting components (e.g., NMCI Unclassified and NMCI Classified) for accuracy and compliance with references (b) through (d). 

        (2) Advises the NMCI Operational DAA on all NMCI security matters.

        (3) Reviews all NMCI Site Accreditation packages for compliance with DITSCAP prior to DAA review and approval.

        (4) Drafts and recommends NMCI security policy as required or when directed by the DAA.

        (5) Directs implementation of all applicable DOD, DON and NMCI security requirements through the Global Information Systems Security Manager (GL-ISSM) as required.

        (6) Approves and periodically reviews all enterprise wide security related Standard Operating Procedures (SOPs) and Pre-Planned Responses (PPRs).

        (7) Directs the Global Information Systems Security Manager (GL-ISSM) and NMCI Network Information Systems Security Managers (NN-ISSM) as designated by the NMCI DAA. 

        (8) Develops and implements the NMCI Information Assurance (IA) training program.

        (9) Directs NMCI IA security personnel in enterprise wide security administration and accountability processes and procedures.
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        (10) Directs the GL-ISSM in implementation of DAA approved actions for IATO task list compliance throughout the enterprise.

        (11) Primary DAA Enterprise Configuration Control Board (ECCB) representative. 

        (12) Commander Naval Network Warfare Command (CNNWC) Trusted Agent for NMCI.

        (13) Ensures the NMCI fully complies with re-accreditation requirements in accordance with reference (b) through (d).

        (14) Coordinate IA Program matters (to include training initiatives and overall progress in meeting IA goals and objectives) with the USN Senior ISSM, CNO N6143.


d.  Global Information Systems Security Manager (GL-ISSM) is a government representative assigned to the Global Network Operations Center (GNOC).  The GL-ISSM’s role mirrors that of the ISSM in the Navy IA organization structure.  However, the GL-ISSM’s authority encompasses the entire NMCI enterprise and is specifically responsible for the following:

        (1) Focal point for all NMCI IA implementation and monitoring.

        (2) Provides enterprise wide direction to the ISF ISSC, ISSA, NMCI IA personnel, and the NN-ISSM on NMCI security efforts.  Coordinates all security initiatives in accordance with DOD, DON and NMCI directives, policies, procedures and pre-planned responses.

        (3) Implements and maintains an active Points of Contact (POCs) list of enterprise wide ISSMs, ISSCs and ISSAs.

(4) Implements the overall Information Assurance program throughout the NMCI enterprise.

        (5) Coordinates with the ISSA, NIT-ISSM and the GNOC OIC on all enterprise wide security events and incidents.

        (6) Oversees the implementation of NIT-ISSM and DAA 

directed IATO task list items throughout the enterprise.
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        (7) Official reporting agent for all NMCI enterprise wide security events and incidents to NAVCIRT, MITNOC, CNNSOC, CNNWC, Combatant Commanders and Major Claimants.  

        (8) Primary POC for NCTF-CND, NCIS, MITNOC and NAVCIRT on all NMCI enterprise security related events, incidents, IAVA’s and investigations.

        (9) The NNSOC Trusted Agent for FIWC Red Team operations.

        (10) Advises the GNOC OIC on security related issues when incidents call for the execution of contingency plans (unscheduled occurrences are treated as security incidents until proven otherwise).

        (11) Conducts Information Assurance oversight including the administration of physical and personnel security. 

        (12) Directs the ISF ISSC and ISSA in IA related compliance and implementation (i.e. IAVA, INFOCON, etc.) 

        (13) Verifies that all NMCI enterprise wide IAVA reporting is conducted in accordance with established procedures.  

        (14) Coordinates and develops annual NMCI Information Assurance training with the enterprise IA Manager for all NMCI security personnel.        

        (15) Develops and implements local procedures, as required, to comply with references (a) through (j) and this instruction.

        (16) Maintains a point of contacts list for all IA security personnel within the NMCI claimancy.


e.  NMCI NOC Information Systems Security Manager (NN-ISSM) is a government representative assigned to the regional NOCs.  The NN-ISSM’s role mirrors that of the ISSM in the Navy IA organization.  However, the NN-ISSM’s authority is restricted to their designated region and subordinate sites.  The NN-ISSM is responsible for the following:

        (1) Provides direction to the regional ISSA on NMCI security efforts.

4

COMNAVNETWARCOMINST 5239.1

        (2) Takes direction from the GL-ISSM and coordinates with the regional ISSA on all NMCI security related issues and initiatives.

        (3) Develops, maintains and submits a regional POC list to the GL-ISSM of all ISSMs and ISSAs within their Area of Responsibility (AOR) in accordance with established procedures.

        (4) Implements the NMCI Information Assurance program throughout their region of responsibility.

        (5) Coordinates with the regional ISSA, the GL-ISSM and the GWO on all regional security incidents.

        (6) Directs the ISF to implement IATO task list compliance actions, as required by higher authority, within their region of responsibility.

        (7) Report security incidents to the GL-ISSM in accordance with enterprise procedures.  In addition, establish local policies to ensure Combatant Commanders and Major Claimants are notified of all security incidents that affect their AOR.  

        (8) Act as the POC for NCTF-CND, NCIS and NAVCIRT for all regional NMCI security related incidents, IAVAs and investigations that have been reported to the GL-ISSM via the GWO.

        (9) Advise the GL-ISSM on security related issues that call for regional execution of contingency plans (unscheduled occurrences are treated as security incidents until proven otherwise).

        (10) Responsible for Information Assurance oversight to include physical and personnel security of the regional NOC. 
        (11) Directs the regional ISSA to implement IAVAs as required.

        (12) Conducts all NMCI regional IAVA reporting to GL-ISSM in accordance with established enterprise procedures.

        (13) Coordinates and develops annual NMCI Information Assurance training with the regional ISSA for all regional security personnel as approved by the GL-ISSM.
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        (14) Act as the regional NOC government Trusted Agent for FIWC Red Team operations.         

        (15) Develop and implement local procedures as required to comply with references (a) through (j) and this instruction.


f.  Claimant Information Systems Security Manager (CL-ISSM) will assume the role and responsibilities for commands within their AOR upon cut over to NMCI.  The CL-ISSM’s role and responsibilities are similar to those of the ISSM in the Navy IA organization.  However, the CL-ISSM will maintain total DITSCAP and ISSM responsibilities for all non-NMCI systems and networks within their claimancy.  The NMCI CL-ISSM responsibilities include:

        (1) Coordinate with the NN-ISSM, GL-ISSM and NIT-ISSM on NMCI directed security policies within their claimancy.

        (2) Develop, maintain and submit a POC list of all claimant ISSMs in accordance with established procedures.

        (3) Coordinate claimant NMCI Information Assurance training with the GL-ISSM and ISSA in accordance with established procedures.

        (4) Report all security related incidents to the helpdesk.

        (5) Coordinate all security-related issues that call for claimant execution of contingency plans with the appropriate NN-ISSM, GL-ISSM and GNOC OIC (unscheduled occurrences are treated as security incidents until proven otherwise).  

        (6) Act as the POC for NCTF-CND, NCIS and NAVCIRT for all claimant NMCI and Legacy system security related incidents, IAVAs and investigations that have been reported to the GL-ISSM via the GWO.

        (7) Submit investigation inquiries (i.e. request for audit logs, user activity, etc.) in accordance with established procedures.

        (8) Responsible for Information Assurance oversight to include coordinating personnel and physical security of government owned facilities housing NMCI assets within their claimancy.
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        (9) Coordinate with local ISF staff on physical and personnel security requirements, as necessary.

        (10) Develop and implement local procedures as required to comply with references (a) through (j) and this instruction.

    g.  Site Information Systems Security Manager (S-ISSM) will assume the role and responsibilities for the command upon cut over to NMCI.  The S-ISSM’s roles and responsibilities are similar to those of the ISSM in the Navy IA organization.  However, the S-ISSM will maintain total DITSCAP and ISSM responsibilities for all non-NMCI systems and networks within their cognizance.  The S-ISSM responsibilities include:

        (1) Ensure command Legacy and NMCI systems comply with physical and personnel security requirements in accordance with governing policies.  

        (2) Validate security clearance and need-to-know information prior to establishment of classified NMCI user accounts.

        (3) Ensure all NMCI users sign NIPRNET and SIPRNET user agreements prior to account establishment and maintain on file until one year after the account is removed. NMCI User agreement form provided as enclosure (1).

        (4) Establish local procedures for the following:

            (a) Setup of new user accounts.

            (b) Removal of accounts for members permanently leaving government service.

            (c) Disabling of accounts, when required.

            (d) Transfer of hardware when users depart (i.e. PDAs, etc.)

            (e) Maintaining signed user agreements for all users.

        (5) Coordinate with the Customer Technical Representative (CTR) to validate and submit new command software requirements for NMCI certification and approval.
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        (6) Responsible for initiating disciplinary action, in coordination with the site Commanding Officer, against user policy violation, mis-use of accounts or hardware (i.e. PDAs, laptops, etc).

        (7) Act as the POC for NCTF-CND, NCIS and NAVCIRT for all site NMCI and Legacy system security related incidents, IAVAs and investigations that have been reported to the NN-ISSM and GL-ISSM via the GWO.

        (8) Reports all non-NMCI system IAVA reporting in accordance with DON policy.

       (9) Oversees the ISSA/ISF in the sites IATO implementation as directed by the NMCI DAA.  Report problems or non-IATO compliance to the NIT-ISSM via the NN-ISSM and GL-ISSM.  Provide an information copy of this report to the CL-ISSM.

        (10) Maintains a copy of the site IATO/ATO on file.

        (11) Directs the ISSA in site IAVA implementation and compliance, when directed by higher authority.

        (12) Responsible to ensure all sensitive and classified material destruction is conducted in accordance with DOD/DON policy.

        (13) Provide all site SSAA paperwork to the Information Assurance Tiger Team during transition. Enclosure (2) provided as guide to assist site ISSM.

        (14) Coordinate with the ISSA on site-specific security policies and procedures, as required.

        (15) Implement the command Information Systems Security Program and coordinate with the ISSA on site-specific security policies and procedures.

        (16) Coordinate site NMCI Information Assurance training with the NN-ISSM, CL-ISSM and ISSA in accordance with established procedures.

        (17) Submit investigation inquiries (i.e. request for audit logs, user activity, etc.) in accordance with established procedures.
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        (18) Coordinate all security related issues that call for site execution of contingency plans with the NN-ISSM, GL-ISSM and GWO (unscheduled occurrences are treated as security incidents until proven otherwise).

        (19) Report all security related events to the helpdesk and to the NN-ISSM or GL-ISSM.  Provide status report and insight into the situation to COC and assist with investigation as required.

        (20) Responsible for Information Assurance oversight to include coordinating personnel and physical security of government owned facilities housing NMCI assets under the commands cognizance.  

        (21) Develop and implement local procedures as required to comply with references (a) through (j) and this instruction. 

        (22) Complete enclosure (3) per reference (b) and (c) and forward the original to SPAWAR (PMW-161) and provide a copy to NETWARCOM N641.

        
    h.  Information Systems Security Coordinator (ISSC).  The ISSC is an ISF contractor hired and employed under the NMCI contract and is the regional NOC's POC for the ISSAs under their cognizance. The ISSC will serve as the coordinator for ISSAs within his NOC region. The ISSC's role and responsibilities are similar to those of the ISSM in the Navy IA organization.  The ISSC's responsibilities include: 
        (1) Coordinate with the NN-ISSM and ISSA on Information Assurance policies and procedures. 

        (2) Liaison with the NN-ISSM on network security status.

        (3) Comply with and implement NMCI Information Assurance policies and procedures to meet DOD, DON and ISF requirements. 

        (4) Responsible for coordinating with the NN-ISSM on implementation and compliance of IA related items (i.e. IAVA, INFOCON, etc.) as directed by the NMCI GNOC.
        (5) Oversee Information Assurance awareness training to NOC ISF personnel. 

        (6) Coordinate with the NN-ISSM to ensure all ISF-managed classified information systems are protected (i.e. PDS's, laptops, Hoffman Boxes, etc.) in accordance with DOD and DON policy so they pass accreditation.
9

COMNAVNETWARCOMINST 5239.1

        (7) Coordinate with the appropriate ISSM on proper accountability and destruction of sensitive and classified material in accordance with DOD and DON policy.

        (8) Proper classification and marking of classified material in accordance with references (e) and (f).  Additionally, the ISSC is responsible to ensure all ISF personnel understand and follow DOD and DON policy for the proper handling and storage of all classified material under their control. 

    j. Information Systems Security Administrator (ISSA).  The ISSA is an ISF contractor hired and employed under the NMCI contract.  The ISSA's role and responsibilities are similar to those of the ISSO and NSO in the Navy IA organization.  The ISSA may be responsible for sites/claimants within a geographic region (R-ISSA) or an individual site (S-ISSA) (Note:  every site will either be assigned to an R-ISSA or have it's own S-ISSA).  The ISSA's responsibilities include: 

        (1) Coordinate with the S-ISSM on Information Assurance policies and procedures. 

        (2) Comply with and implement local and NMCI Information Assurance policies and procedures to meet DOD, DON and ISF requirements

        (3) Implement specific IATO requirements on systems and networks under their direct control.  Note:  most ISF systems are under the control of the GNOC and are not controlled by the ISSA.   

        (4) Responsible for IAVA implementation on all networks and systems within their direct control.  During "Assumption of Responsibility" (AOR), the ISSA will ensure IA related compliance (i.e. IAVA, INFOCON, etc.) and report as directed by the local DAA and ISSM for all non-NMCI systems migrating to NMCI. The ISSA will follow existing NMCI policy and procedures for IAVA implementation on all NMCI systems.  ISSAs will report compliance of all IAVA actions impacting local systems to the local ISSM.   

        (5) Coordinate with the ISSC and S-ISSM on site-specific information assurance policies and procedures.  Note: in cases where GNOC directed IA policies and procedures
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        (6) Provide Information Assurance awareness training to local ISF personnel and NMCI users.  This training will be provided using LMS Online conflict with local policy and procedures, the ISSA will adhere to the GNOC policies and procedures for NMCI systems. 

        (7) Liaison with the S-ISSM on ISF-managed network IA status. 

        (8) Coordinate with the S-ISSM to ensure all ISF-managed classified NMCI systems are protected (i.e. PDS's, laptops, Hoffman Boxes, etc.) in accordance with DOD and DON policy so they pass accreditation.
        (9) Coordinate with the appropriate S-ISSM on proper accountability and destruction of sensitive and classified material in accordance with DOD and DON policy.        

        (10) Proper classification and marking of classified material in accordance with references (e) and (f).  Additionally, the ISSA is responsible to ensure all ISF personnel understand and follow DOD and DON policy for the proper handling and storage of all classified material under their control.      
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NMCI USER AGREEMENT

Security Briefing

 
1.  Purpose.  Emphasize individual responsibilities pertaining to all operation, administration, management and control of NMCI Information Systems. 
 
2.  General.  The protection of both classified and controlled unclassified information and data is based on the principles of individual responsibility, personal accountability and need-to-know.  Information system security, like all other security disciplines depends upon each individual.  
 
3.  Responsibilities.   The responsibility for the protection of classified and controlled unclassified information and data used within NMCI’s computer systems rests with each person.  Regardless of countermeasures established to protect the confidentiality, preserve the integrity, or ensure the availability of sensitive computer systems, networks or the data processed, they provide little security if ignored by individual users.  The following NMCI Information System Security User Agreement outlines basic safeguards, which must be closely followed when using NMCI computer assets.
 
4.  Privacy Act Acknowledgement.  Authority to request this information is contained in 5 U.S.C Statue 301 for the purpose of requesting information to ensure that all personnel using NMCI Information Systems who have signed this security briefing/user agreement form are correctly identified.  Also 10 U.S.C Part II and 14 U.S.C Chapter 11 provide authority for the Information System Security Manager/Officer to use the above data to ensure proper security indoctrination of all assigned personnel.   Disclosure of information is voluntary; however, failure to disclose information could result in denial of access to NMCI systems.
 
NMCI Information System Security User Agreement 
I understand that:
 
      My NMCI Information System password(s) must be protected and may not be divulged to anyone.
      I am responsible for controlling access, utilization, and determining the correct classification of any file I create, modify or manage.
   When I gain access to NMCI via personal or non-NMCI seats through remote access, I am responsible for ensuring the information and data is protected in accordance with DoD, DoN, and Privacy Act directives.  This information must be protected at all times.
      I may not install any computer software or open an NMCI seat to install computing equipment.  Legacy applications may be installed through the “Legacy Application Transition Process” or through CLIN 23 orders.  Peripherals may be connected through available serial, parallel, or USB ports.   This exception does not apply to developmental designated NMCI (R&D) computer systems.

Enclosure (2)
      My local Information System Security Manager/Officer (ISSM/ISSO) is my primary point-of-contact for any problems or questions concerning NMCI Information System security.
 I must immediately report any violation of NMCI Information System security or any other inappropriate activity I observe or suspect directly to the local ISSM/ISSO.
      Any attempt to circumvent NMCI Information System security safeguards may result in immediate revocation of my information system access, adverse administrative action, and disciplinary action.

      By my signature I expressly consent to such monitoring.
      If monitoring reveals possible evidence of criminal activity, such evidence may be provided to law enforcement personnel.

      All NMCI Information Systems are subject to authorized monitoring to ensure system functionality, verify the application of prescribed security countermeasures, and protect against unauthorized use.

      I understand signing this document is voluntary, and that by not signing I would not be permitted to have an NMCI account.
      The use of NMCI Information Systems and computer resources is limited to official business only, except as stipulated below.
I agree to:
      Use only those NMCI Information System which I am authorized to access and only for the purpose for which they were intended.

      Properly logoff the NMCI Information System upon completion of work or departing the immediate terminal area for any length of time.

      Not probe or attempt to break in or gain access to any computer system, node or account that I am not authorized access.

   Not create any homepages unless in the official capacity of my job function and then only as specifically authorized by the cognizant DAA.

      Report any weakness in NMCI Information System countermeasures or procedures I observe or encounter to the ISSM/ISSO or ISF ISSA.
I further acknowledge and shall adhere to the following Appropriate Use Guidelines while accessing the World Wide Web/Internet: 

1)      Users of the INTERNET must ensure that CLASSIFIED data is not released on the INTERNET and that any controlled UNCLASSIFIED (Sensitive but UNCLASSIFIED (SBU), Privacy Act, Freedom of Information Act exempt information, and all others) data or information 
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is released only after proper review and clearance.  The NMCI user is accountable for SBU, Privacy Act, and Freedom of Information Act exempt information they download from NMCI.  

This includes protecting and defending the confidentiality and integrity of this information once it is downloaded from NMCI to another media (this includes disks, information system or any information media).
2)      Users are personally responsible for ensuring that information sent by electronic mail (E-mail) on the INTERNET is unclassified, non-sensitive, professionally presented, current, accurate and factual.
3)      In order to protect NMCI Information System assets, users shall exercise care in downloading and handling files from outside sources.    Users shall scan all attachments received by e-mail for viruses prior to saving them to the network or re-transmitting them over the Internet.  Copyright laws shall be obeyed.  Users shall report any violations of policy or security to the local ISSM/ISSO.
4)      PERMISSABLE INTERNET USES (DURING WORKING HOURS)
     Internet searching to research work-related issues
     Use of Internet resources to enhance job related professional skills.
     Use of Internet resources for education on the use of communications systems.
     Job searching in response to Federal Government downsizing.
5)      PERMISSABLE INTERNET USES (DURING LUNCHTIME/BEFORE/AFTER WORK)
     Internet searching for news, sports, or stock quotes.
     Emailing a brief message to a family member or friend.
     Internet searching for real estate listings.
 6)      PROHIBITED INTERNET ACTIVITY: The following INTERNET uses are expressly prohibited and include but are not limited to:
        Any conduct against the policies stated above, particularly paragraphs (1) and (2) of the “Appropriate Use Guidelines”.
        Accessing, storing, processing, displaying, distributing, transmitting or viewing material that is pornographic, racist, promotes hate crimes or is subversive in nature.
        Promoting partisan political activity.
        Disseminating religious materials outside an established command religious program.
        Using the system for personal financial gain, such as trading stock, listing real estate, advertising or solicitation of services or sale of personal property (however, utilizing a command approved mechanism such as a welfare and recreation electronic bulletin board for advertising is acceptable.)
        Fund raising activities, either for profit or non-profit, unless the activity is specifically approved by the Commanding Officer (e.g. MWR car washes).
        Gambling, wagering or placing of any bets.
        Writing, forwarding, or participating in chain letters.
        Computer Games
        Computer Hacking
        Terrorist or terrorist related activities
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________________________________________________________________________
  Name






SSN



Date
NMCI Information System User Authorization:
 
In consideration of your acknowledged understanding of basic information system security practices and procedures, your verified security clearance and established "need-to-know", you are hereby authorized limited access to operate and use NMCI Information Systems and resources necessary to fulfill your official duties.
 
Your limited access entitles you to use only those assets to which are required to perform your official duties.  Attempts to probe or break-in to other systems or accounts; circumvent internal protection, accounting or auditing mechanisms; or use NMCI Information Systems and assets for purposes other than which they were intended or accredited, will be considered to be and reported as security violations.  Willful and malicious violations of these policies could result in administrative, punitive, and criminal proceedings.
 
All NMCI Information Systems are to be used in accordance with the provisions of this NMCI User Agreement.  Individual user activities on NMCI Information Systems are subject to authorized monitoring without notice by System Management, System Administration, or Security Operations Center (SOC) personnel.  All personnel using NMCI Information Systems expressly consent to such monitoring and are aware that if such monitoring reveals evidence of unauthorized user activity, he/she may be subject to administrative, punitive, and criminal proceedings.
 
_________________________________________________________
<Location specific> Information System Security Manager
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NAVY MARINE CORPS INTRANET 

(NMCI)

SECURITY TEST AND EVALUATION PROCEDURES

FOR THE

[NMCI SITE] Classified Site

Non-Technical Security Services
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1 September 2002

Enclosure (3)

Certification is the “comprehensive evaluation of the technical and non-technical security features of an information system and other safeguards, made in support of the accreditation process, to establish the extent to which a particular design and implementation meets a set of specified security requirements.”  In accordance with the Classified NMCI C&A Plan, the CT&E completes the comprehensive evaluation of the technical security features to establish the extent to which a particular design meets a set of specified security requirements.  This ST&E completes that picture by validating the implementation of the design through validating the configuration and assessing the non-technical security features to establish the extent to which the implementation meets as set of specified requirements.

The configuration of the Classified NMCI implementation at the operational sites is being test by SPAWARSYSCEN San Diego.  The test cases/procedures can be obtained from the NMCI Program Office at SPAWARSYSCOM PMW 161.

This ST&E is required to be completed by the Information System Security Manager (ISSM).  Completion of this ST&E CANNOT BE DELEGATED to another source.  The Site ISSM shall complete the ST&E and return it to the NMCI IT ISSM with a letter or memorandum certifying to the DAA that the operational environment complies with the non-technical security requirements.  The next page provides a template for this operational environment certification.  The ISSM may go to the infosec.navy.smil.mil site to view the results of the NMCI-Classified domain-level ST&E.  This may help the ISSM understand how the domain-level ST&E was completed.

The site ISSM should review each ST&E question, check the applicable answer, and provide accurate comments in the “Actual Results” portion of the test case.  To assist the site ISSM italicized explanations are provided for those questions that may require further explanation.  The ISSM should delete the italicized statements and enter information that would assist the DAA in understanding how the NMCI site meets the stated requirements.
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memorandum

DATE:
[DATE]

TO:
COMNETWARCOM/NMCI DAA

FROM:
[NMCI SITE ISSM]
SUBJECT:
NMCI [NMCI SITE] OPERATIONAL ENVIRONMENT CERTIFICATION
1.  I certify that the [NMCI SITE] complies with the non-technical security requirements allocated through the NMCI-Classified domain’s System Security Authorization Agreement (SSAA) with the following exceptions.  These exceptions are noted as potential risk areas that the NMCI DAA should consider when granting approval to operate this site as part of the NMCI.

[ENTER THE ST&E FINDING AND AN EXPLANATION AS TO WHY COMPLIANCE WAS NOT MET.  (USE AS MANY PARAGRAPHS AS NECESSARY)]

a. Requirement 3.6.a requires application of “need-to-know” for user access to information.  Legacy applications have not been validated to accurately provide access on a need-to-know basis through the appropriate application of discretionary access controls.


[SITE ISSM]

NMCI [SITE] ISSM
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	Product/Application Name: [SITE] NMCI-Classified Site

	Requirement Nr(s): SRD/TM section 3.4

	Test Case # Physical Security

	Evaluation Procedure

	Req 3.4.a.  Inspect that information system hardware, software, documentation, and all classified and sensitive unclassified data handled by the information system is protected to prevent unauthorized (intentional or unintentional) disclosure, modification (i.e., data integrity shall be maintained), or destruction.

a.  Is a physical security program in execution at the site in compliance with
YES        NO ___ N/A ___ OPNAVINST 5530.14B?

b.  Was a physical security certification letter issued that allows processing to the 
YES        NO ___ N/A ___ highest classification level of information processed on the system?
c.  Does the physical security certification letter indicate the level of classification
YES        NO ___ N/A ___ permitted to be processed in the environment?

d.  Does the NMCI Site ISSM have a copy of the physical security certification statement
YES        NO ___ N/A ___ authorizing the location to process Unclassified/SECRET information?

e.  Were any obvious discrepancies noted during the site visit?
YES        NO ___ N/A ___

f.  Is access to all system patch panels controlled?
YES        NO ___ N/A ___

g.  Is access to equipment locations controlled during and after working hours?
YES        NO ___ N/A ___

h.  Are individuals prevented from gaining access to the system’s working areas 
YES        NO ___ N/A ___ during or after working hours without timely detection?

i.  Is a log maintained of all personnel who enter or leave the building after normal
YES        NO ___ N/A ___    duty hours and the log indicates the specific work spaces accessed?

j.  Is the facility equipped with a fire/smoke detection and alarm system that is tested 
YES        NO ___ N/A ___ periodically?

k.  Is positive control maintained over all components of the system at all times?
YES        NO ___ N/A ___

Req 3.4.b. Inspect that the level of control and protection is commensurate with the maximum sensitivity of the information and provides the most restrictive control measures required by the data to be handled.

a.  Does the physical security certification letter indicate the level of classification
YES        NO ___ N/A ___ permitted to be processed in the environment?

b.  Does that level of certification dominate the highest classification level of the 
YES        NO ___ N/A ___   information processed, stored, or transmitted by the system?

c.  Is all removable media controlled at the highest classification level or 
YES        NO ___ N/A ___ sensitivity/criticality category of information on the media?

d.  Is the level of control and protection for the local subscriber equipment commensurate
YES        NO ___ N/A ___    with the highest classification level of the data being processed or resident in the system?

e.  Are appropriate levels of keying material available on site and is this key material
YES        NO ___ N/A ___ adequately protected in accordance with its security classification.
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Req 3.4.c. Inspect that the protection against denial of service of information system resources (e.g., hardware, software, firmware, and information) is consistent with the sensitivity of the information handled by the information system.

a.  Are physical controls in place to prevent unauthorized access to the
YES        NO ___ N/A ___ processing, storage, and/or transmission services of the system?

b.  If hardware, software, firmware, or information were to become unavailable is 
YES        NO ___ N/A ___     there a secured alternate processing, storage, or transmission site, if applicable?

Req 3.4.d. Inspect that the unclassified hardware, software, or documentation of an information system is protected if access to such hardware, software, or documentation reveals classified information, or access provides information that may be used to eliminate, circumvent, or otherwise render ineffective the security safeguards for classified information.

a.  Can unrestricted access to unclassified system hardware reveal any classified information?
YES        NO ___ N/A ___ 

b.  Can unrestricted access to unclassified system hardware reveal any information which 
YES        NO ___ N/A ___ can be used to disclose, modify, or create a denial of service condition for the

NMCI-Classified domain?

c.  If “YES” to either question (a) or (b), please describe in the Notes below the mechanisms

to protect the unclassified hardware.

d.  Can unrestricted access to unclassified system software reveal any classified information?
YES        NO ___ N/A ___ 

e.  Can unrestricted access to unclassified system software reveal any information which 
YES        NO ___ N/A ___ can be used to disclose, modify, or create a denial of service condition?

f.  If “YES” to either question (d) or (e), please describe in the Notes below the mechanisms

to protect the unclassified software.

g.  Can unrestricted access to unclassified system documentation reveal any
YES        NO ___ N/A ___ classified information?

h.  Can unrestricted access to unclassified system documentation reveal any information which 
YES        NO ___ N/A ___ can be used to disclose, modify, or create a denial of service condition?

i.  If “YES” to either question (g) or (h), please describe in the Notes below the mechanisms

to protect the unclassified documentation.

Req 3.4.e. Inspect that software development and related activities (e.g., systems analysis) is controlled by physical controls (e.g., two-person control) and protected when it is determined that the software shall be used for handling classified or sensitive unclassified data.

a.  Is there any developmental software, hardware, or firmware?
YES___  NO___  N/A___

b.  If so, was this developed in a secure, closed environment at the appropriate 
YES___  NO___  N/A_  _ classification level?

c.  Are configuration management procedures in-place that supported the protective handling 
YES___  NO___  N/A_  _ at the appropriate classification level (i.e., submitted with the Customer Technical

Representative to the NMCI Site ISSM)?
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	Expected Results

	Req 3.4.a. a-d: YES, e: NO. f-k: YES

Req 3.4.b. a-e: YES.

Req 3.4.c. a-b: YES.

Req 3.4.d. a-b: NO, d-e: NO, g-h: NO.

Req 3.4.e.: a: NO, b-c: N/A. (If 3.4.e. a is YES then 3.4.e. b-c should be YES).



	Notes/Actual Results

	Note 3.4.a. a: [Reference the site’s physical security instruction? If this doesn’t exist, what defines the site’s physical security?]

Note 3.4.a. b: [Document the evidence that approves the site to process classified.]

Note 3.4.a. c: [Does the evidence state the NMCI-Classified site is approved to process SECRET information.]

Note 3.4.a. d: [Please attached the letter if available.]

Note 3.4.a. e: [Please discuss any physical security vulnerabilities at the site.]

Note 3.4.a. f: 

Note 3.4.a. g: [Describe physical security controls 24x7x365.]

Note 3.4.a. h: 

Note 3.4.a. i:

Note 3.4.a. j:

Note 3.4.a. k:

Note 3.4.b. a: [Does the evidence state the NMCI-Classified site is approved to process SECRET information.]

Note 3.4.b. b: [State the highest classification level processed, stored, or transmitted on the system.]

Note 3.4.b. c: [State how the removeable media is protected.]

Note 3.4.b. d: [State whether the NMCI-Classified systems are protected to at least the SECRET level.]

Note 3.4.b. e: [State the levels of keying material and how it is protected.]

Note 3.4.c. a:

Note 3.4.c. b: [State the alternate processing capabilities.]

Note 3.4.d. a: [State how, if possible, unrestricted access to unclassified systems can reveal classified information.]

Note 3.4.d. b: [State how, if possible, unrestricted access to unclassified systems can be used to access the domain, e.g., unrestricted access to the key card system.]

Note 3.4.d. d: [State how, if possible unrestricted access to unclassified software can reveal classified information.]

Note 3.4.d. e: [State how, if possible unrestricted access to unclassified software can be used to access the domain, e.g., unrestricted access to the Access Control List.]

Note 3.4.d. g: [State how, if possible unrestricted access to unclassified documentation can reveal classified information.]

Note 3.4.d. h: [State how, if possible, unrestricted access to unclassified documentation can be used to access the domain, e.g., identification of vulnerabilities on the low side that applies to the high side.]

Note 3.4.e a: [state if there is any developmental software, hardware, or firmware]
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Test members included: 

	Test Results:     (check one)                                Pass                          Fail                  Retest at a later time

	Tester’s Name 
	Test Date   
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	Product/Application Name: [SITE] NMCI-Classified Site

	Requirement Nr(s): SRD/TM section 3.5

	Test Case # Personnel Security

	Evaluation Procedure

	Req 3.5.a.   Determine that personnel security is provided in accordance with the applicable personnel security regulations identified in SECNAVINST 5510.30A.

a.  Are all user’s who have access to the information residing on the
YES        NO ___ N/A ___ information system cleared to the classification level of that information?

b.  Are all personnel with physical access to the system cleared for the highest
YES        NO ___ N/A ___ classification level of information processed, stored, or transmitted

or are under escort while able to access the information system?

c.  Has the NMCI Site ISSM confirmed with the Security Manager that a personnel security
YES        NO ___ N/A ___ program is implemented in accordance with SECNAVINST 5510.30A?

d.  Are all personnel associated with the system subject to a personnel security program
YES        NO ___ N/A ___      and have appropriate clearance for the data and systems accessed?

e.  Is a list maintained of all persons who have access to the area(s) in which the system(s) are 
YES        NO ___ N/A ___ located and the list shows the level of access of each individual and is kept current at all times?

f.  Are all unescorted personnel with access to the system or system area validated to hold a 
YES        NO ___ N/A ___ clearance or access authorization equal to or higher than the highest classification

of all categories of information on the system(s)?

g.  Are maintenance and cleaning personnel cleared?
YES        NO ___ N/A ___ 

h.  If maintenance and cleaning personnel are not cleared, are they escorted?
YES        NO ___ N/A ___

i.  Has corrective action been taken for all security violations reported within the past year?
YES        NO ___ N/A ___

j.  Have all users signed a NMCI User Agreement for this NMCI domain? 
YES        NO ___ N/A ___

k.  Are signed User Agreements maintained on file for at least one year?
YES        NO ___ N/A ___



	Expected Results

	Req 3.5.a .a-k: YES.



	Notes/Actual Results

	Note 3.5.a. a: [State whether all users on the NMCI-Classified domain who have access to classified information are cleared to the SECRET level.]

Note 3.5.a. b: [State whether all persons having access to the NMCI-Classified domain have clearance.]

Note 3.5.a. c: [Reference a site personnel security instruction if available, if not what evidence exists to show a personnel program exists.]

Note 3.5.a. d: [State whether all personnel are subject to a personnel security program.]

Note 3.5.a. e: [State whether access control lists for classified processing areas.]
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Note 3.5.a. f: 

Note 3.5.a. g: 

Note 3.5.a. h: 

Note 3.5.a. i: [State or reference documents that address corrective actions.]

Note 3.5.a. j: [State where the user agreements are maintained.]

Note 3.5.a. k: 

Test members included: 

	Test Results:     (check one)                               Pass                         Fail                    Retest at a later time

	Tester’s Name  
	Test Date    
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	Product/Application Name: [SITE] NMCI-Classified Site

	Requirement Nr(s): SRD/TM section 3.6

	Test Case # Procedural Security

	Evaluation Procedure

	Req 3.6.a. Inspect that the information system functions so that each user has access to all of the information to which the user is entitled (by virtue of clearance, formal access approval), but to no more.  In the case of "need-to-know" for classified information, access must be essential for accomplishment of lawful and authorized Government purposes.

a.  Are there access control features in place?
YES        NO ___ N/A ___

b.  Are these access control features automated?
YES        NO ___ N/A ___

c.  Is access based on a need-to-know?
YES        NO ___ N/A ___

d.  Has the site verified that all administrator accounts are assigned according to their
YES        NO ___ N/A ___ assigned role with this site?

e.  Has the domain verified that the administrator accounts are assigned according to the 
YES        NO ___ N/A ___ enterprise tiered administrator policy?
f.  Is access removed upon termination of a job function and the personnel debriefed, required
YES        NO ___ N/A ___ to return all material related to operations, and required to execute a security termination statement?

g.  Is access to programs and software applications restricted to a need-to-know basis?
YES        NO ___ N/A ___

h.  Is access to password files restricted to only systems administrators and/or 
YES        NO ___ N/A ___ designated security officers (i.e., printed and electronic)?

i.  Are passwords protected to a level equal to or greater than the level for the most 
YES        NO ___ N/A ___ sensitive information on the system?

j.  Are all magnetic media which were used to store classified information overwritten, 
YES        NO ___ N/A ___ declassified, or destroyed when no longer needed?

k.  Is access to key distribution software and encryption systems (Icarus, Kerberos, PGP, 
YES        NO ___ N/A ___   DES, etc.) limited to a minimum of properly cleared administrative or security personnel?

Req 3.6.b. Inspect that contingency plans are developed and tested to ensure that information system security controls function reliably and, if not, that adequate backup functions are in place to ensure that security functions are maintained continuously during interrupted service.  Inspect that if data is modified or destroyed, procedures are in place to recover.

a.  Does a NMCI Enterprise Contingency Plan exist? 
YES        NO ___ N/A ___

b.  Does a NMCI Site-tailored Contingency Plan exist that was derived from the NMCI
YES        NO ___ N/A ___ Enterprise Contingency Plan?

c.  Has the Contingency Plan been tested in the operational site?
YES        NO ___ N/A ___

d.  If currently enacted functions (automated or not) fail, are backup functions
YES        NO ___ N/A ___     available as contingency?
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e.  Has the NMCI IT ISSM reviewed and approved the NMCI Contingency Plan to ensure
YES   

     NO ___ N/A ___ that it provides adequate procedures and mechanisms that can be used to backup and

restore information?

f.  Is another system used to avoid interruption of important processing, if the system
YES        NO ___ N/A ___      were destroyed, or in need of repair?

g.  Are backups made of critical applications on a regular basis?
YES        NO ___ N/A ___

h.  Are backups stored off-site, and the security posture of the off-site location is 
YES        NO ___ N/A ___ adequate for their storage?

i.  Do current contingency plans exist for the system which covers all anticipated
YES        NO ___ N/A ___ emergency situations, backups, and disaster recovery?

j.  Does a system backup plan exist which (a) identifies critical and vital files which must be 
YES        NO ___ N/A ___ backed up, to include how the media containing those files are to be marked, (b) identifies

essential documentation that must be available in the event the primary processing site is

unavailable, (c) establishes the frequency of backups and rotation schedule of the backup

media, (d) provides for off site storage of the backed up media and essential documentation,

(e) contains information relating to security of the backed up media, to include while being

transported to/from the off-site location, and (f) contains information regarding a backup

computer facility?

k.  Does a Disaster Recovery Plan exist that (a) establishes evaluation criteria for 
YES        NO ___ N/A ___ determining the extent of disruption of functions and operations, (b) identifies backup

processing site(s), (c) covers the safeguarding or destruction of classified or sensitive

information in the event that the primary site must be evacuated, (d) provides detailed plans

for the movement of personnel and the backup media/documentation to the backup

processing site, and (e) provides guidance for testing the plan?

l.  Does the Contingency Plan deal with less than catastrophic occurrences as well as 
YES        NO ___ N/A ___ major catastrophic events?

m.  Are responsibilities clearly and unambiguously assigned in the Contingency Plan?
YES        NO ___ N/A ___

n.  Does the organization's Contingency Plan clearly outline the amount of downtime that 
YES        NO ___ N/A ___ can be tolerated before disaster is declared?

o.  Do procedures exist to recover a deleted data file?
YES        NO ___ N/A ___

p.  Have procedures for recovering a deleted data file been tested to ensure recoverability? 
YES        NO ___ N/A ___

q.  Are procedures available for using a backup cryptologic key generator or device?
YES        NO ___ N/A ___

Req 3.6.c. Inspect that the objective of contingency planning is to provide reasonable continuity of information system support if events occur that prevents normal operations.  Inspect that the plans are tested periodically under realistic operational conditions.

a.  Does the Contingency Plan provide reasonable continuity of the system’s mission need?
YES         NO ___ N/A ___
b.  Has the contingency plan been tested under realistic operational conditions?
YES        NO ___ 

N/A ___
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c.  Has the site had to implement the contingency plan?
YES        NO ___ N/A ___

d.  Is the information in the system available when needed?
YES        NO ___ N/A ___

e.  Does the system have a tested contingency plan addressing full system restoration?
YES        NO ___ N/A ___

f.  Are selective system backups tested on regular basis (i.e., quarterly)?
YES        NO ___ N/A ___

g.  Does a current, tested, system Emergency Action Plan exist that assigns clear 
YES        NO ___ N/A ___ responsibilities for actions to be taken during the emergency situation?  Are these 

actions listed in priority order?  Is the Emergency Action plan tested frequently (i.e., annually)?
h.  Has the contingency plan been tested in the last year?
YES        NO ___ N/A ___

Req 3.6.d.  Inspect that the system provides for the extraction of any data contained in its databases about an individual, in response to a request by that individual or his or her representative, when required by the Privacy Act.

a.  Are procedures developed to approve the extraction of privacy act or other personal
YES        NO ___ N/A ___ information from the NMCI?

b.  Does the site implement procedures for the extraction of privacy act or other personal
YES        NO ___ N/A ___ information from the NMCI?

Req 3.6.e.  Inspect that power distribution panels and circuit breaker panels are clearly marked to indicate which switches control each outlet or piece of equipment.

a.  Are power distribution panels and circuit breakers clearly marked as required?
YES        NO ___ N/A ___

Req 3.6.f.  Inspect that a log is maintained of all hardware servicing and/or modifications.

a.  Is a service or modification log maintained for all the site’s NMCI hardware?
YES        NO ___ N/A ___

Req 3.6.g.  Inspect that hard disks are cleared of sensitive information before being submitted for servicing.

a.  Has the NMCI Enterprise developed procedures to properly address data remanance? 
YES        NO ___ N/A ___

b.  Are procedures in place, at the site, to properly sanitize hard disks when they can’t be
YES         NO ___ N/A ___ physically protected to the highest level of classified data stored on the disk?

c.  Are procedures in place, at the site, to properly remove sensitive but unclassified
YES        NO ___ N/A ___ information from storage media that is released to the public?

Req 3.6.h.  Inspect that all items of hardware are adequately identified and an inventory is kept.

a.  Are all hardware items identified and an inventory maintained?
YES        NO ___ N/A ___

Req 3.6.i.  Inspect that an inventory is maintained of all system software which also records the software's location.
a.  Is an inventory of all system software maintained?
YES        NO ___ N/A ___
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b.  Does the inventory record the location of the software?
YES        NO ___ 

N/A ___

Req 3.6.j.  Inspect that users are prohibited from installing freeware, shareware, or public software on the system without appropriate administrative and technical oversight.
a.  Has NMCI developed policies to restrict users from installing freeware, shareware, or 
YES        NO ___ N/A ___ public software?

b.  Does the site implement policies to restrict users from installing freeware,
YES        NO ___ N/A ___ shareware, or public software?

Req 3.6.k.  Inspect that Memorandums of Understanding exist for all site installation communications.
a.  Are all of the appropriate MOUs in place?
YES        NO ___ N/A ___

b.  Please list these MOUs and their relationship to the domain or site in the Notes below.

Req 3.6.l.  Inspect that procedures for the reliable review of human readable system output are appropriate for the operating environment and classification of the data.
a.  Does an NMCI classification guide exist? 
YES        NO ___ N/A ___

b.  Are procedures implemented for the review and marking of human readable output and
YES        NO ___ N/A ___ appropriately applied in accordance with the classification guide?

Req 3.6.m.  Inspect that the distribution of security related software, hardware, and firmware is properly controlled.
a.  Are distribution processes and procedures for software, hardware, and firmware established?
YES        NO ___ N/A ___

b.  Are distribution processes and procedures for software, hardware, and firmware 
YES        NO ___ N/A ___ implemented in the operational site?

Req 3.6.n.  Inspect that there are controls to ensure that data submitted for input originated from an approved source.
a. Are there controls to ensure that software submitted for input is approved by the ECCB?
YES        NO ___ N/A ___
Req 3.6.o.  Inspect that the following configuration management requirements for a controlled access system are applied.
a.  Is there a CM reference for the NMCI components?
YES        NO ___ N/A ___
b.  Is the developer using the CM system?
YES        NO ___ N/A ___

c.  Has the developer provided CM documentation?
YES        NO ___ N/A ___

d.  Is the CM reference to each version of the system/component unique?
YES        NO ___ N/A ___

e.  Are the system/components labeled with the CM reference?
YES        NO ___ N/A ___

f.  Does the CM documentation include a configuration list and CM Plan?
YES        NO ___ N/A ___
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g.  Does the configuration list describe the configuration items of the system/component?
YES        NO ___ N/A ___

h.  Does the CM documentation describe the method used to uniquely identify the items?
YES        NO ___ N/A ___

i.  Does the CM system uniquely identify all configuration items?
YES        NO ___ N/A ___

j.  Does the CM documentation describe how the CM system is used?
YES        NO ___ N/A ___

k.  Does the evidence demonstrate that the CM system is operating IAW the CM Plan?
YES        NO ___ N/A ___

l.  Does the CM documentation provide evidence that all configuration items have been and
YES        NO ___ N/A ___ are being effectively maintained under the CM system?

m.  Does the CM system provide measures that only authorized changes are made to
YES        NO ___ N/A ___ configuration items?

n.  Does the Certification Agent agree that the provided information meets all of the
YES        NO ___ N/A ___ requirements for content and presentation of evidence?

o.  Does the CM system track: the system/component implementation representation, design
YES        NO ___ N/A ___ documentation, test documentation, user documentation, administrator documentation, and

CM documentation?

p.  Does the CM documentation describe how configuration items are tracked?
YES        NO ___ N/A ___

Req 3.6.p.  Inspect that the following delivery and operation requirements for a controlled access system are applied.

a.  Has the developer documented procedures for delivery of the system/components?
YES        NO ___ N/A ___

b.  Does the developer use these procedures?
YES        NO ___ N/A ___

c.  Does the delivery documentation describe all procedures that are necessary to maintain
YES        NO ___ N/A ___ security when distributing versions of the system/component?

d.  Has the developer documented procedures necessary for the secure installation, generation
YES        NO ___ N/A ___ and startup of the system/component?

e.  Does the documentation describe the steps necessary for the secure installation, generation,
YES        NO ___ N/A ___ and startup of the system/components?

f.  Has the NMCI site ISSM received the secure installation, generation, and startup 
YES        NO ___ N/A ___ procedures?

g.  Has the Certification Agent determined that the installation, generation, and startup
YES        NO ___ N/A ___ procedures resulted in a secure configuration?

h.  Does the Certification Agent agree that the provided information meets all of the
YES        NO ___ N/A ___ requirements for content and presentation of evidence?

Req 3.6.q.  Inspect that the following identification of security measures requirements for a controlled access system shall be applied.

a.  Has the developer produced development security documentation?
YES        NO ___ N/A ___
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b.  Does the development security documentation describe all the physical, procedural,
YES        NO ___ N/A ___ personnel, and other security measures that are necessary to protect the confidentiality

and integrity of the system design and implementation in its development environment?

c.  Does the development security documentation provide that these security measures
YES        NO ___ N/A ___ are followed during the development and maintenance of the system?

d.  Does the Certification Agent agree that the provided information meets all of the
YES        NO ___ N/A ___ requirements for content and presentation of evidence?
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e.  Has the NMCI Site ISSM confirmed that the security measures are being applied?
YES        NO ___ N/A ___



	Expected Results

	Req 3.6.a. a-k: YES.

Req 3.6.b. a-q: YES.

Req 3.6.c.  a-h: YES.

Req 3.6.d. a-b: YES.

Req 3.6.e. a: YES.

Req 3.6.f. a: YES.

Req 3.6.g. a-c: YES.

Req 3.6.h. a: YES.

Req 3.6.i. a-b: YES.

Req 3.6.j. a-b: YES.

Req 3.6.k. a-b: YES.

Req 3.6.l. a-b: YES.

Req 3.6.m. a-b: YES.

Req 3.6.n. a: YES.

Req 3.6.o. a-p: YES.

Req 3.6.p. a-h: YES.

Req 3.6.q. a-e: YES.


	Actual Results

	Note 3.6.a. b:

Note 3.6.a. c: Access is restricted to roles and responsibilities and is provided based on group memberships.

Note 3.6.a. d: [State the evidence that the administrative accounts are correctly assigned.]

Note 3.6.a. f: [Provide a description or reference to the procedures that ensure these actions occur.]

Note 3.6.a. g: [Provide a description of any other discretionary access controls.]

Note 3.6.a. h:

Note 3.6.a. i:

Note 3.6.a. j: [State the procedures or reference to a SOP that addresses this issue.]

Note 3.6.a. k:

Note 3.6.b. b: [State whether the site has a tailored Contingency Plan and provide as appendix to the site SSAA.]

Note 3.6.b. c: [Discuss how/when the testing occurred.]

Note 3.6.b. d: [If not addressed by the NMCI-Classified Domain Contingency Plan, reference the appropriate sections of the site Contingency Plan as appropriate.]
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Note 3.6.b. f: [Describe or reference the evidence that describes the plan to use another system.]

Note 3.6.b. g: [State or reference the backup procedures and periods of execution.]

Note 3.6.b. h: [State or reference the off-site storage plan.]

Note 3.6.b. j: [State or reference the evidence that describes the plan to accomplish these tasks.]

Note 3.6.b. k: [State or reference the evidence that describes the plan to accomplish these tasks.]

Note 3.6.b. o: [State or reference the evidence that describes the plan to accomplish this task.]

Note 3.6.b. p: [State or reference the evidence that describes the plan to accomplish this task.]

Note 3.6.b. q: [State or reference the evidence that describes the plan to accomplish this task.]

11

Note 3.6.c. b: [Describe the rationale for identifying realistic operational conditions.]

Note 3.6.c. d: [Discuss the history of system down-time…]

Note 3.6.c. f: [Discuss or reference the evidence for conducting backup testing.]

Note 3.6.c. h: [Identify when the contingency plan was tested]

Note 3.6.d. b: [Describe or reference the procedures for this task.]

Note 3.6.g. b: [Describe or reference the procedures for this activity.]

Note 3.6.g. c: [Describe or reference the procedures for this activity.]

Note 3.6.h. a: [Attach or reference the inventory, if available.]

Note 3.6.i. a: [Attach or reference the software inventory, if available.]

Note 3.6.j. b: [State how the site implements this policy.]

Note 3.6.k. b: [State any MOUs in place at this site and any relationship with the NMCI-Classified Domain.]

Note 3.6.l. b: [Describe or reference the evidence that addresses this task.]

Note 3.6.m. b: [Describe or reference the evidence that addresses this task.]

Note 3.6.o. b: [Describe the evidence, or lack thereof, or CM implementation.]

Note 3.6.o. e: [State the evidence that validates the CM reference.]

Note 3.6.o. k: 

Note 3.6.o. l: 

Note 3.6.o. m:

Note 3.6.o. n:

Note 3.6.p. b: [Describe the evidence that the developer is delivering the NMCI components in accordance with approved delivery plans.]

Note 3.6.p. f: [Have you received the installation procedures?]

Note 3.6.q. e: [Describe the evidence that the developer is applying the required controlled access security requirements.]
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Test members included: 

	Test Results:     (check one)                               Pass                        Fail                    Retest at a later time          

	Tester’s Name  
	Test Date    
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	Product/Application Name: [SITE] NMCI-Classified Site

	Requirement Nr(s): SRD/TM section 3.7

	Test Case # Security Education, Training, and Awareness

	Evaluation Procedure

	Req 3.7.a. Inspect that all DoD military, civilian, and contractor personnel requiring access to the information system received DAA required security training and awareness.

a.  Has ISF developed user security education, training, and awareness in accordance with
YES        NO ___ N/A ___ the NMCI Contract?
b.  Has the DAA approved ISF SETA program?
YES        NO ___ N/A ___

c.  Does the site ISSM maintain documentation validating SETA was conducted??
YES        NO ___ N/A ___

3.7.b. Inspect that all individuals operating the system are afforded appropriate training and awareness information commensurate with their duties, responsibilities and the level of information protection required.

a.  Do users and operators receive NMCI system related security training?
YES        NO ___ N/A ___

b.  Does NMCI IA personnel (e.g., ISSM, ISSC) receive training that focuses on their
YES        NO ___ N/A ___ individual duties and responsibilities?

c.  Does the SETA address the level of information protection that is required equal to the
YES        NO ___ N/A ___ classification of the NMCI domain?

Req 3.7.c. Inspect that there is in place a security training and awareness program with training for the security needs of all persons accessing the information system.

a.  Does the SETA program include all persons accessing the system?
YES        NO ___ N/A ___

b.  Does the SETA program focus on the needs of all persons accessing the information?
YES        NO ___ N/A ___

Req 3.7.d. Inspect that the program ensures that all persons responsible for the information system and/or information, therein, and all persons who access the information system are aware of proper operational and security-related procedures and risks.  Inspect that training is designed to enhance employees' awareness of the threats to and vulnerability of the information system.

a.  Are persons responsible for the information system and/or information aware of the
YES        NO ___ N/A ___ operational and security related procedures and risks?

b.  Does SETA address the threats and vulnerabilities to the NMCI?
YES        NO __ N/A ___

c.  Has the NMCI risk assessment been incorporated into the site ISSM/ISSC SETA program?
YES        NO __ N/A ___

d.  Have all system administrative personnel received training in accordance with
YES        NO __ N/A ___ CNO WASHINGTON DC//N6// 172153Z FEB 99 SUBJ/ IA CERTIFICATION TRAINING//

e.  Does the user agreement inform the user that discussion/transmission of classified 
YES        NO __ N/A ___ information  using official telecommunications and information systems over non-secure
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circuits is prohibited; that official telecommunications and information systems are subject to COMSEC

monitoring at all times; and that use of such telecommunications and information systems

constitutes consent to COMSEC monitoring?

f.  Is the consent to monitor information provided in the orientation briefings?
YES        NO ___ N/A ___

g.  Is notification regarding consent to monitor provided in quarterly notices or Plan of the
YES        NO ___ N/A ___ Day bulletins, specific memoranda to users, periodic training programs, or in a statement

of the standard operating procedures, or other similar documentation?

h.  Does the user agreement state the uniform training and awareness policies and procedures
YES        NO __ N/A ___   to ensure all DoN NMCI activity personnel are made aware of their responsibility associated with

copyrighted computer software programs?

i.  Does the ISF user training include the dangers of malicious mobile code and the
YES        NO __ N/A ___ methods for protecting information systems from malicious mobile code?



	Expected Results

	Req 3.7.a. a-c: YES.

Req 3.7.b. a-c: YES.

Req 3.7.c. a-b: YES.

Req 3.7.d. a-i: YES.



	Actual Results

	Note 3.7.a. c: [Attach or reference evidence that SETA is conducted at the site.]

Note 3.7.b. a: [Attach or reference the training provided.]

Note 3.7.b. b: [State how this training applies to individual duties and responsibilities.]
Note 3.7.b. c: [State how the training is relevant to classified processing.]

Note 3.7.c. a:

Note 3.7.c. b:

Note 3.7.d. a: [The testor needs to validate that the site users are aware of the procedures that are to be implemented, e.g., handling of classified disks and data remanance.  The testor needs to validate that the site ISF personnel are aware of the security procedures, e.g., installing, processing, transmitting, and marking classified media, and the risks associated with non-compliance to the security requirements.]

Note 3.7.d. c: [Verify that any specific failures from the NMCI-Classified domain Risk Assessment are included in local awareness training as appropriate.]

Note 3.7.d. d: [State or provide evidence that system administrative personnel have received training.]

Note 3.7.d. e: [State or provide evidence that validates compliance with this task.]

Note 3.7.d. f: [State or reference evidence that shows consent to monitoring is provided to the users.]

Note 3.7.d. g: [Describe how consent to monitoring is provided to the users.]

Note 3.7.d. h: [State or reference evidence that validates compliance with this task.]

Note 3.7.d. i: [State or reference evidence that validates compliance with this task.]
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Test members included: 

	Test Results:     (check one)                              Pass                     Fail                    Retest at a later time

	Tester’s Name  
	Test Date    
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	Product/Application Name: [SITE] NMCI-Classified Site

	Requirement Nr(s): SRD/TM section 3.8.1

	Test Case # Information System Security Program Requirements

	Evaluation Procedure

	Req 3.8.1.a. Inspect that the DAA has implemented and maintains an overall INFOSEC program designed to ensure compliance with DoDD 5200.28.  Inspect that funding and resources are programmed for staffing, training, and support for an INFOSEC program and for implementation of information systems safeguards, as required.

a.  Is an INFOSEC program in place at the Enterprise and operational site?
YES        NO ___ N/A ___

b.  Does the INFOSEC program follow requirements of DoDD 5200.28?
YES        NO ___ N/A ___

c.  Is the INFOSEC program staffed to support command requirements?
YES        NO ___ N/A ___

d.  Are resources adequately allocated to support the INFOSEC program?
YES        NO ___ N/A ___

e.  Does the INFOSEC program fund and resource the required safeguards for the
YES        NO ___ N/A ___ level of information processed, stored, or transmitted?

f.  Is responsibility for key duties separated among individuals as much as possible?
YES        NO __ N/A ___

Req 3.8.1.b. Inspect that the information systems are protected by the continuous employment of the appropriate mix of safeguards selected for an information system that processes classified or sensitive unclassified information.  Inspect that these safeguards meet the minimum requirements as set forth in enclosure 3 of DoDD 5200.28.  The minimum requirements shall be met through automated and manual means in a cost-effective and integrated manner.  Inspect that an analysis was performed using enclosure 4 to identify any additional requirements over and above the set of minimum requirements.

a.  Did the IA program for this information system exercise requirements definition?
YES       NO ___ N/A ___

b.  Has testing shown continuous employment of these requirements?
YES        NO ___ N/A ___

c.  Do the identified requirements meet the minimum set as stated in DoDD 5200.28?
YES       NO ___ N/A ___

d.  Are these requirements appropriately allocated to manual or automation?
YES       NO ___ N/A ___

e.  Were any requirements identified above the minimum set?
YES       NO ___ N/A ___

f.  If so, are these requirements adequately justified by threat and/or Concept of Operation?
YES       NO ___ N/A ___

g.  Are all safeguards that are to be implemented and maintained documented?
YES       NO ___ N/A ___

h.  Has the system development lifecycle been controlled to ensure its integrity at all levels,
YES        NO ___ N/A ___ including the use of best commercial practices?
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Req 3.8.1.c. Inspect that the safeguarding of information processed or stored on the information systems and information system resources is accomplished through the continuous employment of safeguards consisting of administrative, procedural, physical and/or environmental, personnel, communications security, emanations security, and computer security (i.e., hardware, firmware, and software), as required by the level of classification.  Inspect that the mix of safeguards selected achieves the requisite level of security or protection.

a.  Were the appropriate safeguards from Communications Security, Computer
YES        NO ___ N/A ___ Security, Emission Security, Physical Security, Personnel Security, Procedural

Security, and Security Education, Training, and Awareness allocated to the system for the

level of information processed, stored, or transmitted?

b.  Has Certification and/or Security Testing verified and validated the
YES        NO ___ N/A ___ required level of IA is achieved?

c.  Does the Site ISSM hold individuals accountable for the confidentiality of
YES       NO ___ N/A ___ their password(s)?

Req 3.8.1.d. Inspect that there is in place a risk management program that determines how much protection is required, how much exists, and the most economical way of providing the needed protection.

a.  Was a risk management approach taken to protect the system and resources?
YES        NO ___ N/A ___

b.  Did the approach determine the threat, the current level of protection, and the
YES        NO ___ N/A ___ measures that need to be taken to protect and control the information?

Req 3.8.1.e. Inspect that no classified or sensitive unclassified data is introduced into an information system without designation of the classification and sensitivity of the data.  Inspect that approval to enter the data is obtained from the data owner where applicable.

a.  Does the information system implement labeling of data (objects)?
YES        NO ___ N/A ___

b.  Does the information system operate at system high?
YES        NO ___ N/A ___

c.  When data is entered electronically over an interface, is the interface
YES        NO ___ N/A ___ constrained to the appropriate classification level?

d.  When data is entered manually by a user, is the data classification
YES        NO ___ N/A ___ identified by a classification guide and ensured by the user?

e.  Have the interfaces and data flows been identified to the DAA?
YES        NO ___ N/A ___

f.  Has the Transitional DAA approved the Phase 2 SSAA and the Operational DAA
YES        NO ___ N/A ___ approved the Phase 3 SSAA for the system?

Req 3.8.1.f. Inspect that unclassified information while in an information system is safeguarded against tampering, loss, and destruction and is available when needed.

a.  Is unclassified data protected to the appropriate level of requirements?
YES        NO ___ N/A ___

b.  Is the NMCI implementing a process to review the susceptibility of the program and
YES        NO ___ N/A ___ function to waste, loss, unauthorized use, and misappropriation?

c.  Does this review include vulnerability assessments and equivalent reviews such as audits?
YES        NO ___ N/A ___
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Req 3.8.1.g. Inspect that access by foreign nationals to a U.S. Government-owned or U.S. Government-managed information system is authorized at least by the DoD Component Head, and is consistent with the Department of Defense, the Department of State (DoS), and the Director of Central Intelligence (DCI) policies.

a.  Has the NMCI PM, in coordination with CNO, issued policy/guidance for 
YES       NO ___ N/A ___ implementation of foreign national access to the NMCI?

b.  Are any foreign nationals accessing the information system?
YES        NO ___ N/A ___

c.  If so, has the NMCI Site ISSM verified the foreign national’s clearance and validated
YES        NO ___ N/A ___ access requirements in accordance with the NMCI policy/guidance?

Req 3.8.1.h. Inspect that safeguards are applied so that such information is accessed only by authorized persons, is used only for its intended purpose, retains its content integrity, and is marked properly as required.  When classified information is involved, the information security requirements in DoD 5200.1-R shall be met.

a.  Are safeguards in-place to address access control?
YES       NO ___ N/A ___

b.  Do the safeguards protect data for its intended purpose?
YES       NO ___ N/A ___

c.  Are integrity safeguards adequately implemented?
YES       NO ___ N/A ___

d.  Are procedures established and implemented to enforce the labeling/marking requirements?
YES       NO ___ N/A ___

Req 3.8.1.i. Inspect that mandatory statements of safeguard requirements are included, as applicable in the acquisition and procurement specifications for the information systems.  The statements are the result of an initial risk assessment, and specify the level of trust required under DoD 52O0.28-STD.

a.  Do the Service Level Agreements include a statement of safeguards?
YES        NO ___ N/A ___

b.  Was a risk assessment used to derive these requirements?
YES        NO ___ N/A ___

Req 3.8.1.j.  Inspect that periodic independent reviews of the security and protection of information systems are done to ensure compliance with stated INFOSEC goals.  Inspect that a program for conducting periodic reviews of the adequacy of the safeguards for operational, accredited information systems is established.  To the extent possible, reviews are to be conducted by persons who are independent of the user organization and of the information system operation or facility.

a.  Has a General Inspection been conducted in the last year?
YES        NO ___ N/A ___

b.  Does the NMCI Site ISSM implement NMCI approved security protections?
YES        NO ___ N/A ___

c.  Does the Site ISSM in coordination with the ISSC implement a review of the security
YES        NO ___ N/A ___ protections of the site NMCI suite of equipment?

d.  Has an independent review of the system’s security been conducted?
YES        NO ___ N/A ___

e.  Is a process implemented to review the susceptibility of the program and function
YES        NO ___ N/A ___ to waste, loss, unauthorized use, and misappropriation?
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f.  Does this review include vulnerability assessments and equivalent reviews such as audits?
YES        NO ___ N/A ___

Req 3.8.1.k. Inspect that there is an evaluation plan developed and maintained for the information system that includes the protection strategy planned, including the certification and accreditation processes showing progress towards meeting full compliance with stated security requirements through the use of necessary computer security safeguards.

a.  Is an evaluation plan developed and maintained?
YES        NO ___ N/A ___

b.  Does the plan show progress towards achieving or maintaining C&A?
YES        NO ___ N/A ___

c.  Does/Will the plan identify compliance with the stated security requirements?
YES        NO ___ N/A ___



	Expected Results

	Req 3.8.1.a. a-f: YES.

Req 3.8.1.b. a-h: YES.

Req 3.8.1.c. a-c: YES.

Req 3.8.1.d. a-b: YES.

Req 3.8.1.e. (1) a: NO, b-f: YES.

Req 3.8.1.f. a-c: YES.

Req 3.8.1.g. a-c: YES.

Req 3.8.1.h. a-d: YES.

Req 3.8.1.i. a-b: YES.

Req 3.8.1.j. a-f: YES.

Req 3.8.1.k. a-c: YES



	Actual Results

	Note 3.8.1.a a: 
Note 3.8.1.a b: 

Note 3.8.1.a c: [Describe the IA staffing at this site.]

Note 3.8.1.a d: [Describe the resource allocation at this site.]

Note 3.8.1.a. e: [State the IA program funding levels at the site.]

Note 3.8.1.a f: [Describe and site specific differences or additions to the Domain’s answer to this question.]

Note3.8.1.b. b: [The site ISSM should complete this question as YES if all of the ST&E questions are answered as expected (i.e, in compliance with the Expected Results).  All questions not in compliance require a summarization of the issue in the Actual Results of the test sheet where the question was not as expected.]

Note 3.8.1.b. d: [Describe any site variations that are exceptions to the standard NMCI-Classified architecture.]

Note 3.8.1.b. e: [State or reference evidence of requirements above those of the current NMCI-Classified (system high SECRET) architecture, e.g., Multi-Security Level Guards.]

Note 3.8.1.b. f: [If there are requirements above the currently stated set, reference evidence that documents the justification or mission need.]
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Note 3.8.1.b. g: [State or reference evidence of additional requirements, if applicable.]

Note 3.8.1.c. b: [The site ISSM should complete this question as YES if all of the ST&E questions are answered as expected (i.e, in compliance with the Expected Results).  All questions not in compliance require a summarization of the issue in the Actual Results and will require question 3.8.1.c.(b) to be answered as NO.]
Note 3.8.1.c. c: [Describe any additional information that supports the ISSM being able to hold individuals accountable.]

Note 3.8.1.e. a: NMCI does not require object labeling (i.e., electronic data classification tagging). [If the site implements object labeling please describe here.]

Note 3.8.1.e. b: NMCI has two infrastructures that operate in the system high level of either Unclassified or SECRET. [If the site operates in any mode other than system high please state so here.]

Note 3.8.1.e. c: All NMCI interfaces are constrained to the System High level (either SECRET or Unclassified).  There are interfaces from the NMCI-Classified boundary to the unclassified boundary but these are protected via TACLANE or STE cryptographic units. [The site ISSM should identify any SABI/TABI devices present at the local site that are connected to the system high NMCI.]

Note 3.8.1.e. d

Note 3.8.1.e. e: [Site ISSM should ensure the Site SSAA includes an accurate network diagram showing all interfaces.]

Note 3.8.1.g. b: [Describe how many foreign nationals are accessing NMCI-Classified at this site, if applicable.]

Note 3.8.1.h. d: [State or reference the procedures implemented to enforce labeling/marking requirements.]

Note 3.8.1.j. a: At this time ([ENTER DATE]) there has been no IG due to the NMCI just being implemented.  Red and Green Team inspections are planned.

Note 3.8.1.j. b: [Describe or reference any pertinent information.]

Note 3.8.1.j. c: [Describe the interaction between the ISSM and the ISSC at this site.]

Note 3.8.1.j. d: [State who has done a review of this site.]

Note 3.8.1.j. e: The Navy has a 1-800 hotline to report suspected fraud, waste, and abuse.
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	Test Results:     (check one)                               Pass                          Fail                  Retest at a later time          

	Tester’s Name  
	Test Date  


26

	Product/Application Name: [SITE] NMCI-Classified Site

	Requirement Nr(s): SRD/TM section 3.8.2



	Test Case # Certification and Accreditation Requirements

	Evaluation Procedure

	Req 3.8.2.a. Inspect that the appropriate DAA will accredit the information system before operation.  Inspect that the accreditation statement identifies the required confidentiality, integrity, and availability services and constraints under which the system can operate including data sensitivity, user authorization, physical and system configuration.

a.  Has/Will the DAA approve the system to operate before operation?
YES        NO ___ N/A ___

b.  Does the accreditation statement identify the required confidentiality,
YES        NO ___ N/A ___ integrity, and availability services?

c.  Does the accreditation statement include the data sensitivity, user
YES        NO __ N/A ___ authorization, physical and system configuration?

d.  Have the systems been accredited by the DAA prior to being used for production?
YES        NO ___ N/A ___

e.  If applicable, are all auto answer modems approved by the DAA?
YES        NO ___ N/A ___

Req 3.8.2.b. Inspect that the DAA reviewed and approved security safeguards of information systems and issued accreditation statement(s) for the information system(s) under the DAA's jurisdiction based on the acceptability of the DAA-approved set of security safeguards for the information system.

a.  Did the DAA review and approve the security safeguards?
YES        NO ___ N/A ___

b.  Did the DAA issue the accreditation statement based on these safeguards?
YES        NO ___ N/A ___

3.8.2.c. Inspect that the accreditation of an information system is supported by a certification plan, a risk analysis of the information system in its operational environment, an evaluation of the security safeguards, and a certification report, all approved by the DAA.

a.  Will the accreditation be supported by a certification plan?
YES        NO ___ N/A ___

b.  Is the accreditation based upon a risk analysis in its operational environment?
YES        NO ___ N/A ___

c.  Is the accreditation based upon an evaluation of the security safeguards?
YES        NO ___ N/A ___

d.  Will the accreditation be based upon a certification report (i.e., system and site)?
YES        NO ___ N/A ___

e.  Has the DAA approved the certification plan, risk analysis, evaluation,
YES        NO ___ N/A ___ and a certification report?

f.  Has a security analysis been conducted and documented on the NMCI?
YES        NO ___ N/A ___

g.  Has a Site security architecture assessment been conducted and documented?
YES        NO ___ N/A ___
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h.  Is the security of the sites internal and external system’s interfaces described?
YES        NO ___ N/A ___

Req 3.8.2.d. Inspect that security policy is considered throughout the life cycle of an information system from the beginning of concept development, through design, development, operation, and maintenance until replacement or disposal.

a.  Was a security policy established for the information system?
YES        NO ___ N/A ___

b.  Does the security policy cover the life-cycle of the system?
YES        NO ___ N/A ___

c.  Is the system’s security policy fully specified as testable requirements?
YES        NO ___ N/A ___

d.  Does the documentation prove that the security specification, design, and implementation
YES        NO ___ N/A ___ are sufficient to fulfill the security policies?

Req 3.8.2.e. Inspect that accreditation of the information system(s) is performed by competent management personnel in a position to balance operational mission requirements and the residual risk of system operation.   Inspect that all accreditation decisions are documented and contain a statement of residual risk.

a.  Who performed the accreditation efforts?

b.  Does this individual/team have the position to balance operational mission
YES        NO ___ N/A ___ requirements and the residual risk of system operations?

c.  Is the accreditation documented?
YES        NO ___ N/A ___

d.  Does the accreditation statement identify the level of residual risk?
YES        NO ___ N/A ___

Req 3.8.2.f. Inspect that certification of the information system is performed and documented by competent personnel in accordance with specified criteria, standards and guidelines.

a.  Who performed the certification effort?

b.  Was the certification performed in accordance with the Department of
YES        NO ___ N/A ___ Defense Information Technology Security Certification and Accreditation

Process and OPNAVINST 5239.1B?

Req 3.8.2.g. Inspect that data processed, stored and transmitted by information systems is adequately protected with respect to requirements for confidentiality, integrity, availability and privacy.

a.  Has the Test and Evaluation activities verified and validated that
YES        NO ___ N/A ___ confidentiality, integrity, availability, and privacy are achieved?

b.  If not, does the residual risk assessment discuss the vulnerabilities to the
YES        NO ___ N/A ___ data processed, stored, and/transmitted?

Req 3.8.2.h. Inspect that the information system developer is responsible for ensuring the early and continuous involvement of the users, information system security officers, data owners, and DAA(s) in defining and implementing security requirements of the information system.

a.  Was the Program Manager involved in establishing the security requirements of the NMCI?
YES        NO ___ N/A ___

b.  Were the users, security officers, and data owners involved in defining requirements?
YES        NO ___ N/A ___
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Req 3.8.2.i. Inspect that at each milestone decision point, INFOSEC requirements are discussed in sufficient detail and tailored to the milestone under review and the complexity of the project.  The discussions specifically addressed the issues of confidentiality, integrity and availability.

a.  Were any milestone decision points established?
YES        NO ___ N/A ___

b.  Was confidentiality, integrity, and availability discussed as part of the reviews?
YES        NO ___ N/A ___

Req 3.8.2.j. Inspect that if security features above class C2 are required for an information system, based on the risk assessment procedure described in enclosure 4, a timetable for meeting these more stringent requirements shall be determined on an individual system basis and submitted to the DAA for approval.  These requirements shall be met either by implementing trusted computer products listed on the EPL or by using a product not on the EPL that has security features that meet the level of trust required for the information system.  In either case, to assess whether adequate security measures have been taken to permit the information system to be used operationally, an accreditation must be accomplished and approved by the cognizant DAA.

a.  Are there any components of the architecture that require security features above C2?
YES        NO ___ N/A ___

b.  If so, is there a process to address these additional requirements?
YES        NO ___ N/A ___

Req 3.8.2.k. Inspect that changes affecting the security of an information system are anticipated.  Inspect that any changes to the information system or associated environment that affect the accredited safeguards or result in changes to the prescribed security requirements require reaccredidation.

a.  Is Configuration Control required for this information system?
YES        NO ___ N/A ___

b.  If so, has the configuration management process proven to be repeatable?
YES        NO ___ N/A ___

c.  Is it understood by the site that changes to the information system require
YES        NO ___ N/A ___    ECCB approval and government direction prior to implementation due to the impact to the 

risk acceptance process?

d.  Is it understood by the site that changes that can impact the security posture of the
YES        NO ___ N/A ___ NMCI includes the associated environment (i.e., the application of physical, 

personnel, procedural, and SETA requirements) and not just the technical configuration?

Req 3.8.2.l. Inspect that reaccredidation will take place before the revised system is declared operational.  Minimally, an information system shall be reaccredited every 3 years, regardless of changes.

a.  Is it understood that reaccredidation is required before operation continues after
YES        NO ___ N/A ___ implementing a change to the system or its associated environment?

b.  Is the 3 year reaccreditation requirement enforced?
YES        NO ___ N/A ___

Req 3.8.2.m. Inspect that accreditation is performed when information systems are interconnected to other previously accredited information systems and networks.  Inspect that the DAA ensures that operation of the resultant system does not incur any additional unacceptable risk.
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a.  Is this information system interconnected to other systems?………….YES        NO ___ N/A ___

b.  Are the other systems accredited by a DAA?
YES        NO ___ N/A ___

c.  Was/is the NMCI Site accredited prior to connection to these other systems?
YES        NO ___ N/A ___

d.  Was the DAA made aware of any risks associated with the interconnection to
YES        NO ___ N/A ___      these other systems?

e.  Was the risk deemed acceptable by the DAA?
YES        NO ___ N/A ___

Req 3.8.2.n. Inspect that special information systems or support, such as packet switching nodes and terminal access interfaces, also must have received individual accreditation if they carry classified or sensitive unclassified information.  The Operational DAA serves as the DAA for all such information systems.

a.  Are there any special information systems such as switching or terminal access nodes?
YES        NO ___ N/A ___

b.  If so, are these components under the accreditation efforts?
YES        NO ___ N/A ___

c.  Is the appropriate DAA assigned for these components?
YES        NO ___ N/A ___

Req 3.8.2.o. Inspect whether some networks are accredited as a whole without prior accreditation of each of their component information systems.  It is necessary to treat a network as unified when some of its component information systems are so specialized or dependent on other components of the network for security support that individual accreditation of such components is not possible or meaningful with respect to secure network operation.  In order to be accredited, a unified network shall possess a coherent network security architecture and design, and it should be developed with an attention to security requirements, mechanisms, and assurances commensurate with the range of sensitivity of information for which it is to be accredited.

a.  Is the NMCI accredited on a site basis?
YES        NO ___ N/A ___

b.  Is the NMCI accredited as a unified network?
YES        NO ___ N/A ___

c.  Is a coherent network security architecture provided that addresses the requirements?
YES        NO ___ N/A ___

Req 3.8.2.p. Inspect that the recommended approach for accrediting a unified network is to apply enclosure 4 of DoDD 5200.28 to the entire network to derive an evaluation class.

a.  Is the appropriate set of requirements applied to the NMCI architecture?
YES        NO ___ N/A ___

Req 3.8.2.q. Inspect that accreditation of computers embedded in a system may be at the system level.

a.  Are there any embedded components of the NMCI architecture?
YES        NO ___ N/A ___

b.  If so, are these components accredited at the system level?
YES        NO ___ N/A ___
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	Expected Results

	Req 3.8.2.a. a-e: YES.

Req 3.8.2.b. a-b: YES.

Req 3.8.2.c. a-h: YES.

Req 3.8.2.d. a-d: YES.

Req 3.8.2.e. a: An individual or organization can be defined as supporting or provided the accreditation statements, b-d: YES.

Req 3.8.2.f. An individual or organization can be identified who performed the certification, b: YES.

Req 3.8.2.g. a: YES, b: N/A.

Req 3.8.2.h. a-b: YES.

Req 3.8.2.i. a-b: YES.

Req 3.8.2.j. a-b: YES.

Req 3.8.2.k. a-d: YES.
Req 3.8.2.l. a-b: YES.

Req 3.8.2.m. a-e: YES.

Req 3.8.2.n. a: NO, b-c: N/A.

Req 3.8.2.o. a: YES, b: NO, c: YES.

Req 3.8.2.p. a: NO.

Req 3.8.2.q. a: NO, b: N/A.



	Actual Results

	Note 3.8.2.c. g: [Site SSAA addendum should include a network topology which will be validated by the site ISSM and used by the NMCI IT ISSM to ensure compliance with the NMCI accreditation.]

Note 3.8.2.c. h: The NMCI Site SSAA discusses the internal and external system interfaces in the Network Topology.

Note 3.8.2.k. c:

Note 3.8.2.k. d:

Note 3.8.2.m. a: [The site SSAA addendum section 3 should be consistent with the interconnections stated here:]

Note 3.8.2.m. b: Part of the NMCI Connection Approval Process (NCAP) requires the legacy BAN to be accredited prior to connection to the NMCI.

Note 3.8.2.m. c: 
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Test members included: 

	Test Results:     (check one)                              Pass                           Fail                  Retest at a later time

	Tester’s Name  
	Test Date  
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	Product/Application Name: [SITE] NMCI-Classified Site

	Test Class:             Operational                         Configuration                               Exploitation

	Requirement Nr(s): SRD/TM section 3.8.3



	Test Case # Designated Approving Authority Role Requirements

	Evaluation Procedure

	Req 3.8.3.a. Inspect that a DAA is designated as responsible for the overall security of the information system, accrediting information systems under his or her jurisdiction, and for ensuring compliance with security requirements.

a.  Has a Developmental DAA or operational DAA been assigned for this system?
YES        NO ___ N/A ___

b.  Has the DAA(s) been briefed on the compliance of the system with the
YES        NO ___ N/A ___    security requirements?

c.  Are personnel involved in the development, accreditation, and use of the NMCI held
YES        NO ___ N/A ___ accountable for all operational aspects that have clearly defined responsibilities?

Req 3.8.3.b. Inspect that the DAA ensures that all the safeguards required, as stated in the accreditation documentation for each information system, are implemented and maintained.

a.  Has the DAA reviewed the SSAA and requirements traceability and been briefed on
YES        NO ___ N/A ___ identifying the implementation of the safeguards?

b.  Has the DAA(s) been briefed on the Residual Risk of the information system?
YES        NO ___ N/A ___

Req 3.8.3.c. Inspect that the DAA identifies security deficiencies and, where the deficiencies are serious enough to preclude accreditation, takes action (e.g., allocate additional resources) to achieve an acceptable security level.

a.  Was the DAA briefed on the results of Test and Evaluation activities?
YES        NO ___ N/A ___

b.  Were any deficiencies noted that the DAA determined unacceptable?
YES        NO ___ N/A ___

c.  Are countermeasures identified and scheduled for implementation to
YES        NO ___ N/A ___  reduce the risk to acceptable levels? (Please identify deficiencies and provide 

recommended countermeasures in the Notes below.)

Req 3.8.3.d. Inspect that contractual requirements to protect classified and sensitive unclassified information are provided to the NMCI support contractors.

a.  Has the NMCI support contractors received the requirements to protect NMCI information?
YES        NO ___ N/A ___

b.  Has the NMCI support contractors implemented the requirements to protect
YES        NO ___ N/A ___ NMCI information? 

Req 3.8.3.e. Inspect that the DAA ensures that data ownership is established for each information system, to include accountability, access rights, and special handling requirements.
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a.  Does the accreditation of the system include data ownership, accountability,
YES        NO ___ N/A ___  access rights, and special handling requirements?

b.  Does the SSAA provide this information?
YES        NO ___ N/A ___

Req 3.8.3.f. Inspect that the DAA supports the Naval Computer Incident Response Team’s program.

a.  Does the IA program under the DAA enforce OPNAVINST 2201.2 and
YES        NO ___ N/A ___ Navy IA Pub 5239-19?

b.  Does the IA program implement a reporting chain for incidents?
YES        NO ___ N/A ___

c.  Does the NMCI Global ISSM have the points of contact at the Fleet Information
YES        NO ___ N/A ___  Warfare Center available for contact in case of an incident?

d.  Is the process for IAVA implementation working properly? (if not, explain below)
YES        NO ___ N/A ___

Req 3.8.3.g. Inspect that the DAA ensures that an Information System Security Manager/Coordinator (ISSM/ISSC) is named for each information system, and that he or she receives applicable training to carry out the duties of this function.  Inspect that the ISSM/ISSC does not report to operational elements of the information system over which security requirements must be enforced.

a.  Has the DAA assigned an ISSM for the system?
YES        NO ___ N/A ___

b.  Has the ISSM received any training on an ISSM’s roles and responsibilities?
YES        NO ___ N/A ___

c.  Has ISF provided the ISSCs with training on their roles and responsibilities?
YES        NO ___ N/A ___

d.  Does the ISSM report to operational elements outside of the information
YES        NO ___ N/A ___ system’s operation?

e.  To whom does the ISSM report?



	Expected Results

	Req 3.8.3.a. a-c: YES.

Req 3.8.3.b. a-b: YES.

Req 3.8.3.c. a-c: YES.

Req 3.8.3.d. a: YES.

Req 3.8.3.e. a-b: YES.

Req 3.8.3.f. a-c: YES.

Req 3.8.3.g. a-d: YES, e: an individual is identified as to whom the ISSO reports.



	Actual Results

	Note 3.8.3.a. c:

Note 3.8.2.f. d: [ISSM needs to explain how the process is working]

Note 3.8.3.g. a: The NMCI ISSM is NETWARCOM

Note 3.8.3.g. b: The NMCI ISSM has received 

Note 3.8.3.g. c:

Note 3.8.3.g. d: The NMCI ISSO reports directly to the operational DAA.
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Test members included: 

	Test Results:     (check one)                               Pass                        Fail                    Retest at a later time          

	Tester’s Name  
	Test Date  
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	Product/Application Name: [SITE] NMCI-Classified Site

	Requirement Nr(s): SRD/TM section 3.8.4.



	Test Case # Information System Security Officer Role Requirements

	Evaluation Procedure

	Req 3.8.4.a. Inspect that the ISSM and ISSC ensures that the information system is operated, used, maintained, and disposed of in accordance with internal security policies and practices.

a.  Are the ISSM and ISSC’s duties clearly defined?
YES        NO ___ N/A ___

b.  Has the ISSM and ISSC received education on the internal security policies and practices in
YES        NO ___ N/A ___ support of the information systems for which he/she is responsible?

c.  Does the ISSM or ISSC’s duties include ensuring the operation, use, maintenance, and
YES        NO ___ N/A ___  disposal complies with the internal security policies and practices?

Req 3.8.4.b. Inspect that the ISSM has the authority to enforce security policies and safeguards on all personnel having access to the information system for which the ISSM has cognizance.

a.  Does the ISSM have the authority to enforce the safeguards and policies?
YES        NO ___ N/A ___

b.  Is the ISSM designated in writing? 
YES        NO ___ N/A ___

Req 3.8.4.c. Inspect that the ISSM ensures that users have the required personnel security clearances, authorization and need-to-know, have been indoctrinated, and are familiar with internal security practices before access to the information system.

a.  Does the ISSM validate user clearances before allowing system access?
YES        NO ___ N/A ___

b.  Does the ISSM validate need-to-know for the information on the system?
YES        NO ___ N/A ___

c.  Does the ISSM validate the users have been briefed on local site security
YES        NO ___ N/A ___ practices and procedures and retain on file the signed user agreement prior to allowing

 access to the system? 

Req 3.8.4.d. Inspect that the ISSM ensures that audit trails are reviewed periodically.

a.  Does a process exist that allows the ISSM the ability to review audit trails periodically? 
YES        NO ___ N/A ___

Req 3.8.4.e. Inspect that the ISSM begins protective or corrective measures if a security problem exists.

a.  Is the ISSM involved in the pre-incident preparation, incident detection, incident response
YES        NO ___ N/A ___ (containment, eradication, and recovery), and reporting requirements as outlined in

NMCI Incident Response Plan?

b.  Is there a process by which the ISSM applies security-related alerts issued by
YES        NO ___ N/A ___ FIWC/CERT and implemented on the NMCI Enterprise?

Req 3.8.3.f. Inspect that the ISSM reports security incidents in accordance with DoD 5200.1-R and to the DAA when an information system is involved.

a.  Does the ISSM report security incidents in accordance with NMCI
YES        NO ___ N/A ___ Incident Response Plan (which supports DoD 5200.1-R)?
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b.  How are security incidents reported to the DAA?
YES        NO ___ N/A ___

c.  How are reports filed in accordance with the process addressed in the IA Pub 5239-19?
YES        NO ___ N/A ___

d.  Are known viruses with countermeasures reported and documented on a monthly basis?
YES        NO ___ N/A ___

Req 3.8.3.g. Inspect that the ISSM reports the security status of the information system, as required by the DAA.

a.  Does the DAA require the ISSM to report on the status of security for the
YES        NO ___ N/A ___ information systems under the DAA’s purview?

b.  Does the ISSM provide regularly scheduled reports?
YES        NO ___ N/A ___

Req 3.8.4.h. Inspect that the NMCI IT ISSM receives risk mitigation strategies for known vulnerabilities  from the NMCI Enterprise Security Coordination Center.

a.  Does the Enterprise Security Coordination Center receive vulnerability reports from
YES        NO ___ N/A ___ Fleet Information Warfare Center?

b.  Does the Enterprise Security Coordination Center have the resources to evaluate
YES        NO ___ N/A ___ the vulnerabilities?

c.  Does the Enterprise Security Coordination Center develop risk mitigation strategies
YES        NO ___ N/A ___ to and submit to the NMCI IT ISSM for DAA review and approval?

d.  Is there a process for the NMCI IT ISSM to implement the risk mitigation strategy? 
YES        NO ___ N/A ___

Req 3.8.4.i. Inspect that the ISSM maintains a plan for system security improvements and progress towards meeting the accreditation.

a.  Does the ISSM coordinate with ISF for maintenance of the SSAA?
YES        NO ___ N/A ___

b.  Does the ISSM ensure maintenance of the system is in accordance with the SSAA
YES        NO ___ N/A ___ and is in compliance with approved policy.



	Expected Results

	Req 3.8.4.a. a-c: YES.

Req 3.8.4.b. a: YES, b: The ISSO appointment letter.

Req 3.8.4.c. a-c: YES.

Req 3.8.4.d. a: YES.

Req 3.8.4.e. a-b: YES.

Req 3.8.4.f. a-d: YES.

Req 3.8.4.g. a-b: YES.

Req 3.8.4.h. a-c: YES.

Req 3.8.4.i. a-b: YES.



	Actual Results

	Note 3.8.4.a. a:

Note 3.8.4.a. b:

Note 3.8.4.a. c:
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Note 3.8.4.b. a:

Note 3.8.4.b. b:

Note 3.8.4.c. a:

Note 3.8.4.c. b:

Note 3.8.4.c. c:

Note 3.8.4.d. a:

Note 3.8.4.e. a: 

Note 3.8.4.e. b:

Test members included: 

	Test Results:     (check one)                              Pass                          Fail                  Retest at a later time          

	Tester’s Name  
	Test Date  


38

	Product/Application Name: [SITE] NMCI-Classified Site

	Requirement Nr(s): SRD/TM section 3.8.5



	Test Case # Networked Information System’s Requirements

	Evaluation Procedure

	Req 3.8.5.a. Inspect that when information systems managed by different DAAs are interfaced or networked, a memorandum of agreement (MOA) is required that addresses the accreditation requirements for each information system involved.

a.  Is the NMCI Enterprise managed by different DAAs or interfaced to
YES        NO ___ N/A ___ information systems managed by a different DAA?

b.  Is the NMCI site managed by different DAAs or interfaced to
YES        NO ___ N/A ___ information systems managed by a different DAA?

c.  Does the NMCI Enterprise SSAA contain a copy of the signed MOA?
YES        NO ___ N/A ___

d.  Does the NMCI Site SSAA contain a copy of the signed MOA?
YES        NO ___ N/A ___

Req 3.8.5.b. Inspect that the MOA includes a description and classification of the data; clearance levels of the users; designation of the DAA who resolves conflicts among the DAAs; and safeguards to be implemented before interfacing the information systems.

a.  Does the MOA provide a description and classification of the data?
YES        NO ___ N/A ___

b.  Does the MOA identify the clearance levels of the users?
YES        NO ___ N/A ___

c.  Does the MOA identify the DAA who will resolve conflicts among DAAs?
YES        NO ___ N/A ___

d.  Does the MOA describe or reference the security features that must be
YES        NO ___ N/A ___ implemented prior to interconnection

Req 3.8.5.c. Inspect that MOAs are required when one DoD Component's information system interfaces with another information system within the same DoD Component or in another DoD Component and when a contractor's information system interfaces with a DoD Component's information system or to another contractor's information system.

a.  Is there an MOA for this NMCI site within the same DoD component?
YES        NO ___ N/A ___

b.  Is there an MOA between DoD components?
YES        NO ___ N/A ___

c.  Is there an MOA between a DoD component and a contractor?
YES        NO ___ N/A ___

Req 3.8.5.d. Inspect that if a network consists of previously accredited information systems, an MOA is required between the DAA of each DoD Component information system and the DAA responsible for the network.

a.  Does this system interconnect to previously existing networks?
YES        NO ___ N/A ___
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b.  If so, is the appropriate MOA contained in the SSAA?
YES        NO ___ N/A ___

Req 3.8.5.e. Inspect that a multi-user telecommunications network DAA is designated as responsible for the overall security of the network and determines the security and protection requirements for connection of information systems to the network.

a.  Does this system connect to a larger network under the authority of
YES        NO ___ N/A ___ another DAA?

b.  Are there defined security and protection requirements for connection to that
YES        NO ___ N/A ___ information system or network?

c.  Have these requirements been validated as part of this system’s C&A effort?
YES        NO ___ N/A ___

Req 3.8.5.f. Inspect that necessary safeguards are agreed to and implemented and the information systems accredited for interconnection before they are connected to the network.

a.  Have the interconnection security requirements been defined and agreed to?
YES        NO ___ N/A ___

b.  Have the information systems been accredited prior to connection?
YES        NO ___ N/A ___

Req 3.8.5.g. Inspect that the security of each information system connected to the network remains the responsibility of its DAA.

a.  Under the MOAs, does responsibility for the security of the connected
YES        NO ___ N/A ___ information system remain with the NMCI DAA?

Req 3.8.5.h. Inspect that the DAA responsible for the overall security of the network has the authority and responsibility to remove from the network any information system not adhering to the security requirements of the network.

a.  Has a single DAA been assigned as the lead DAA for the network?
YES        NO ___ N/A ___

b.  Does this DAA have the authority to remove an information system from the
YES        NO ___ N/A ___ network for not adhering to the security requirements?

c.  Is there a process in place to ensure ISF removes systems or components that do not 
YES        NO ___ N/A ___ adhere to the security requirements?

Req 3.8.5.i. Inspect that the network DAA ensures that interface restrictions and limitations are observed for connections between DoD Component information systems.  Inspect that connections between accredited information systems are consistent with the mode of operation of each information system, the specific sensitivity level or range of sensitivity levels for which each information system is accredited, any additional interface constraints associated with the particular interface device used for the connection, and any other restrictions required by the MOA.

a.  Are interface restrictions and limitations specified in the security
YES        NO ___ N/A ___ requirements document of the SSAA?

b.  Does the NMCI DAA enforce these restrictions and limitations on this system?
YES        NO ___ N/A ___

c.  Is the mode of operation consistent between this information system and
YES        NO ___ N/A ___ the one to which connection is being made?
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d.  Is the specified sensitivity level or range of sensitivity levels consistent?
YES        NO ___ N/A ___

e.  Were any additional interface constraints associated with a particular
YES        NO ___ N/A ___ interface device required?

f.  Were any additional restrictions required by the MOA?
YES        NO ___ N/A ___

Req 3.8.5.j. Inspect that cryptographic separation and/or equivalent computer security measures, as defined by the NSA or the DIA where applicable, is the basis for defining network interfaces and boundaries into manageable subnetworks based upon physical or logical boundaries.

a.  Are network interfaces and boundaries defined into sub networks?
YES        NO ___ N/A ___

b.  If so, are these sub networks defined by physical or logical boundaries?
YES        NO ___ N/A ___

c.  Is cryptographic separation and/or computer security measures used to
YES        NO ___ N/A ___ define these boundaries? 

Req 3.8.5.k. Inspect that networks, including all connected subnetworks, are accredited for the highest division and class of security required based on the concepts and procedures in enclosures 4 and 5 of DoDD 5200.28.

a.  Are all networks, including subnetworks, approved to process information at the
YES        NO ___ N/A ___ highest division and class of security required?

Req 3.8.5.l. Inspect that each information system is assigned an accreditation range, consisting of the set of security levels that may be associated with data it sends over the network connection.  If the accreditation range is more than a single level, the information system reliably must segregate data by level within its accreditation range, and label it accurately for transmission over multilevel interfaces.

a.  Has the NMCI boundary been defined?
YES        NO ___ N/A ___

b.  Is an accreditation range assigned?
YES        NO ___ N/A ___

c.  Is the accreditation range a single level?
YES        NO ___ N/A ___

d.  If the accreditation range is more than a single level, are SABI/TABI requirements
YES        NO ___ N/A ___ addressed

Req 3.8.5.m. Inspect that DAAs of information systems are aware that connection to a network may involve additional risks because of the potential exposure of data in their own information system to the larger community of all users of information systems in the network.  Inspect that when connecting to adjacent information systems, the operational modes and security mechanisms of those information systems are taken into consideration, beyond the simple fact of their accreditation.

a.  Has the Transitional and Operational DAA been briefed of the additional risks to
YES        NO ___ N/A ___ connecting to a network?

b.  If connected to adjacent information systems, have the modes of operation,
YES        NO ___ N/A ___ and security mechanisms been assessed for risk to this information system?

c.  Has the adjacent information system received an accreditation?
YES        NO ___ N/A ___
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Req 3.8.5.n. Inspect that connections between untrusted, unaccredited information systems, either individual computer systems or subnetworks, and other component information systems are under the same conditions in paragraph A.1.a.  Inspect that only unclassified information, which does not include sensitive unclassified information, is sent to and from the untrusted, unaccredited information systems.

a.  Are interface restrictions and limitations specified in the security
YES        NO ___ N/A ___ requirements document of the SSAA?

b.  Does the DAA enforce these restrictions and limitations on this system?
YES        NO ___ N/A ___

c.  Is the mode of operation consistent between this information system and
YES        NO ___ N/A ___ the one to which connection is being made?

d.  Is the specified sensitivity level or range of sensitivity levels consistent?
YES        NO ___ N/A ___

e.  Were any additional interface constraints associated with a particular
YES        NO ___ N/A ___ interface device required?

f.  Were any additional restrictions required by the MOA?  Please identify in the Actual 
YES        NO ___ N/A ___ results below.

g.  Is unclassified information the only information communicated with any
YES        NO ___ N/A ___ untrusted, unaccredited information systems?



	Expected Results

	Req 3.8.5.a. a-c: YES.

Req 3.8.5.b. a-d: YES.

Req 3.8.5.c. a-c: YES.

Req 3.8.5.d. a-b: YES.

Req 3.8.5.e. a-c: YES.

Req 3.8.5.f. a-b: YES.

Req 3.8.5.g. a: YES.

Req 3.8.5.h. a-b: YES.

Req 3.8.5.i. a-d: YES, e-f: NO.

Req 3.8.5.j. a-c: YES.

Req 3.8.5.k. a: YES.

Req 3.8.5.l. a-c: YES, d: N/A.

Req 3.8.5.m. a-c: YES.

Req 3.8.5.n. a-g: YES.



	Actual Results

	Note 3.8.5.a. b: [Please state any other systems interfaced to the NMCI that are under another DAA.]

Note 3.8.5.d. a: 

Note 3.8.5.d. b: 

Note 3.8.5.e. a: 

Note 3.8.5.e.b: 

Note 3.8.5.e.c: 

Note 3.8.5.f. a: 

Note 3.8.5.f. b:
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Note 3.8.5.i. d:

Note 3.8.5.i. e:

Note 3.8.5.k. a: 

Note 3.8.5.n. e:

Note 3.8.5.n. f:

Note 3.8.5.n. g:

Test members included: 

	Test Results:     (check one)                              Pass                         Fail                    Retest at a later time

	Tester’s Name  
	Test Date    


43

1

