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                                                Ser 13/2SC12429.02

                                                12 Nov 02

From:  Deputy Assistant Judge Advocate General (Administrative Law)

To:    Ethics Counselors and Judge Advocates

Subj:  ETHICS-GRAM 02-08 – USE OF GOVERNMENT COMPUTERS

Ref:   (a) 5 C.F.R. 2635.704, Use of Government Property

       (b) DOD 5500-7R (Joint Ethics Regulation), § 2-301

1.  Purpose.  Currently, there is no comprehensive guidance within the Navy regulating the use of government computers and related assets.  This ethics-gram draws from DOD and other sources to provide a comprehensive discussion of what uses are and are not authorized.  

2.  The Basics.  Except as limited by statute or regulation, Federal agencies possess the discretion to promulgate departmental regulations governing the use of government resources.  OGE Informal Advisory Letter 93 X 6, 1993 WL 721226, Mar. 10, 1993.  Reference (a) states that “an employee has a duty to protect and conserve Government property and shall not use such property, or allow its use, for other than authorized purposes.”  Regarding computers specifically, reference (b) clarifies this guidance by stating, “Federal Government communication systems and equipment (including Government owned telephones, facsimile machines, electronic mail, internet systems, and commercial systems when use is paid for by the Federal Government) shall be for official use and authorized purposes only” (emphasis in the original).

    a.  Reference (b) defines “official use” as “emergency communications and communications that the DoD Component determines are necessary in the interest of the Federal Government.  Official use may include, when approved by theater commanders in the interest of morale and welfare, communications by military members and other DoD employees who are deployed for extended periods away from home on official DoD business.”  

    b.  Reference (b) defines “authorized purposes” as “brief communications made by DoD employees while they are traveling on Government business to notify family members of official transportation or schedule changes.  They also include personal communications from the DoD employee's usual work place that are most reasonably made while at the work place (such as checking in with spouse or minor children; scheduling doctor and auto or home repair appointments; brief internet searches; e‑mailing directions to visiting relatives) when the Agency Designee permits [such] categories of communications....”  These categories must:

· be on a non-interference basis;

· be “of reasonable duration and frequency, and whenever possible, made during the DoD employee's personal time such as after duty hours or lunch periods;” and

· “serve a legitimate public interest (such as keeping DoD employees at their desks rather than requiring the use of commercial systems;  educating the DoD employee on the use of the communications system; improving the morale of DoD employees stationed for extended periods away from home; enhancing the professional skills of the DoD employee; job-searching in response to Federal Government downsizing).”

    c.  Reference (b) also states that authorized uses, as outlined above, should “not put Federal Government communications systems to uses that would reflect adversely on DoD or the DoD Component (such as uses involving pornography; chain letters; unofficial advertising, soliciting or selling except on authorized bulletin boards established for such use; violations of statute or regulation; inappropriately handled classified information; and other uses that are incompatible with public service); and...[d]o not overburden the communication system (such as may be the case with broadcasts and group mailings), [and] create no significant additional cost to DoD or the DoD Component.”

    d.  Regarding unofficial, personal long distance communications, reference (b) states that:

· Charges must be “to the DoD employee's home telephone number or other non‑Federal Government number (third number call);” or

· “Made to a toll‑free number;” or

· “Reversed to the called party if a non‑Federal Government number (collect call);” or

· “Charged to a personal telephone credit card;” or

· “Otherwise reimbursed to DoD or the DoD Component in accordance with established collection procedures.”

3.  By way of illustration.  The Department of Defense, Office of General Counsel, Standards of Conduct Office, (DOD SOCO) recently released a document on its website (http://www.defenselink.mil/dodgc/defense_ethics) entitled “The Encyclopedia of Ethical Failure.”  Under the heading           “Misuse of Email,” DOD SOCO offered the following illustrative synopsis:
A Department of Defense (DoD) employee inadvertently received an email message from another employee, whom she didn’t know.  The message went into great detail regarding a private business venture that the employee was conducting with a third employee.  The recipient promptly forwarded the email to Inspector General, who investigated and determined that the writer of the message was using the Government email system for his own private business use.  The employee was warned, but continued his activities even after counseling, and was subsequently removed from his position.

Paragraph 2-301 of DoD 5500.7-R, Joint Ethics Regulation, restricts use of Department of Defense communications systems to official and authorized purposes only.  Supervisors may allow limited personal use of DoD email systems under certain circumstances and when such use does not overburden the communications system, create significant additional costs, and is of reasonable duration and frequency.

4.  Navy-Specific Guidance.  The most current Navy-specific guidance in this area is contained in an ALLANTFLT message 241350Z AUG 99.*  A copy of this message is included as an appendix to the DOD 2002 Ethics Counselor Deskbook which also covers these issues and is available at:

http://www.defenselink.mil/dodgc/defense_ethics/resource_library/2002Deskbook/government_resources.doc 

*For your convenience, a copy of the message is also reprinted below.
5.  Business Cards.  The Assistant Secretary of the Navy, Financial Management and Comptroller (ASN(FM&C)), in a memo dated 8 Jul 98, directed that “DON appropriated funds, with one exception, are not available for the procurement of business cards for DON military or civilian employees.  The restrictions on the use of appropriated funds exclude both traditional printing, as well as the specific procurement of software or consumables to enable desk-top publishing of business cards.  These restrictions do not prevent a DON employee from using Government computers, existing software, and off-the-shelf consumables to print business cards when the criteria of [the JER § 2-301(b)] are met.”  The one limited exception referred to in this guidance applies to recruiters directly engaged in recruiting.

    a.  The 8 Jul 98 ASN(FM&C) memo goes on to clarify that any proposed use of Government computers to print business cards must be approved in advance by the agency designee and specifically states that to comply with the JER, the employee must acquire the necessary card stock at their own expense.  Further, the memo discourages, but does not forbid the introduction of private software onto Government computers for this purpose.  Any introduction of private software must be in accordance with the DON Automated Information Systems Security Program and local command requirements.

    b.  A subsequent ASN(FM&C) memo dated 9 Mar 99 created one additional exception for commands where management officials who are either general or flag rank or civilian Senior Executive Service members determine that an organization or position requires business cards for the performance of official duties.  If such a determination is made then those officials may authorize the use of “existing software and agency-purchased card stock, for use in connection with official activities when the exchange of cards would facilitate mission-related business communications.”  On 26 Aug 99, ASN(FM&C) further authorized the purchase of business cards from The Lighthouse for the Blind, Inc. in cases where the purchase price is otherwise authorized and is “equivalent or less than producing the cards on a personal computer.”  

6.  Miscellaneous Uses.  Local commands may establish regulations providing additional guidance on specific internet use issues to further define authorized purposes, usage that is reasonable in duration and frequency, and uses that would reflect adversely on DOD.  
7.  Points of contact.  LCDR Gary Sharp at DSN 664-8280, (703) 604-8280, or Sharp.Gary@hq.navy.mil <mailto:Sharp.Gary@hq.navy.mil>, or LT Scotch Perdue at DSN 664-8201, (703) 604-8201, or Perdue.William@hq.navy.mil. 

                                  /s/

                                  ERIC E. GEISER

R 241350Z AUG 99

FM: CINCLANTFLT NORFOLK VA//N01//

Subject: INTERNET POLICY//                                           

UNCLAS  //N02300//

ALLANTFLT 026/99

MSGID/GENADMIN/CINCLANTFLT//

SUBJ/INTERNET POLICY//

REF/A/DOC/DOD/30AUG93//

AMPN/REF A DOD DIRECTIVE 5500.7-R, JOINT ETHICS REGULATIONS, SECTION 2-301.//

RMKS/1.  GOVERNMENT INFORMATION SYSTEMS NOW PERMIT THE OPPORTUNITY TO REENGINEER THE FUNDAMENTAL PROCESS TO CREATE, MANAGE, AND RETRIEVE INFORMATION.  TO THAT END, CINCLANTFLT PROMULGATES THE FOLLOWING POLICY ON INTERNET ACCESS AND USE OF GOVERNMENT INFORMATION SYSTEMS.  THIS POLICY CAN BE SUMMARIZED AS FOLLOWS:  PROMOTE THE WIDEST PERMISSIBLE USE OF GOVERNMENT INFORMATION SYSTEMS TO ACCESS AND EXCHANGE INFORMATION IN AN AUTOMATED ENVIRONMENT.  THIS INCLUDES, BUT IS NOT LIMITED TO, ACCESSING THE INTERNET, BROWSING THE WORLD WIDE WEB, AND COMMUNICATING VIA ELECTRONIC MAIL.

2.  CONSISTENT WITH THE LEGAL AND SECURITY RULES DESCRIBED BELOW, FLEET PERSONNEL, MILITARY AND CIVILIAN, ARE ENCOURAGED TO USE THEIR GOVERNMENT COMPUTERS TO ACCESS THE INTERNET AND DEVELOP THEIR INFORMATION SKILLS PROVIDED THAT USE IS OF A REASONABLE DURATION AND FREQUENCY, AND WHENEVER POSSIBLE, MADE DURING PERSONAL TIME.  REF A SUPPORTS THIS APPROACH AND RECOGNIZES THAT OFFICIAL USES OF INFORMATION SYSTEMS INCLUDE USES THAT PREVIOUSLY MAY HAVE BEEN INTERPRETED AS PERSONAL USES.  CONSISTENT WITH REF A, ANY PERMISSIBLE USE OF THE INTERNET ENHANCES THE USERS' PROFESSIONAL SKILLS.

3.  PERMISSIBLE USES ARE DEFINED TO INCLUDE ALL USES NOT PROHIBITED BY LAW, REGULATION, INSTRUCTION OR COMMAND POLICY.  PROHIBITED USES INCLUDE (NOT AN ALL INCLUSIVE LIST):

    A.  INTRODUCING CLASSIFIED INFORMATION INTO AN UNCLASSIFIED SYSTEM OR ENVIRONMENT.

    B.  ACCESSING, STORING, PROCESSING, DISPLAYING, DISTRIBUTING, TRANSMITTING OR VIEWING MATERIAL THAT IS PORNOGRAPHIC, RACIST, PROMOTIVE OF HATE CRIMES, OR SUBVERSIVE IN NATURE.

    C.  ACCESSING, STORING, PROCESSING OR DISTRIBUTING CLASSIFIED, PROPRIETARY, SENSITIVE, FOR OFFICIAL USE ONLY (FOUO) OR PRIVACY ACT PROTECTED INFORMATION IN VIOLATION OF ESTABLISHED SECURITY AND INFORMATION RELEASE POLICIES.

    D.  OBTAINING, INSTALLING, COPYING, PASTING, TRANSFERRING OR USING SOFTWARE OR OTHER MATERIALS OBTAINED IN VIOLATION OF THE     APPROPRIATE VENDOR'S PATENT, COPYRIGHT, TRADE SECRET OR LICENSE AGREEMENT.

    E.  KNOWINGLY WRITING, CODING, COMPILING, STORING, TRANSMITTING OR TRANSFERRING MALICIOUS SOFTWARE CODE, TO INCLUDE VIRUSES, LOGIC BOMBS, WORMS AND MACRO VIRUSES.

    F.  PROMOTING PARTISAN POLITICAL ACTIVITY.

    G.  DISSEMINATING RELIGIOUS MATERIALS OUTSIDE AN ESTABLISHED COMMAND RELIGIOUS PROGRAM.

    H.  USING THE SYSTEM FOR PERSONAL FINANCIAL GAIN, SUCH AS ADVERTISING OR SOLICITATION OF SERVICES OR SALE OF PERSONAL PROPERTY WITH THE EXCEPTION OF UTILIZING A COMMAND APPROVED MECHANISM SUCH AS A WELFARE AND RECREATION ELECTRONIC BULLETIN BOARD FOR ADVERTISING PERSONAL ITEMS FOR SALE.

     I.  FUND RAISING ACTIVITIES, EITHER FOR PROFIT OR NON-PROFIT, UNLESS THE ACTIVITY IS SPECIFICALLY APPROVED BY THE COMMAND (E.G., MORALE WELFARE AND RECREATION CAR WASHES).

     J.  GAMBLING, WAGERING OR PLACING OF ANY BETS.

     K.  WRITING, FORWARDING OR PARTICIPATING IN CHAIN LETTERS.

     L.  POSTING PERSONAL HOME PAGES.

4.  ALL USERS ARE REMINDED THAT THEY HAVE NO EXPECTATION OF PRIVACY IN THEIR USE OF GOVERNMENT INFORMATION SYSTEMS.  USE OF GOVERNMENT INFORMATION SYSTEMS, INCLUDING USE OF THE INTERNET AND E-MAIL, IS SUBJECT TO MONITORING, INTERCEPTION, ACCESSING AND RECORDING, AND MAY BE PASSED TO LAW ENFORCEMENT.  ANY VIOLATION OF PARAGRAPHS 2, 3 OR 5 CAN RESULT IN DISCIPLINARY OR ADMINISTRATIVE ACTION.

5.  COMMANDERS AND COMMANDING OFFICERS HAVE THE AUTHORITY TO CONTROL OR LIMIT THE USE OF GOVERNMENT INFORMATION SYSTEMS FOR PURPOSES OF SECURITY, MORALE, GOOD ORDER AND DISCIPLINE AND TO PROMOTE THE EFFICIENCIES OF THEIR COMMAND.  TO ACHIEVE THIS, THE COMMANDING OFFICER COULD AUTHORIZE A SYSTEM ADMINISTRATOR TO BLOCK ACCESS TO SPECIFIC SITES, LIMIT INTERNET ACCESS DUE TO RESOURCE CONSTRAINTS OR REVOKE AN INDIVIDUAL'S ACCESS AND USE OF GOVERNMENT RESOURCES ALTOGETHER.  SIMILARLY, A COMMANDER COULD PLACE LIMITS ON THE SIZE AND TYPE OF ELECTRONIC FILES THAT COULD BE DOWNLOADED, SO AS TO PREVENT THE SYSTEM FROM BEING OVERBURDENED.

6.  THE FOREGOING POLICY WILL DIRECTLY IMPROVE THE PROFESSIONAL SKILLS OF OUR PERSONNEL, ENHANCE PRODUCTIVITY AND, MOST IMPORTANTLY, SUPPORT OUR MISSION BY ENSURING TIMELY ACCESS TO AVAILABLE INFORMATION.//

BT

