Certain widely used developer applications currently required to support fielded Navy applications shall be installed and run on a developer seat with sufficient administrative privileges.  Example applications that require certain server or service privileges follow.   A large part of this is due to services running on the workstation itself as the developer operates the developer tools.  Examples (not a complete list) are:

a. ORACLE Database and associated Tools 

b. CleverPath [TFW interest item]

c. BEA Web Logic [TFW interest item]

d. Visual InterDev (especially the DLL packager)

e. Polymorphic Version Control System (PVCS)

f. PeopleSoft

g. Zinc Designer

h. PC Adaptation Generator

i. VMWare

An application developer normally installs a development package for these applications that includes a local (desktop) server instance(s) or services(s) required to emulate the complete development and production environments.  This feature is required so that individual developers don’t have to be paired with a dedicated development server, at considerable cost;  and can decompose the application through a well understood work breakdown structure that identifies application sub-functions and standardized interfaces between modules (not hardware).  These modular decomposition and information hiding processes allow developers to create the application building blocks (front ends, database engines, interface glue) in parallel as accountable work teams to achieve both function and schedule.  Unit testing can also be accomplished in this manner.  The application, when it advances to integration testing, then is installed on test seats and servers to complete integration and system testing.  

Nelson, given the above and taking for granted that can only perform these functions in the Developer mode – isn’t OWA sufficient from an E-Mail perspective?  We can try for a greatly reduced cost for CITRIX access to NMCI services since already paying for everything if that would get us over the hurdle.  We aren’t going to get direct access to NMCI services while in developer mode – nor should we in my opinion.

Dave Alton Comment:
The requirement is more that just email there is a need for downloads and file sharing with personnel outside the Seat COI. Both of these functions require either direct access to the NMCI AD or access through CITRIX. I think a low cost CITRIX added to a 38 AA/AB is a workable solution. Given the reduced SLA for the 38 AA/AB this should balance the cost of CITRIX

Nelson’s Comment:  OWA is not equal to CITRIX.  If OWA via SSL is not acceptable to DAA, then we are indeed asking for ISF to establish a CITRIX server session for this CLIN in order to operate within our “sandbox” while retaining access to established NMCI services (e-mail, file and print).  If we add this to the premium already in place for a developer seat, then we need to establish the business case that this combination will not exceed the sum of 0038AC and a supporting network with CLIN 0032.  Having said that, should CITRIX services be a layered option on the developer seat cost?
a.  There is a specific issue identified for portable Developer seats that will require DAA approval.  The “all in one” approach on the developer seat also needs to be permitted for portable seats, connected to the development COI resources, while the team lead is on travel to the Sponsor in order to demonstrate new functionality against Customer expectations (sell off).  At this point, the application has not completed the required packaging and release cycle for the Sponsor to exercise.  Further, the Customer may not be a member of the Development COI so can not see the required servers.  The Sponsor has no ability at this point to load the proposed release to “kick the tires,” therefore the portable development seat is an ideal method to execute Sponsor familiarization prior to release. 

Nelson, not sure I see the problem.  We’ve acknowledged that need to be able to RAS into NMCI and still get into the appropriate Developer Seat COI.  ISF is working out the details.  Since any portable will have software VPN, it should be able to join the appropriate COI from anywhere on the network.

Dave Alton Comment:

If the RAS connection is able to access both the original Seat COI and any associated Server COI this is not an issue.

Nelson’s Comment.  I understood this was a potential DAA policy issue due to wording of the policy, not a technical issue.
b.  The Developer seats, as currently delivered, do not support the required flexibility to support the current development tools required to support fielded systems.  The degree of tailoring is not clear.  An approach similar to the B2 Pilot Test (allow all, then lock the configuration) may be helpful to discover the appropriate registry settings and file permissions for each tool or development environment, but this must be done by each claimant until enterprise initial (tailorable) solutions are catalogued.  

Nelson, not at all sure how to do this.  ISF would charge us mercilessly – and rightly so.  Can you think of a way to do this using a developer seat (either mode) and having the appropriate development group get the data?  Provided we don’t disable the security products we can get any GPO changes we need – provided we can identify and justify (link to a specific requirement/app).

Dave Alton Comment:

If Navy could reach agreement on a limited number of standard development tools then this could be done in a Lab environment. Failing that if we can let the developer who needs it operate in the Dev. profile with CITRIX for standard NMCI service this becomes a non issue. Also this issue does not apply to everyone we are currently looking at to have developers seats. Just a question can a standard seat be given access to a Server COI. 
Nelson’s Comment.  We can do this, however each existing development environment must be tried.  A LADRA like environment could be used, if the local ISF were given some latitude to “tune” the desktop to the requirement.  Given a specific development environment, and a cooperative vendor, the justification should be automatic for subsequent deliveries of the tested environment.
c.  Consideration was given to using the “Run As” facility offered by Windows 2000 to allow a user to start an application or service by supplying his/her developer userid and password while in User mode.  This may allow a developer to initially start required services or database services, however, it does not allow a User to stop an established service to adjust the application or support configuration pursuant to development.  This is, therefore, a partial solution.  A complete solution must be discovered that approaches a multilevel security window on the local box.

A tool may be available that permits SUDO, Admin or Root level permissions 

Recommendations:

a. Deploy pilot 0038AA and 0038AB seats, in small numbers, to interested major claimants so that they can evaluate  their development environment under the established DAA policies.  This “discovery” phase allows the claimants to determine the impact of established DAA policies on their specific environment..

b. Consider the establishment of a new CFE CLIN, equivalent  to CLIN 0038AA, with Gold Disk services provided by an ISF supplied CITRIX Window as part of the above trial.  The CITRIX solution provides increased security to the NMCI Trusted Enclave, while constraining the developer otherwise to COI supported connectivity.  This would assist Navy users in obtaining a badly needed technical refresh while providing a more secured COI environment, and possibly with relaxed constraints on local administrator concerns .  An NMCI wall jack would be supplied with this new seat.

Nelson, looking at this option using the 38AA/AB as the baseline – therefore comes with the seat, the wallplug and the logical COI.  Expect to pay additional for the CITRIX access but hopefully much less than 38AC on top of the 38AA/AB – or it wouldn’t be viable in my book.  Also looking at using same approach for GOTS-D and DIICOE S&T seats but expect that will take longer.

Dave Alton Comment:

The CITRIX on AA/AB was my idea and I was looking at a very low additional cost. In fact for seats were the CITRIX is added we might be able to remove some of the Gold Disk programs like Microsoft Office since these seats should not need to use it on regular bases. This along with a reduced SLA for NMCI services could offset any additional cost for CITRIX. I concur the solution is a not starter if the cost is 38 AA plus 38 AC. 
Nelson’s Comment.  Agree – remains to be seen.

c. Allow claimants to change their seat orders to utilize the more predictable, lower DAA risk, seat environments such as the hybrid seat or  terminal services seat, while these requirements are being implemented and solutions vetted.  Claimants can revisit the 0038AA and 0038AB solution when it matures, and migrate into these seats when ready.  In the meantime, these seats are not considered quarantined as 0038AC is a valid seat.

Nelson, This will be my recommendation since don’t have viable solution at the time.  However, fully expect solutions within 6 months or less.  All should order some 38AA/ABs since it is viable for a good portion of the users in my opinion.  At minimum – use it to perform the testing you indicated above.  However, this will not be a long term approval to remain on a separate network unless we can specifically identify that no other option.  (And I acknowledge that there are such cases, above and beyond DREN.)

Dave Alton Comment:

Concur, but we should get official minimum for how long we must keep a seat before we can change to a new seat type. 
Nelson’s Comment.  We have a corpus of 0038AA and 0038AB seats, and can attempt our own research, however, without ISF support, adjustments to the policies to discover what changes are needed will render them of limited use.  My user base indicates  they can live with the current offering in some instances, but are also asking for clarification as to how long they must hold the seat before they can change to AC without penalty.
d. Allow the claimants to install their development environment(s) and either consult with the application vendors or reverse-engineer the required registery and file permissions require to run the environment with appropriate restrictions.

e. Define the process to define and establish new integration environments in finite time for the developer through DAA approval.   These may be needed to support:

(1) Demonstration of new vendor tools and updates

(2) Support the application of mandated IAVAs or security updates to existing development environments, or reinstall the development environment after a forced upgrade of either the Windows Operating System as the security threat environment changes.  Nelson, can you provide more granularity – I’m lost.  
Nelson’s Comment:  The direction here is that when an IAVA is published, and the developer draws it down to adjust the OS or other seat support item, the development environment may require reloading.   Viewing the above, it may point to a more streamlined alignment of the developer seat with development environments.

(3) Support for mandated application development environments based on NMCI FAM applications reduction (used to insert development environments to migrate to the Navy enterprise solutions).

(4) Allow Navy research, development and systems integration claimants to experiment with and evaluate new tools for the Warfighter.  Nelson, I have a hard time with this one in some respects.  Developers use this as carte-blanche to do whatever they want to, even if it doesn’t tie into the strategic or directed efforts of the end-user.  Example would be Macintosh/Apple apps and computers when Navy has decidedly said “NO” to these platforms for end-user use.  Other would be developing in applications not supported by the FAMs (ie: including those already “eliminated”).  How do you recommend we word this better?
Dave Alton Comment:

This was specifically focused on scientist and engineered who are charged with developing new capabilities for Warfighter. This includes people doing research, development and testing  in things including;  hull design and performance, ship survivability, Ordnance performance, Target detection technologies(Radar/Sonar etc.), shipboard system remote monitoring, remote trouble shooting of shipboard systems, delivery of situational system performance data, and battle space visualation. This was not intended to even address systems that were directed at providing business like functions, but the personnel who do work on hull and weapons systems still need many of the services provided by NMCI and it seem a shame to build a separate support infrastructure when they can currently share infrastructure with the business systems.
Nelson’s Comment:  We need to establish policy for all environments.  Something like:

Allow Navy research, development and systems integration claimants to experiment with and evaluate new tools for the Warfighter while remaining within broad application and security policies established by the Navy.

f. Allow the application developer to create additional user account (test accounts) that may not be registered NMCI users.  A method for the developer to create these accounts locally is required, especially if a local developer domain controller is not used.  Nelson, don’t see how possible.  The developer can always request a functional account be established or a real account, but if has to be provided through NMCI then it comes at the cost of an account and it will have to be entered through the ISF.   Just have to think ahead on this one and think the functional account is the appropriate answer.
Dave Alton Comment:

Concur, a functional test account may solve the issue.

Nelson’s Comment:  Then we should ask for the “second” accounts allowed from the 0038AA and 0038AB seats for the test accounts.  Alternative may be possible if the development community has its own domain within NMCI, as the accounts could be drawn from the sub-domain.

g. Adjust the DAA policy to allow as normal use  a Developer’s portable seat to  bring newly developed applications or upgrades to the Sponsor’s or Fleet User location to troubleshoot or to demonstrate fulfillment of requirements.  This is necessary in the NMCI environment prior to investing in the formal release process as that is the path to deliver software to an NMCI seat.  Nelson, think this is already available.  They can hook into NMCI at any wallplug – in face, I can dock into any portable docking station on the network today.  We can go through specifics of what need to talk to in order to be sure can communicate with the specific servers based on placement but don’t see this as something not already covered.  Worse case would have to pay for a MAC to add the ACL for the services required.
Dave Alton Comment:

This would appear to fall in the same area as RAS connection of CLIN 38AA/AB. I understand that there have been issues with portables connecting at other than there home site and getting back to servers at the home site. I assume that this issue is either solved or on it’s way to being solved. If that is the case then no problem if not we need to discuss and understand. 
Nelson’s Comment:  That may work, still thinking about the transition case where NMCI hasn’t arrive yet.  RAS must be supported as well as wall jack.
