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Introduction

Computer information systems and networks are a vital resource of the Naval Sea Systems Command.  These policies and procedures have been established to provide detailed guidance for appropriate use of these resources.  The Naval Sea Systems Command Instruction 2300.1 and the Department of Defense Directive (DOD) Directive 5500.7-R prohibits the use of Government services and equipment for any purpose other than official use and authorized purposes.  NAVSEA personnel include military, government civilian and contractors supporting NAVSEA.  All personnel utilizing NAVSEA IT resources shall adhere to the following guidance, policies and procedures, and safeguard the information contained within these networks. 

Prohibited Uses

The following activities are expressly prohibited:

· Sending or forwarding chain mail, i.e., messages containing instructions to forward the message to others.

· Conducting personal business using command resources.

· Transmitting any content that is offensive, harassing, fraudulent or illegal.

· Using the Internet or Intranet to gain unauthorized and/or unlawful access to information or websites.

· Transmission or receipt of pornographic or other sexually explicit materials or communications.

· Using the Internet to access game sites (e.g., IWON.com, lottery.com, etc.).

· Utilizing free Internet services (e.g., Hotmail, instant messaging, etc.) for the conduct of official NAVSEA business.

· Installation of personally owned computer software on government owned computers.

· The transmission or receipt of classified data through email or the Internet on unclassified networks.

Violations

Violations of this policy or NAVSEAINST 2300.1 may result in loss of access privileges and/or disciplinary action.  In addition, NAVSEA personnel including contractors may be subject to criminal penalties if they knowingly, willfully, or negligently violate this policy or NAVSEAINST 2300.1.

Copyrights

NAVSEA personnel using the Internet are not permitted to copy, transfer, rename, add, or delete information or programs belonging to others unless given express permission to do so by the owner. 

Consent To Monitoring

THE USE OF NAVAL SEA SYSTEMS COMMAND NETWORKS AND INFORMATION SYSTEMS CONSTITUTES CONSENT TO MONITORING AT ALL TIMES.  NAVSEA networks and Information Systems are national security interest data communication systems provided for processing and communicating official U.S. government information.  Use of this system is restricted to authorized users.  NAVAL SEA SYSTEMS COMMAND networks and Information Systems will be monitored to ensure information security, system integrity, and the limitation of use to official purposes.  Information derived from system monitoring may be used as a basis for administrative, disciplinary, or criminal proceedings.  IF YOU DO NOT CONSENT TO CONTINUED MONITORING, DO NOT UTILIZE THE SYSTEM.   All communications, at one time or another, may be monitored by the Deputy Chief Information Officer for Information Assurance (DCIO-IA).

Computer Viruses

Computer viruses are programs designed to make unauthorized changes to programs and data or perform other unauthorized acts and can cause destruction of corporate resources.  Downloading programs from the Internet or unknown websites can introduce a potential virus risk.  NAVSEA’s defense against computer viruses includes protecting against unauthorized access to computer systems, using only trusted sources for data and programs, and maintaining virus-scanning software.  Your LAN Manager will ensure that your computer has the correct virus software installed before assigning the computer to you.  You must scan all incoming diskettes for viruses before they are read.  If you feel that your computer has been infected with a virus, please immediately call the NAVSEA help desk at (202) 781-HELP (or 781-4357) for destruction of the virus.

User Responsibilities

All NAVSEA personnel who have a NAVSEA Network Account:

1. Shall be responsible for all computer transactions that are made with his/her User ID and password.

2. Shall not disclose passwords to others. Passwords must be changed immediately if it is suspected that your password has become known to others.  Passwords should not be recorded where they may be easily viewed, and passwords will change at least every 90 days.

3. Shall use passwords that will not be easily guessed by others. (Should contain letters, numbers and characters).

4. Shall log out when leaving a workstation for more than 10 minutes or use a password-protected screen saver.

5. Shall store removable media out of sight when not in use and away from environmental hazards such as heat, direct sunlight, and magnetic fields and shall ensure sensitive or classified data is properly protected.

6. Shall protect IT resources from environmental hazards such as food, smoke, liquids, high or low humidity, and extreme heat or cold.

7. Shall not disconnect, modify, relocate or otherwise alter any NAVSEA IT resources without first consulting with the NAVSEA Help Desk.

8. Shall not take computer equipment out of the NAVSEA workspaces without a property pass and the written consent of their supervisor.  All removal media must be labeled with the appropriate classification sticker.  All classified media that are removed from NAVSEA spaces must be double wrapped with the classification sticker (confidential, secret, etc.) placed on the media.  A property pass and a courier pass must accompany the media.  (Courier pass is available from your Administrative Officer).

All NAVSEA personnel shall exercise due care to safeguard the electronic equipment assigned to them.  Anyone who is assigned computer equipment and neglects this duty may be held financially accountable for any loss or damage that may result.

All NAVSEA personnel must protect against the transmission and receipt of classified data, national security information, and controlled unclassified information, such as For Official Use Only (FOUO) or Unclassified Naval Nuclear Propulsion Information (U-NNPI), on unclassified networks. 

If your computer workstation or network system has been compromised or you believe that it has, or if you have experienced any type of AIS security incident, notify the Information Assurance Office, SEA 00I6, immediately.

Computer User's Code of Ethics

1. I will respect other individuals' right to privacy.  I will only access, look in, or use another individual's, organization's, command's, or field activity's information on the NAVSEA networks if I have the permission of the individual, organization, command, or activity who owns the information, and if I have a “Need-to-Know,” or I have been directed by proper authority to review this information/records. 

2. I will respect all NAVSEA property.  I will not change, or delete, computer programs, files, and/or information that belong to others unless given permission to do so by the organization, command, or activity that owns them.

3. I will only use computer software, files, or information that has been provided by or approved for use by NAVSEA.  I will not install or use computer software or programs that I have personally purchased, on government owned or leased computers without prior approval from NAVSEA.  

4. I will use computer hardware/software, and related technologies provided under this User Agreement in the performance of my assigned duties and that are not harmful (physically, financially, or otherwise) to other people, organizations, commands or activities.     

Acknowledgment of NAVSEA Information Systems User Agreement

This form is used to acknowledge receipt of, and agreement to comply with, the Naval Sea Systems Command policies and procedures for a network account.

Instructions

After reading the User Agreement and the Privacy Act Statement, please provide the following required information, then sign and date this form.  Your signature is your formal acknowledgement that you have read, understood, and agreed to abide by the responsibilities, policies, and code of ethics contained in the Naval Sea Systems Command Information Systems User Agreement, Version 1.4, dated March 4, 2003.  

Type/Print Name: ______________________________________ Social Security Number: ______–_____–______




Please Print Clearly

Network Account User Name: _______________________________ Citizenship:   ( U.S. Citizen
   ( Foreign National
   

Code: _________________
Location:  ( WNY  Other_____________________________________________________
Acknowledgement

I have received and read a copy of the "Naval Sea Systems Command Information Systems User Agreement” and request access to the Naval Sea Systems Command Networks and Network Infrastructure for the purpose of conducting official work related to my position. I HAVE READ THE DOCUMENT, UNDERSTAND MY RESPONSIBILITIES REGARDING ACCESS AND USE OF NAVAL SEA SYSTEMS COMMAND NETWORKS AND AFFIRM THAT I WILL COMPLY WITH THE STATEMENTS, TERMS, AND CONDITIONS SET FORTH HEREIN.  

Signature:__________________________________________    Date: _____________________________________

Endorsement  (To Be Completed By SEA 104)
Investigation/Security Clearance Verified By: _______________________________  Date:______________________






      
(Authorized SEA 104 Signature)

( Interim Clearance Granted by DSS  

( Investigation Outdated    Date Expired: _____________________  Comments: __________________________________






PRIVACY ACT STATEMENT





Section 301 of Title 5 of the U.S. Code authorizes collection of this information.





The principal purpose for requesting this information is to determine your eligibility for a NAVSEA Network Account, NAVSEA Microsoft Exchange e-mail Account and/or to grant Internet Access.  Additional disclosure may be made, as necessary, to monitor and maintain your account.  Disclosure may also be made to a Federal, State, or local law enforcement agency if NAVSEA becomes aware of a violation or possible violation of civil or criminal law; or to a Federal agency when conducting an investigation of you for employment or security reasons.  Furnishing this information is voluntary.  However, if you fail to do so, you will not be granted a User Account.
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