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I.
Introduction:

SIPRNET is operated and maintained by the Defense Information Systems Agency (DISA).  Dial-In access to the SIPRNET must be approved and coordinated by the appropriate second echelon command’s Regional Access Authority (RAA).  SIPRNET Dial-In users are registered with DISA by the RAA.  Dial-In users are issued a Communications Server Card that enables them to establish a connection with a Communications Server.  Any with Dial-In SIPRNET connection issues must be resolved by calling the DISA help desk at 1-800-582-2567 or (703) 676-1050.

II.
Dial-In Access Background:

The Communications Server (CS) provides access to the SIPRNET from the subscriber equipment via Dial-In asynchronous lines.  Communications Server Cards are issued to registered users and contain the “access code” needed to access the network.  The Communications Server card has a finite idle time limit associated with its usage. Any violations of these time limits will be reported to the Local Access Authority (LAA) and may result in loss of access privilege.  


Registration is not transferable.  The use of the Communications Server card is limited to the user whose name is printed on the card.  If that person permanently leaves the office, the Communications Server Card for that person must be destroyed.  Replacement persons must be registered separately, and have separate Communications Server Access Card issued to them.


Registration does not include multiple uses.  The use of the Communications Server card is limited to one session at a time.  If the Communications Servers detect multiple simultaneous access of one Communications Server Card, the access may be terminated.  Cards are only issued to individuals, not organizations.


The initiation fee and annual fee for the cards is $50.  The monthly fee for the cards is $27.

III.
Limitations: 


The modem on the CONUS and European SIPRNET access lines are capable of evoking compression to achieve a maximum throughput rate of 57.6 kbps while having a data rate (modem to modem) of 14.4kbps in Europe and 28.8kbps in the CONUS.  In the Pacific, the modem supports a throughput rate of 19.2kbps and a data rate of 9.6kbps.


The CS supports Serial Line Internet Protocol (SLIP), Compressed SLIP (CSLIP), Point-to-Point

(PPP), and Compressed PPP (CPPP). While the line speed of the Dial-In connection is a factor, these Dial-In hosts have the same networking capabilities as if they were directly connected to the network.  The CS assigns an IP address to the host at connection time so that the TCP connection is between the Dial-In host and the remote host, rather than between the CS and the remote host. 

While Dial-In Communications Server access is ideal for temporary low-cost connections to the SIPRNET, there are limitations to the use of the Communications Server Dial-In access.

Communications Server Dial-In Access is only for temporary connections.  A network administrator should not use the Communications Servers as a replacement for a permanent connection. Services which require 24 hour access to the SIPRNET, such as web servers, mail servers, ftp servers, etc., should be connected to the SIPRNET through a permanent connection and not through a temporary Dial-In connection to the Communications Servers.   

IV.
E-MAIL

Communications Server Dial-In Access does not automatically provide an e-mail address.  Dial-In access to the SIPRNET through the Communications Server does not include a location on the SIPRNET to receive e-mail.  In order to receive e-mail on the SIPRNET, you will have to make separate arrangements with your host administrator who has a permanent connection to SIPRNET.  For COMNAVSEASYSCOM field activities, your host administrator is Naval Sea Systems Command Headquarters.  

NAVSEA Headquarters SIPRNET email service only supports Outlook Web Access (OWA) to the NAVSEA SIPRNET Microsoft Exchange server.  As such, full Microsoft Outlook features are NOT supported.  Once your access to the Communications Server has been approved, NAVSEA Headquarters will forward paperwork, to fill out for a Microsoft Exchange OWA SIPRNET email account.

V.
ESTABLISHING YOUR PROGRAM DESIGNATOR CODE (PDC) 

The Program Designator Code (PDC) is an account that establishes a link between the user’s funding appropriation and the Command Communications Service Designator (CCSD) and Communications Service Authorizations (CSA) to be billed against that funding appropriation.  

To establish a PDC the following information is needed on a separate email:

1. Type of telecommunications you are ordering (e.g. Dial-In SIPRNET)

2. Name of the user activity (ship, station, facility, activity, etc.)

3. Echelon one or two Major Command in the user activity chain of command.

4. Fund citation, line of accounting or appropriation code that will pay for the service.

5. SDN (standard document number) of the funding document that contains item above.

6. Funding POC with phone number and email address.

7. Mailing address of the Funding POC.

8. Your DOD/Government Mailbox Number on DISA Direct

Item 1:  Specify that Dial-Up SIPRNET will be funded and billed under this PDC

Item 2:  If your activity is a NCTS, NCTAMS, BCO or similar activity and you are ordering service for a customer not in your command structure, please include your activity name plus the activity name for which you are ordering service.  Examples of customers not in your command structure are a tenant

Activity at your location or an activity at a remote location in your geographic area, which you support by providing telecommunications, services.  

Items 4 and 5:  These are usually obtained from your comptroller, budget analyst or supply officer.  Please be advised that DISA will not accept hard copies of funding documents, only the appropriation code from the document and the document number.

Item 6:  This is generally your comptroller, budget analyst, supply officer or storekeeper.  This will also be the POC for continuing funding for subsequent fiscal years and the person to answer any budget questions.  

Item 8. Your DISA Direct Mailbox number provides on line access, via the WWW, to your monthly CC&O (Customer Cost and Obligation) report. The CC&O is a monthly statement of charges for a particular PDC provided by DITCO (Defense Information Technology Contracting Organization). The CC&O allows the user activity budget and finance personnel to track circuit charges and ensure that the line of accounting provided for the services is adequately funded. If you do not know your DISA Direct Mailbox number, you must provide a list of other DISA issued PDCs for which the funding POC (item 6) has fiscal responsibility. If your funding POC does not have any other DISA issued PDCs then please state so in your request.

If your activity does not currently have a DOD/Government Mailbox number, DISA NTC-08-99 provided details on accessing the DISA’s on line CC&O reports. This notice also provided your activity funding POC with a user id and password to access their mailbox. For reference, http://www.ditco.disa.mil/asp/news\cco_frm_ltr.doc, is a link to this letter on the DISA web site. The letter contains a POC you may contact if there are any questions regarding your DISA direct mailbox or you wish to establish a new mailbox. 

VI.
Dial-Up SIPRNET Registration Process:

1. Users requesting Dial-In access must first send an email to the RAA requesting a dial-up SIPRNET account.  The Regional Access Authority (RAA) for NAVSEA is Ms. Sylvia Frasier, Frasiersr@navsea.navy.mil.

2. The RAA forwards the SIPRNET user registration to the requesting field activity.

3. The requestor fills out the SIPRNET Users template and returns it via email to the RAA along with the PDC information.

4. All requests for new PDC will be made via an email message to POCs listed below.  If you are unable to submit your request via email, please contact one of the below listed personnel for an alternative means of submission.

5. Once your form is completed, please forward the form to Ken Fafford, FaffordK@scott.disa.mil and Marilyn Hund, HundM@scott.disa.mil with a copy to Sylvia Frasier, Frasiersr@navsea.navy.mil
The RAA will draft a Naval Message and send to DITCO at Scott AFB to activate the account.  DITCO will issue a Naval message stating that the PDC account has been activated.

The RAA forwards the completed SIPRNET User Registration form to NCTC (Service/Agency Access Authority) Linda Westry, WestryL@navy.smil.mil for final approval.

If approved, DISA will issue a Communications Server Card.

VII.
MINIMUM EQUIPMENT CONFIGURATION FOR SIPRNET

Pentium III Computer

Removable Hard Drive (preferred)
CD-ROM 

Floppy Drive

Windows NT/Window 2000

Web Browser 

STU III/STE Phone

VIII.
POINTS OF CONTACTS

RAA and SIPRNET Registration



Sylvia Frasier

(202) 781-3011

Program Designator Code (PDC) Information

Ken Fafford

(618) 229-8991








Marilyn Hund

(618) 229-8996

IX.
SIPRNET USER REGISTRATION TEMPLATE

--------------------------------------------------------------

SIPRNET User Registration Template v1.3 - 1/00

--------------------------------------------------------------

Do Not Change Format!              |       

 Enter Data Here

--------------------------------------------------------------

   U1A. SSC Handle.................: 

   U1B. Delete User................: 

   #### To Delete, See Instructions

NAME INFORMATION

   U2A. Last Name..................: 

   U2B. First Name.................: 

   U2C. Middle Initial.............: 

   U2D. Name Suffix................:  

   U2E. Title/Rank.................: 

ADDRESS INFORMATION

   U3A. Address Line 1.............: 

   U3B. Address Line 2.............: 

   U3C. Address Line 3.............: 

   U3D. Address Line 4.............: 

   U3E. City or APO or FPO.........: 

   U3F. State or APO/FPO Code......: 

   U3G. Zip Code...................: 

PHONE INFORMATION

   U4A. Commercial Phone...........: 

   U4B. Commercial Phone Extension.: 

   U4C. DSN Phone..................: 

   U4D. DSN Phone Extension........: 

   U4E. Fax Phone..................: 

E-MAIL INFORMATION

   U5A. SIPRNET E-mail Address.....: 

   U5B. Additional E-mail Address..: 

####################################

COMM SERVER ACCESS CARD INFORMATION

   U6A. LAA ORGID..................: 

   U6B. LAA Administrator Handle...: 

   U6C. Issue Card? (N, R, P)......: 

   #### N = New Card

   #### R = Re-registration

   #### P = rePrint Card

   U6D. Terminate Access...........: 

   #### To Terminate, See Instructions

   U6E. Reason? (S, A).............: 

   #### S = Security

   #### A = Administrative

####################################

COMSEC ACCOUNT INFORMATION

   U7A. COMSEC Account Number......: 

   U7B. Organization PLA...........: 

  ADDRESS INFORMATION (NOT User's Address)

   U7C. Address Line 1.............: 

   U7D. Address Line 2.............: 

   U7E. Address Line 3.............: 

   U7F. Address Line 4.............: 

   U7G. City or APO or FPO.........: 

   U7H. State or APO/FPO Code......: 

   U7I. Zip Code...................: 

MEMORANDUM OF UNDERSTANDING

BETWEEN

NAVAL SEA SYSTEMS COMMAND- (HQ)

AND 

<NAVSEA Field Activity>

1. Purpose.  The purpose of this Memorandum of Understanding (MOU) is to establish terms and conditions under which the Naval Sea Systems Command Headquarters (NAVSEA-HQ) will provide SIPRNet email capabilities to <Field Activity>.  Additionally this MOU documents the services provided, the limitations on those services, and establishes the responsibility assumed by each of the signing parties. 

2.  Services Provided.  NAVSEA will provide <Field Activity> with a SIPRNET e-mail account for each user identified by the activity.  These e-mail accounts will reside on an e-mail server at NAVSEA headquarters in the Washington Navy Yard.  The purpose of the mail server is to facilitate the sending and receiving of messages by providing the users with a SIPRNET e-mail address.  This service is facilitated by use of Microsoft Outlook Web Access. 

3.  Limitations.  NAVSEA will provide each user with a maximum of 50 MB of disk storage for each mailbox.  The user will receive a warning message at 45MB and once the 50 MB limit is exceeded the user will be unable to send email.  

4. Responsibilities.  
a. <Field Activity> will:

(1) Obtain SIPRnet access through DISA or other Government Agency.  NAVSEA HQ will not have dial up connectivity on SIPRnet.

(2) Be responsible for all physical access controls to the SIPRnet computer.

(3) Complete MOA, replace <Field Activity> with field activity name and obtain signatures.

(4) Appoint in writing an Access Approval Authority (AAA), see appendix A.  The AAA will be used as the official point of contact to establish SIPRnet email accounts, validate security clearances and maintain all documentation in support of this service.  

(5) Ensure each user completely fills in the Email Request Form (ERF) Part 1 of Appendix B and deliver to the appointed AAA.

(6) Validate clearances on ERF Part 2 of Appendix B.

(7) Submit and Fax completed ERF(s) to NAVSEA HQ ISSM, Ms Sylvia Frasier, FAX # 202 781-4618

(8) Be responsible for providing and setting up the workstation for access:

Including installing and configuring Internet Explorer 5 or better with 128-bit encryption. 

b. NAVSEA HQ will:

(1) Establish SIPRnet email addresses within 3 business days of initial receipt of forms.

(2) Provide administrative support of the SIPRnet email accounts during normal business hours (0600-1800 Monday-Friday EST) at 1-800-655-5981 (NAVSEA HQ Helpdesk). This service will provide technical support for server and end user issues if they arise.  Due to the nature of this connectivity phone support will be given in most cases.  In the event that an issue cannot be resolved over the phone your local helpdesk support may need to be contacted

by the end user.

(3) Provide instructions on how to connect Microsoft Outlook Web Access.

(4) Provide network monitoring to ensure availability during normal business hours (0600-1800 Monday-Friday EST).

(5) Provide each user with 50Mb of disk storage.

(6) Perform system backups and/or message recovery. (Backup recovery for message retrieval has a 72-hour turn around time.)  Note the retention of data for message retrieval is 6 months.

(7) Provide one e-mail address for each registered user.

5. Procedures.  
a. Obtain SIPRnet connectivity.

b. Complete MOA by replacing <Field Activity> with Field Activity name, obtain signatures and fax to Mr. Ray Brown, FAX# 202 781-4737.

c. NAVSEA HQ will sign the MOA and FAX back to Field Activity and DETLANT IH

d. <Field Activity> will complete NAVCOMPT Form 2275 and forward to DETLANT IH as described below.

e. <Field Activity> will appoint an Access Approval Authority (Appendix A), and fax completed form to the NAVSEA HQ ISSM, Ms Sylvia Frasier, FAX#: 202 781-4618.

f. Submit completed ERFs to local AAA.

g. Local AAA should collect all ERFs, validate and fax to NAVSEA HQ ISSM, Ms Sylvia Frasier, FAX #: 202 781-4618.
h. NAVSEA HQ will establish SIPRNet email addresses within 3 business days.

i. Accounts will be mailed to the AAA of the Field Activity via Registered Mail.

j. NAVSEA HQ will provide instructions on accessing Outlook Web Access (OWA).

6. Costs.

The service established and maintained as delineated in this MOU will be charged to the users command, on a fee-for-service basis, for each user account established.

For FY03 and FY04 the cost to establish and maintain this service will be $2000.00 per user account.  Funds must be received as delineated below before an account will be set-up/activated.  Funding requirements for FY05 and out will be identified in subsequent amendments to this MOU.

Payment(s), utilizing NAVCOMPT Form 2275 (WR), should be made to:


Director, Naval Sea Logistics Center, Atlantic Detachment

Box 100 Indian Head, MD 20640-0100


Attn: Leticia Wible

Phone ​​​​​​​​​​​​​​ 301-744-6339

Fax 301-744-6344
The above estimate was developed using Microsoft Total Ownership Cost estimates and the multiplying factor for our staff’s cost.  The direct and indirect costs include Helpdesk support, technical support, server maintenance and upgrade/service packs.

7. Terms and Conditions.
a. This MOU will be effective upon the date of the last signature and will be in effect until terminated by all parties. 

b. This MOU can be terminated at anytime; however; the terminating party must provide written notice 5 working days prior to the planned date of termination. 

8. Signatures. Signatures below reflect understanding of the requirements of this MOU by the indicated parties.

a. Naval Sea Systems Command Headquarters



Title:  DCIO Enterprise Operations



Signature & Date:
___________________________________________

b. Naval Sea Systems Command Headquarters



Title:  Business Financial Manager



Signature & Date:
___________________________________________

c. <Field Activity>



By:  <IT Operations Manager>



Title: 



Signature & Date:
___________________________________________

d. <Field Activity>



By:  <Business Financial Manager>



Title: 



Signature & Date:
___________________________________________

ACCESS APPROVAL AUTHORITY (AAA) APPOINTMENT DOCUMENT

Complete this page and have your Access Approval Authority (AAA) sign it. The AAA would usually be the ISSM or ISSO.  (Someone other than yourself must grant Approval.)  The AAA will be used as the official point of contact to establish SIPRnet email accounts, validate security clearances and maintain all documentation in support of this service.

Send via mail or Fax to:

Naval Sea Systems Command

1333 Isaac Hull Avenue SE Stop 1120

Washington Navy Yard DC 20376-1120

FAX: (202) 781-4618

PART I.

(To be filled out by requestor)

Activity Name: 



Mailing Address:

AAA Name: 








Last
First
MI

PART II.

(To be filled out by an authorized Approval Authority only)
1.
As the AAA, you will be the point of contact in support of the Secret Internet Protocol Router Network (SIPRnet) email requests between the <field activity> and the Naval Sea Systems Command HQ.

2.
I will validate security clearances with appropriate security manager prior to submittal to NAVSEA-HQ.

3.
I will ensure that access is only from designated SIPRnet PCs within my domain.

4.
I will inform NAVSEA HQ ISSM when individuals leave the field activity.

5.
I hereby acknowledge and accept the responsibilities of my appointment as the AAA for  _____________________.  I will inform NAVSEA HQ when my appointment expires.

AAA Signature






Date 

NAVAL SEA SYSTEMS COMMAND-HQ SIPRnet

Email REQUEST FORM (ERF)

PRIVACY ACT STATEMENT

Public Law 99-474, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information. The information will be used to verify that you are an authorized user of a Government automated information system (AIS) and/or to verify your level of Government security clearance for access to NAVSEA-HQ classified Email service.  Although disclosure of the information is voluntary, failure to provide the information may impede or prevent the processing of your access request.  Disclosure of records or the information contained therein may be permitted under 5 U.S.C. 522a(b) of the Privacy Act. Approval of this request authorizes the creation of individual email accounts.  Users will be notified of their email addresses when passwords are distributed.  By acceptance of an account identification and password, the user understands they are responsible and accountable for their password and access to the email service managed by NAVSEA-HQ. 

TYPE OF REQUEST


 FORMCHECKBOX 
 INITIAL
 FORMCHECKBOX 
 MODIFICATION 
 FORMCHECKBOX 
 DELETION
DATE





PART 1

(To be completed by User)

1. NAME: (Last, First, MI)


2. SOCIAL SECURITY NUMBER



3. MAILING ADDRESS (Include City, State and Zip Code)


4. UIC (if applicable)


5. ORGANIZATION/COMPANY



6. OFFICE SYMBOL/DEPARTMENT


7. OFFICE OR EMPLOYEE



8. JOB TITLE:


9. GRADE/RANK



10. PHONE

Commercial:
DSN:
FAX:

11. EMAIL ADDRESS



12.  FORMCHECKBOX 
Government
 FORMCHECKBOX 
Military 
 FORMCHECKBOX 
Contractor*
*Contractor requires 12a thru 12e filled in


NOTE: Contractor MUST use <Field Activity> SIPRnet workstation.

12a. COR NAME:
12b. COR PHONE:
12c. CONTRACT NUMBER



12d. CONTRACT NAME and ADDRESS


12e. CONTRACTOR PHONE:



PART II.

(To be provided by User’s Supervisor, Security Manager or Access Approval Authority)

13. NAME (Last, First, MI)



14. USER CLEARANCE LEVEL 

(Secret, Top Secret)


15. TYPE OF INVESTIGATION


16. DATE OF INVESTIGATION



17. VERIFIED BY (Name and Title)
DATE:




Name
Title

Phone number:
Commercial 


DSN:



 FORMCHECKBOX 
 Supervisor
 FORMCHECKBOX 
 Security Manager
 FORMCHECKBOX 
 Access Approval Authority Appointee



18. JUSTIFICATION FOR ACCESS:



19. VERIFICATION OF NEED TO KNOW/User Responsibilities:

I HEREBY CERTIFY THAT THIS USER REQUIRES ACCESS AS REQUESTED IN THE PERFORMANCE OF HIS/HER JOB FUNCTION.

User Responsibilities
1. Shall be responsible for all computer transactions that are made with his/her User ID and password.

2. Shall not disclose passwords to others.  Passwords must be changed immediately if it is suspected that the password has become known to others.  Passwords should not be recorded where they may be easily viewed, and passwords will change at least every 90 days.

3. Shall use passwords that will not be easily guessed by others. (Should contain letters, numbers and characters).



20. PRINT NAME, TITLE, ORGANIZATION, PHONE AND DATE


Name 
Title 
Organization 
Phone 
Date

Signature:

21. AAA NAME



Part III

(To be filled out by NAVSEA-HQ)

 FORMCHECKBOX 
 USER PROFILE UPDATED Exchange Administrator Signature ___________________________

Note: UPDATED refers to created, modified or deleted.

INSTRUCTIONS

TYPE OF REQUEST: Indicate if Initial, Modification or Deletion:  If Deletion, complete Part 1, #1-8 only.

PART I: The user provides the following information when establishing or modifying their USERID.

(1) NAME: The last name, first name, and middle initial of the user. (If no middle name, write NMN.)

(2) SOCIAL SECURITY NUMBER: The social security number of user.

(3) MAILING ADDRESS: The street, city, state and zip code.

(4) UIC: Activity or Unit Identification Code.  Usually a five-digit code preceded by a letter.

(5) ORGANIZATION/COMPANY: The user’s current organization or if a contractor, company name.
(6) OFFICE SYMBOL/DEPARTMENT: The office symbol within the current organization or name of department.
(7) OFFICE or EMPLOYEE CODE: Office or employee code, as applicable.

(8) JOB TITLE: The job title (i.e. inventory manager, budget analyst, etc.)

(9) GRADE/RANK: The civilian pay-grade, military rank or CONT if user is a contractor.

(10) PHONE (DSN): The Defense Switching Network (DSN) phone number of the user. If DSN is unavailable, indicate commercial number. Also provide fax number DSN and commercial, if applicable.

(11) EMAIL ADDRESS: 

a. Provide your unclassified email address.

(12) USER STATUS: Check if user is a government, military or contractor.  (*If a contractor, COR Verification of Contractor Access Information, must be provided and forwarded with the PERF to NAVSEA-HQ.)

PART II:  The following information is required to be provided by the User’s Security Manager, a representative of the Security Manager, the User’s Supervisor, or Access Approval Authority Appointee.  All contractor employees must provide AAA and COR Information as required.

(13) NAME: The last name, first name, and middle initial of the user. If no middle name, write NMN. 

(14) CLEARANCE LEVEL: The user’s current security clearance level (i.e., Secret, Top Secret).

(15) TYPE OF INVESTIGATION: The user’s last type of background investigation, (i.e., NAC, NACI, or SSBI).

(16) DATE OF INVESTIGATION: The date of the last background investigation.

(17) VERIFIED BY: The Name, Title, Phone No. (including DSN if applicable) of the Security Manager or his representative.  The date of the verification of the security information.  Check the appropriate box to indicate job function of verifier. The Security Manager or his representative signature indicates that the above clearance and investigation information has been verified.

(18) JUSTIFICATION FOR ACCESS: A brief statement to justify establishment of a UserID and password.

(19) VERIFICATION OF NEED TO KNOW: The user’s supervisor, security manager or representative or AAA must certify that the user is authorized requested level of access in order to perform his/her job function.

(20) SIGNATURE BLOCK

(21) AAA NAME

PART III. To be completed by NAVSEA-HQ Administrator Personnel.

(21) LAN CLASSIFIED EMAIL/SIPRnet Check if request is for an EMAIL account on the Classified (Secret) network. System/Database Administrator signs upon user profile update completion.

(22) FIREWALL CLASSIFIED EMAIL/SIPRnet Check if request is for an EMAIL account on the Classified (Secret) network. Firewall Administrator signs upon user profile update completion.

Upon completion of all sections by the requesting party and signature by a representative, mail or Fax to:

Naval Sea Systems Command

Attn: NAVSEA HQ ISSM

1333 Isaac Hull Avenue SE Stop 1120

Washington Navy Yard DC 20376-1120

FAX: (202) 781-4618

DSN: 326-4618


