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EXECUTIVE SUMMARY (back to TOC) 

System Safety Management and Engineering is an integral part of design, development, and operation of any new ship, ship system, equipment, and facility.  System safety, as a discipline, is primarily focused on risk management through the early identification, elimination, and proper control and minimization of residual hazards. It does this by looking at systems, subsystems, and components from two perspectives:  (1) how they are integrated into each other, and (2) how they are interfaced with each other.  It is an important safeguard that ensures operational readiness, as well as, overall combat effectiveness and reliability of tomorrow’s weapons platforms.  It also serves to protect the men and women of the Navy who ultimately operate and maintain these systems and equipment, and may be called upon to go in harm’s way.

A hierarchy of directives and instructions from DoD to SECNAV to OPNAV to NAVSEA exists that clearly identifies the responsibilities and requirements for the proper conduct of a system safety program.  Nevertheless, there is a declining emphasis on performing rigorous system safety efforts among the Program Managers (PMs) and Program Executive Offices (PEOs) affiliated with NAVSEA.  This is true in view of the following:

(1) Corporate expertise has dwindled as a result of downsizing.

(2) Instructions are inconsistent and out of date.

(3) There is a lack of enforcement at all echelons.

(4) Acquisition reform has translated detailed, less specific requirements into more flexible, less stringent performance requirements, and relegated system safety efforts to the shipbuilder.

This has resulted in some misunderstanding and confusion as to the value of MIL-STD-882, which has been downgraded to a “Standard Practice” for system safety.  In the past, it was to be called out specifically under “Program Requirements”. 

Furthermore, there is a concern that by shifting the responsibility for all major ship, ship systems, equipment acquisitions, and engineering and management within NAVSEA and affiliated PEOs, acquisition reform has made it more difficult to enforce the requirement for a rigorous system safety effort.  As the Navy continues to expand acquisition reform initiatives, the system safety tasks are most likely relegated to the shipbuilder. The shipbuilder, in turn, bound by time and cost constraints, looks at system safety among a myriad of competing overhead evaluation processes.  As a consequence, it is even more critical that adequate funding be considered. 
In January 1999, a series of briefings led by SEA 00T and SEA 05L addressed the now apparent precipitous decline in system safety capabilities within NAVSEA.  As a result, an Executive Steering Group comprised of the senior civilian management within NAVSEA and the affiliated PEOs authorized the establishment of a System Safety Integration and Implementation Process Action Team (SS PAT).

The SS PAT held its first formal meeting in early March 1999, co-chaired by representatives from SEA 00T and SEA 05L.  The primary objective of the SS PAT was to develop a system safety management process that would enable NAVSEA and the affiliated PEOs to acquire and upgrade ships, ship systems, and equipment to ensure their safe operation, maintenance, and support while also enhancing crew safety and fleet readiness.  The SS PAT was directed to prepare a summary report of its actions and recommendations along with demonstration products to define the system safety management process for implementation by NAVSEA and the affiliated PEOs.

To carry out its mandate, the SS PAT prepared a charter (Appendix C) and solicited participation from a number of NAVSEA and PEO codes, as listed in Appendix D. The SSPAT began its deliberations with a state of the art review of how system safety is conducted both inside and outside the Navy today.  Guest speakers provided descriptions of system safety programs and initiatives conducted by SECNAV, other Navy Commands and field activities, specific ACAT I and II acquisition programs, other military service programs, and commercial contractors.  

Subsequent SS PAT efforts then focused on evaluating existing system safety requirements at all levels of Command beginning with the DoD 5000 series directives and working through current DoD, SECNAV, OPNAV, and NAVSEA instructions.  The SS PAT then identified the actions, personnel, and documentation required to conduct a credible system safety review program over all phases and milestones of the ship, system, and equipment life cycle.  The format of the Defense Systems Acquisition Management Chart was used as the model.  The resultant system safety oriented milestone chart (Appendix F) formed the basis for development of several deliverables including a system safety management process (Appendix H) chart; input to the Environmental, Safety and Health (ESH) Program Guide; a System Safety Pamphlet (Appendix J); a System Safety Implementation Guide (Appendix L) , and this final report with its findings, recommendations, and resultant action items.

System safety is a requirement mandated by directive and regulation. Moreover, it makes smart business sense. Ample anecdotal evidence shows that for the relatively small up-front cost of conducting a rigorous system safety program in the early phases of system and equipment design, there is a tremendous saving in cost and cost avoidance associated with system and equipment repair and/or replacement due to equipment failure/malfunction.  More importantly, is the potential saving in human cost resulting from injury and/or death due to catastrophic events that are preventable through proper engineering design and controls.  This saving results from the early recognition of potential problems that could result in retrofit, repair, and upgrade of those same systems and equipment because of premature aging, inter-system incompatibility, hidden hazards, operational failure, or worse, a Class A mishap involving personnel injury and death and/or excessive property loss.  

In addition, the significant manpower reductions envisioned for future ship designs and the resultant increased reliability on automated systems further mandate the application of sound system safety techniques throughout ship, ship system, and equipment service life and disposal.  Meeting this challenge in an environment of declining personnel and fiscal resources, coupled with the emphasis under acquisition reform to privatize Navy ship design and logistics functions, requires an integrated and centralized management approach to system safety engineering.  This approach calls for close coordination and continuity of system safety requirements and activities among all echelons involved in the acquisition, operation, and

logistics support of ships and their systems.  Accordingly, the SS PAT concluded that NAVSEA should consider the following actions: 
(1) Renew and reemphasize the commitment to system safety management and engineering at all levels of management  within NAVSEA.

(2) Establish and organize a fully functional and capable system safety infrastructure to address the changing role and environment of NAVSEA and its support of the affiliated PEOs.

(3) Initiate a vigorous awareness program including sponsorship of appropriate training for PMs and engineers in the duties and responsibilities for system safety management and engineering.

(4) Establish new guidelines to include specific system safety program requirements in solicitations and contracts and requirements to audit and track results using appropriate performance metrics.

(5) Fully incorporate system safety into the Environmental, Safety and Health (ESH) element of the systems engineering process.

(6) Establish and maintain an effective and uniform process for system safety enforcement and accountability within NAVSEA and affiliated PEOs consistent with DoD, SECNAV, and CNO directives.

(back to TOC)
INTRODUCTION (back to TOC)
This report presents the results of a Command-wide effort to examine the steady decline in the fulfillment of a requirement to conduct a comprehensive system safety review and analysis in the acquisition process.  In fairness, this reduction in the use of in-house resources is due in part to the DoD and Navy’s Specifications/Standards Improvement Program, which calls for  the use of industry or commercial standards in lieu of government standards to the maximum extent possible. The present state of the system safety program is in direct response to the Secretary of Defense Memorandum dated 29 June 1994, which states that “moving to greater use of performance and commercial specifications and standards is one of the most important actions that DoD must take to ensure we are able to meet our military, economic, and policy objectives in the future.” 

In July 1999, the NAVSEA web page Specifications and Standards Reform, (www.navsea.navy.mil/acquisition-reform/specs.htm) pointed out that the “use of fewer military specifications and standards must be judged against the performance, support, and life-cycle costs of the delivered end items.” It also warned that more risk should be anticipated with the diminished use of military specifications and standards:

In addition, cultural paradigms must change as part of the transition from a military overview, test, inspection, and control environment to a more trusting but risky commercial environment.

Regardless of the changes introduced with acquisition reform, NAVSEA had already been experiencing a downward trend in the application of  system safety principles in total-ship design.  Whereas separate organizations, in particular the weapons, software, and SUBSAFE communities, and their associated PMs and PEOs, have retained and refined system safety engineering techniques (and individually have distinguished themselves with notable system safety reviews and processes), the NAVSEA organization responsible for system safety in total-ship design no longer has the capability to perform comprehensive and continuous system safety reviews, as well as, coordinate and integrate the otherwise positive efforts of the many separate specialty communities contributing to a total-ship system safety program.  Instead, because of drastic cuts in personnel and dollar resources, only very selective and limited system safety reviews of designated ship, ship systems, and equipment can be undertaken. 

As a discipline, system safety can play an important role in the performance effectiveness, support, and life-cycle costs of delivered end items.  With its focus on the life-cycle application of risk assessment techniques and risk management principles, system safety has a proven record of value resulting from the early identification and resolution of potential and actual problems. While its primary contribution is realized during the design process, its continued application ensures personnel safety and mitigates equipment failure during the later stages of operations, maintenance, and disposal.  System safety looks at how systems and components are integrated into one another, and also, how they interface with each other.  As modifications take place to expand and improve the performance of any system [equipment] or facility, system safety, again, can contribute greatly to both the safety of the system [equipment] or facility and to its overall effectiveness.

Further complicating the practice of system safety review is a general misunderstanding within the program management and NAVSEA engineering communities that addressing safety issues per se ensures that specialty areas such as system safety have been included.  In reality, safety with a capital “S” embraces a large family of specialty safety areas including weapons safety, explosives safety, software safety, occupational safety, and indeed system safety.  But in practice, when the term  “safety” is used in correspondence, the term generally relates only to industrial safety, accident

safety, or work safety.  Other safety areas such as aviation safety, explosive safety, or software safety are called out separately by name, to ensure that these specialty areas are in fact being addressed.  

Such is the case with system safety.  Unless the term “system safety” is specifically called out, the  probability is high that it will not be properly identified as, or understood to be, a requirement of an overall safety program.   

To effectively integrate system safety into the acquisition process for the purpose of realizing its full potential in contributing to the safety, performance, and cost effectiveness of a system, several things must occur:

· The level of awareness of the benefits of system safety within NAVSEA and affiliated  Program Executive Offices (PEOs) must be increased.

· Management, particularly PMs, must be made aware of their responsibilities and accountability regarding the integration of system safety into the acquisition process.

· Top level support must be gained to ensure that a budget that includes system safety  management and engineering review is in place.  This will allow the proper staffing to be realized.  

· Proper organizational structures must be in place to allow appropriate staff to contribute to decision points within the acquisition process and to carry out the necessary interfacing with other disciplines or groups, such as human systems integration (HSI) and environmental, safety and health (ESH).

· An effective method of enforcement must be imposed, including meaningful penalties for non-conformance.

An emphasis on institutionalization of system safety is warranted not just because it is mandated by DoD 5000 series and follow-on instructions, but because it makes good business sense. The System Safety Process Action Team (SS PAT) hopes that the system safety management process developed and described in this report and the other related products contained herein will contribute greatly to the understanding that is necessary for  PMs and PEOs to carry out their responsibility to develop and field safe and effective systems and equipment. (back to TOC)
DISCUSSION (back to TOC)
As a discipline, system safety has proven its value based on its historical focus on the systematic assessment and management of risk, the recognition and early resolution of problems, and the reduction of cost throughout the life cycle of a system or facility.  As defined in MIL-STD-882D, DoD Standard Practice for System Safety, system safety is the:

Application of engineering and management principles, criteria, and techniques to achieve acceptable mishap risk, within the constraints of operational effectiveness and suitability, time, and cost throughout all phases of the system life cycle.

Regarding the application of engineering principles, system safety engineering, as defined in the same document, “employs specialized professional knowledge and skills in applying scientific and engineering principles, criteria, and techniques to identify and eliminate hazards, in order to reduce the associated mishap risk.”  As stated in the Software System Safety Handbook prepared by the Joint Software System Safety Committee, the main objective of system safety is to apply engineering and management principles, criteria, and techniques to optimize all aspects of safety within the constraints of operational effectiveness, time, and cost throughout all phases (including disposal) of the system life cycle. 

While other definitions of system safety are available, they all involve the same two tenets of system safety: (1) the earliest, up-front identification, classification, and evaluation of hazards for the purpose of assessing and managing risk, and (2) the life-cycle application of its big-picture philosophy (system level). 

Safety experts know that the understanding and application of the system safety philosophy and its associated techniques reduce the costs of a given system when addressed early in the design or construction phases.  As stated in NAVSEAINST 5100.12A, 11 Dec 95, Requirements for Naval Sea Systems Command System Safety Program for Ships, Shipborne Systems and Equipment:

Safety problems that are undetected until late in the design or construction of a ship or system can wreak havoc with budgets and schedules.  Historically, the Navy corrected hazards after mishaps occurred.  However, because of the increasing complexity and cost of systems, and increased concern over catastrophic accidents, the Defense Department adopted system safety as a primary discipline stressing preventive methods.

This quote is as valid today as it was in 1995. Furthermore,  as budgets and resources continue to decline, but the pressure to reduce Total Ownership Cost increases, the effective and efficient integration of system safety tenets becomes even more important and challenging.  

Cost Savings / Cost Avoidances

Unfortunately, demonstrating cost savings and cost avoidance through the disciplined use of system safety has not been well documented. There is ample anecdotal evidence to suggest that the relatively insignificant cost for a system safety program within the total platform development cost umbrella may reap millions of dollars in savings and/or cost avoidance relative to potential retrofit costs, equipment failure costs, personnel injury/fatality costs, and maintenance and repair costs during the operational phase of life-cycle management.  However, there does not exist a definitive collection process or data base structure that specifically links expenditure for system safety to cost benefit.  And without such information, it is often difficult to convince PMs to spend time and money on a rigorous system safety review with no hard and fast guarantee that the money spent will reap dividends far in excess of the relatively modest expenditure required. Yet, historically, equipment design failure remains a leading contributor to every major mishap involving equipment malfunction or breakdown and most human injury and death cases, even when allowances for human error have been made.

In a recent (March 2000) presentation to the Navy Review Board (Appendix A), RADM Skip Dirren, Commander, Naval Safety Center, discussed the importance of safety and system safety, their value to the acquisition process, and their importance to mission readiness and prevention of operational mishaps.  In particular, he focused on the fact that safety and hazard risks are not fully identified in the acquisition process and that costs attributable to preventable losses and decreased readiness continue to mount.  An excerpt from this presentation (Appendix B) shows that the cost of aviation Class A mishaps (those involving one or more fatalities and/or property damage in excess of $1 million) has doubled since 1980.

Similarly, for surface ships, while the number of ships in the active fleet has dropped by nearly 50%, the average cost to retrofit or repair ship systems and equipment involved in Class A mishaps has sophisticated systems.  Moreover, when planned maintenance and repair processes cannot be applied (as in the case of equipment explosion, short circuiting, or other non-routine failures associated with Class A and some Class B mishaps), the costs to retrofit and repair have also risen.  Clearly, the time has come to better examine the value that the system safety management process brings to overall operational and fleet readiness and reduced life-cycle costs.

In most cases, the investment return against the cost of conducting a so-called rigorous system safety effort is not realized until years later in the life cycle of the ship, ship system, or equipment program. Therefore, the PM responsible for the decision to invest in a rigorous versus a less robust system safety program may not be held responsible for the consequences.  And so, without the incentive that would mandate a disciplined system safety effort, the focus and priority for work effort and accomplishment of the platform sponsor does not favor spending time, energy, and precious resource dollars on system safety and hazard reduction.  Without the proper incentives in place,  especially an emphasis on accountability and enforcement, the system safety of ongoing and future major ships and shipborne systems will continue to receive only a cursory “look see.” 

System safety is not being performed consistently.  The process dealing with system safety has not been well understood within NAVSEA and affiliated PEOs. With the pressure on PMs to provide the user with the best, most cost-effective system or capability, PMs may have an inadequate understanding of how system safety contributes to that end.  To further contribute to these inconsistencies, acquisition reform has replaced hard and fast requirements in military specifications and standards with less specific performance-based requirements, which primarily emphasize end results only.  To reinforce the significance of system safety in an environment of acquisition reform, the Acting Under Secretary of Defense (Acquisition and Technology) distributed a Memorandum to the Defense Acquisition Community, dated 11 August 1997, that stated:

DoD 5000.2-R…requires program managers to have an aggressive system safety program, and to continually work with their contractors to identify and mitigate design induced safety risks…Defense program managers and contract oversight personnel must now have even greater understanding of the underlying management or engineering processes at work, and the results required, so they can evaluate and monitor contractor processes to achieve the same ends under this more flexible approach.

What has yet to happen is for NAVSEA and the affiliated PEOs—in their designated areas of responsibility— to reemphasize, from the top to the bottom, and from the ASN level on down, the importance of system safety and its required integration and implementation throughout the life cycle of any system [equipment] or facility.  There must be that top-level recognition and support within DON and NAVSEA that will ensure: (1) the delineation and clear understanding of the current responsibilities and authority for all levels of management, and (2) most importantly, the accountability that is inherent in the mandated integration of system safety into the acquisition process.  

To carry this out, there must be renewed support for effectively addressing the issues of: 

· diminished critical skills, 

· diminished participatory role in the integration and effective implementation of system safety during the acquisition process, and 

· diminished voice during milestone reviews.  

To address these issues, an Executive Steering Group comprised of senior management from NAVSEA and affiliated PEOs authorized the establishment of a System Safety Integration and Implementation Process Action Team (SS PAT) (Charter, Appendix C). The primary objective of the SS PAT was directed at formulating a system safety management process to carry out the system safety engineering process prescribed in MIL-STD-882 and its implementing instructions.  However, in order to accomplish this objective, the SS PAT found it necessary to thoroughly understand the management processes and responsibilities required to effectively execute a system safety program.  The objective was pursued with full recognition that system safety is only a small piece of an even larger picture involving the more inclusive environmental, safety and health (ESH) element of the programmatic environmental, safety and health evaluation (PESHE).  It is anticipated that the effort of the SS PAT will provide a greater level of awareness on the part of NAVSEA and affiliated PEOs of the importance of the requirements for, and the accountability associated with, the integration of system safety into all phases of the ship/system life cycle (back to TOC).

NOTE:  References in this report to specific acquisition phases and milestone decision points are based on the present version (11 May 1999) of DoD 5000.2-R.  However, with an on-going review and planned upgrade to the current DoD 5000.2-R underway, during the existence of the SS PAT, a subgroup within the SS PAT has developed comments based on the experience gained by the  membership and provided them to the appropriate point of contact (Appendix M).

System Safety Process Action Team (SS PAT) (back to TOC)
Purpose of SS PAT

The stated objective of the SS PAT was to:

Develop a System Safety Management Process that will enable NAVSEA and affiliated PEOs to acquire and upgrade ships, systems, and equipment to ensure their safe operation, maintenance, and support as well as enhance crew safety and fleet readiness. 

The SS PAT focused on the development of a consistent management process throughout all elements of NAVSEA and affiliated PEOs.  The SS PAT recognized that a well-integrated, comprehensive System Safety Plan would have to consider not only system safety but also human systems integration (HSI) and environmental, safety and health (ESH) concerns throughout the life cycle of an acquisition, and that a single activity should be held accountable for that plan.

The SS PAT realized that the development of a consistent management process was most important. It would aid in the awareness and understanding of the importance of and techniques involved in the effective integration of system safety principles into the acquisition process.  The group also recognized that an equally important aspect of this process is its continued implementation and monitoring in the fleet modernization program (FMP) and during the disposal phase. 
Composition of PAT

The SS PAT was co-chaired by representatives from SEA 05L and SEA 00T and was supported by team members from SEA 00T, SEA 05L, PEO-EXW, PEO-Carriers, NSWCCD, NAWC-PAX, SEA 04X, SEA 05D, PMS 500, and PEO-TSC.  In addition to the PAT members, guest speakers were invited to describe system safety programs and initiatives conducted by SECNAV, other Navy Commands and field activities, selected acquisition programs, other military services (Army and Marine Corps) and private concerns. An SS PAT membership list is provided in Appendix D.

The Approach

The SS PAT embarked on a four-part process that entailed: (1) performing a state of the art literature search and engineering practices review, (2) developing an “ideal” model of the system safety management process, (3) crafting a “practical model to use as a management guide for actually performing a system safety engineering and management review,” and (4) drafting concrete and specific recommendations and directed actions to institute and reestablish an effective system safety program within the DON and NAVSEA. 

State of the Art Review

Information sought during this review was to address:

· Existing system safety requirements imposed on program managers. 

· How SUBSAFE is conducted.

· How system safety is currently handled by each of the programs and organizations represented on the SS PAT.

· The interrelationship and hierarchy of human systems integration (HSI), occupational safety and health (OSH), system safety, and environmental safety & health (ESH).

· How system safety is handled by commercial shipping, international organizations, other services, and foreign navies.  

The information review commenced with DoD 5000.2-R and proceeded through several applicable Navy instructions (SECNAV, OPNAV, and NAVSEA).  At the same time, a web search was  performed to look for published interpretations or reviews of existing documentation and requirements.  In addition to the document reviews and analyses, SS PAT members and others gave several presentations, as listed below: 

· American Bureau of Shipping 


Rich Delpizzo 

· DD21




Liz Gauthier (DD21)

· CVNX Safety Program 


Bill Nidel (CSC/AMC)

· SEA 05L




Tom Costantino (System Safety Advocate)

· Carrier Safety 



Nancy Dolan (SEA 05L5/NAWC-PAX)

· DON Safety Initiatives


Dan Reinhard [ASN(I&E)]

· Software System Safety


Mike Brown (NSWC Dahlgren)

· VA Class Submarines (System Safety)

Jackie Simpson (PMS 450)

· Software System Safety at NAVAIR

Janet Gill (NAVAIR)

· System Safety at Army Materiel Command
Susan Jervis (AMC)

· System Safety in the AAAV Program

Bill Teppig (General Dynamics)

· Air Force Materiel Command–Systems Safety
Chuck Dorney (AFMC); Charles Anderson (SEA 00T)

Additional material was obtained and reviewed from the United Kingdom, the Naval Safety Center (historical system safety documents), and NAVAIR.  SS PAT members also attended a dry run presentation of the proposed System Safety Management Course being developed by SEA 05L for engineers at the working level, supervisors, and managers.

Included in this report is a presentation that provides an overview of system safety called System Safety 101 (Appendix E), prepared by Mr. Richard Church, EG&G Technical Services. It describes the elements of a comprehensive system safety review, including hazard identification, analysis, documentation, and reporting; programmatic criteria; and system safety analysis techniques. In the CD version of this report, a linking mechanism enables the user to go directly to any one of the 14 sections in the presentation.

After completing the state of the art review, the SS PAT attempted to understand the milestone decision making process and identify the decision points, actions, required documentation, specific players, and specific issues related to system safety. This effort resulted in the Acquisition Phase and Milestone Review / Decision Point Analysis chart presented in Appendix F.

Ideal System Safety Management Process Model

The SS PAT developed a so-called Ideal Model from the point of view of textbook acquisition process milestones and phases. The ideal process was one that clearly provided for the integration of human systems integration (HSI), environmental, safety and health (ESH), and system safety.  The creation of the model began by identifying the purpose, actions, documents, players, and significant issues involved in each milestone and phase.  Ultimately, the SS PAT identified 26 characteristics of an ideal system safety management process.  These 26 characteristics were then grouped into four notional categories: Culture, Policy, Organization, and Process.  For each of the four categories, selected real world constraints were then identified.  A summary chart is provided in Appendix G  that depicts the characteristics and constraints identified for an ideal system safety management process.  The SS PAT then went on to develop a more practical model.

Practical System Safety Management Process Model

The “practical model” (Appendix I) that evolved from the SS PAT is based on the following tenets:

(1) The model must reflect current requirements addressing the integration of system safety throughout the life cycle.

· The model reflects the best of the MIL-STD-882 series.

(2) Requirements must integrate with established acquisition phases, processes and applicable milestones.

· System safety is to be a part of the systems engineering process, the phases and milestones of which mimic the established acquisition phases and milestones.

(3) The model must identify responsible individuals (e.g., Component Acquisition Executive (CAE), Program Executive Officer (PEO), Principal for Safety (PFS) / Safety Manager, Program Manager (PM), and System Safety Engineer (SSE)) and working groups (ESHWG, SSWG) within each life-cycle phase. 

(4) It must represent a minimum or bottom-line list of system safety actions to be performed or monitored by PMs.

· The actions must be realistic and practicable, and relate to the common denominator across all programs.

(5) The model must provide guidance to the Program Executive Offices (PEOs) so that system safety is properly integrated into design, construction, and overhaul contracts for ships and their between the PEO and the builder.

The Deliverables / Contributions

The deliverables are comprised of this Final Report and several demonstration products defining a system safety management process that can be implemented within Corporate NAVSEA and affiliated PEOs.  These products consist of:

(1) Acquisition Phase and Milestone Review / Decision Point Analysis Chart, Appendix F, which gives an overview of the purpose, decision points, system safety actions, relevant documentation, and players for each phase and milestone in the acquisition process.

(2) System Safety Process Flow Chart, Appendix H, which graphically illustrates the system safety process throughout the acquisition phases.

(3) System Safety Management Process Model, Appendix I, which lists each system safety action item, the phases in which they occur, and the organization responsible for their completion.

(4) System Safety Requirements for Program Managers (Pamphlet), Appendix J, which briefly highlights the PM’s primary system safety responsibilities and relevant requirements.

(5) System Safety Criteria / Requirements Matrix, Appendix K, which shows the specific DoD, SECNAV, OPNAV, and NAVSEA instructions that address the various system safety criteria categorized into topical areas.

(6) System Safety Implementation Guide   (SSIG), Appendix L, which identifies specific action items for each of the respective acquisition phases and milestones. 

(7) A compact disk (CD) containing, as Microsoft Word( files, the Final Report with hyperlinking to the appendices and reference materials, and a separate SSIG file. The SSIG file provides the proper linking to enable the user to efficiently access the same action items that appear in Appendix L by “single clicking” from one acquisition phase or milestone decision point to another. Hyperlinking within the text also allows the user to view supporting requirements and guidance material.

(8) “0” -MISSHAP Program CD, is a separate, self-contained CD that holds a program for the Managed Integration of System Safety and Health into the Acquisition Process (“0”-MISSHAP). The downloadable Microsoft Access( -based software program provides the  capability to efficiently and effectively monitor the status of the integration of system safety requirements addressed in DoD 5000.2-R. The PM, or other authorized individuals, will be able to enter new, edit or remove existing action items, or simply view action items contained in any acquisition phase or milestone decision point. An automated color logic controls the status in color (red, yellow, green) of a respective acquisition phase or milestone decision point based on the colors of the applicable Responsibility Boxes.

In addition to producing the deliverables just described, the SS PAT members had an opportunity to provide comments on: (1) the development of the NAVSEA Environmental, Safety, and Health (ESH) Integration Guide for Program Managers (Section 6), providing recommendations for insertion of the discussion of System Safety and Health, with a special emphasis on the why, who, and how of system safety integration, (2) the course content and structure of the 6-hour safety management course being developed by SEA 05L, and (3) draft paragraphs on system safety for inclusion in the proposed revision of DoD 5000.2-R (see Appendix M). (back to TOC)
Supporting Requirements for the Integration of System Safety 

Into the Acquisition and Fleet Modernization Process (back to TOC)
A review of the following DoD, SECNAV, OPNAV, and NAVSEA directives and instructions  documents the need for top-level support of the implementation of a viable system safety program.  Not only, do these documents address the necessary elements to be included in the program, but also, they emphasize and support the importance of having qualified personnel carry out their responsibilities within an effective organizational structure. Clearly, a system safety program will be diminished in its effectiveness unless timely, knowledgeable system safety input is encouraged on the part of acquisition managers and systematically practiced. 

For all of the requirements documents discussed below, a summary chart has been prepared (System Safety Criteria / Requirements Matrix (Appendix K) that categorizes the system safety mandated criteria contained in these documents, into topical areas. The source of each system safety criterion is also provided.  

DoD Regulation 5000.2-R, Mandatory Procedures for Major Defense Acquisition Programs (MDAPs) and Major Automated Information System (MAIS) Acquisition Programs, 11 May 1999.

This regulation directs PMs to ensure that the system can be tested, operated, maintained, repaired, and disposed of in compliance with environmental, safety, and health requirements addressed in Section 4.3.7.  For system safety and health, the PM is directed to:

· Identify and evaluate system safety and health hazards, define risk levels, and establish a program that manages the probability and severity of all hazards associated with development, use and disposal of the system.  (4.3.7.3) 

· Initiate and maintain an updated programmatic environmental, safety and health evaluation (PESHE) which includes system safety and health.  This evaluation is to describe the PM’s strategy for: meeting these requirements, establishing responsibilities, and identifying how progress will be tracked. (3.3.7)

SECNAVINST 5100.10H, Department of the Navy Policy for Safety, Mishap Prevention, Occupational Health and Fire Protection, 15 June 1999.

It is DON policy that all Navy and Marine Corps commands shall establish, fund, and maintain a System Safety Program to:

…increase operational readiness by reducing the likelihood of mishaps and unnecessary expenditures of funds to correct hazards identified after deployment.  This shall be accomplished through primary management emphasis on the identification, evaluation, and elimination/control of hazards prior to production/construction and deployment.  (3.i.)

· System safety programs are to be maintained throughout the life cycle as required by DoD Directive 4715.1, Environmental Security and MIL-STD-882C. (3.i.)

· System Safety Management and Engineering principles contained in MIL-STD-882C are to be applied to the acquisition of systems and facilities. (3.i.)

· System safety programs are to be formally planned and executed to reflect proper funding, staffing, scheduling of activities, appropriate and mandated safety design standards and criteria, safety testing, hazard tracking and closeout procedures, hazard analysis, coordination, review and oversight procedures. (3.i.)

The CNO, in support of the SECNAV programs, must:

· Develop and implement a system safety program to support all phases of the system life cycle beginning with engineering development through the acquisition process, including an independent assessment/review capability during in-house acquisition reviews at Milestones I, II and III and during the Military Construction Program review.  [6.b.(17)]

· Ensure compliance with the requirements of MIL-STD-882C and with other applicable Federal Agency safety and health standards or criteria in the procurement of military systems, subsystems, equipment, and related facilities.  [6.b.(16)]

· Ensure that proposed design changes, modifications and procedures do not degrade the inherent safety of a system, subsystem, facility, and associated equipment. [6.b.(16)]

· Identify system safety criteria and technology appropriate for incorporation into updated instructions, specifications, standards and handbooks for various classes of systems and facilities. [6.b.(18)]

OPNAVINST 5100.24A,  Navy System Safety Program, 3 October 1986.

With the objective of improving operational readiness (through early recognition of hazards to prevent the loss or degradation of systems) and reducing costs by using system safety design and analysis techniques, the CNO issued its own version of the Navy’s system safety and management policy more than a decade before the SECNAV policy. This policy is  “applicable to all Navy systems, sub-systems, equipment and facilities together with modifications to these systems, sub-systems, equipment and facilities” (paragraph 5). 

While the primary emphasis is placed on the early identification (prior to system production, construction, and deployment), evaluation, and elimination or control of hazards, this instruction, though dated, clearly emphasizes implementation requirements for acquisition commands [7.c.(5)].  While not entirely in line with the most recent SECNAV instruction, the OPNAV instruction provides valuable and directed actions for designated, responsible parties.  Presently, that responsibility rests with the Program Manager.  The following list identifies some of the more salient provisions of the CNO instruction: 

· A command point of contact for system safety and a trained system safety manager assigned to each applicable system [7.c.(5)(a)]

· A formalized closed loop process for resolving hazards in a timely manner through contractor and Navy program management involvement. [7.c.(5)(b)(2)]

· Adequate organizational structures and resources to support required system safety program actions. [7.c.(5)(b)(3)]

· Designated trained system safety personnel within each acquisition project office to act as focal points. [7.c.(5)(b)(4)]

· Formal integration of system safety objectives and milestones into the total acquisition program. [7.c.(5)(d)]

· Presentation of system safety hazard assessments at design and program reviews. [7.c.(5)(d)(4)]

· Procedures for the safe and environmentally acceptable use, stowage and disposal or demilitarization of any hazardous materials/equipment associated with the system. [7.c.(5)(f)]

· System safety hazard assessments furnished to acquisition review boards and councils. [7.c.(5)(g)]

· Review of engineering changes, alterations, deviations, waivers, and modification proposals for impact on safety. [7.c.(5)(m)]

· Permanent record of identified hazards and closeout records. [7.c.(5)(o)]

NAVSEAINST 5100.12A, Requirements for Naval Sea Systems Command System Safety Program for Ships, Shipborne Systems and Equipment, 11 December 1995.

This instruction presents the requirements and responsibilities to consider when tailoring a system safety program to all ship and shipboard system acquisition programs, including alterations, modifications, and conversions.  While several areas of responsibility are covered in the instruction, only a few salient areas are addressed for this report.

For the Managing activity:

· A qualified person(s) is to be designated as the system safety engineer or safety manager, or the safety group personnel, as necessary, for each acquisition program.

· Safety is to be incorporated early in the design, not added after the ship or system has been delivered.

· A system safety program is to be specified, funded, and implemented. 

· System safety milestone reviews and checkpoints are to be established and conducted for the purpose of reviewing system safety program progress during design, development, and construction.

For the Safety manager:

· Plan, organize, implement, and maintain an effective system safety program…that is integrated into all life-cycle phases.

· Establish definitive system safety program requirements for use in procurement or development of a system.

· Monitor the contractor’s system safety activities as requested and review deliverable data to ensure compliance with the system safety requirements.

· Participate in periodic safety design reviews of the evolving ship or system design and conduct periodic on-site physical surveys during production.

· Require that cognizant system safety personnel be qualified in the system safety process.  

For NAVSEA systems and equipment designers and managers at NAVSEA Headquarters:

· Ensure that a system safety program is tailored for programs in accordance with MIL-STD-882, and implemented and maintained for all phases of the program.

· Designate a point of contact for all safety matters for the program.

MIL-STD-882D, DoD Standard Practice for System Safety, 10 February 2000.

While the instructions discussed thus far referenced requirements contained in MIL-STD-882B and/or C, this discussion will address those requirements contained in MIL-STD-882, Revision D,  which became effective February 2000.  This revision applies the tenets of acquisition reform to the use of system safety in government procurement.  It addresses system safety only in general terms; i.e., no tasks are designated, no specific documents are required, nor are any specific system safety plans called for.  The specific tasks previously addressed in versions B and C still reside in the Defense Acquisition Deskbook (DAD).  However, only the requirements contained in Section 4 of Revision D must be addressed when MIL-STD-882 is required in a solicitation or contract.  Fortunately, language has been retained to ensure these requirements are performed throughout all phases of the system’s life cycle; i.e., research, development, test and evaluation, production, deployment, operations and support, and disposal.  System safety requirements as expressed in Revision D are:

· Documentation of the developer’s and program manager’s approved system safety engineering approach. (4.1)

· Hazard identification (over the system life cycle) utilizing a systematic process.  (4.2)

· Assessment of mishap risk associated with each identified hazard.  (4.3)

· Identification of mishap risk mitigation measures. (4.4)

· Reduction of mishap risk to acceptable level. (4.5)

· Verification of mishap reduction.  (4.6)

· Acceptance of residual mishap risk by the appropriate authority. (4.7)

· Tracking of hazards, their closure, and residual mishap risk (throughout life cycle). (4.8) 

Section 5 of Revision D states that PMs must identify in the solicitation and system specification any specific requirements for the system safety engineering effort including risk assessment and acceptance, unique classifications and certifications, or any unique mishap reduction needs.

(back to TOC)
System Safety Management Process (back to TOC)
Nearly twenty years ago, NAVSEA addressed system safety throughout the life cycle almost exclusively in-house with a qualified staff of safety engineers. With the advent of acquisition reform, coupled with the significant draw-down of Headquarters engineering personnel, performance of system safety engineering as part of design, acquisition, and in-service engineering has been, for the most part, relegated to contractors, shipbuilders, and for some highly specialized areas, the warfare centers and/or field activity components of NAVSEA. The management process depicted herein accounts for these major changes which have taken place over the past two decades and introduces unprecedented actions that need to be taken to  establish and ensure system safety is adequately planned, resourced, and carried out over the total life cycle of the ship or system, from exploratory studies to disposal.

Approach

The primary objective of the SS PAT team was to develop a management process for effectively conducting system safety throughout the ship/system life cycle regardless of the acquisition strategy and in-service support concepts employed. In addition to meeting requirements spelled out in the MIL-STD-882 series and the directives and instructions invoked at all levels within DoD and DON, the SS PAT adopted the following guidelines within which to establish a viable system safety management process:

(1) Provide flexibility for application to most or all of the diverse types and stages of current acquisition programs;

(2) Emphasize safety aspects of system integration and interfaces as opposed to that of individual systems, equipment, or components;

(3) Minimize need for additional resources or additional management layers;

(4) Try to work within existing organizational structures of PEOs, PMs, SEA 05, the warfare centers and/or field activity components of NAVSEA.

(5) Accommodate the major process changes taking place in ship design, acquisition, and logistics introduced as a result of acquisition reform and NAVSEA organizational changes; and

(6) Consolidate or establish close liaison with all safety efforts within a single entity.

Process Description

The proposed process is represented in the System Safety Management Process Model (Appendix I). The matrix delineates the management actions that must take place during each phase of the ship/system life cycle to establish and sustain a credible system safety program. The matrix also identifies the personnel, offices, or activities responsible for carrying out each of the actions enumerated in each phase. Note that the transition occurring during Phase III from acquisition to in-service operation necessitated separation of that phase into two distinct stages. In ship acquisitions, the period from Pre-milestone 0 up to and including Phase I is considered early stage design and has traditionally been performed by the Navy in-house with little contractor assistance. Shipbuilder involvement was limited essentially to Phase II and the ship construction of Phase III. In-service support reverted back to the Navy infrastructure through the Fleet Modernization Program. With the introduction of acquisition reform, shipbuilder involvement can now occur as early as Phase 0 and predominate throughout Phase I and beyond. The management process developed by the SS PAT can be applied to either scenario. 

In addition to obvious management actions such as planning, organizing, budgeting, and funding, a number of other actions prescribed repeatedly in the process are just as essential to carrying out an effective, complete, and continuous system safety program. With the lack of Navy in-house system safety expertise, coupled with the more prominent role played by shipbuilders and contractors as a result of acquisition reform, appropriate system safety training plays a critical role during each phase of the management process. To meet this need, the Human Systems Integration Division within SEA 05L is developing two draft system safety courses under the sponsorship of OPNAV N86D: one for intermediate-level managers and supervisors (one day), the other for working-level engineers (three days). To a similar end, planning for the development and maintenance of a central system safety database to consolidate proven system safety issues, hazards, mishap data, and resolutions at a single location has been initiated, but unfortunately, not in a fully coordinated and steady state level of effort.   Currently, such data are fragmented at numerous activities and locations throughout the Navy infrastructure. Through use of a web site, for example, these data could be made readily available to the numerous and diverse activities now involved in ship design, acquisition, operation, and logistics.

Of critical importance to any life-cycle system safety program is the capability to sustain continuity in the transition from the acquisition to the operational phase. To do so requires budgeting during the acquisition phase for in-service system safety efforts, long before that transition takes place. This will require a concerted effort to include system safety programming in the POM for O&MN dollars while the ship is still being constructed under SCN funds. 

Finally, enough emphasis cannot be placed on the significance of identifying, within the Program Office, a management activity responsible for the planning and execution of a credible system safety program. Primary responsibilities of that activity should include organizing an effective system safety team to address all aspects of system safety applicable to the program, driving and overseeing the system safety efforts of shipbuilders and contractors, and establishing effective lines of communication among all activities involved in the system safety effort. Often management of system safety is relegated to a subordinate role under a more encompassing or related discipline such as Environmental, Safety, & Health (ESH), or Human Systems Integration (HSI).  Ideally, system safety engineering should exist as a separate entity that works with or supports ESH and/or HSI efforts.  

The ability to successfully implement the management process is highly dependent on developing a system safety engineering capability within NAVSEA and/or among the warfare centers/supporting field activity components and addressing system safety from a systems integration standpoint. Such an initiative will restore that expertise lost through the precipitous downsizing of the Headquarters engineering community, and is consistent with the engineering realignment between Headquarters and the warfare centers. (back to TOC)
Program Manager Responsibilities (back to TOC)
SECNAVINST 5100.10H, which provides Navy policy for safety, mishap prevention, occupational health, and fire protection programs, states that system safety management and engineering principles as defined in the MIL-STD-882 series shall be applied to the acquisition of systems and facilities.  While this instruction has been addressed previously in this report, it is worth repeating the salient points regarding the PM responsibilities:

· System safety programs shall be maintained throughout the life cycle as required by DoD Directive 4715.1 series on Environmental Security and the MIL-STD-882 series;

· System safety personnel must be properly trained;

· An independent safety assessment shall be performed as part of the in-house DON System Acquisition Review Council (DNSARC) reviews at Milestones I, II, and III;

· Primary management emphasis shall be placed on the identification, evaluation, and elimination/control of hazards prior to production/construction and deployment; and

· Perhaps most importantly, system safety programs shall be formally planned and executed to reflect proper funding, staffing, scheduling of activities, appropriate and mandated safety design standards and criteria, safety testing, hazard tracking and closeout procedures, hazard analysis, coordination review, and oversight procedures.

This policy lays out very important baseline system safety management guidelines; but, unfortunately, it falls short of specifically stating the actual duties and responsibilities of the PM or making the linkage necessary to formally direct the PM to ensure that a comprehensive and effective system safety and hazard analysis review is actually conducted. Also critically lacking in this instruction is a discussion to ensure that the PM provides the proper funding and staffing to execute this responsibility as a most serious and dedicated matter.

The findings and recommendations (Appendix Q) of the SS PAT identify the need to strengthen SECNAV level policy and guidance to the affiliated PEO community regarding their responsibilities for system safety.  Appendices H to L provide a family of system safety implementation guidelines that, if followed properly, will provide a comprehensive, rigorous system safety program that program managers, as well as, system and safety engineers, within and external to the Navy may use to satisfy the requirements of SECNAVINST 5100.10H. (back to TOC)
CONCLUSIONS (back to TOC)
The issue of system safety is not one of reinvention or reengineering, but one of leadership and focus. The system safety management and engineering process has long been identified and documented. However, given its present state within NAVSEA, it requires a new direction, greater enforcement, and a rededication  from the highest echelons of Command on down.  It is a discipline that the Navy itself has mandated to be addressed throughout the life cycle of a system, equipment, or facility.  It is a discipline with its own performance goals and objectives that is already mandated through DoD, SECNAV, OPNAV, and NAVSEA directives and instructions to be properly funded and staffed, and to have the necessary review, oversight and enforcement procedures in place.  Only when these directives are rigorously emphasized and strictly enforced will a comprehensive system safety program be fully realized.
The value of system safety in terms of reducing or eliminating hazard risk, mitigating equipment failure, and preventing personal injury or loss is well known. Its principles and the application of its techniques are well documented.  What is unknown, however, is the capability of NAVSEA to restore the necessary support and visibility that is needed for system safety to effectively and efficiently achieve its mandates in the present era of acquisition reform, reduced manning, downsizing, and budget reductions.  The SS PAT, with its emphasis on providing a viable system safety management process, has taken only the first step in reinstitutionalizing system safety as a highly visible, value-driven discipline within NAVSEA.  The end goal should be to change the mind-set of acquisition managers from one of “why” integrate system safety to one of “when and how” to integrate system safety in the design and life-cycle production, operation, maintenance, and disposal of future ship systems and equipment. 

Nearly two decades ago, NAVSEA practiced system safety engineering and did so without great fanfare or exceptional notice. With the emphasis today on downsizing and outsourcing combined with the focus on designing new ships and ship systems requiring fewer and fewer crew members, system safety should play an even larger role than ever before.  Nevertheless, the talent and operational structure needed to perform this important task have almost completely disappeared from corporate NAVSEA. 

System safety is an important, but presently too often overlooked, component of safety.  Other components include occupational safety and health, explosive safety, aviation safety, software systems safety, fire and damage control safety, weapons system safety, and so on.  System safety should be among the leading safety components performed in acquisition and life-cycle management because it is smart engineering, innovative, required by regulations and instructions, and perhaps most importantly, cost effective.

· System safety focuses on risk management by reducing or eliminating hazards and contributes to improved ship/system operation and fleet readiness.

· System safety is mandated by the DoD 5000.2-R series and the follow-on SECNAV, OPNAV, and NAVSEA instructions related to system safety.

· System safety costs money to perform properly and fully; but when implemented early enough in the design phase of the ship/system life cycle, it more than pays for itself by avoiding costly  retrofits, repairs, or replacements and resultant operational down times.

· System safety is not general safety, a separate and equally important safety management process focusing on industrial safety (occupational safety and health).

The time has come for corporate NAVSEA to reestablish and maintain a fully functional and properly staffed system safety management and engineering infrastructure.  This will give NAVSEA the opportunity, not only, to serve as an advocate for system safety, but also, to provide the following services:  (1) to serve as an in-house engineering resource, (2) to serve in an advisory capacity to the affiliated PEOs who choose to contract with shipbuilders and others to perform safety and system safety programs for them, and (3) to serve as the technical authority within corporate NAVSEA to establish and maintain policy and requirements, as well as, formulate validation and certification processes.  The processes, tools, and documentation developed in conjunction with the SS PAT provide a foundation for reconstructing an effective system safety program within NAVSEA and for responding to today’s acquisition and personnel/fiscal resource environment. 

NAVSEA needs to re-think how best to establish a viable organizational construct to oversee system safety policy and the proper implementation of system safety management and engineering of ships and shipboard systems.

 (back to TOC)  

FINDINGS AND RECOMMENDATIONS (back to TOC)
In addition to developing the family of aids to conduct a system safety program / review process, as described above, the SS PAT identified a series of discrete recommendations resulting from an extensive list of findings (Appendix Q ), including where appropriate, specific action items to address each specific finding.  After analyzing these specific findings and recommendations, the SS PAT strongly recommends that Corporate NAVSEA take the following actions:

(1) Renew and reemphasize the commitment to system safety management and engineering at all levels of management  within NAVSEA.

(2) Establish and organize a fully functional and capable system safety infrastructure to address the changing role and environment of NAVSEA and its support of the affiliated PEOs.

(3) Initiate a vigorous awareness program including sponsorship of appropriate training for PMs and engineers in the duties and responsibilities for system safety management and engineering.

(4) Establish new guidelines to include specific system safety program requirements in solicitations and contracts and requirements to audit and track results using appropriate performance metrics.

(5) Fully incorporate system safety  into the Environmental, Safety and Health (ESH) element of the systems engineering process. 

(6) Establish and maintain an effective and uniform process for system safety enforcement and accountability within NAVSEA and affiliated PEOs consistent with DoD, SECNAV, and CNO directives.
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