NMCI AND NAVSEA INFORMATION SYSTEMS USER SECURITY REQUIREMENTS

Security Briefing

 

1.  Purpose.  Emphasize individual responsibilities pertaining to all operation, administration, management and control of NMCI and NAVSEA Information Systems. 

 

2.  General.  The protection of both classified and controlled unclassified information and data is based on the principles of individual responsibility, personal accountability and need-to-know.  Information system security, like all other security disciplines depends upon each individual.  

 

3.  Responsibilities.   The responsibility for the protection of classified and controlled unclassified information and data used within NMCI and NAVSEA’s computer systems rests with each person.  Regardless of countermeasures established to protect the confidentiality, preserve the integrity, or ensure the availability of sensitive computer systems, networks or the data processed, they provide little security if ignored by individual users.  The following NMCI and NAVSEA Information System Security User Agreement outlines basic safeguards, which must be closely followed when using NMCI and NAVSEA computer assets.

 

 

NMCI and NAVSEA Information Systems Security User Requirements

I understand that:

I may use only those NMCI and NAVSEA Information System which I am authorized to access and only for the purpose for which they were intended.

My NMCI and NAVSEA Information System password(s) must be protected and may not be divulged to anyone.

I am responsible for controlling access, utilization, and determining the correct classification of any file that I create, modify or manage.

When I gain access to NMCI or the NAVSEA network via personal or non-NMCI seats through remote access, I am responsible for ensuring the information and data is protected in accordance with DoD, DoN, and Privacy Act directives.  This information must be protected at all times.

 I may not install any computer software or open an NMCI or NAVSEA seat to install computing equipment.  Legacy applications may be installed through the “Legacy Application Transition Process” or through CLIN 23 orders.  Peripherals may be connected through available serial, parallel, or USB ports.   This exception does not apply to developmental designated NMCI or NAVSEA (R&D) computer systems.

I must properly logoff the NMCI or NAVSEA Information System upon completion of work or when departing the immediate terminal area for any length of time and I should use a password protected screen saver.

I must not  knowingly probe or attempt to break in or gain access to any computer system, node or account that I am not authorized to access.

I must exercise reasonable care in downloading and handling files from outside sources.

NMCI and NAVSEA Information Systems are subject to authorized monitoring to ensure system functionality, verify the application of prescribed security countermeasures, and protect against unauthorized use. If monitoring reveals possible evidence of criminal activity, such evidence may be provided to law enforcement personnel.

Any attempt to circumvent NMCI or NAVSEA Information System security safeguards may result in immediate revocation of my information system access, adverse administrative action, and/or disciplinary action.  

My local Information System Security Manager/Officer (ISSM/ISSO) is my primary point-of-contact for any problems or questions concerning NMCI or NAVSEA Information System security.

 I must immediately report any violation of NMCI or NAVSEA Information System security or any other inappropriate activity I observe or suspect directly to the local ISSM/ISSO.  I must report any weakness in NMCI or NAVSEA Information System countermeasures or procedures I observe or encounter to the NAVSEA ISSM/ISSO.

 
NMCI and NAVSEA Information Systems

 User Agreement

This form is used to acknowledge receipt of, and agreement to comply with, the NMCI/NAVSEA Information Systems User Security Requirements, NAVSEAINST 2300.1, and other policies and procedures for obtaining a network account.  
Instructions

After reading the Navy Marine Corps Intranet/Naval Sea Systems Command Information Systems User Security Requirements, Version 2, dated 8 Oct 2003, NAVSEAINST 2300.1 and the above Privacy Act Statement, please provide the following required information, then sign and date this form. 

Type/Print Name: ______________________________ Social Security Number:________________________
Citizenship:   ( U.S. Citizen
( Foreign National
   Clearance:  ( None  ( Pending  ( Confidential or higher

Code: _________________
Location:  ( WNY     Other_________________________________________________
Acknowledgement

I have received and read a copy of NAVSEAINST 2300.1 and the NMCI and NAVSEA Information Systems User Security Requirements.   I UNDERSTAND MY RESPONSIBILITIES REGARDING ACCESS AND USE OF NAVY MARINE CORPS INTRANET/NAVAL SEA SYSTEMS COMMAND NETWORKS AS SET FORTH IN THE ABOVE-REFERNECED DOCUMENTS AND AFFIRM THAT I WILL COMPLY WITH THE STATEMENTS, TERMS, AND CONDITIONS SET FORTH THEREIN.  I request access to the Navy Marine Corps Intranet/Naval Sea Systems Command Networks and Network Infrastructure for the purpose of conducting official work related to my position.
Signature:____________________________________    Date: ___________________________

Endorsement

U.S. Citizenship and Security Clearance verified by: ____________________________ Date:__________________







        (Authorized SEA 104 signature)

NAVSEA Network Account User Name: ___________________________________________________





(To be completed by the SEA OOI Account Administrator)

NMCI Network Account User Name:_________________________________________________






(To be completed by the NMCI Account Administrator)

Copy to be retained by the Information Assurance Office
PRIVACY ACT STATEMENT





Section 301 of Title 5 of the U.S. Code authorizes collection of this information.





The principal purpose for requesting this information is to determine your eligibility for a NMCI/NAVSEA Network Account, NMCI/NAVSEA Microsoft Exchange e-mail Account and/or to grant Internet Access.  Additional disclosure may be made, as necessary to authorized personnel, to monitor and maintain your account.  Disclosure may also be made to a Federal, State, or local law enforcement agency if NAVSEA/NMCI becomes aware of a violation or possible violation of civil or criminal law; or to a Federal agency when conducting an investigation of you for employment or security reasons.  Furnishing this information is voluntary.  However, if you fail to do so, you will not be granted a User Account.
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