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1.
SCOPE

This standard establishes a method of measuring the shielding effectiveness of all shipboard electromagnetically shielded rooms, in metallic and non-metallic ships.

The method applies to the shield attenuation measurement of electric fields over the frequency range 10 kHz to 1 GHz and of magnetic fields over the frequency range 10 kHz to 30 MHz.

This document provides also measurements procedures and estimation techniques for determining the attenuation at frequencies from 10 kHz to 200 MHz using coherent measurements.

The following document, containing the methods of measurement, is derived from MIL-STD 285 and IEEE 299-1991.

2.
DEFINITIONS

APPLICABLE DOCUMENTS:

IEEE STD 100-1992. The new IEEE standard dictionary of electrical and electronics terms. Fifth edition.

For the purpose of this STANAG the following definitions shall apply.

2.1
ATTENUATION (SHIELDING EFFECTIVENESS)

Attenuation (Shielding Effectiveness) is the ratio of the signal received (from a transmitter) without the shield, to the signal received inside the shield. The insertion loss when the shield is placed between the transmitting antenna and the receiving antenna.

Hence attenuation is defined by:

Attenuation (dB)  =  20  Log E1/E2

for electric fields

Attenuation (dB)  =  20  Log H1/H2

for magnetic fields

where:

· E2 and E1 are the electric field strengths within the enclosure and in absence of the enclosure respectively.

· H2 and H1 are the magnetic field strengths within the enclosure and in absence of the enclosure respectively.

2.2
SHIelding enclosure

A structure that protects its interior from the effect of an exterior electric or magnetic field, or conversely, protects the surrounding environment from the effect of an interior electric or magnetic field.

A high-performance shielding enclosure is generally capable of reducing the effects of both electric and magnetic field strengths by one to seven orders of magnitude depending upon frequency.

An enclosure is normally constructed of metal with provisions for continuous electrical contact between adjoining panels, including doors.

2.3 scattering parameters

A square array of complex numbers consisting of the transmission and reflection coefficients.

Each of these coefficients relates the complex electric field strength (or voltage) of a reflected or transmitted wave to that of an incident wave.

The subscripts of a typical coefficient Sij refer to the output and input ports related by the coefficient.

SHIELDING EFFECTIVENESS TEST PROCEDURES

USING NON-COHERENT MEASUREMENTS

3.
MEASUREMENT SYSTEM

A simple block diagram of the measurement system is shown in Figure 1.

On board it is necessary to measure the behaviour of shielded enclosure including doors, penetrations, equipments, cabinets, ducting, etc..

In this real condition attenuation measurement shall be given by the difference between field strengths induced in a receiving antenna (and produced by a transmitting antenna) during calibration measurements and during shipboard measurement.

The instruments of the measurement system should be tested and calibrated before executing the measurements.

3.1
SIGNAL SOURCE

Signal source (S block, see Fig. 1) may be either a signal generator or a power oscillator with CW (or modulated output) and with enough power to endow the whole system with an adequate measurement range (e.g. with a minimum dynamic range of 80 to 100 dB).

If necessary, the required power level may be achieved by inserting an amplifier in the instrument chain (A block see Fig. 1).

3.2
RECEIVER

The detector may be any receiver or field strength meter with sufficient sensitivity such that its dynamic range is greater than the maximum attenuation required to be measured (R block see Fig. 1).
3.3
ANTENNAS

Antennas to be employed over the different frequency bands are specified in the following paragraphs.

3.3.1 MAGNETIC FIELD ATTENUATION MEASUREMENT

· Frequency range from 10 kHz to 30 MHz: loop antenna.

One coil of N.6 AWG, 30 cm diameter copper wire (e.g.: active EATON pair TX and RX 96020)
3.3.2 ELECTRIC FIELD ATTENUATION MEASUREMENT

· Frequency range from 10 kHz  to  30 MHz: electric field source provided with rod receiving antennas.

(e.g: TX EATON antenna N° 96003 and RX EATON N° 95010).
· Frequency range from 30 MHz to 200 MHz :  Biconical antenna.

(e.g: Two EMCO Biconical antenna N° 3109).
· Frequency range 200 MHz to 1 GHz : Tuned dipole antenna.

(e.g: EATON DM-105A-T2 antenna up to 400 MHz and EATON DM-105-T3 beyond 400 MHz).
4.
METHODS OF MEASUREMENT

During measurements, in order to reduce the possibility of an electromagnetic influence between the human body and the antennas, only the test personnel are allowed to access the location and the operational enclosure cannot be used.

The room under test must be clear of all extension cables and non permanent equipments. Cables normally connected inside the space should be terminated to permanently mounted equipment. This will prevent parasitic re-radiations within the shielded room. No electrical or electronic equipment should be running in the enclosure while the measurement is taking place.

The attenuation assessment consists of the phases described in the following paragraphs.

4.1
ARRANGEMENT OF INSTRUMENTATION

Instrumentation shall be arranged as shown in Fig.2, the receiver shall be laid inside the enclosure and the transmitting antenna outside.

Antennas shall be placed in accordance with the specifications in paragraph 4.4.

4.2
ON BOARD MEASUREMENT POSITIONS

The measurements positions must be selected on the basis of an inspection of the enclosure under test.

Selection criteria should take into account each part of the enclosure that could increase the risk of undesired electromagnetic radiated emissions.

- Measurement should be made close to:

· Apertures (e.g. doors, ventilation ducts, mesh gratings, etc..);

· Penetration cables and conducting pipes as these can pick up signals on one side of the screen and re-radiate on the other;

· Seams and other weak features of the shielding and bonding.

4.3 ON BOARD DYNAMIC RANGE MEASUREMENT

In order to ascertain the capability of the system of revealing the attenuation value that is intended to be gauged it is necessary to perform a check in advance on the instrument attenuation measurement range.

The test of attenuation measurement range shall be documented in table 1 (see Appendix A) and shall consist of the following steps:

· The instrumentation shall be placed inside the enclosure, (maintained in maximum shielding conditions); RX and TX antennas shall be positioned with mutual distances as indicated in the tables 2, 3, 4, 5. There should be no metallic items placed between antennas or in their proximity.

· Two readings of the amplitude levels (provided by the detector and expressed in dB(V) shall be taken in the following conditions:

a) maximum output power level of the signal generator (this could also include the block A - amplifier). Let V1 (dB(V) be the level read from the detector. If the high power transmit level saturates either the receiving antenna (if active antenna) or the receiver it is possible to reduce the power level of the signal generator and take into account this reduction for calculating V1 (e.g. if we reduced the power level by K dB we will consider that V1 will be the value measured plus the 2K factor);

b) signal source switched off and detector still operating in the previous conditions. Let V2 (dB(V) be the read amplitude level (it consists of the instrument noise plus environmental noise).

· Measurement system range is calculated as follows:

Range (dB) = V1(dB(V) - V2(dB(V).

The range validation must be performed for both horizontal and vertical orientation of antennas.

In order to make the attenuation measurement possible, the range must be larger than the expected attenuation value over the intended frequency range.

Otherwise the measurement signal level will need be increased, by turning up the amplification (see block A).

The available instrumentation should ideally provide a dynamic range of 80 to 100 dB, but it will be considered that this range will be the maximum measurable attenuation level. If the attenuation measurement is limited by the background noise (V2) this must be reported in the "NOTES" concerning the measurements because, in this case, the real attenuation is greater than the measured attenuation and the dynamic range.

4.4
SHIPBOARD MEASUREMENT

The attenuation measurements shall be performed in accordance with the tables that are provided in Appendix A and are to be filled following the given instructions.

Special attention must be paid when recording the parameters set during the measurements (receiver band, signal source output level, type of modulation, length of tuned dipoles and so on).

Antennas should be aligned over two planes, horizontal and vertical, perpendicular to the plane of the shielding on the opposite sides of it.

Measured values are reported for the different frequencies by filling columns (1) and (4) of the tables 2, 3, 4, 5 of Appendix A.

In figures 3-4-5-6 drawings show the positions of instruments and antennas in the various frequency bands.

The distances between the antennas are mandatory but they can be modified, because of lack of available space, and such modifications must be reported in the trial report.

The amplitude value read on the receiver for each frequency during the trial (V in dBV) shall be reported in the tables 2, 3, 4, 5 of Appendix A, respectively in column (1) if measured with antennas arranged on the horizontal plane and in column (4) if measured with antennas arranged on the vertical plane .

4.5
CALIBRATION MEASUREMENTS

Calibration measurements are to be performed after shipboard measurements, in a shielded anechoic enclosure or in an open-site, without metallic items placed between the antennas or in their proximity.

Antennas must be carefully placed in the same conditions (reported in the specific tables) as during the shipboard measurements.

The same cables as were used on the ship should also be used for these calibration measurements.

Also the operational modes of the measurement chain must be thoroughly reproduced on the basis of the indications reported in the tables (receiver band, signal source level, type of modulation employed, length of tuned dipoles and so on).

The value of the voltage read on the receiver as a function of frequency during calibration (V0 in dBV) shall be reported on the tables 2, 3, 4, 5, respectively in column (2) for the measurement conducted with antennas arranged on the vertical plane and in column (5) for the measurement conducted with antennas arranged on the horizontal plane. 

If the high power transmit level saturates either the receiving antenna (if active antenna) or the receiver it is possible to reduce the power level of calibration and take into account this reduction for calculating Vo. If we reduced the power level by K dB we will considere that Vo will be the value measured plus the 2K factor.

4.6
ATTENUATION CALCULATION

The following formula expresses the value of attenuation:



Attenuation (dB)  =  V0(dBV) - V(dBV)

Since two measurements are performed, with antennas placed on horizontal and vertical planes, two different values will be achieved.

As a value of attenuation, the least must be chosen and reported for each frequency in column (7) of the table used.

Such a datum shall then be reported on diagrams similar to those shown in Fig.7.

5.
RESULT REPORT

The result report (measurement report) shall contain the following data:

· date

· name of the ship

· room

· room dimensions

· test instruments data

· personnel who performed the measurements

· arrangements during measurements (possibly enclosing a map of the enclosure)

· diagram of the attenuation for the magnetic field (10 kHz - 30 MHz)

· diagram of the attenuation for the electric field (10 kHz - 1 GHz)

· measurement frequencies where the attenuation value is limited by on-board background noise

· possible notes

If particular constraints, environmental or operational, cause the measurement standards to be somehow not complied with, it is to be explicitly mentioned along with the detailed description of the adopted solutions.
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Fig. 1
simple block diagram of the measurement system
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Fig. 2
arrangement of instrumentation
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Fig. 3
attenuation measurement of magnetic field

( 10 kHz - 30 MHz )
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Fig. 4
attenuation measurement of electric field

( 10 kHz - 30 MHz )
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Fig. 5
attenuation measurement of electric field

( 30 MHz - 150 MHz )
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Fig. 6
attenuation measurement of electric field

( 200 MHz - 1 GHz )
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Fig. 7
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SHIELDING EFFECTIVENESS TEST PROCEDURES

USING COHERENT MEASUREMENTS

6.
BACKGROUND

The principles behind the coherent SE measurement technique are (1) the factoring out, or "deembedding," of the antenna effects by coherent reflection and transmission measurements and (2) the inclusion of the wave impedance in the SE measurement.

The three contributions to shielding effectiveness, absorption, reflection and correction (see Appendix B1), all depend on the wave impedance of the transmitted source. 

For all practical purpose the SE can be considered a function of frequency and wave impedance only (see Appendix B1 for details). SE versus frequency can be measured easily, but SE vs. wave impedance cannot.

This problem is solved by measuring SE vs. frequency and distance (separation between the transmitting and receiving test antennas), then using the relationship between wave impedance and distance for ideal electric and magnetic sources (shown in Figure 8) to produce the desired plot of SE vs. frequency and wave impedance.

[image: image9.png]100

3| 10

X

Q

w

Sle

g

g8

[N

=

W

<! .

3 o ‘\
MAGNETIC
DIPOLE

0.01
0.01 0.1 1 10 100
2=nr

g




Figure 8. Relationship of the Normalized Wave Impedance (' to the Normalized Distance r' from the Source.

An example of such a plot is shown in Figure 9.
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Figure 9. 3-D Representation of SE as a function of Frequency and Wave Impedance.

This 3-dimensional plot is the key to producing a comprehensive and accurate SE table for every radiating source in the vicinity of the shielded region under test.

To find the SE for each radiating source, the dependence of wave impedance on distance and frequency (Figure  8) is used to produce a plot of wave impedance vs. frequency at a single distance.

This defines a 2-D plane that is parallel to the vertical (SE) axis.

The intersection of each plane (one per radiating source) with the 3-D surface, which is a line on that surface.

The surface, the plane for a typical HF antenna, and the line of intersection is shown in Figure 9. Finally, a line is projected onto the plane defined by the frequency axis and the SE axis, which produces a plot of SE vs. frequency as shown in Figure 10.
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Figure 10: 2-Dimensional representation of the SE curve shown in Figure 9.

7.
GENERAL PROCEDURES

7.1
TEST EQUIPMENT

7.1.1
Measurement Receivers

A network analyzer shall be used which is capable of S‑Parameter data over the frequency range from 10 kHz to 200 MHz such as the HP 8751A Network Analyzer with the HP 87511B S‑Parameter Test Set or equivalent.

A data recording device such as a computer is required to continuous data collection.

7.1.2
Antennas

The following antennas shall be used in the corresponding frequency ranges:

· Quantity 2 of a Loop Antenna


              10 kHz to 30 MHz

· Quantity 2 of a 104 cm rod antenna

              10 kHz to 30 MHz
· Quantity 2 of a Biconical Antenna 137 cm tip to tip        30 MHz to 200 MHz

7.2 PROCEDURES FOR DETERMINING SE WITHOUT WAVE IMPEDANCE

The following procedures are used to obtain shielding effectiveness vs. frequency measurements at a fixed test distance ignoring the effect of wave impedance.

Two identical antenna are required to perform the testing, one antenna shall be located inside the enclosure and function as the transmit antenna, this shall be connected to Port 1 of the network analyzer.

The penetration into the enclosure should be a fiber optic connection for optimum performance.

The other antenna shall be located outside the enclosure and function as the receive antenna, this shall be connected to Port 2 of the network analyzer.

7.2.1 Calibration

The basic test setup for the measuring equipment and antenna during testing is shown in Figure 11.

The following procedure is followed to determine the contributions of the antennas.

The field E1 or H1, produced by the source in the absence of the shielded enclosure is obtained by direct measurement with the receive antenna spaced from the transmitting antenna by 2 meters plus the thickness of the shielded barrier, which is the same total antenna‑to‑antenna distance that will be utilized when the shield barrier is in place.

The measuring equipment shall be scanned over the appropriate frequency range depending upon the antenna being used.

For this measurement S21, shall be recorded and saved as the calibration data.
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Figure 11: General Configuration for System Calibration

7.2.2 Measurement Procedure

The measurements shall be made in accordance with Figure 12, with the transmitting and receiving antennas spaced 1.0 m from a shielding barrier and coplanar in a plane perpendicular to a wall, ceiling, or other surface.

The measuring equipment shall be scanned over the appropriate frequency range depending upon the antenna being used. For the this measurement, S21' shall be recorded and saved as the shield data.
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Figure 12: Basic Test Setup

7.2.3 DETERMINATION of Shielding Effectiveness

Using the data obtained in the above procedures the shielding effectiveness vs. frequency can be calculated in the following steps:

1. Calculate the magnitude of S21 for the calibration and test configuration.

2. Use equations (I) to obtain the preliminary shielding effectiveness

Shielding effectiveness is defined as the ratio of field strength without the shield present to the field strength with the shield in place.
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(I)

7.3 FOR DETERMlNING SE WITH WAVE IMPEDANCE

The following procedures are used to obtain shielding effectiveness vs. frequency and wave impedance measurements.

This is accomplished by measuring the SE at several distances.

Then using the relationship between wave impedance and distance (shown in Figure 8) to produce the desired plot of SE vs. frequency and wave impedance.

An example of such a plot is shown in Figure 9.

Two identical antenna are required to perform the testing, one antenna shall be located inside the enclosure and function as the transmit antenna, this shall be connected to Port 1 of the network analyzer.

The other antenna shall be located outside the enclosure and function as the receive antenna, this shall be connected to Port 2 of the network analyzer.

7.3.1 Calibration

The basic test setup for the measuring equipment and antenna during testing is shown in Figure 11.

The following procedure is followed to determine the contributions of the antennas.

The field E, or H, produced by the source in the absence of the shielded enclosure is obtained by direct measurement with the receive antenna spaced from the transmitting antenna at various distances i.e. 0.5, 1, 1.5, 2 meters plus the thickness of the shielded barrier, which is the same total antenna‑to‑antenna distance that will be utilized when the shield barrier is in place.

The measuring equipment shall be scanned over the appropriate frequency range depending upon the antenna being used.

The S parameters shall be recorded and saved as the calibration data for that test distance.

7.3.2 Measurement Procedure

The measurements shall be made in accordance with Figure 12, with the transmitting and receiving antennas spaced at the values determined in the calibration procedure from a shielding barrier and coplanar in a plane perpendicular to a wall, ceiling, or other surface.

The measuring equipment shall be scanned over the appropriate frequency range depending upon the antenna being used.

The S parameters shall be recorded and saved as the shield data for that test distance.

7.3.3 Determination of Shielding Effectiveness

Using the data obtained in the above procedures, the shielding effectiveness vs. frequency and wave impedance can be calculated in the following steps:

1. The contribution from the antennas should be deembeded (see Appendix B1 for details).

2. The frequency range is then segmented per the criteria detailed in Appendix B2.

3. Calculate ( and (  for each of the frequency bands determined in step 2 where:
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(III)

4. The shielding effectiveness can than be determined using equation 4.
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(IV)

The terms in equation (IV) are physical quantities which are readily derived from the detailed measurement procedure.

The first term is simply a constant where c = 3 x 108 m/s (speed of light).

The second term is simple the inverse of the change in shielding effectiveness as a function of antenna separation distance over the localized frequency range f1 to f2.

This term requires that the shielding effectiveness measurements be performed at different antenna separation distances.

The third term corresponds to the local change in shielding effectiveness as a function of frequency over the frequency range fl to f2.

Finally, the last term is the difference between the squares of the frequencies f1 to f2.
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