Naval Sea Systems Command (NAVSEA)

Information Assurance (IA) Procedures for

Networked Multi-Functional Devices (MFDs)

In support of the NAVSEA Chief Information Officer’s Information Assurance Policy for Networked Multi-Functional Devices, NAVSEA Policy Letter 13-02, dated 15 April 2002, this document describes step-by-step procedures for securely installing MFDs, and for overwriting and disposing of MFD hard drive(s) in the case of a security breach or hardware failure.  Following the steps in these checklists will guarantee inventory control, enforce risk management and safeguard information processed on MFDs.  These procedures will limit security vulnerability and ensure that unauthorized processing incidents are quickly and effectively corrected.  

The procedures outlined in these checklists are based on NAVSEA’s current MFD inventory as outlined in the “MFD Model Matrix” dated 12 April 2002 (Attachment A) provided by Xerox.

Roles and Responsibilities:

Deputy CIO, Infrastructure Operations (DCIO-IO) – The DCIO-IO will provide training in these procedures to all new and existing members of the Help Desk, Call Center and Desktop Support Teams as well as periodic “refresher” training.  

The DCIO-IO will assure that the proper signs are posted at every MFD at NAVSEA HQ, and be responsible for maintaining all Inventory Records and Incident Reporting.

The DCIO-IO will also update these procedures as appropriate.

Help Desk – All Help Desk personnel will give precedence to all service calls involving inappropriate processing of classified information.  It is the Help Desk’s responsibility to assure that an overwrite technician or security-cleared Xerox Technician is paged and reports immediately to the scene of a security breach.  For the Help Desk personnel’s role in the case of a security breach, see the “Security Breach Overwrite Procedures and Incident Reporting” Checklist on Page 4.

Users – In the case of inadvertent processing of classified information, the user will immediately power-down the MFD, call the Help Desk at 1-HELP and follow the instructions provided by the Help Desk.  If the machine is not in a controlled security area, the user will remain with the MFD until authorized help arrives or is otherwise instructed by the Help Desk.

Users will also enable the default “Automatic Banner Sheets” function on each MFD to assure user accountability, and use individual PIN numbers for classified processing.

Test & Reutilization Center (TRC) – The TRC is responsible for degaussing, storage and destruction of all MFD hard drives.

IA ISSM – The IA ISSM will track all incident reports and monitor trends in security vulnerabilities.  

Information Assurance (IA) Procedures for

Networked Multi-Functional Devices (MFDs)

	Pre-Installation Procedures:

	Step
	Description
	Completed

	1
	Create MFD Inventory Record
Log a new MFD on the inventory spreadsheet once the device has been delivered.  The spreadsheet should include:

1. Security designation (classified/unclassified)

2. MFD object name

3. Serial number

4. Model type

5. Office location

6. LAN port number

7. Existing TCP-IP address (if any)

8. Security breach incident history (record inappropriate usage, including status of mitigation and serial number of affected MFD)

CLASSIFIED MFDs ONLY:  Use removable hard drives on MFDs authorized for processing classified information.  All classified MFDs must be located in a secure physical location. If connected to a network, the network and MFD must be of equivalent classification.
	(

	2
	Establish LAN Port
Submit a Remedy ticket to the infrastructure team requesting them to clear (unlock) the port that will be supporting the MFD.  If no port exists in that location, submit a Remedy ticket to the infrastructure team requesting them to add/install a new port. 
	(

	3
	Remove Old Equipment from Location

1. Disconnect the device from the Network.

2. Remove or Overwrite the old MFD’s hard drives(s) per the “MFD Disposal Procedures” Checklist on page 4 of this document.

3. Contact the Advance Systems Group (ASG) to physically retrieve the machine and deliver it to the NAVSEA TRC/Hardware Consumables area.
	(

	4

|

or

|
	Color MFDs ONLY -- Install/Verify Latest Software Version

1. Fiery EX-2000 should be running software version 1.21A or higher.

2. Fiery EX-12 should be running software version 1.0 or higher.

3. Print a new configuration sheet to verify the operating software version once the installation is complete.
	(

	5

|

or

|
	Xerox Model 460 and later -- Upload Security Patch  

1. Add the MFD’s TCP/IP address to the host table.

2. In Microsoft IE, open the MFD’s TCP/IP address to confirm that the connection is active.

3. Load the most recent version of the appropriate security patch software to the MFD’s TCP/IP address (current software is DC Security Upgrade, Version 1.0).
	(

	6
	Xerox Model 460 and later -- Enable ESS Overwrite Software 

Load the Electronic Sub-System (ESS) overwrite enabling software from the CD-ROM “Network Controller, Image Overwrite Enablement Tool” onto the MFD’s server folder.
	(

	7
	Prepare Identification Label, Classification Notification and Security Breach Instructions

1. Create a label to be placed on the MFD that includes the MFD’s object name and TCP/IP address.

2. Create a sign notifying users of the security classification level assigned to the MFD – “classified” or “unclassified” (must be prominently displayed).

3. Create a sign instructing users of the required steps if security classification levels are breached (must be prominently displayed).  “In case of unauthorized processing of “CLASSIFIED” information on this machine, dial extension 1-4357 (1-HELP) and follow Help Desk instructions.”
	(

	Installation Procedures:

	Step
	Description
	Completed

	1
	Connect the MFD

Plug in the power cord and LAN connection.  For color MFDs, be sure to connect the appropriate Fiery box with the latest software version.
	(

	2
	Set New Administrator and Diagnostic Passwords

1. Engage the MFD using the default administrator password.

2. Follow the instructions on the MFD to change BOTH the default administrator and default diagnostic passwords to unique passwords.
	(

	3
	Verify/Set Standard MFD Configuration

1. Verify/set the date and time.

2. Set the phone numbers for both the Help Desk and Ordering Supplies.

3. Set the static TCP/IP address.

4. Set the serial number.

5. Load all paper trays and set the default tray priorities.

6. Maximize the power saver (240 minutes).

7. Enable “banner sheets” to ensure user accountability.
	(

	4
	Set Network Configuration

1. Set the port.

2. Verify/set the TCP/IP address.

3. Enable Raw TCP/IP printing.

4. Disable Dynamic DNS.

5. Disable SLP. 

6. Enable Network Scanning.

7. Disable Apple Talk, Banyan Vines, Microsoft Networking, Token Ring and Parallel Port settings.

8. Enable HTTP.

9. Disable Novell Netware.

10. Disable Network Faxing.
	(

	5
	Create MFD Object Name on Appropriate Server

Determine which server the users logon to and replace the old device object with the new MFD object name.  If no current device or connection exists, create a new MFD object name on the appropriate server.
	(

	6
	Post Identification Label, Classification Notification and Security Breach Instructions

1. Place Identification Label directly on MFD.

2. Post Classification Notice in prominent place next to machine.

3. Post Security Breach Instructions in prominent place next to machine.
	(

	7
	Test MFD

Test print across the network to confirm proper connection.
	(

	8
	Notify Users of MFD Installation

Notify Users of location on the server.  Users may have to submit a Remedy ticket to install new printer drivers before use.
	(

	9
	Verify Inventory

Assure MFD information is correct on inventory spreadsheet.
	(


	Security Breach Overwrite Procedures and Incident Reporting:

	Step
	Description
	Completed

	1
	When the Help Desk receives an incident call, the Help Desk Operator will instruct the user to power-off the MFD, post a sign on the MFD stating “Down For Security – Do NOT Restart” and stay with the machine until help arrives.  Precedence shall be given to service calls involving inappropriate processing of classified information.
	(

	2
	The Help Desk Operator will immediately page the designated on-call Overwrite Technician to the scene.
	(

	3
	The Overwrite Technician should go immediately to the MFD and NOT leave the MFD unattended until the full overwrite process is completed and an entry into the incident log has been made.
	(

	4
	Disconnect the MFD from the Network.
	(

	5a
	Xerox Model 440 or earlier and ALL Color MFDs -- No overwrite software exists and the hard drive(s) must be removed by a security-cleared Xerox technician, using NAVSEA-owned supporting equipment (i.e., laptop), and given to NAVSEA TRC for proper disposal.  Skip to step 9.
	(

	5b
	Xerox Models 460 and later – (Overwrite Technician) Enable ESS & IOT Overwrite Functions by continuing with Steps 6-10 below.
	

	6
	Power on the MFD and allow ESS overwrite software to automatically run.
	(

	7
	Enable the IOT Overwrite software to run:

1. Press the “Access” feature button.

2. Using the keypad, input *33683797483, then press “Enter”.

3. Allow the full overwrite process to finish.
	(

	8
	Reconnect the MFD to the LAN and restart to automatically enable the ESS Overwrite Software to run.
	(

	9
	Add an entry to the Incident Log, completing all fields (kept with machine in documentation sleeve).  The Incident Log should include:

1. MFD location

2. MFD serial number

3. Date/Time of incident

4. Type of job (copy, print, or both)

5. Overwrite duration (time in minutes to complete overwrite process)

6. Meter reading on the MFD

7. Name and signature of technician performing overwrite

8. Any additional comments 
	(

	10
	Submit a copy of technician-signed Incident Log Report to DCIO-IA, ISSM.
	(

	MFD Disposal Procedures:

	Step
	Description
	Completed

	1a
	Xerox Models 460 and Later

Enable ESS & IOT Overwrite Functions on the MFD by following steps 4-10 in the previous section, “Security Breach Overwrite Procedures and Incident Reporting”.  Then, continue to Step 2.
	(

	1b
	Xerox Models 440 and Earlier and ALL Color MFDs 
No overwrite software exists for these models.  Continue to Step 2.
	

	2
	A security-cleared Xerox technician must remove ALL hard drives and place them in the custody of the NAVSEA TRC for degaussing and destruction.  Any maintenance on ALL MFDs must be performed using ONLY NAVSEA-owned equipment.
	(


The above steps have been completed.

____________________________________

Technician’s Signature

Date

Attach this completed and signed checklist to the MFD’s Incident Log Report.
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