NAVSEA HQ Certification and Accreditation process

Phase I - Definition

· Information collection and evaluation - Program Manager/Process Owner fills out Certification and Accreditation (C&A) Registration Form and submits it to the IA Office.

· Info needed on Registration form:

· Application/system name

· Acronym

· Version

· DADMS ID (if they have it)

· DADMS/FAM status (if they have it)

· Program Manager

· Info the PM needs to provide with Registration form (templates/explanations included in what we give them):

· MAC level statement (8500.2)

· Mission Critical/Mission Essential designation

· Sensitivity determination (Classified, Sensitive, Public)

· Certification Level worksheet (8510.1-M), accomplished by filling out Table C3T9 (p 42) and using Table C3T10 (p 47) to make determination (8510.1-M, C3.4.8.2.1)

· IA Office checks status of system in DADMS.  If system/application (with correct version) is not in FAM “Approved” or “Allowed with Restrictions” (AwR) status in DADMS, no further C&A work will be performed.  IA Office informs Program Manager/Process Owner that they must get FAM concurrence before proceeding further.

· IA Office collects information from the Registration form to determine how to proceed:

· IA Office reviews:

· certification level determination of Level 1-4 (8510.1-M, C2.1.3)

· MAC level determination (8500.2, E2.1.38)

· sensitivity determination

· Mission Critical/Mission Essential designation, and enters in database (impact primarily for INFOCON issues) (SECNAV Memorandum, dated 28 March 2001, definition revision of Mission Critical and Mission Essential systems from Enclosure 2 of DoD Instruction 5200.2 (E2.1.12 and E2.1.1))

· Additional information provided on form (COTS/GOTS, Simple/Complex, Foreign National access, etc)

· IA Office determines type of Accreditation needed (5239-13, vol I, 3.2) and expected level of effort.

· For Levels 2-4, IA Office prepares Prescribed Tests designating the appropriate use of checklists and vulnerability assessment tools (5239-13, vol I, 2.1.3).  Based upon the MAC level and the sensitivity of the system, Prescribed Tests are defined in the Attachments to Enclosure 4 of the 8500.2.  (Robustness testing is covered by MAC tests)

· IA Office provides Program Manager/Process Owner with: SSAA template/guidance (based upon 5239-13, vol III, encl I), appropriate Prescribed Tests templates, MAC/Confidentiality N/A template, and the Minimal Security Checklist.

· PM/Process Owner drafts SSAA, fills out Minimal Security Checklist, and delivers to the IA Office.

· IA Office reviews Minimal Security Checklist found in 8510.1-M, Appendix 2 (submission completes actions for Level 1 systems/applications; initial step for Level 2-4 systems/applications) as final part of Registration process.

· PM/Process Owner negotiates SSAA with IA Office, CA, Certification Agent, DAA (8510.1-M calls this the Certification Requirements Review (CRR); C3.4.10).

· Certification Authority and DAA approve SSAA (8510.1-M, C3.4.12).

· All parties sign SSAA (5239-13, vol I, 3.1.1).

Phase II - Verification
· Program Manager provides additional design documentation not included in the SSAA which IA deems necessary to complete their review (5239-01, 5.1.1).

· Beginning of risk management and vulnerability assessment actions (5200.40, E3.3.3) including initial risk assessment of the environment (8510.1-M, C3.4.4.2.1) and the threat (C3.4.4.2.3), made at a high level by IA.

· Program Manager drafts ST&E/CT&E plan – PM/Process Owner and IA Office/Certification Agent agree on the tests and the N/A’s (CT&E is covered by the MAC/Confidentiality controls testing, per Tony Geddie conversation 8 July 04) resulting in what is essentially a Requirements Traceability Matrix (8510.1-M, C4.3.7).  Note: should be included in SSAA as Appendix G (CT&E) or H (ST&E) in 8510.1-M 
· When using a new server or one with an updated OS, etc., IA will conduct preliminary Vulnerability Assessment using ISS (or other similar tool) to allow early identification and mitigation of vulnerabilities, before full testing is conducted (8510.1-M, C4.3.8).

Phase III - Validation

· Third party conducts CT&E/ST&E.

· Analyses of CT&E/ST&E results – IA Office/Certification Agent (if successful CT&E test, a certification letter is sent to the site, which then conducts the ST&E in the operational environment (8510.1-M, C5.1.3)).

· IA conducts final Vulnerability Scan.

· (Residual) Risk Assessment – conducted by Certification Authority (5239-13, vol I, 3.1.5).

· Consolidate work/documentation used in certification deliberation:

· Design documentation (defines and describes properties of system)

· Risk assessment (analyzes threats, vulnerabilities, potential impact and countermeasures)

· CT&E/ST&E software/hardware tests to verify technical security requirements correctly and completely implemented into the system)      (5239-01, 5.1.1).

· Prepare Accreditation package:

· Certification Authority’s recommendation

· DAA’s authorization to operate (ATO)

· Supporting documentation

· SSAA

· DAA makes accreditation decision and drafts/signs accreditation letter.
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