NAVAL SEA SYSTEMS COMMAND - Headquarters

CERTIFICATION AND ACCREDITATION REGISTRATION FORM

This three page form is used to register an application in anticipation of working towards its certification and accreditation (C&A).  Note that pages 4-9 are definitions associated with questions on page 3.  Please return the completed form to the Information Assurance Resource Desk (202 781-4796, iahelp@navsea.navy.mil), where you may also direct any questions.

	The following information should exactly match the information found in the DoN Applications & Database Management System (DADMS):

· Application Name:       
· Application Acronym:       
· Application Version:       
· DADMS ID number:       
· FAM Status:

 FORMCHECKBOX 
  Approved

 FORMCHECKBOX 
  Allowed with Restrictions

 FORMCHECKBOX 
  Other (please provide status):       



	The following information relates to the Principal Point of Contact:

· Program Manager/Sponsor:       
· Code:       
· Phone number:       
· Email:       
· Location:       



· What is the sensitivity of the information to be handled by the application?

· Classified

 FORMCHECKBOX 
  Confidential

 FORMCHECKBOX 
  Secret

 FORMCHECKBOX 
  Top Secret or above

· Sensitive/Controlled Unclassified (CUI)

 FORMCHECKBOX 
  UNNPI (Unclassified Navy Nuclear Propulsion Information)

 FORMCHECKBOX 
  FOUO (For Official Use Only)

 FORMCHECKBOX 
  Any other

 FORMCHECKBOX 
  Public (reviewed and approved for public release in accordance with DoD Directive 5230.9)

· Type of software application:

 FORMCHECKBOX 
  COTS (Commercial off the shelf)

 FORMCHECKBOX 
  GOTS

· Scope of deployment – software/hardware will be deployed to the following: (check all that apply)

 FORMCHECKBOX 
  Solely one PEO/Directorate at NAVSEA HQ (at WNY)

 FORMCHECKBOX 
  Multiple PEOs/Directorates at NAVSEA HQ (at WNY) 

 FORMCHECKBOX 
  NAVSEA HQ user accounts accessed from non-WNY sites (Crystal City, contractor sites, etc)

 FORMCHECKBOX 
  Outside activities/anyone outside WNY

· Will the application be: (check all that apply)

 FORMCHECKBOX 
  Web based

 FORMCHECKBOX 
  Client/Server based – if so, do you intend for this to be the only application hosted on the server (e.g., the server is dedicated to this application)?

 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

 FORMCHECKBOX 
  Individual desktop/laptop based

· Where will the data be physically stored/hosted? (check all that apply)

 FORMCHECKBOX 
  Locally (at WNY)

 FORMCHECKBOX 
  Externally – Government site

 FORMCHECKBOX 
  Externally – Contractor site

· Will there be any software necessary to the operation of the application loaded on the desktop/laptop (other than a standard browser for web based applications)?

 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

· Will Foreign Nationals require access to this application?

 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	Definitions associated with these questions can be found on pages 4 and 5.
· Is the application Mission Critical, Mission Essential or neither:

 FORMCHECKBOX 
  Mission Critical

 FORMCHECKBOX 
  Mission Essential

 FORMCHECKBOX 
  Neither

· Into what Mission Assurance Category does this application fall?

 FORMCHECKBOX 
  MAC I

 FORMCHECKBOX 
  MAC II

 FORMCHECKBOX 
  MAC III

· What is the software characterization?

 FORMCHECKBOX 
  Simple

 FORMCHECKBOX 
  Complex




Please fill out the Certification Level Checklist, using the definitions on pages 5-9 and the best information you have at hand.  For applications not in production, these answers should describe the intended environment.

	Characteristic
	Alternatives and Weights
	Weight

	Interfacing Mode
	Benign (w=0), Passive (w=2), Active (w=6)
	     

	Processing Mode
	Dedicated (w=1), System High (w=2), Compartmented (w=5), Multilevel (w=8)
	     

	Attribution Mode
	None (w=0), Rudimentary (w=1), Selected (w=3), Comprehensive (w=6)
	     

	Mission-Reliance
	None (w=0), Cursory (w=1), Partial (w=3), Total (w=7)
	     

	Availability
	Reasonable (w=1), Soon (w=2), ASAP (w=4), Immediate (w=7)
	     

	Integrity
	Not-applicable (w=0), Approximate (w=3), Exact (w=6)
	     

	Information Categories
	Unclassified (w=1), Sensitive (w=2), Confidential (w=3), Secret (w=5), Top Secret (w=6), Compartmented/Special Access Classified (w=8)
	     

	Total of all weights
	     


Please return the completed form to NAVSEA 00I4 (Information Assurance Branch).  Refer questions to the Information Assurance Resource Desk (202 781-4796, iahelp@navsea.navy.mil).

DEFINITIONS FOR PAGE 3 QUESTIONS ON THE NAVSEA CERTIFICATION AND ACCREDITATION REGISTRATION FORM, v1.0:

Mission Critical and Mission Essential system (definitions from DoD Instruction, 5000.2 (E4.1.1 and E4.1.2))

Mission Critical - a system that meets the definition of "information system" and "national security system" in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations.  (Note: The designation of mission critical shall be made by a Component Head, a Combatant Commander, or their designee.  A financial management IT system shall be considered a mission-critical IT system as defined by USD(C) .)  A “Mission-Critical Information Technology System” has the same meaning as a “Mission-Critical Information System.”

Mission Essential - A system that meets the definition of "information system" in the Clinger-Cohen Act, that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission.  (Note:  The designation of mission essential shall be made by a Component Head, a Combatant Commander, or their designee.  A financial management IT system shall be considered a mission-essential IT system as defined by USD(C).)  A "Mission-Essential Information Technology System" has the same meaning as a "Mission-Essential Information System”.

Mission Assurance Categories (definitions from DoD Instruction 8500.2 (E2.1.38), referenced in DoN Publication 5239-13, vol III (Encl 1-p 7))

 Category
           System handles info that is:
        Loss of integrity or availability:

	Mission

Assurance

Category I
	“Vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness”
	“Consequences are unacceptable…  Immediate and sustained loss of mission effectiveness”

	Mission

Assurance

Category II
	“Important to the support of deployed and contingency forces”
	“Consequences are unacceptable…  Difficult to deal with and can only be tolerated for a short time”

	Mission

Assurance

Category III
	“Necessary for the conduct of day-to-day business, but does not materially affect support to deployed or contingency forces in the short-term”
	“Consequences can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness”


 Simple vs Complex (definitions from IA Pub 5239-13, vol III (2.4)
 Simple 



           Complex

	No or very limited security functionality
	Embedded security functionality

	Operate in a “stand-alone” mode
	Network centric or web-based

	Does not communicate across security boundaries
	Communicate across security boundaries

	Supports single or small number of users
	Support wide variety of users/sites

	Not relied upon to enforce any aspect of system security policy
	Relied upon to enforce some aspect of system security policy


Certification Level Checklist (definitions from DoD Manual 8510.1-M (3.4.8.2.1.1))

Interfacing Mode:  The interfacing mode categorized interaction.  The question concerns containment of risk; for example, if a problem were to occur with the operation, data or system, what would be the risk to other operations, data or systems with which it interacts.  The interactions of systems may be through either physical or logical relationships.  These relationships are referred to as benign, passive or active.

· Benign:  A benign system has no interaction with other systems (no physical or logical relationships).  All relationships are restricted to a closed community. (weight = 0)

· Passive:  In a passive system, the system has only indirect interaction with other systems; systems may or may not have physical relationships, but have tightly controlled logical relationships.  An example of a passive system is receive only, no interactive sessions.  The passive case permits lower-level protocols to support passive interactions.  (weight = 2)

· Active:  An active system has direct interaction with other systems, with both physical and logical relationships.  The active case may allow multiple interactive sessions with multiple operations, systems, infrastructures or data.  (weight = 6)

Processing Mode:  The processing mode distinguishes the way processing, transmission, storage or data is handled.  It reflects the use of the system by one or more different sets of users or processes.  The alternatives are dedicated mode, compartmented mode, system high and multilevel.  Each of the modes exhibits unique security qualities.

· Dedicated Mode:  Dedicated mode is where each user, with direct or indirect access to the system, its peripherals, remote terminals or remote hosts, has a valid security clearance for all the information within the system, formal access approval, and signed nondisclosure agreements for all the information stored and/or processed by the system.  The user also has a valid need-to-know for all the information contained within the IS.  When in the dedicated security mode, a system is specifically and exclusively dedicated to and controlled for the processing of one particular type or classification of information, either for full-time operation or for a specified period of time.  (weight = 1)

· System High Mode:  System High mode is where each user, with direct or indirect access to the system, its peripherals, remote terminals or remote hosts, has a valid security clearance for all the information within the IS, formal access approval, and signed nondisclosure agreements for all the information stored and/or processed by the system.  The user also has a valid need-to-know for some of the information contained within the IS.  (weight = 2)

· Compartmented Mode:  Compartmented mode is where each user, with direct or indirect access to the system, its peripherals, remote terminals or remote hosts, has a valid security clearance for the most restricted information processed in the system, formal access approval, and signed nondisclosure agreements for the information that a user is to have access.  The user also has a valid need-to-know for the information to which they have access.  (weight = 5)

· Multilevel Mode:  Multilevel mode is where some of the users, with direct or indirect access to the system, its peripherals, remote terminals or remote hosts, do not have a valid security clearance for all the information processed in the IS.  All users have the proper security clearance, formal access approval and a valid need-to-know for that information to which they have access.  (weight = 8)

Attribution Mode:  The attribution mode distinguishes the degree or complexity of accountability required to identify, verify and trace system entities as well as changes in their status.  The four alternatives are none, rudimentary, selected and comprehensive.

· None:  None means no processing, transmission, storage or data carries the need to attribute them to users or processes.  (weight = 0)

· Rudimentary:  Rudimentary means the most basic processing, transmission, storage or data carries the need to attribute them to users or processes.  (weight = 1)

· Selected:  Selected means some processing, transmission, storage or data carries the need to attribute them to users or processes.  (weight = 3)

· Comprehensive:  Comprehensive means all or almost all processing, transmission, storage or data carries the need to attribute them to users or processes.  (weight = 6)

Mission-Reliance:  Mission-reliance relates the degree to which the success of the mission relies on the operation, data, infrastructure, or system.  The criticality of the mission in a broader context is independent of that factor and is used separately.  The four alternatives are none, cursory, partial or total.

· None:  None means that the mission is not dependent on the specific aspect (the operation, data, infrastructure or system).  (weight =0)

· Cursory:  Cursory means that the mission is only indirectly dependent on the specific aspect (the operation, data, infrastructure or system).  (weight =1)

· Partial:  Partial means that the mission is partially dependent on the specific aspect (the operation, data, infrastructure or system).  (weight =3)

· Total:  Total means that the mission is totally dependent on the specific aspect (the operation, data, infrastructure or system).  (weight =7)

Availability:  Availability relates the degree to which the operation, data, infrastructure or system needs to be available from a security perspective.  Availability concerns are those that relate to security risks (non-tolerable operational impacts) and does not include those that are only performance concerns.  The four alternatives are reasonable, soon, ASAP or immediate.

· Reasonable:  Reasonable means that the specific aspect (the operation, data, infrastructure or system) must be available in reasonable time to avoid operational impacts.  (weight=1)

· Soon:  Soon means that the specific aspect (the operation, data, infrastructure or system) must be available in soon (timely response) time to avoid operational impacts.  (weight=2)

· ASAP:  ASAP means that the specific aspect (the operation, data, infrastructure or system) must be available as soon as possible (quick response) to avoid operational impacts.  (weight=4)

· Immediate:  Immediate means that the specific aspect (the operation, data, infrastructure or system) must be available immediately (on demand) to avoid operational impacts.  (weight=7)

Integrity:  Integrity relates the degree to which the integrity of operation, data, infrastructure or system is needed from a security perspective.  Integrity concerns are those that relate to security risks (non-tolerable operational impacts) and does not include those that are only performance concerns.  The three alternatives are not-applicable, approximate or exact.

· Not-applicable:  Not-applicable means that the degree of integrity for a specific aspect (the operation, data, infrastructure or system) is irrelevant as to operational impacts.  (weight=0).

· Approximate:  Approximate means that the degree of integrity for a specific aspect (the operation, data, infrastructure or system) must be approximate in order to avoid operational impacts.  (weight=3).

· Exact:  Exact means that the degree of integrity for a specific aspect (the operation, data, infrastructure or system) must be exact in order to avoid operational impacts.  (weight=6).

Information Category:  The mission of each system will determine the information that is processed.  The mission and information will influence the environment and security requirements applicable to each information category.  Information categories are defined by their relationships with common management principles and security requirements promulgated by the security policy for each information category.  Processing, transmission, storage and data of more than one category of information does not create a new category but instead inherits and must satisfy all the security requirements of the assigned categories.   Each of the identified categories may carry additional restrictions or special handling conditions such as NATO-releasable or No Foreign Dissemination (NOFORN).  The information categories are unclassified, sensitive, confidential, secret, top secret and compartmented and/or special access classified.

· Unclassified:  This category of information includes all information that is not classified and is not sensitive as defined below.  (weight=1)

· Sensitive:  This category includes information the loss, misuse or unauthorized access to or modification of which could adversely affect the national interests or the conduct of federal programs, or the privacy that individuals are entitled under 5 USC Section 552a (reference (l)), but that has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of national defense or foreign policy.  Systems that are not national security systems, but contain sensitive information are to be protected according to the requirements of P.L. 100-235 (reference (b)).  In many cases, it may be useful to further characterize the sensitive information by determining the subcategory.  This may indicate additional national, DoD, Service or Agency requirements that are imposed by processing that type of information.  The subcategories are:  (weight=2)

· Privacy Act:  This category includes all information covered by the Privacy Act, including medical, pay and personnel information.  Information may be either classified or unclassified.  Privacy Act category information requires handling according to a common sensitivity.  Privacy Act information usually requires system and information access control.

· Financially Sensitive:  This category includes financially and contractually sensitive information.  Information may be either classified or unclassified.  Financially sensitive category information usually requires handling according to a common sensitivity, but may require special assurance mechanisms such as two-person verification of transactions.  Financially sensitive category information requires system and information access control.

· Proprietary:  This category includes information provided by a source or sources under the condition that it not be released to other sources.  This information may require system or information access control.

· Administrative/Other:  The category includes DoD information associated with housekeeping activities, information marked For Official Use Only (FOUO), and unclassified information that does not fall into any of the other information categories.

· Confidential:  This category includes all classified information designated Confidential.  The disclosure of confidential information could reasonably be expected to cause damage to national security.  A security clearance is required for access to Confidential materials and systems.  (weight=3)

· Secret:  This category includes all classified information designated Secret.  The disclosure of secret information could reasonably be expected to cause serious damage to national security.  A security clearance is required for access to Secret materials and systems.  (weight=5)

· Top Secret:  This category includes all classified information designated Top Secret.  The disclosure of top secret information could reasonably be expected to cause exceptionally grave damage to national security.  A security clearance is required for access to Top Secret materials and systems.  (weight=6)

· Compartmented/Special Access Classified:  This category includes all information that requires special access and a security clearance.  Examples include Sensitive Compartmented Information (SCI), Single Integrated Operations Plan-Extremely Sensitive Information (SIOP-ESI) and special access programs.  (weight=8)
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