SSAA outline

This outline closely follows the format defined in DoD Manual 8510.1-M, Appendix 1.  NAVSEA HQ activities should use this outline when preparing their System Security Authorization Agreement (SSAA) for Phase I of certification and accreditation.

Information provided on the NAVSEA HQ Information Assurance Registration form that should also be included in the SSAA is inserted in this document in boldface italics under the section in which it should appear.

1.0
Mission description and system identification

1.1

System name and identification

1.2

System description

1.3

Functional description

1.3.1

System capabilities

1.3.2

System criticality

- Mission Critical/Mission Essential determination (from page 3 of the Registration form)

- Mission Assurance Category determination (from page 3 of the Registration form)

1.3.3 
Classification and sensitivity of data processed

- Sensitivity statement (Classified/Sensitive/Public) (from page 2 of the Registration form)

1.3.4

System user description and clearance levels

1.3.5

Life cycle of the system

1.4

System CONOPS summary

2.0
Environment description

2.1

Operating environment

2.1.1

Facility description

2.1.2

Physical security

2.1.3

Administrative issues

2.1.4

Personnel

2.1.5

COMSEC

2.1.6

TEMPEST

2.1.7

Maintenance procedures

2.1.8

Training plans

2.2

Software development and maintenance environment

2.3

Threat description

3.0
System architectural description

3.1 System architecture description

3.1.1

Hardware

3.1.2

Software

3.1.3

Firmware

3.2

System interfaces and external connections

3.3

Data flow

3.4

Accreditation boundary

4.0
System security requirements

4.1

National and DoD security requirements

4.2

Governing security requisites

4.3

Data security requirements

4.4

Security CONOPS

4.5

Network connection rules

4.6

Configuration management requirements

4.7

Reaccreditation requirements

5.0
Organizations and resources

5.1

Organizations

5.2

Resources

5.3

Training

5.4

Other supporting organizations

6.0
DITSCAP plan

6.1

Tailoring factors

6.1.1

Programmatic considerations

6.1.2

Security environment

6.1.3

IS characteristics

6.1.4

Reuse of previously approved solutions

6.2

Tasks and milestones

6.3

Schedule summary

6.4  
Level of effort

- Certification Level checklist (aka System Characteristics and Weights) (from page 3 of the Registration form)

6.5

Roles and responsibilities

Appendices

A
Acronyms

B
Definitions

C
References

D
System concept of operations

E
Information system security policy

F
Security requirements and/or requirements traceability matrix

G
Certification Test and Evaluation Plan and Procedures


- completed Minimal Security Activity Checklist (8510.1-M)

H
Security Test and Evaluation Plan and Procedures (as required)

I
Applicable system development artifacts or system documentation

J
System rules of behavior

K
Incident response plan (as required)

L
Contingency Plan(s) (as required)

M
Personnel controls and technical security controls (as required)

N
Memorandums of agreement – system interconnect agreements (as required)

O
Security education, training and awareness plan (as required)

P
Test and evaluation report(s)

Q
Residual risk assessment results

R
Certification and accreditation statements

