Confidentiality Controls for Sensitive Information (Attachment 5)

 Control

 Number         Control Name



  AIS     Comments

	DCAS-1
	Acquisition Standards
	
	

	DCSR-2
	Specified Robustness – Medium
	N/A
	

	IAGA-1
	Group Identification and Authentication
	
	

	IAIA-1
	Individual Identification and Authentication
	
	

	ECAD-1
	Affiliation Display
	
	

	ECAN-1
	Access for Need-to-know
	
	

	ECAR-2
	Audit Record Content
	
	

	ECAT-1
	Audit Trail, Monitoring, Analysis and Reporting
	N/A
	

	ECCR-1
	Encryption for Confidentiality (Data at Rest)
	
	

	ECCT-1
	Encryption for Confidentiality (Data in Transit)
	
	

	ECIC-1
	Interconnections among DoD Systems and Enclaves
	
	

	ECLO-1
	Logon
	
	

	ECLP-1
	Least Privilege
	
	

	ECML-1
	Marking and Labeling
	
	

	ECMT-1
	Conformance Monitoring and Testing
	
	

	ECNK-1
	Encryption for Need-to-know
	
	

	ECRC-1
	Resource Control
	
	

	ECRR-1
	Audit Record Retention
	
	

	ECTC-1
	Tempest Controls
	N/A
	

	ECWM-1
	Warning Message
	
	

	IAAC-1
	Account Control
	
	

	EBBD-2
	Boundary Defense
	N/A
	

	EBPW-1
	Public WAN Connection
	N/A
	

	EBPR-1
	Remote Access for Privileged Functions
	
	

	EBRU-1
	Remote Access for User Functions
	
	

	PECF-1
	Access to Computing Facilities
	N/A
	

	PECS-1
	Clearing and Sanitizing
	N/A
	

	PEDI-1
	Data Interception
	N/A
	

	PEPF-1
	Physical Protection of Facilities
	N/A
	

	PEPS-1
	Physical Security Testing
	N/A
	

	PESP-1
	Workplace Security Procedures
	N/A
	

	PESS-1
	Storage
	N/A
	

	PEVC-1
	Visitor Control to Computing Facilities
	N/A
	

	PRAS-1
	Access to Information
	
	

	PRMP-1
	Maintenance Personnel
	
	

	PRNK-1
	Access to Need-to-know Information
	
	

	PRTN-1
	Information Assurance Training
	
	


