	Sensitive Systems Test Procedures (Attachment 5)

Enclave Controls

	ID #
	Subject
	IA Service
	Description


	CATEGORY – SECURITY DESIGN AND CONFIGURATION

	DCAS-1
	Acquisition Standards
	Confidentiality
	The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that have been evaluated by the NSA or in accordance with NSA-approved processes. The acquisition of all IA- and IA-enabled COTS IT products is limited to products that have been evaluated or validated through one of the following sources - the International Common Criteria (CC) for Information Security Technology Evaluation Mutual Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS validation program. Robustness requirements, the mission, and customer needs will enable an experienced information systems security engineer to recommend a Protection Profile, a particular evaluated product or a security target with the appropriate assurance requirements for a product to be submitted for evaluation (see also DCSR-1).

	DCSR-2
	Specified Robustness - Medium
	Confidentiality
	At a minimum, medium-robustness COTS IA and IA-enabled products are used to protect Sensitive information when the information transits public networks or the system handling the information is accessible by individuals who are not authorized to access the information on the system. The medium-robustness requirements for products are defined in the Protection Profile Consistency Guidance for Medium Robustness published under the IATF. 
COTS IA and IA-enabled IT products used for access control, data separation, or privacy on Sensitive systems already protected by approved medium-robustness products, at a minimum, satisfy the requirements for basic robustness. If these COTS IA and IA-enabled IT products are used to protect National Security Information by cryptographic means, NSA-approved key management may be required.


	CATEGORY – IDENTIFICATION AND AUTHENTICATION

	IAGA-1
	Group Identification and Authentication
	Confidentiality
	Group authenticators for application or network access may be used only in conjunction with an individual authenticator. Any use of group authenticators not based on the DoD PKI has been explicitly approved by the DAA.

	IAIA-1
	Individual Identification and Authentication
	Confidentiality
	DoD information system access is gained through the presentation of an individual identifier (e.g., a unique token or user login ID) and password. For systems utilizing a logon ID as the individual identifier, passwords are, at a minimum, a case sensitive eight-character mix of upper case letters, lower case letters, numbers, and special characters, including at least one of each; emPagd2!. At least four characters must be changed when a new password is created. Deployed/tactical systems with limited data input capabilities implement the password to the extent possible. Registration to receive a user ID and password includes authorization by a supervisor, and is done in person before a designated registration authority. Additionally, to the extent system capabilities permit, system mechanisms are implemented to enforce automatic expiration of passwords and to prevent password reuse. All factory set, default or standard-user IDs and passwords are removed or changed. Authenticators are protected commensurate with the classification or sensitivity of the information accessed; they are not shared; and they are not embedded in access scripts or stored on function keys. Passwords are encrypted both for storage and for transmission.


	CATEGORY – ENCLAVE AND COMPUTING ENVIRONMENT

	ECAD-1
	Affiliation Display
	Confidentiality
	To help prevent inadvertent disclosure of controlled information, all contractors are identified by the inclusion of the abbreviation "ctr" and all foreign nationals are identified by the inclusion of their two-character country code in:

DoD user e-mail addresses (e.g., john.smith.ctr@army.mil or john.smith.uk@army.mil)

 DoD user e-mail display names (e.g., John Smith, Contractor john.smith.ctr@army.mil or John Smith, United Kingdom john.smith.uk@army.mil)

Automated signature blocks (e.g., John Smith, Contractor, J-6K, Joint Staff or John Doe, Australia, LNO, Combatant Command).

Contractors who are also foreign nationals are identified as both (e.g., john.smith.ctr.uk@army.mil). Country codes and guidance regarding their use are in FIPS 10-4.

	ECAN-1
	Access for Need-to-Know
	Confidentiality
	Access to all DoD information is determined by both its classification and user need-to-know. Need-to-know is established by the Information Owner and enforced by discretionary or role-based access controls. Access controls are established and enforced for all shared or networked file systems and internal Web sites, whether Classified, Sensitive, or Unclassified. All internal Classified, Sensitive, and Unclassified Web sites are organized to provide at least three distinct levels of access:

Open access to general information that is made available to all DoD authorized users with network access. Access does not require an audit transaction.

Controlled access to information that is made available to all DoD authorized users upon the presentation of an individual authenticator. Access is recorded in an audit transaction.

Restricted access to need-to-know information that is made available only to an authorized community of interest. Authorized users must present an individual authenticator and have either a demonstrated or validated need-to-know. All access to need-to-know information and all failed access attempts are recorded in audit transactions.

	ECAR-2
	Audit Record Content
	Confidentiality
	Audit records include:

User ID

Successful and unsuccessful attempts to access security files

Date and time of the event

Type of event

Success or failure of event

Successful and unsuccessful logons

Denial of access resulting from excessive number of logon attempts

Blocking or blacklisting a user ID, terminal or access port and the reason for the action

Activities that might modify, bypass, or negate safeguards controlled by the system

	ECAT-1
	Audit Trail, Monitoring, Analysis and Reporting
	Integrity
	Audit trail records from all available sources are regularly reviewed for indications of inappropriate or unusual activity. Suspected violations of IA policies are analyzed and reported in accordance with DoD information system IA procedures.

	ECCR-1
	Encryption for Confidentiality (Data at Rest)
	Confidentiality
	If required by the information owner, NIST-certified cryptography is used to encrypt stored Sensitive information.

	ECCT-1
	Encryption for Confidentiality (Data in Transit)
	Confidentiality
	Unclassified, Sensitive data transmitted through a commercial or wireless network are encrypted using NIST-certified cryptography (see also DCSR-2).

	ECIC-1
	Interconnections among DoD Systems and Enclaves
	Confidentiality
	Discretionary access controls are a sufficient IA mechanism for connecting DoD information systems operating at the same classification, but with different need-to-know access rules. A controlled interface is required for interconnections among DoD information systems operating at different classifications levels or between DoD and non-DoD systems or networks. Controlled interfaces are addressed in separate guidance.

	ECLO-1
	Logon
	Confidentiality
	Successive logon attempts are controlled using one or more of the following:

Access is denied after multiple unsuccessful logon attempts

The number of access attempts in a given period is limited

A time-delay control system is employed

If the system allows for multiple-logon sessions for each user ID, the system provides a capability to control the number of logon sessions.

	ECLP-1
	Least Privilege
	Confidentiality
	Access procedures enforce the principles of separation of duties and "least privilege." Access to privileged accounts is limited to privileged users. Use of privileged accounts is limited to privileged functions; that is, privileged users use non-privileged accounts for all non-privileged functions. This control is in addition to an appropriate security clearance and need-to-know authorization.

	ECML-1
	Marking and Labeling
	Confidentiality
	Information and DoD information systems that store, process, transit, or display data in any form or format that is not approved for public release comply with all requirements for marking and labeling contained in policy and guidance documents, such as DOD 5200.1R. Markings and labels clearly reflect the classification or sensitivity level, if applicable, and any special dissemination, handling, or distribution instructions.

	ECMT-1
	Conformance Monitoring and Testing
	Confidentiality
	Conformance testing that includes periodic, unannounced, in-depth monitoring and provides for specific penetration testing to ensure compliance with all vulnerability mitigation procedures such as the DoD IAVA or other DoD IA practices is planned, scheduled, and conducted. Testing is intended to ensure that the system's IA capabilities continue to provide adequate assurance against constantly evolving threats and vulnerabilities.

	ECNK-1
	Encryption for Need-to-Know
	Confidentiality
	Information in transit through a network at the same classification level, but which must be separated for need-to-know reasons, is encrypted, at a minimum, with NIST-certified cryptography. This is in addition to ECCT (encryption for confidentiality).

	ECRC-1
	Resource Control
	Confidentiality
	All authorizations to the information contained within an object are revoked prior to initial assignment, allocation, or reallocation to a subject from the system's pool of unused objects. No information, including encrypted representations of information, produced by a prior subject's actions is available to any subject that obtains access to an object that has been released back to the system. There is absolutely no residual data from the former object.

	ECRR-1
	Audit Record Retention
	Integrity
	If the DoD information system contains sources and methods intelligence (SAMI), then audit records are retained for five years. Otherwise, audit records are retained for at least one year.

	ECTC-1
	TEMPEST Controls
	Confidentiality
	Measures to protect against compromising emanations have been implemented according to DoD Directive S-5200.19.

	ECWM-1
	Warning Message
	Confidentiality
	All users are warned that they are entering a Government information system, and are provided with appropriate privacy and security notices to include statements informing them that they are subject to monitoring, recording and auditing.

	IAAC-1
	Account Control
	Confidentiality
	A comprehensive account management process is implemented to ensure that only authorized users can gain access to workstations, applications, and networks and that individual accounts designated as inactive, suspended, or terminated are promptly deactivated.


	CATEGORY – ENCLAVE BOUNDARY DEFENSE

	EBBD-2
	Boundary Defense
	Confidentiality
	Boundary defense mechanisms to include firewalls and network IDS are deployed at the enclave boundary to the wide area network, at layered or internal enclave boundaries and at key points in the network, as required. All Internet access is proxied through Internet access points that are under the management and control of the enclave and are isolated from other DoD information systems by physical or technical means.

	EBPW-1
	Public WAN Connection
	Confidentiality
	Connections between DoD enclaves and the Internet or other public or commercial wide area networks require a DMZ.

	EBRP-1
	Remote Access for Privileged Functions
	Confidentiality
	Remote access for privileged functions is discouraged, is permitted only for compelling operational needs, and is strictly controlled. In addition to EBRU-1, sessions employ security measures, such as a VPN with blocking mode enabled. A complete audit trail of each remote session is recorded, and the IAM/O reviews the log for every remote session.

	EBRU-1
	Remote Access for User Functions
	Confidentiality
	All remote access to DoD information systems, to include telework access, is mediated through a managed access control point, such as a remote access server in a DMZ. Remote access always uses encryption to protect the confidentiality of the session. The session level encryption equals or exceeds the robustness established in ECCT. Authenticators are restricted to those that offer strong protection against spoofing. Information regarding remote access mechanisms is protected; e.g., Internet address, dial-up connection telephone number.


	CATEGORY – PHYSICAL AND ENVIRONMENTAL

	PECF-1
	Access to Computing Facilities
	Confidentiality
	Only authorized personnel with a need-to-know are granted physical access to computing facilities that process Sensitive information or Unclassified information that has not been cleared for release.

	PECS-1
	Clearing and Sanitizing
	Confidentiality
	All documents, equipment, and machine-readable media containing Sensitive data are cleared and sanitized before being released outside of the Department of Defense according to DoD 5200.1-R and ASD (C3I) Memorandum, dated June 4, 2001, subject: "Disposition of Unclassified DoD Computer Hard Drives."

	PEDI-1
	Data Interception
	Confidentiality
	Devices that display or output Classified or Sensitive information in human-readable form are positioned to deter unauthorized individuals from reading the information.

	PEPF-1
	Physical Protection of Facilities
	Confidentiality
	Every physical access point to facilities housing workstations that process or display Sensitive information or Unclassified information that has not been cleared for release is controlled during working hours and guarded or locked during non-work hours.

	PEPS-1
	Physical Security Testing
	Confidentiality
	A facility penetration testing process is in place that includes periodic, unannounced attempts to penetrate key computing facilities.

	PESP-1
	Workplace Security Procedures
	Confidentiality
	Procedures are implemented to ensure the proper handling and storage of information, such as end-of-day security checks, unannounced security checks, and, where appropriate, the imposition of a two-person rule within the computing facility.

	PESS-1
	Storage
	Confidentiality
	Documents and equipment are stored in approved containers or facilities with maintenance and accountability procedures that comply with DoD 5200.1-R.

	PEVC-1
	Visitor Control to Computing Facilities
	Confidentiality
	Current signed procedures exist for controlling visitor access and maintaining a detailed log of all visitors to the computing facility.


	CATEGORY - PERSONNEL

	PRAS-1
	Access to Information
	Confidentiality
	Individuals requiring access to Sensitive information are processed for access authorization in accordance with DoD personnel security policies.

	PRMP-1
	Maintenance Personnel
	Confidentiality
	Maintenance is performed only by authorized personnel. The processes for determining authorization and the list of authorized maintenance personnel is documented.

	PRNK-1
	Access to Need-to-Know Information
	Confidentiality
	Only individuals who have a valid need-to-know that is demonstrated by assigned official Government duties and who satisfy all personnel security criteria (e.g., IT position sensitivity background investigation requirements outlined in DoD 5200.2-R) are granted access to information with special protection measures or restricted distribution as established by the information owner.

	PRTN-1
	Information Assurance Training
	Integrity
	A program is implemented to ensure that upon arrival and periodically thereafter, all personnel receive training and familiarization to perform their assigned IA responsibilities, to include familiarization with their prescribed roles in all IA- related plans such as incident response, configuration management and COOP or disaster recovery.


