	Publicly Releasable Systems Test Procedures (Attachment 6)

AIS (Applications) Controls

	ID #
	Subject
	IA Service
	Description


	CATEGORY – SECURITY DESIGN AND CONFIGURATION

	DCAS-1
	Acquisition Standards
	Confidentiality
	The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that have been evaluated by the NSA or in accordance with NSA-approved processes. The acquisition of all IA- and IA-enabled COTS IT products is limited to products that have been evaluated or validated through one of the following sources - the International Common Criteria (CC) for Information Security Technology Evaluation Mutual Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS validation program. Robustness requirements, the mission, and customer needs will enable an experienced information systems security engineer to recommend a Protection Profile, a particular evaluated product or a security target with the appropriate assurance requirements for a product to be submitted for evaluation (see also DCSR-1).


	CATEGORY – ENCLAVE AND COMPUTING ENVIRONMENT

	ECAR-1
	Audit Record Content
	Confidentiality
	Audit records include:

User ID

Successful and unsuccessful attempts to access security files

Date and time of the event

Type of event

	ECLP-1
	Least Privilege
	Confidentiality
	Access procedures enforce the principles of separation of duties and "least privilege." Access to privileged accounts is limited to privileged users. Use of privileged accounts is limited to privileged functions; that is, privileged users use non-privileged accounts for all non-privileged functions. This control is in addition to an appropriate security clearance and need-to-know authorization.

	ECMT-1
	Conformance Monitoring and Testing
	Confidentiality
	Conformance testing that includes periodic, unannounced, in-depth monitoring and provides for specific penetration testing to ensure compliance with all vulnerability mitigation procedures such as the DoD IAVA or other DoD IA practices is planned, scheduled, and conducted. Testing is intended to ensure that the system's IA capabilities continue to provide adequate assurance against constantly evolving threats and vulnerabilities.

	ECRR-1
	Audit Record Retention
	Integrity
	If the DoD information system contains sources and methods intelligence (SAMI), then audit records are retained for five years. Otherwise, audit records are retained for at least one year.

	ECWM-1
	Warning Message
	Confidentiality
	All users are warned that they are entering a Government information system, and are provided with appropriate privacy and security notices to include statements informing them that they are subject to monitoring, recording and auditing.


	CATEGORY - PERSONNEL

	PRMP-1
	Maintenance Personnel
	Confidentiality
	Maintenance is performed only by authorized personnel. The processes for determining authorization and the list of authorized maintenance personnel is documented.

	PRNK-1
	Access to Need-to-Know Information
	Confidentiality
	Only individuals who have a valid need-to-know that is demonstrated by assigned official Government duties and who satisfy all personnel security criteria (e.g., IT position sensitivity background investigation requirements outlined in DoD 5200.2-R) are granted access to information with special protection measures or restricted distribution as established by the information owner.


