Chief of Naval Operations (CNO)
                                                  IA Pub 5239-13 Vol. III

April 2003



ENCLOSURE 2

MODIFYING / TAILORING THE

SYSTEM SECURITY AUTHORIZATION AGREEMENT (SSAA) 




[image: image1.wmf]
TABLE OF CONTENTS

1Section 1.0
tailoring an ssaa


11.1
Factors to consider in tailoring


11.2
TAILORING the C& A PROCESS FOR Legacy Systems


21.3
Proof of Concept and Rapid deployment systems


21.3.1
Proof of Concept Systems


31.3.2
Rapid Development Systems


5Section 2.0
Dealing With Application Changes


52.1
What Is an Application?


52.2
What Is Not an Application?


52.3
When Does an Application Change require Reaccreditation?


72.4
Type Certifying Applications





Enclosure 2 - MODIFYING/TAILORING THE SSAA for SPECIFIED CIRCUMSTANCES
This enclosure addresses tailoring for typical circumstances, particularly legacy systems, proof of concept systems, and rapid development systems.  

This enclosure addresses some of the practical aspects of implementing the DITSCAP Guidance Memorandum No. 1.  In particular, this enclosure discusses the concept of type certification, as defined in the Memorandum, for applications that a Program Office may add into an existing, accredited system.  The intent of the type certification process is to validate the security characteristics and document them in a manner that will allow system owners to make an informed risk decision with respect to deploying.   Cost savings are the benefit of using type certification, thereby eliminating the need for duplicative evaluations by multiple system instantiations.

Section 1.0 tailoring an ssaa

This section provides guidance on tailoring the SSAA for legacy systems.  The degree to which the four signatories may decide to tailor an SSAA for a legacy system will depend on several factors:

1.1 Factors to consider in tailoring

· Programmatic considerations

· System’s life cycle phase upon entering DITSCAP, i.e., legacy systems, are usually operational 

· If there is an operational version and a developmental (i.e. upgrade) version being certified and/or accredited at the same time

· Security environment

· Some sites may operate in a different security environment than others

· IS characteristics

· Mode of operation: system high, dedicated or multi-level secure

· Reuse of previously approved solutions.

1.2 TAILORING the C& A PROCESS FOR Legacy Systems

The C&A process for legacy systems is the same as the standard DITSCAP for systems undergoing development, with opportunities for tailoring in each phase.  Since legacy systems were developed prior to the existence of the DITSCAP and DITSCAP requirements, they begin the certification and type accreditation process already in an operational environment.  This has some fairly standard consequences.

One intent of tailoring the DITSCAP is to reduce the amount of paperwork generated.  For example, developing a Security Concept of Operations (SECONOPS) document would be of no value for a system that is already operational.  Such planning and guidance documentation is not required, but the certification agent must note and justify its absence both in Section 1.4 and in Section 6.1.1 of the SSAA.

As a result, the certification agent will be required to generate the system security requirements based on system characteristics, security environment and National, DoD and DoN information assurance requirements.  The certification agent should analyze the requirements to ensure they provide the necessary safeguards for confidentiality, integrity, availability, and accountability.  

The DITSCAP Plan for legacy systems should take into account the factors described in Section 1.1.   Additionally, the C&A team may consider integrating DITSCAP Phase 2 and DITSCAP Phase 3 activities, such as the CT&E and ST&E, to accomplish the Residual Risk Assessment.  The test plan should be agreed upon among the DAA, CA, PM and User Representative.  The certification agent must document all tailoring in Section 6 of the SSAA.
1.3 Proof of Concept and Rapid deployment systems

While the PM must follow the DITSCAP for all Navy systems, under certain circumstances, portions of the SSAA that must be completed prior to granting an IATO or ATO may be dramatically tailored.  Two specific situations when a highly tailored SSAA is appropriate, are when a Proof of Concept is being undertaken or when a Rapid Development effort is required.  Under these circumstances, the SSAA should be streamlined in a manner that preserves the integrity of the DITSCAP without unnecessarily impeding the development process.  In the long term, a complete SSAA must be developed for all systems; however, in the near term, tailored versions may serve the purpose.  The intent of an SSAA for a proof of concept system is just to get enough information to obtain an interim authority to operate (IATO) to ‘prove the concept’.  The system may or may not be a funded system, but may be funded if the concept proves itself viable and vital to the mission.  

Rapid development systems are similar in that the idea is to get enough information to obtain an IATO; however, since the system will likely remain installed, there are more assurances required.  The following paragraphs discuss tailoring guidelines for these situations.  

1.3.1 Proof of Concept Systems

A Proof of Concept system is a system that attempts to demonstrate the suitability or practicality of a new technology, functionality, or implementation strategy.  The proof of concept may explore novel implementations of existing system features or it may present entirely new capabilities for evaluation.  It is important to properly characterize the nature of the proof of concept, for example; is it “evolutionary” – building on well-known technologies or features, or is it “revolutionary” – building on cutting-edge technologies or introducing brand new functionality.  Understanding the nature of the proof of concept is important when assessing the level of risk represented by the system.  

Proof of concept systems must be further characterized with respect to the amount of time needed to prove the concept and the scope of the undertaking.  Typically a proof of concept system is established for a finite period of time and for a limited number of system users or operational sites.  These characteristics of the system further support development of an accurate understanding of the operational risk associated with deployment of the system.

The certification agent should include enough information for the Certification Authority (CA) to determine the impact of the Proof of Concept system on the primary system or other systems to which it will connect.  This SSAA shall be tailored to a sufficient level of detail necessary to provide the DAA an understanding of the risk of operating the system.  Include the following information:

· A Mission Needs Statement 

· A High-level System Description, which accurately characterizes the nature of the Proof of Concept (evolutionary vs. revolutionary, proposed period of operation, scope of the test environment, etc.),

· A High-level Security Requirements and/or Policy Statement

· The Proposed Security Mode of Operation, highest classification of the data processed, and the minimum clearance level of the user community,

· An architecture diagram and high-level description

· Data flow description

· List of system interfaces

· Risk Assessment

Analysis of these items should enable the certification agent to determine the impact of the proof of concept system on the primary system and/or other systems operating in the same environment and present the evidence to the CA.  As further evidence of the security posture of the system, the system developer should highlight the reuse of previously approved security solutions (i.e., GOTSDelta NT build process), approved configuration standards (i.e., NSA Windows 2000 Secure Configuration Guide), or automated security testing tools (i.e., DISA’s Security Readiness Review (SRR) tools) used in the development process.

At the conclusion of the proof of concept period, the system or new functionality shall undergo a standard C&A process, including development of a complete SSAA, prior to full-scale deployment.
1.3.2 Rapid Development Systems

A rapid development system attempts to satisfy an urgent operational requirement considered essential to mission performance.  The rapid development system may provide new functionality to address unanticipated mission requirements, enhance existing functionality (better, faster, less expensive, etc.), or it may replace existing functionality whose failure is considered imminent.

Rapid development systems follow a streamlined development process because meeting the operational need is considered more important than strict adherence to traditional development methods.  Those steps considered essential for successful system development are incorporated in the process, while others considered less essential are eliminated or postponed.  This same philosophy is applied to the C&A process of rapidly developed systems; essential tasks are completed, while less essential tasks are postponed until a more appropriate time.  In the case of a rapid development system, the urgency of the operational need may justify a higher near-term risk tolerance, however, consideration should be given to lowering the operational risk as soon as possible once the initial operational requirement is satisfied.

In order to support the objective of a rapid development system, the SSAA should be tailored to include the essential elements needed to accurately characterize the security posture of the system and the associated operational risk.  The SSAA for a rapid development system shall include the following sections from the SSAA format described in Enclosure 1:

SSAA Format for Rapid Development System

1.0 Introduction

1.1 Scope and Purpose

1.2 System Description

1.3 Functional Description

1.3.1 System Capabilities

1.3.2 System Criticality

1.3.3 Classification and Sensitivity of Data Processed

1.3.4 System User Description and Clearance Levels

1.4 System Concept of Operations Summary

2.0 Environment Description 

2.1 Operating Environment

2.3 Threat Description

3.0 System Architectural Description

3.1 System Architecture Description

3.2 System Interfaces and External Connections

3.3 Data Flow

3.4 Accreditation Boundary

4.0 System Security Requirements (one page to include processing mode, high-level security requirements consistent with the processing mode)

5.0 Organizations and Resources (identify Program Manager, Certification Agent, Certification Authority and Designated Approving Authority)

6.0 DITSCAP Plan (one sentence: This system will be in operation for X number of days, and at expiration X will happen.)

6.1.4 Reuse of Previously Approved Solutions

6.2 Tasks and Milestones

Appendix P Volume II Checklist and Vulnerability Scan Results

Appendix Q Residual Risk Statement

Rapid deployment systems are subject to the same reaccreditation requirements as all Navy systems.  When a rapid development system is reaccredited, follow the normal accreditation process, since the urgency of the operational need no longer exists.  During reaccreditation, emphasis should be placed on lowering the residual operational risk associated with the system.

Section 2.0 Dealing With Application Changes

Navy information systems must undergo C&A every three (3) years unless significant changes are made to the system as described in the main document, Paragraph 3.4.2 – Reaccreditation Criteria.  Three years is a long time given the current rate of change of technology, therefore, the need to add, delete, or replace applications on accredited systems must be anticipated.
2.1 What Is an Application?

For the purposes of this document, an application is a software program or group of programs designed to deliver a specific set of mission functionality to the system end-user.  Examples of applications include, but are not limited to, programs such as: Microsoft Excel, Internet Explorer, Netscape Navigator, and Adobe Acrobat Reader.   Applications designed for the system administrator, security administrator or other privileged users are specifically excluded from this definition as by their very nature they tend to be of greater security significance.
2.2 What Is Not an Application?

As the technology matures the distinction between end-user applications and system infrastructure components becomes less clear.  For the purposes of this document, the following clarification is provided.  There are two general classes of programs that are specifically designated as “Not Applications.”  These program types are; Operating Systems (i.e., Windows NT, Windows 2000, SUN Solaris, Hewlett-Packard HP-UX, etc.) and Database Management Systems (i.e., Oracle, Sybase, Microsoft SQL Server, etc.).  These program types are significantly more complex than standard applications and are typically responsible for enforcement of the system security policy.  Changes to the operating system or database management system normally will require full reaccreditation of the system.

2.3 When Does an Application Change require Reaccreditation?

Changing applications on an accredited system is a special case of Change Management – Reaccreditation Decisions, as described in Paragraph 3.4.3 of 5239-13 Vol. III, main document.  However, since PORs tend to change applications frequently and applications typically are not relied upon to enforce security policy the change process has been significantly simplified.  In order to determine if an application change will require the system to be reaccredited, answer the questions in the following table.

	#
	Question Text
	Yes
	No
	N/A

	1.
	Has the application been “Type Accredited?”  If yes, skip all remaining questions.
	
	
	

	2.
	Does the addition/deletion/replacement of this application cause the security mode of operation of the system to change?
	
	
	

	3.
	Does the addition/deletion/replacement of this application cause the highest classification of data processed by the system to increase?
	
	
	

	4.
	Does the addition/deletion/replacement of this application cause the minimum user clearance level to decrease?
	
	
	

	5.
	Is this application responsible for the enforcement of all or part of the system security policy?
	
	
	

	6.
	Does the addition/deletion/replacement of this application require changes to be made to the configuration of the operating system or database management system?
	
	
	

	7.
	If #6 is answered “Yes,” do these changes reduce the security posture of the system?
	
	
	

	8.
	Does the addition/deletion/replacement of this application require the addition of any ports and protocols that are inconsistent with the current Enclave Boundary Protection policy?
	
	
	

	9.
	Will any of the ports/protocols identified in Question #8 traverse a Navy enclave boundary?
	
	
	

	10.
	Does the application utilize mobile code?
	
	
	

	11.
	If #10 is answered “Yes,” is the mobile code used in compliance with the Enclave Boundary Protection policy?
	
	
	

	12.
	Does this application have well-known security vulnerabilities?
	
	
	

	13.
	If #12 is answered “Yes,” have these vulnerabilities been corrected or will appropriate “patches” be included with the application when loaded?
	
	
	

	14.
	Does the application have any security relevant configuration settings?
	
	
	

	15.
	If #14 is answered “Yes,” has a standard configuration for these settings been established?
	
	
	

	16.
	Is the application listed on the Preferred Products List (PPL) or the System/Subsystem Integration List (SSIL)?
	
	
	N/A

	17.
	Does the addition/deletion/replacement of this application create the need for additional user/system administrator security training?
	
	
	N/A

	18.
	If #17 is answered “Yes,” has this training been provided?
	
	
	

	19.
	Does the addition/deletion/replacement of this application create the need for updated user/system administrator security documentation (i.e., updated Trusted Facilities Manual)?
	
	
	

	20.
	If #19 is answered “Yes,” have the appropriate documents been updated?
	
	
	


*Products listed on the PPL/SSIL have been subjected to a basic security evaluation, however, their presence on the list does not automatically mean they are appropriate for use in any environment.  The POR must evaluate how the product will be used in order to determine if incorporation of the product warrants reaccreditation of the system.

If one or more “Yes” boxes have been checked, the application change requires the system to undergo some level of reaccreditation before the change can be implemented in an operational environment.  The Certification Agent should follow the process described in Paragraph 3.4.3 of 5239-13 Vol. III, main document, in order to determine the scope of the reaccreditation effort in conjunction with the Certification Authority.  In order to facilitate the reaccreditation process, the Certification Agent should clearly describe the function of the application, how it interfaces with and impacts the operating system, and whether it supports (or otherwise violates) the system security policy.

If Question 1 is the only “Yes” box checked, the application represents a low risk and the DAA can accept the risk of adding the application to the system and evaluate the application more thoroughly during the next accreditation cycle.

2.4 Type Certifying Applications

DITSCAP Guidance Memorandum No. 1 identifies the process for “Type Certification” of applications.  The intent of the Type Certification process is to validate the security characteristics of the application and document them in a manner that will allow system owners to make an informed decision with respect to deploying the application.   The Type Certification process should be used for cost savings purposes when an application may be deployed in multiple environments.  By following the Type Certification process, an application can be evaluated once for use in a number of environments thereby eliminating the need for duplicative evaluations by multiple PORs.

In order to “type certify” an application the DITSCAP Phase 1 and 2 activities must be completed along with updates to appropriate system documentation (such as, the Trusted Facilities Manual and Security Features Users Guide).  These activities are tailored based on the size and complexity of the application being certified.  For the purposes of Type Certification, applications shall be characterized as either “simple” or “complex” from the security perspective.  For simple applications, a Type Certification package would typically contain a brief summary of information identifying the security characteristics of the application and any risks it presents in the assumed operating environments.  For complex applications, a more substantial effort must be made to accurately identify the security characteristics of the application.  In order to determine if an application is “simple” or “complex” compare it to the following characterizations:

· SIMPLE – Applications with no or very limited security functionality, that operate in a “stand-alone” mode, that do not communicate across security boundaries, that support a single or small number of users, that are not relied upon to enforce any aspect of system security policy.

· COMPLEX – Applications with embedded security functionality, that are network centric or web-based, that communicate across security boundaries, that support a wide variety of user/sites, that are relied upon to enforce some aspect of system security policy.

 Type certified applications can be incorporated in accredited systems with limited additional effort on the part of the Program of Record.  Assuming the security characteristics of the type certified application are compatible with the security posture of the system, the Program of Record can update their Type Accreditation package (SSAA) as necessary and request an “Approval to Deploy” from the Developmental DAA.  Refer to DITSCAP Guidance Memorandum No. 1 for further details on Type Certification of applications.
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