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1.  Purpose.  To assign responsibilities for the Electromagnetic Environmental Effects (E3) Program within the Department of the Navy (DON) in consonance with the policy established by references (a), (b), and (c) and to update policy to be consistent with the current operational and acquisition environment.  This instruction is a substantial revision and should be reviewed in its entirety.

2.  Cancellation.  OPNAVINST 2450.2.

3.  Scope.  This instruction establishes policy and assigns responsibilities for the DON E3 Program to achieve Electromagnetic Compatibility (EMC), reliable, safe and mission capable operations of all electrical and communications-electronic equipment, subsystems, and systems, devices, ordnance, and fuels with their environment, including effects on personnel.  E3 Program considerations apply to all platforms, systems, facilities, weapons, electric or electronic equipment, networks, sensors, fuels, and ordnance, (hereinafter referred to as equipment, systems and platforms) developed, procured, acquired, operated, and maintained by the DON including commercial items (CI) and non-developmental items (NDI).

4.  Applicability. This instruction applies to all elements of the DON to include Chief of Naval Operations (CNO), Commandant of the Marine Corps (MARCORPS), Navy and MARCORPS System Commands (SYSCOMs), Program Executive Offices (PEO), Direct Reporting Program Managers (DRPM), Program Managers (PM), Fleet Combatant Commanders, and subordinate commanders and activities.

5.  Background
    a. Reference (a) established an integrated Department of Defense (DoD) E3 Program and assigned responsibilities to DoD components.

    b. Reference (b), SECNAVIST 2400.1, implements reference (a) within the DON.
    

    c. The primary goals of the Navy E3 Program is to enhance force performance by institutionalizing the prediction and understanding of the intended operational Navy Electromagnetic Environment (EME) and controlling EME effects with the correction, prevention, and mitigation of performance or mission degradation to warfighting capability caused by the interaction of the EME with Navy equipment, systems, platforms and personnel.

6.  Department of the Navy Policy
a. Achievement of electromagnetic compatibility in the operational EME is the paramount objective of the Navy E3 Program. 

b. Controlling the effects of the EME is essential to naval and joint military planning, acquisition, and operations.  E3 control shall be planned for and incorporated in all Navy equipment, systems and platforms including CI and NDI.

c. Each command, activity, project or program office, laboratory, and facility within DON is individually accountable for the implementation and enforcement of E3 requirements and program considerations and the achievement of EMC within its respective area of responsibility.

d.   The E3 Program shall apply to all phases of the acquisition process and shall be implemented as early as possible in the conceptual, design, acquisition, and operational phases of all equipment, systems and platforms. The E3 Program ensures:

(1) Addressing E3 in program acquisition documentation as specified in References (c) through (i). 

(2) 
Where CI and NDI are to be employed, E3 Program considerations shall be applied to the maximum extent possible and as early as possible in the program, and the PM shall assess the feasibility and impacts to the use of CI/NDI.

(3) 
Where required standards and specifications for EMC either do not exist or need correction, they shall be developed or updated promptly.

(4) Doctrine, tactics, techniques, and procedures consider E3 factors in the operational employment of equipments, systems, and platforms.  Consideration of E3 factors in modeling and war-gaming ensures awareness of the total EM environment in the evolution of new doctrine, tactics, techniques, and procedures.

(5) Maintain and/or develop effective databases and analysis capability for communications-electronic components, and the ability to apply those tools to predict, prevent, and correct incompatibilities.  

(6) Development of a capability for detecting, reporting, solving, and correcting immediate and operationally degrading EMC problems.  This capability shall require procedures for:  (1) detecting and reporting EM incompatibilities and EMI which degrade combat effectiveness in the field, (2) identifying sources of the problems and determining necessary corrective actions, and (3) rapid acquisition and implementation of required corrective actions.

(7) Awareness of the effects on operations or mission capabilities of EMC deficiencies by all DON personnel concerned with the design, development, production, test, operational use, and maintenance of equipment, systems and platforms.  This awareness shall be attained through: (1) Training of designers and engineers in the design and production methods and techniques for achieving EMC, (2) training of operating and maintenance personnel in field techniques to optimize EMC, (3) emphasis on EMC considerations as a portion of basic electronic and electrical engineering techniques, and (4) inclusion of EMC principles within the training curriculum for acquisition managers.

7.  Definitions
    a.  E3.  E3 is defined as the impact of the EME upon the operational capability of military forces, equipment, systems, and platforms, personnel, ordnance, and fuel.  E3 encompasses all electromagnetic (EM) disciplines including EMC; EM Interference (EMI); EM Vulnerability (EMV); EM Pulse (EMP);
 Electrostatic Discharge (ESD); Hazards of EM Radiation to Personnel (HERP), Hazards of EM Radiation to Ordnance (HERO) and Volatile Materials; and natural phenomena effects of precipitation static (p-static) and lightning.  (Reference (j) applies).

    b.  EMC.  The ability of all equipment, systems, and platforms to operate and exist in their intended operational environments without causing or suffering unintentional performance degradation or harmful reactions as a result of electromagnetic interference.  
    c.  EMI.  Any electromagnetic disturbance that interrupts, obstructs, or otherwise degrades or limits the effective performance of electronics/electrical equipment.  EMI can be induced intentionally, as in some forms of electronic warfare, or unintentionally, as a result of spurious emissions and responses, intermodulation products, and the like.

    d.  Other E3 Terms. E3 terms and concepts are defined further in references (j), (k), and (p).

8.  Spectrum Supportability Relationship to E3
    a.  Spectrum Management (SM), as defined in reference (j), is a statutory requirement (Title 47 U.S.C.) that is defined as planning, coordinating, and managing use of the electromagnetic spectrum through operational, engineering, and administrative procedures.  The objective of SM is enabling spectrum-dependent systems to perform their functions in the intended EME without causing or suffering unacceptable interference.  The process of SM includes both the Application for Equipment Frequency Allocation (DD Form 1494) submission and system review process (i.e., spectrum certification) and the frequency assignment process.  Reference (b) implements Spectrum Policy in the DoN, and Reference (l) provides Navy policy for the procedures for processing DD 1494 forms and frequency assignment requests.  Both SM and E3 programs promote EMC and the control of EMI.

    b. Spectrum Supportability is defined as the determination as to whether the electromagnetic spectrum necessary to support the operation of a spectrum-dependent equipment or system during its expected life cycle is, or will be, available (that is, from system development, through developmental and operational testing, to actual operation in the electromagnetic environment).  The assessment of an equipment or system of having “spectrum supportability” is based upon, at a minimum, receipt of equipment spectrum certification, reasonable assurance of availability of sufficient frequencies for operation, and consideration of electromagnetic compatibility.”
    c.  A key element in achieving EMC is ensuring that all program managers and system developers obtain an approved DD Form 1494 for spectrum-dependent systems prior to the obligation of funds.  Spectrum-dependent systems are identified as any communications-electronic (C-E) device including CI that transmits or receives EM waves below 300 GHz.  Currently, the spectrum above 300 GHz is not allocated or regulated.
    d.  Obtaining an approved DD 1494, and subsequently approved frequency assignment, is the process by which data relative to C-E systems under development or procurement are reviewed, and the system is evaluated for compliance with SM policies, allocations, regulations, and technical standards.  This process will facilitate identifying the necessary EM spectrum and that the predicted degree of EMC between existing spectrum-dependent systems in the intended operational EME is satisfactory or manageable.

9.  Responsibilities
    a.  The Director of Space, Information Warfare, Command, and Control (CNO N6F) shall be the Navy E3 Program Director who will have a Program Coordinator to plan for, implement, and maintain E3 Program management during development and operation of DON equipment, systems, and platforms.  The Navy E3 Program Coordinator, in coordination with the System Commands (SYSCOMs), will work with the Joint Spectrum Center, Fleet Combatant Commanders, Engineering Systems Centers, field activities, laboratories, and other applicable organizations to manage the Navy E3 Program.  CNO N6F shall:

        (1) As Navy E3 Program Director, provide DON policy execution guidance, management direction, and coordination for the Navy E3 Program, and:


 (a) Serve as the principal CNO E3 advocate and coordinate operational E3 policy across the DON.


 (b) Sponsor a centralized (core) E3 Program for Navy equipment, systems, and platforms to eliminate duplication of E3 programs among system and platform sponsors.


 (c) Sponsor and fund the development and maintenance of a capability to monitor acquisition programs’ compliance with E3-related requirements in the acquisition process.


 (d) Assist the CNO Warfare Sponsors in assessing the impact of E3 problems on force-level combat posture and monitor correction of E3 deficiencies.


 (e) Provide Navy representation in joint, national, and international E3-related meetings/programs.  Ensure foreign E3 technology, data, and practices are considered for applicability for Navy use and assessed for impact on Navy operations.


 (2) Ensure applicable Warfare Sponsor funding is appropriately planned for the prevention and correction of E3-related deficiencies that degrade the mission and combat effectiveness of equipment, systems, and platforms for which each Warfare Sponsor is responsible (i.e. Amphibious, Surface Combatants, Carriers, Submarines, Aircraft).  


 (3) Provide E3 guidance for all DON research, development, acquisition, and modification of equipment, systems, and platforms.


 (4) Coordinate cross-mission area efforts with platform/facility sponsors by establishing and chairing a CNO E3 and SM Integrated Product Team (IPT) with membership from all Warfare Sponsors to discuss and resolve E3 and SM issues that cut across program boundaries.

  (5) Advise the Fleet on operational measures and tactics that should be used to exploit the EME and to control EMI degradation of warfighting capability.

  (6) Ensure the timely review, coordination, and processing of all Applications for Equipment Frequency Allocation (DD Forms 1494) submitted by activities of the DON.  (Reference (l) applies.)

 
  (7) Perform E3 and SM reviews of program acquisition documentation as specified in references (c) through (i) and platforms under development by the Navy to ensure performance requirements are established and met while operating in the intended EME, and that the operation of the equipment, systems, and platforms will not degrade the performance of other equipment, systems, and platforms. 

          

    b.  The Director of Test and Evaluation and Technology Requirements (CNO (N091)) shall:

        (1) Work in conjunction with the Joint Spectrum Center, the Defense Intelligence Agency (DIA), the system user and others, as appropriate, to conduct early independent analyses of potential E3 issues and review the program manager’s resolution of these issues. 

   (2) Ensure that TEMPs address E3 testing within the intended operational environment of the item to include storage, training, transportation, staging, and operation in Navy, joint, and international deployment. 

   (3) Include E3 assessment and spectrum availability issues as a standard presentation at Operational Test Readiness Reviews.  

    c.  The Director, Assessment Division (CNO (N81)) shall:

        (1) Ensure that Warfare Sponsors have programmed and SYSCOM claimants have budgeted for E3 management, control, and corrections.  CNO (N81) shall also monitor execution to prevent unwarranted migration of programmed E3 funding.

   (2) Ensure that E3 program funds budgeted by the Deputy Chief of Naval Operations (DCNO) (Fleet Readiness and Logistics) (N4), and the DCNO (Warfare Requirements and Programs) for Anti-Submarine Warfare (N74), Expeditionary Warfare (N75), Surface Warfare (N76), Submarine Warfare (N77), and Air Warfare (N78), for Carrier programs, in support of the COMNAVSEASYSCOM E3 Program are transferred to CNO (N61) for consolidation into the CNO (N61) COMNAVSEASYSCOM E3 funding line (Shipboard  Electromagnetic Compatibility Improvement Program (SEMCIP)).

    d.  The Director, Requirements and Validation Branch (N810) shall ensure that ICDs/CDDs include E3 and SM requirements before being routed through CNO and the Joint Requirements Oversight Committee (JROC) to the Fleet Combatant Commanders.

    e.  The Director of Naval Training and Education (N79) shall:

        (1) Ensure that a policy is established to direct that operational personnel be trained on E3.  

   (2) Ensure the inclusion of E3 control requirements in the appropriate follow‑on training involving electronic/electrical equipment and systems.  

   (3) Assist Fleet Combatant Commanders (COCOMs) and Force and Type Commanders in incorporating E3 control into their training programs.

        (4) Implement training material developed per reference (m) for applicable CNO (N79) sponsored programs.

    f.  The Deputy Chief of Naval-Operations (DCNO) (Fleet Readiness and Logistics) (N4); the Director for Information Technology (N61); and the DCNO (Warfare Requirements and Programs) for Anti-Submarine Warfare (N74); Expeditionary Warfare (N75); Surface Warfare (N76); Submarine Warfare (N77); and Air Warfare (N78) for Carrier Programs, shall:

        (1) Ensure that E3 is required, and incorporated in equipment, systems, and platforms for which they are responsible and provide funding in support of the COMNAVSEASYSCOM E3 Program (SEMCIP) for identification and correction of verifiable E3 problems affecting cognizant platforms, as well as upfront engineering.

   (2) Designate and maintain a central point of contact for all E3 and SM issues who will also participate in a CNO E3 and SM Integrated Product Team (IPT) for the coordination and resolution of cross-mission E3 and SM problems and issues.  

   (3) Program funds and manpower to ensure training of Fleet personnel in EMC management and EMI control.

    g.  Commanders of SYSCOMs, Program Executive Officers (PEOs), Direct Reporting Program Managers (DRPMs) (and their Program Managers (PMs)) shall ensure the early submission of DD Forms 1494 and the EMC of equipment, systems, and platforms for which they have material acquisition and life cycle support responsibility.  In addition, SYSCOMs shall establish and maintain an engineering capability for preventing, detecting, measuring, analyzing, reporting, and correcting EMI deficiencies.  Specifically, each commander or their designated PM shall:

        (1) Budget for EMI control to ensure that EMC is incorporated into all programs as early as possible.  

   (2) Work jointly to develop and maintain a capability to quantify the EMI degradation of existing force-level warfighting capabilities with the planned introduction of new equipment, systems, and platforms.

   (3) Establish a working-level IPT for all Acquisition Category (ACAT) I and ACAT II programs to address E3 and SM.  For other programs, the IPT can be incorporated into another IPT or similar acquisition forum.  (Reference (p) applies).

   (4) Establish an E3 Program Plan (E3PP) for all ACAT I and ACAT II programs.  For other programs, the development of an E3PP is at the discretion of the individual commander with concurrence from the sponsor.  (Reference (p) applies).

   (5) Define E3 requirements for equipment, systems, and platforms by utilizing references (h), (i), (k), (n), (o), and (p).   

   (6) Ensure that all ICD, CDD, CRD, TEMP, APB, AS, IPS, AoA, STAR, and C4ISP include:  appropriate E3 requirements and tests for the equipment, systems, networks, weapons, sensors, or platforms under consideration for procurement; all mandatory spectrum management requirements for communications-electronics equipment; and a description of the intended EME in which the systems, networks, weapons, sensors, or platforms will be required to operate.

   (7) Participate, as required, in the CNO E3 and SM IPT to resolve cross-mission deficiencies.

   (8) Ensure that a DD Form 1494 is forwarded to the appropriate SYSCOM E3 and SM office for submission to Navy Marine Corps Spectrum Center (NMSC) for all RF spectrum-dependent systems including CI and ND.  (Reference (l) applies).

   (9) Ensure that EMC analysis and/or testing are accomplished for all equipment, systems and platforms, to include commercial and non-developmental items, and that the program manager incorporates recommendations to ensure electromagnetic compatibility in the intended operational environment.

   (10) Coordinate with NMSC on spectrum management issues for cognizant equipment, systems, and facilities in support of the E3 program objectives.

   (11) Develop and issue interface standards and handbooks for achievement and maintenance of E3 in cognizant equipment, systems, and platforms, consistent with the DOD EMC standards program.

   (12) Coordinate with COMNAVSEASYCOM on Shipboard and System EMC Certification test planning, funding and execution in accordance with ref (q).

    h.  COMNAVSEASYSCOM, in addition to those responsibilities assigned in paragraph 9g, shall:

        (1) Provide quick response capability to evaluate and correct EMI degradation reported by the Fleet or Navy shore facilities involving Navy equipment, systems, and platforms.  

   (2) In support of Strike Force Interoperability, ensure that Strike Force E3 and SM issues are identified, investigated, and resolved prior to Strike Group deployment.

   (3) Provide lead on Shipboard and System EMC Certification test planning, funding and execution in accordance with ref (q).

        (4) Act as the lead spectrum supportability software development and implementation agent for technology initiatives in support of Fleet communications and radar capabilities (coordinating with Space and Naval Warfare Systems Command (SPAWAR) and Naval Air Systems Command (NAVAIRSYSCOM) as appropriate).

   (5) Maintain the Navy Training Plan (NTP) for EMI Control for the E3 Program Coordinator, and serve as the Principal Development Agent (PDA) for E3 training material for Navy schools and courses. (Reference (m) applies).

   (6) Establish EMC-related training requirements for management, engineering, operations, and maintenance personnel associated with cognizant equipment, systems, and platforms, and incorporate them into reference (m), where appropriate.

   (7) Exercise approval authority for the proposed correction of E3 problems and the acceptance of operational performance degradation or impact for E3 problems that cannot be corrected within current capabilities or with current resources.

   (8) Act as Shipboard and Shore E3 and SM coordinator for the U.S. Navy to ensure that shipboard and shore E3 and SM problems are investigated and resolved.  Maintain the U.S. Navy’s central data repository of all ship, submarine, and Strike Force E3 and SM problems.

   (9) Provide the principal U.S. Navy representative to the NATO Naval Armaments Group (NNAG) Special Working Group 10 (SWG/10) on Naval Electromagnetic Environmental Effects (E3).  
    i.  COMNAVAIRSYSCOM, in addition to those responsibilities assigned in paragraph 9g, shall:
        (1) Provide quick response capability to evaluate and correct EMI degradation reported by the Fleet involving cognizant Navy equipment, systems, and platforms.   

   (2) Provide participation in the NATO Air Electrical and Electromagnetic Considerations (AE) Panel for planning and establishing technical support requirements in EMC and other NATO working groups as invited.

   (3) Establish EMC-related training requirements for management, engineering, operations, and maintenance personnel associated with cognizant equipment, systems, and platforms, and coordinate with COMNAVSEASYSCOM to incorporate them into reference (m), where appropriate.

    j.  Fleet Combatant Commanders and Force and Type Commanders shall promote E3 in the Fleet by:

   (1) Ensuring that E3 is addressed in all ICD, CDD and Fleet Modernization Programs. (References (g) and (h) apply).

   (2) Ensuring E3 training for assigned personnel.

   (3) Ensuring that equipment, systems, and platform maintenance is performed under published EMI control procedures.

   (4) Coordinating with the SYSCOMs in identifying, solving, and correcting operational EMI deficiencies.

   (5) Developing and documenting tactics that take into account constraints imposed by electromagnetic degradation of equipment.

    k.  Request the President, Board of Inspection and Survey (INSURV) include EMI control in all investigations and reports and include a status of E3 findings in the scheduled reports of INSURV inspections.

NAME

Rank


By direction (or title)

Distribution:

SNDL


A1H    (Assistant Secretary of the Navy (Manpower and 

    Reserve Affairs))

A1J    (Assistant Secretary of the Navy (Research 


    Development and Acquisition))


A1J1A  (Program Executive Officer Tactical Aircraft  

                                                                                   Programs)


 A1J1B  (Program Executive Officer Air ASW Assault and    Special Mission Program)


 A1J1C  (Program Executive Officer Strike Weapons and Unmanned Aviation)


 A1J1E  (Program Executive Officer Space Communications and  Sensors Program Management Office)


 A1J1F  (Program Executive Officer Surface Strike)


 A1J1I  (Direct Reporting Program Manager Advanced Amphibious Assault United States Marine Corps)


 A1J1L  (Program Executive Officer Theater Surface Combatants)


 A1J1M  (Program Executive Officer Mine and Undersea Warfare)


 A1J1N  (Program Executive Officer Submarines)


 A1J1O  (Direct Reporting Program Manager Strategic Systems Program)


 A1J1P  (Program Executive Officer Expeditionary Warfare)


 A1J1Q  (Program Executive Officer Aircraft Carriers)


 A1J1R  (Program Executive Officer Information Technology)


 A2A
(Department of Navy Staff Offices (Chief of Naval Research, Department of the Navy Chief Information Officer))


 A6
    (Commandant of the Marine Corps (Headquarters US         Marine Corps)) 


 B2A
(Special Agencies, Staffs, Boards and Committees   (Officer In Charge Joint Spectrum Center, Director Defense Information Systems Agency, Director Defense Intelligence Agency, Director Joint Tactical Command Control and Communications Agency, Director National Security Agency, Joint Special Operations Command J1))


 B2C
   (Western Area Frequency Coordinator)


 21A
   (Fleet Commanders in Chief)


 22A
   (Fleet Commanders)


 23
    (Force Commanders)


 24
    (Type Commanders) (Less 24J, Fleet Marine Force        Commands)


 25A
   (Mine Warfare Command)

 26F3   (Commander Operational Test and Evaluation Force)


 26H
   (Naval Coastal Warfare Group)


 26J
   (Afloat Training Group and Detachment)


 26K
   (Commander Undersea Surveillance)


 26R
   (Mobile Inshore Undersea Warfare Unit and Group)


 26S1   (Harbor Defense Command LANT)


 26S2   (Harbor Defense Command PAC)


 C3     (Navy Deputy Director Electromagnetic Compatibility                    Analysis Center)


 C4Q    (Director Naval Electromagnetic Spectrum Center)


 C58    (Shore Based Detachments) (CNET)


 E3A
   (Commanding Officer Naval Research Laboratory)


 FE1
   (Commander Naval Security Group Command)


 FF1
   (Commandant Naval District Washington)


 FF8
   (President Board of Inspection and Survey)


 FF38   (Superintendent United States Naval Academy)


 FF42   (Superintendent Naval Postgraduate School)


 FF6
   (Superintendent U S Naval Observatory)


 FA3    (Commander Naval Network and Space Operations     Command)


 FH1
   (Chief Bureau of Medicine and Surgery)


 FKA1A  (Commander Naval Air Systems Command)


 FKA1B  (Commander Space and Naval Warfare Systems Command)


 FKA1F  (Commander Naval Supply Systems Command)


 FKA1G  (Commander Naval Sea Systems Command)


 FKA8F  (Director Strategic Systems Programs)


 FKA8F1 (Commanding Officer Naval Ordnance Test Unit)


 FKA8F2 (Program Management Offices)


 FT1    (Chief of Naval Education and Training CNET)


 FT2
   (Chief of Naval Air Training CNATRA)


 FT24   (Fleet Training Center)


 FT54   (Commanding Officer Naval Submarine School)


 V28
   (Commander Marine Corps Systems Command)


OPNAV (N09G,N00T, N1, N11, N2, N21, N22, N32, N35, N39,    N4, N43, N50, N51, N59, N7, N70, N71, N74, N75, N76, N78, N8, N80, N81, N82, N091)

Copy to:


 ASD(C3I)


 Joint Interoperability Test Command, Fort Huachuca AZ 85613-7020


 U.S. Air Force [AF/AQPT, SAF/AQQS]


 U.S. Army [SAIS-SM]

�PAGE \# "'Page: '#'�'"  ��The latest version of SECNAVINST 2400.1 does not do this as we had hoped.  The fact that it does not, really calls this entire instruction into question at this point.  If SECNAVINST 2400.1 implements DODD 3222, then why is there an OPNAVINST doing the same thing ….. we all know the answer, but SECNAV/DON CIO failed to give OPNAV and USMC C4 the authority they needed in SECNAVINST 2400.1.  
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